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FOREWORD

'it wasn't the Roman Lego.,s that crossed the Rubicon, it. was Caesar.' After all, the Roman
Senate had at its disposal twice the number of legions that Caesar commanded. iUey were well
rested, vll provisioned, ad occupied good defensive positions. Vy. then, was there no battle?

The question is, of course, rhetorical. There was no battle because the defenders had no stomach
for standing up to Caesar, the man who had proven himself to be the outstanding commanoer o
his day. His skill at planning was superb, his ability to react to developments on the battlefield was
unmatched and, perhaps rosl significant, he never lost "contror of his troops. As he committed his
forces to battle, he always retained an avenue of escape, and an ability to disengage his forces if
the battle were going badly. This kept tactical setbacks in battle from becoming catastrophes.
The above is just one cxample of a fighting force that overcame enemy forces tothenise every bit
as capable) due to better command and control.

Ten years ago, a group of analysts gathered under the sponsorship of the Office of Naval
Research and the Massachusetts Institute of Technology to ask the question. Are there elements
that can be identified that make for successful command and control on the battlefield? Can these
be identifed, quantified, analyzed, and taught?

This initial gathering grew into a senes of nine annual workshops on Command and Control that
presented puneenng work in the field and established ,.ommand and control research as an area
of basic inquiry. Perhaps more nportant, their influence caused the defense community to realize
that good C3 depended on more than good communications and automatic data processing
equipment. A Defense Science Board task force reached the same conclusion and it established a
Co.mmand arid Control Research Program at National Defense University to encourage and
co-ordinate i-search in command and control with a special emphasis on joint opt -.tons. Three
years ago, it wa.z, recognized that the field had matured sufficiently to pass the spouisirship to the
Basic Research Groap of the Joint Directors of Laboratories, an organization that has full
participation from all three military departments.

The 1988 Symposium on C2 Research was held at the Naval Postgraduate School and the
Monterey Resort Inn in Monterey, Caliornia, from the 7th to the 9th of June This was the second
annual Symposium sponsored by the Basic Research Group of the Technical Panel on C3 of the
Joint Directors of Laboratories The Symposium was organized into four working groups, each one
of which provided a tracl, throughout the three days The program included five plenary sessions,
four of them featured a presentation by an eminent speaker, while the fifth one provided an
opportunity for assessing the symposium and the work presented. This volume contains most of
the papers presented at the symposium.

The first plenary speaker, Vice Admiral Jeiry 0 Tuttle, USN, directer of J-6 (Command. Control
and Communications Systems) of the Joint Chiefs of Staff, discussed C3 needs lrom the
commander's perspective His compelling, and entertaining remarks impressed on the p, hcipants
the fundamental shift that has taken place in the defense community The community rLxognizes
that effective command and control is a vital ingredient in military success, every bit us important as
good commuiacaton systems and indeed good weapon systems He challenged the symposium to
explore ihe fundamentals of command and control and help the defense community develop
materials that could be used in instruction and training of senior military officers



The second a speaker. Dr. H 6ld V. Sorenson. Chief Scientist of the Air Force. talked aboutlessons Iearned and changes in perspective duringhis tenure as chief scientist regarding the

development and use of Csystems. Mr. Edward Brady; vice president of MITRE, addressed C3
problems from the CIN's perspeve us atop dn approach. iay Dr. ar L Van Trees,

esented apersonal butcoprehensive view and as ent of pogress in C research during,
the last~ten years. we are vesy pleased that several of the speakers provid1 a written version of

tafor inclusion in ths voume. Theepapers are to be found in the first section, Invited:
Papers. tefour speakersfor their.presehtations and lor
their partiipatn in the llvey discussions curing the symposium. They set the tone for the.technicalprogram of the mneeting an provided the basis for many of the discussions during and b etv een the

sessicns.

the first Working gioup, Theory and Models of C3. wasdiaired by Dr. Richard P. Wishner from
Advanced Decision Systems. The presentati6ns ranged from the most iecent update of the C3
Reference Model to mathematical modls'of the _2,process, and to specific technical problems
such as dynamic resource allocation or data fusion.

The second working group, C3 Systems and Components, was chaired by Prof. John H. Lehoczky
from Carnegie-Mellon University. From the twenty three papers originally scheduled, eight were
not presented,, primarily because of the freeze in travel'that was in effect at the time of the
symposium. Some of the authors who were not able to attend didsubmit their papers and since the
circumstances were beyond their control we broke with custo.n and included the papers in this
volume. The papers in Section 3 emphasize communications, computer science, and networks.

The third working group, Decision Support Systems and Behavioral Aspects of C3, was chaired by
Dr. Stanley M. Halpin of the Army ResearL, Institute. Sixteen papers are included in Section 4.
They range -in --content from organization theory-to presentation of-experimental results to
knowledge based decision aids. The human element and its impact on system performance and
system design constituted one of the main threads in the sessions.

The fourth working group, Testing and Evaluation of C3 was chaired by Dr. Stuart Starr of the
MITRE Corporation. This group of papers was characterized by the strong effort by the chairman to
integrate them and present a sweeping view of the problems, issues, and approaches to testing
and evaluation. Thirteen of the twenty three papers are included in Section 5.

On the last day of the Symposium, a questionnaire was distributed to the attendees with the
request that the fill it out anonymously. The purpose of the questions was to identify the strengths
and weaknesses of the Symposium design and solicit ideas for its improvement. There are three
issues that a substantial number of respondents raised. The first was that the demarkation
between working groups was not clear, with the result that attendees had diff.culty selecting the
papers that interested them or that similar-imaterial Was presented in different working groups. In
the current s. mposiim design, prospective authors indicate the working group they prefer and, in
general, their vish is respected. The working group chairmen grouped the selected papers into
sessions in the best way possible. The process was done in a decentralized manner. An alternative
design is for a program committee consisting of the four working grbup chairmen and the
Symposium chairmen to consider all the papers, t6gether, organize the selected papers into
cohesive sessions and then organize the sessions into tracks. This approach requires increased
effort by the program committee members, but the result is expected to be an improvement in the
organization of the technical program. A side benefit of the alternative approach is higher and more
uniform standards for the selection of papers.

vi



The second cdommon comment was that there ware too many papers and a person had difficulty
not missing Ejesentatiohs that he wanted 1o hear. There were a ninier of suggestions to reduce
from four 5 tir6 of even two the number of parallel sessions. We believe that partof the difficulty

'could be resolVed by organizng the symposium by sessiori)rather than'by working group sothat
parallel sessions do not have overlapping scope. Wedo not believe that the number of parallel

rJ sessions should belreduced further; note that in 1987 there were six paralel sessions and in 1988
there were only four..

The Symposium is a unique f6rum that bribs together personswho are doing basic research on
C2; wheth er-in academia, government laboratories, or industry, sponsors arid users of the basic
research, and some - not enough yet,-:from the operational community. C2 has a very broad
technological and behavioral base and we have been striving to capture this breadth in the
Sympixsium. The individual technolgies or sciences have discip inary forums such as the technical
meetings organized-by- professionalsocieties in -communications, computei science, control
theory, psychology, etc., where results-can be presented. One of the roles of the Symposium is to
keep reminding the attendees of*the breadth and complexity of C3 so that, as the saying goes, we
dlo not miss the forest for the trees.

The third comment concerned the proceedings and the need to have the papers distributed early.
At the time of this writing the expectation is that the proceedings will-be distributed in September,
two months earlier than in 1987. It is not'possible to have them ready much earlier than that, unless
authors are requested to submit their papers before the meeting. Many authors prefer to present

the paper first, receive feedback and then -fte the--ersiohlo be published. In-this way, the most
recent-work in the aiea appears in the written record.. While every effort will be made to publish the
proceedings in as timely a manner as possible,-for 1989 we will continue the practice of distributing
a complete set of abstracts, better organized and with an index, at the Symposium, to be followed
by the Proceedings soon after.

Finally, we would like to thank the four working group chairmen, Dick Wishner, John Lehoczky,
Stan Halpin, and Stu Starr whose technical judgement, hard work, and commitment produceo the
1988 Symposium which was, according to your comments, a success. We would like to express on
behalf of all of the attendees our appreciation to Ms. Inara Gravitis of SAIC who, as the
administrator for the Symposium, made it happen.

We are already planning the 1989 Symposium that is to be held at the National Defense University,
Fort Leslie J. McNair, Washington DC on June 27 -29. We expect to see you all there.

Alexander Levis Stuart E. Johnson L .....-
C-chairmen -- i NTIC.,&i
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C3, AN OPERATIONAL PERSPECTIVE

Vice Admiral Jerry O..Tuitie
Director, Command, Control and Communications

" Systems 'Directorate
.Thie Joint Chiiefs of" Staft .

Good-Morning, Dr. Johnson, Dr. Jones, reading. I read only the foreword and
Ladies and Gentlemen, leading sientists'of the in troduction, and purposely did not read-anyworld. I am delighted and humbled to address furher. It was clear.that-th& editors/autho.-
such an au st group. had maisterfully captured the essences ,.of

Command. Control and Communications (Dr.

All of you are the reason why I am in my Stuart Johnson and-,Dr. -Alexander Levis,
current position- as the direci6r, Command, editors). R~ading further would have
Control, and'Communications Directorate, in conditioned me to restate unintentionally what
the Joint Chiefs of Staff and why I ani here you already have available. Besides, I have
today. Because of your assistance during my some other insights that I want to share with
40 months as a battle group commander, some you.
people mistakenly thought that I know a great
deal about C3 systems. I owe you and your Frankly, the challenges and responsibilities
counterparts an enonnous debt of gratitude. for resolving those existing C3 shortfalls reside

primarily with me and are not due to a lack of
Early in my tour as a carrier battle group technology. Clearly, there are unconquered

commander, I recognized the tremendous and undiscovered spheres of research and
resource of knowledge and technology those of technology that remain and existing technology
you in our DOD laboratories possessed. Until that needs to be applied and/or matured. The
then my command and control universe had most fnfitful areas reside in improving the
been limited to the unnecessarily restricted "System"; Management; Changing Cultures;
radius of 200-300 nautical miles of the and yes, Leadership.
customary range of action for the carrier air
wing. I am totally convinced that experts like you

can engineer, design, and package C3 systems
I immediately sensed that a carrier battle to satisfy our every recognized C3 requirement

group should control the battlefield under an if the users can properly articulate what is
arbitrary 1,000-nm envelope. Nevertheless I needed. That is the gulf we must bridge. As
was sagacious enough not to specify any dis- your director for C3 systems, I hope to con-
tances lest they be considered limits and chis- tribute to and exploit the vast capabilities that
eled in stone. I did not want to accept any lim- already exist. I am confident about our
its. From a commander's viewpoint, I had prospects. This symposium, as well as books
created a major C3 challenge. With the then- like Science of Command and Control: Coping
existing systems, I might just as well have been with Uncertainty. (Dr. Johnson--Frank Synder,
in a 55-gallon drum. NWC--Tony Ottinger, Harvard--Carl Jones),

helps to inspire this optimism.

Fortunately and solely by chance, I turned

to you in the laboratories to satisfy my My staff had prepared a "Strawman" for
requirements because I realized that the system this address. Frankly, it missed the mark
was too slow to meet my needs during my because it was prepared by those who were
tear. You responded magnificently. Through products of the existing system.
frustration and necessity, I discovered the
tenets so ably articulated in the National The laws of physics have not changed since
Defense university's and AFCEA's Science o creation. Our creator kindly provided us with a
Command and Control: Coping with spectrum between D.C. and light, and you

Uncertainty I recommend it to you for gentlemen are masters of exploiting this



,spectrum.Filberoptics arean exciting e. ple logistics, etc., than went over the autodin°of a capability' -at~tll begs to.belu I y systirexploited.. ..
obelieving in the Christophei's motto apho-

Iet me tell you whereI have channeled rmy risfii'thatit is better to light one candle than to
energies during thig-past year for'Your critical iume-.the darknes; I initiated aui awareness
review and conclude with ai ohgoing veritable prdgram, -recommended to the Operations
C3 success storiy.hat naeedsto be told ad. one Directorate on the Joint and Unified/Specified

-ih1-which you-should feel-pride, becaueoi Ci i om ands use of the existing system, and
havemadjit possible. 6peily -marketed its capability.

Permit me to proceed through the salient Today, the chairman can- send messages
topics in more or less chronological order. immediately to any or all of his CINC's

through" a teleconferencing net; OPLANS,
When I was informed of my current OPORDS, warning orders, alert orders, and

assignment, I thought that I should learn about execute-order are routinely sent to the CINC's
the Worldwide Military Command and Control and joint task force commanders; all numbered
(WWMCCS) ADP System. To me,-they were fleet flagships now have WIN terminals;
just letters in the alphabet. While at OPSEC has improved greatly; and the CINC's
CINCLANTFLT, I arranged to be given a are now unanimously in favor of the follow-on
"Dick and Jane show and tell." WWMCCS information system or "WIS."

Today, CINCCENT, CINCLANT, MAC, and
An Army Major struggled through a hands- CINCSOUTH use the WIN system daily for

on demonstration but frequently deferred to a command and control of real world
lady who worked on the staff in logistics. She contingencies. This is quite an accomplishment
politely provided many of my answers, but I when one considers that some of their opera-
came away with the perception that WWMCCS tors could not log on to the system as recently
ADP was murderous to the user, a "White as December 1987.
Elephant," correctly put antiquated, and being
used by the wrong people. More accurately, WIS had experienced a turbulent funding
the people who should have been using the history and could not have survived without the
system were not. The worldwide military successes demonstrated on the WIN network.
command and control ADP system was not Despite the rocky road of WIS, at 5 test sights
being used to command and control anything. early next year we should field a local area

network; an automatic message-handling
In order to become famiiiar with the system; and the first increment of the Joint

system, I had a WWMCCS intercomputer Operational, Planning, Execution, SSystem (or
network (WIN) terminal installed in my office JOPES) or a link-up of the Joint Deployment
prior to my arrival. My discovery was System and the Deliberate Planning System.
astounding, shocking, unbelievable, and
depressing. The fastest, most secure, perva- That's the good news! The bad news is
sive C3 system was not being utilized by oper- that is should not have taken that long or cost
ators. (They did not know how.) No terminals as much as it did to design and field a local area
had been installed in our numbered fleet flag- net and an automatic message-handling system
ships. There were no "yellow pages" (that is, a The blame certainly does not rest with you in
list of who were on the system) and no catalog the laboratories. However, it does lie with
of what programs or files were available in the those who failed to state the requirements
system. Most amazing of all, the chairman of adequately, failed to include the users from the
the Joint Chiefs of Staff could not send his beginning, imposed incredibly stringent test
CINC's messages due to a lack of procedures. and evaluation requirements, established an
I discovered that more data were transferred unwieldy organization whereby no-one could
through the ether every night by the joint be held accountable, and then tolerated poor
deployment agency, those concerned with management until the past year.
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Where'are we headed? Hopefully, the For-openers, Lfound that we mistook
release of GECOS-8 vil make the-WIN-far "feaibility." 'pracilcality, "affotdibility",ttnd,morecap6able,fast&, usef-friendly, and greatly "pirities"for "requirmnin." IL-d co fi to

* expand the sample of ts s. WIS willome to four. If ofie ofihgCINCs -siks'Jhe-has a
fribuion andwith the assistance of a system that iequiiement;-theh this three-str (and'crtainly
.I have put i6getheduring thelastycai - --nota 6 tt'i -6f' f n-majors) is not goinrg to
defirnetheexecudon phae fJOPES beti." til him that he does' it have aiuiremnt. If

S... "' " " , qenei PiOtrwski,-CINCSPACE, says that
Being-.fom outside the rerieptive C3 hineeds tolk with '3 ditheetherside

conunity when Ireporiedla --yearago,I -ofPlfito in-less thani4 hours, then he'has-a
-wanted to remain ;6pen minded in order id'le-an - reiuiremfin theeonie to'j6u to bail me out
where the probleii's were While not revealing and findsome fraimission media t'aster than
1h, ignorance and thereby.losing credibility. :1 light.
became actively ,irolved,"with the- 3 "-
professional -groups' suchiiAFCtA, IEEE,. The- entire C3 opertionallrequiremenis
AIAA, and EIA_ They -provided- me with, process has made major progss, but it is still
valtable feedback. -1 learned ti&hf we were not unsatisfah&6ry2 Nevertheless, we will prevail.
making our req'iiremenis~known toifidustry.
We were ot'making available our stated joint here wilt 6 an ever-increasing number of
required operational capabilities (ROC's) or joint requiiements as we conduct'far more joint
multiple required-, operational capabilities, exei~ises. This is good because it~will nurture
(MROC's) until vie went out for RFP's. This interoperability. Since Grenada, we have come
seemed myopic to me, particularlyinview of, light years in or ability to interoperate. How-
the fact that as joint operations becornefar more ever, it is not enough that the US Air Force,
fashionable, unquestionably ihere-would be Marines, Army, and Navy are interoperable.
more joint ROC's/MROC's. I wanted industry We miUst be able to operate together with our
to be working on what we need, not what they allies while using compatible C3 systems. This
thought we need. encompasses language, procedures, techno-

logically compatible C3 systems, doctrine, etc.W immediately mnade our ROCs/MROC's

available to industry so that their technological We are actively pursuing all of these areas,
bases could be applied to our requirements and, frarkly, I am pleased with progress. I do
sooner. Industry, I hasten to add, has been riot believe that we are mistaking. activity for
alert to making the necessary changes in how achievement. B. Gen. George Bombel is
they conduct business since the enactment of doing a brilliant job in leading the joint tactical
the 1986 reorganization act. C3 agency.

By reviewing our ROC's/MvlROC's for Interoperability must start from standards.
release, we discovered that some had been We in J-6 simply were not taking an active
overtaken by events; that-is, the RDJTF no enough role in establishing standards and in
longer existed, etc. Most were poorly written, ensuring that C3 system developers were
It was taking up to 3 years to validate require- rigidly adhering to these staridards. I do not
ments. No review was being conducted to want to reveal that embarrassing state of
measure the effectiveness of the services to affairs, but we are very much involved in
satisfy the CINC's requirements, etc. I found creating standards and ensuring compliance.
that the directive that governed the ROC Some of the moie salient areas that we are
validation process was of 1982 vintage and pursuing are fiber optics, HF anti-jam wave
seriously flawed. We have rewritten it to speed form, over-the-air crypto rekeying (more on
up the process greatly, provide the CINC's that later), etc.
with a quarterly situation report, and participate
actively in all phases of satisfying the require- Perhaps the most significant accomplish-
ment from validation to full operational capa- ment regarding standards has been the utiliza-
bility. tion of an existing standard -- the message text

format (MTF) standard. When, by fiat,
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JINTACCS MTF became the standard mesage other dynamic scenari6s. Even'those wh o

forat-for~tlie-132 selected messageszon 30 graduated magna cum laude from Evelyn
Se b1986, forariois'reasbnsj(pimriW Wood's speed reading cotrsiecannoi envision,

1 gnm-ahii)-At was,6osidired thit~they s.oula th6_piettire,-ftdin iiapdr-bi[s~ld'm By-

be- utiliziel for exercises or. cbntingency achievi.,g universal use 6f the michire-readable
oner~aionis onvy Adrittedly,.many o. the MT F;at least we will be able io correlate+MTF
mi ssag frmats were f6r_ sre b1in1bardme nt, ports wiihother faster sensor-deriVed data in

'navalgrflre support, c"tc. Neveriheless, it is order % redu~e.1'e uncertainty addressed in the
foolish t6 intr 6duce ai nfamiliiprocedure -or Naiional Defense University book: Scierc'e of
system when embfirking. on contifigeiic C ti;ffiand ard Control:' ooing-with-Uncer-
operations. Cledrly, *ve had to find'away to tainty. -It 'is this'uncertainty, that'I want to
failiae ih MTFS by using them ameliorate, having bedisin command of some-
routinely. thifig for greater p- '6f -y Navy career.

To provide leadership ,Idirected that-al I am. confident -that, .with minimum
messages drafted by my directorate be in-MTF. resources, I can cause numerous existing data
The response by the CINC's +has been bases obe'fused'in order to form a common
phenomenal. As recently as this past red and blue data base that can be used at all
December, for. all practical purposes, -the echelons of command -- from the national
Military Airlift Command did not use MTF. command authorities to the individual missile
On their recently concluded exercise, 98 shooter on scene. The data base at each tier in
percent of all messagesoriginated by MAC, the echelon can be tailored locally by granular-
and 82 pe-cent oftheniessages received from ity- or geography to suit the commanders'
their components were'in standard MTF. needs.

What we have discovered by daily use of This tailored composite red/blue picture
MTF is that our automatic message distribution must be projected in a manner so that it can be
systems require reprogramming. This discov- conveniently, constantly, and critically
ery led to the realization thatiwe had three analyzed and challenged.
different automatic message distribution codes -
- one for Air Force, another fortNavy, and yet The creation and management of these data
another for NATO -- all of which were ineffi- bases can be made far more automated, and a
cient computer programs. As I speak, we are more equitable division of labor in intelligence
working on a standard, efficient automatic production at all echelons can be achieved
message-routing code for us and our allies, while reducing redundancies. There can be

economies made in personnel resources, but,
As an operator, one of my objections to more importantly, alcon (all concerned) will be

JINTACCS MTF was to an air gap and operating from a common data base.
message format change ut the joint task force
level. Because the joint task force is the last I have initiated this effort in the National
place that you want a discontinuity, we have Military Comnmand Center, which currently has
now corrected this discrepancy, and the system 115 individual systems (a number clearly
is transparent from the unit level to the national unmanageable), no composite picture, and no
command authorities. The message I want to way to project it automatically if we had one.
deliver with the MTF story is that it is another That is not totally correct, inasmuch as we did
eAample of a capability that existed but was throw together a system literally over night in
being seriously restricted by ignorance and lack the Operations Center Decision Room (ODCR)
of procedures. It also provides a convenient for the recent U.S./Iranian encounter in the
lead-in to my next topic. Persian Gulf.

No system is any faster than its control As a result of our being able to project on a
mechanism. Regrettably, our C3 system is far large-screen display near-real time locational
too dependent on recorded messages. This is data for units in the north Arabian Sea and
unacceptable, certainly for air defense and most Persian Gulf, Secretary of Defense Carlucci



and Chairma6i, JCS, -Adfiiiil Crowe could attackoption when its unique sensor could be
fiak farbttter: id' faitidecisions:. Asir used'-to"-great advantagebiy'many bther
miatterfh64- l sibabak~ bsee wep ons systems. I-must arrangeto have Jhis
Geh ral C fFloridaen cheiirate the entii -systemin*tFoeraie digitall ).witi many 6ther
affaiCT . Of course, we had providdfGeneral - s ystems.-

. .. .. .I- ThelW r.s. exampie o6fthis can beWfound in

-With the o6ri'scene-c6inmndei, RADM ihe-inielligence systems. I all themTony Less, the'CINC'(G6n. Ciisf, iriTam , :syepipes." This_ is not-an indictment of the
Florida),and SECDEF/Ch athil ifi tlligencomrniiiity byanysretch of the

•same" picture aid'saii d'aita bass',the'reuie in.a Tg .fi ai , bnuhe ithr a snitire of the factmnt to corhrhunicaY i-iish-k'etly that hme titfilifhead for alloof f thir systems is a
JYf, or-intellinc6 officer-- not the officerinBy having the red and blue foices depicted .cha e whohas the ultiinfteresponsibility in

in one composite picture, the relative-urgencies his Area Of Reponsibilit (AOR).
for decisionma ' king could be readily determined
and prioiies made mbre itelligenl y... Currently, intelligence consumes approxi-

.ijately 65 percent of. our communications
How, have we arrived at this juncture? capacity-and is expected to increase to 85

Certainly not foithe lack of technology. It has percent during a conflict. Clearly, we need tobeen accomplished by knocking ddwn barriers go on a communications diet and analyze data
and changing a culture, as opposed to handle data. I am working with

DIA and NSA in order to achieve a moreIt started from a Joint Operational Tactical comprehensive and composite picture for all
System (JOTS) that had evolved from a desk- echelons of command while burning up less of
top computer, tactical decision aid, and plan- the airways.
ning tool to a management information'system
and thence to a C3 system -- first for a carrier Returning to the Joint Operations Tactical
battle group commander, then for joint task System -- JOTS, I was demonstrating its capa-
force commander, then for a numbered fleet bility to a JCS operations officer one afternooncommander, and finally for a fleet commander, after having just reported aboard. He said:
Now we are developing it for the world duty "That's great! Have it in place for tomorrow's
officer, first reflagged tanker escort mission"I (Operation 'Ernest Will").

At this juncture, I want to point out an
illness in our systems approach that must be We worked all night getting the connectiv-
ameliorated. It is natural and easy to see why it ity for the JOTS picture back to the Pentagon.
happens, and it is the reason why we had 141 We took the officer in tactical commands
separate C3 systems in the NMCC. (OTCIXS) JOTS broadcast off the IndianUnderstandably, any system's requirement is Ocean satellite and had my friends in Naplesarticulated from the perspective of the echelon rebroadcast over the Atlantic sate,.,e to
of command for whom the requirement exists. CINCLANTFLT in Norfolk and over landline
There is little or no consideration of where the to me in the crisis action room. Wanting to bet
system that satisfies these requirements fits into on aces, straights, and sure things, I did a likethe whole. "M" hop in the pacific through Guam and

NOSC, San Diego.
The situation is further exacerbated by the

executive agent and program manager for the Now the connectivity is not impressive
system because they want and need to have and, in fact, is routine, but what occurred thatlimits on their project. morning at 0630 when SECDEF and CJCS

watched (near-real-time, at the time of TV) theThere is a project rapidly maturing today Ernest Will ships steam through the Straits of
tlat feeds from multiple external sensors, but it Hormuz and out of the silkworm envelope
is a closed system in order to satisfy a single- changed a culture.
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Afterwaids,-SECDEF pickeWdup ihe-red" can, end. aciypt6 key- list over existing
phone -and- said: - "Chris, super -job,'  he cbmmunicaitions channels covered by KG-84's
depirted saying that this was the first tie that, and' insbn crypt6devices 7- a capability that
we hidbeat CNN: What General'Ciist could has existed for a long time but-had never bIeen
not-figure out was why SECDEFanthle. uitilii&l. I can inot even'lmagine the amou nt of
chairman had been so quiet and had not a k mone'y,trrebls;ahdcareersthat will be saved by4y questions. " this iroedure.

-Well,'1rapidly became-the most popular As I approach the end'6f ihis presentation
thre6-star in DOD. Every four stai wfhose area you will note that I hav et asked you for'
ofresponsibility I had used to pipe a picture of- thing. The ?reason is ihat until I can fully
General Crist's AORto W ashingioro, call me exploit the capabilities that you.have" already
and "reviewed my heritage".' povided, I do not intend to ask for more. Just

continue your iuperior work.
General Crist had changed it-all, for hM

intrepidly said that he did not care if his superi- By-the way, if-you solve the multi-level
ors had any,-anid all, information as long as he security problem, I'd be very interested. We
had the same information at the same time. We are devoting tremendous resources to this issue
provided him with ihe same capability that we and may be demanding of our hardware and
possessed, and we have grown together ever software engineers unrealistically lofty
since, requirements and an electronic system to

compensate for a lack of discipline in our
The other morning around 0530 it was security system.

gratifying to be able to sit there and have the
complete picture. However, there is another We need to work together on two things:
major issue here. All depicted data were being
challenged constantly and by every echelon of 1) Embedded crypto in our C3 systems
command. If the same information had been in
message format or in a data base, the degree of 2) GPS weapons systems integration.
uncertainty would justifiably have been greater.

Now I would like to conclude with a
We did not carry the red, blue, commercial, success story that is largely unrecognized and

or unknown air tracks that day because (RADM one for which you are largely responsible.
Tony Less) thought that if every 5 minutes
JOTS reporting was good, every minute would Let's mentally take a trip halfway around
be great. So he strangled the system. the world to the mouth of the cradle of civiliza-

tion. There we see French, British, Belgian,
I am so committed to developing this Dutch, Saudi, and Italian ships steaming in.ystem that will provide worldwide tactical C3 hostile waters with numerous oil tankers, ships

to the NMCC and all the CINC's for carrying military cargo, Iranian combatants,
contingencies covering the spectrum from low- and (yes!) a sizable U.S. naval presence.
intensity conflict to theater nuclear war that I
have established an entire division on my staff All of these link-capable ships are in the
to work the problem. U.S.'s and/or Saudi AWAC's link and the E-

2C's link when present. The U.S. ships can
I want this tactical C3 system to be used communicate on secure with the allied ships in

continuously, be reliable, be fairly robust, and the theater, witn aircraft for deconfliction with
become ever-increasingly less vulnerable. It is the reflagged tankers, ashore with all of the
my "Le, I&rn, Develon" philosophy. gulf coast states' Air Forces and Navy head-

quarters, and with our embassies.A To utilize the foregoing and existing C3
systems better, we have just concluded an

over-the-air rekeying for crypto devices
worldwide exercise. We demonstrated that we

ck6
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N1ow consider that thie CINC who has the and that some who ait hiow comnmunicatingultimate responsibility- for this theater-resides over secure circuits would'not have exchangecion the -other, side of theiWorld;7,000 -miles greetings beffe if they had met ori the street
away His Nav'y corponent coimra dismi~Hawaii; his joint task 4ftW16binrhiander -Thank you, for piermitting me to participateemhbarked'in- his sixith flagshipnIir~th~ ioth in-your symposiumi. .I hope.that it, like theArabian Sea and his surface- commander is in 'county, fair, gets'bigger and better every year.

- the gulf. It is testimony, how, a C3 systemca'n
be ngneeedtosuppori the war fighter. -This I leave, you, with. this thought: turbulentIscenario is even more noteworthy- when, you progression is pieferable to tranquil stagnation.

raiethat this was i Virgini 03 area a year ago
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ROL Ro6ijE c 2 
-RESZARCH MMITi IN'SUPFORr

OF. THE COMkANDERS-INWCHIEF (CINRCS),'

Edward C. Brady,
Stu t,H1 Starr

TheHiTRE Cogrporation

A. I t Figure 1
Recently the Scientific Adviser to the Unified and Specified Commands

Sureme Allied CommandetiEurope (SACiUSI) woate to \ -a member of the Joint Directors of Laboratories
(JDL) to comment on' the most recent JDL C

3  V
Roses... h and Technology Program (reference 1). cM1
Based on discussions with SACEUR's staff ho

concluded: "The general feeling was that the
program plan focused on the theoretical aspects
and was too detached from real world C

3 
combat

effectiveness. We need to understand and develop SeA
C
3 

technology to support operational needs. Au
Thus, this program needs to be a balnce of 0
theory and empiric&aI measurement."........ SE

These observations pose a critical 4uestion

for the C
2 

research community: what should be
its role vis.a.vis the roles and missions o the T-
Unified ani Specified (U&S) Commanders.in.Chief
(CINCs)? To address that question, this paper 1 a L 4
describes and characterizes the evolving
responsibilities of the U&S CINCs. Emphasis is
placed on the enhanced role of the U&S CINCs From the perspective of the C

2 
Research Community

arising from recent institutional initiatives and there are several characteristics of the U&S
the limitations that the U&S CINCs face in CINCS that affect the support they require.
executing these expanded responsibilities. In
light of these needs, the position of the C

2  
First, the U&S CIlNCs can be characterized by

Research Community is characterized, This the nature of their mission. warfighting versus
includes a description of the comaunity's current support. For example. USTRANSCOM exists to
support to the U&S CINCs and a projection of the support the other CINCs In the execution of their
role that it could ultimately play. Based upon operational responsibilities and this support
these assessments, several actions are proposed role strongly affects their C

3 
needs. Second,

to make the CZ Research Comunity more responsive the U&S CINCs can b distinguished by the
to the needs of the U&S CINCs. locations of their headquarters vis-a-vis -heir

theaters of responsibility. For example,
B. CINC Responsibilitlejjad Ned USCflTCOM has its headquarters in Tampa, Florida.

while its area of responsibility Is Southwest
1. CINC-Unique Features Asia This has serious implications on its C3

Infrastructure needs. Third. the level of C3
Figure I broadly depicts the geographical system support from the Services and Defense

responsibilities/peace time locations of Agencies varies significantly across the U&S
headquarters for the ten U&S commands. The CINCs. For example, close ties exist between
precise composition of these commands has changed CINCSAC and the Air Force and CINCLANT and the
over the last few years with the creation of new Navy. In addition, Defense Agencies have set up
cosoan&s (e.g , U.S. Special dperations Command several field offices to assist the CINCs on C3-
(USSOCON)). the evolution of existing commands related activities (e.g., DCA has a European
(e~g , creation of U.S. Transportation Command, office collocated with USEUCO in Stuttgart, FRG,
assimilating the Military Airlift Command, and a Pacific office collocated with USPACOM sn
Military Sealift Command. and Military Traffic Hawaii) However, there are ca-es, most notably
Management Command), and the disestablishment of US CINC Southern Command (USCINCSO), where

rrior commands (e.g.. U.S Readiness Command) organic and external support for C3 systems are
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extremely limited. Fourth, it should be allocation of resources, the DepSecDef

recognized, that USSOCOH'is,the onlyU&S CINC with established an institutional role for them in the
direct research. development, and procurement review of the Service and Defen. Agency Program
authority Objective Memorandus (PO.s) (reference 5). The

DepSecDef specified'that the U&S CINCs-would meet

These observations suggest that each U&S with the Secretary. of Defense and the Defense
CINC must be-analyzed individually to identify Resources Board-(DRB) to present their views on
the specific assistance that it requires from the strategy and to discuss th? adequacy of the POMs

CZ Research Co6nunity. However, as shall, be to meet that strategy. To facilitate that
explained below, there are several roles-that the dialogue the Services have been directed to
U&S- CINCs play that imply many comon areas of develop PO annexes that estimate the costs to
need in C3 support. satisfy CINC requirements and to identify

shortfalls in satisfying those requirements. In
2. Enhanced Roles of CINCs addition CINC representatives are enpowered to

serve on POX issue teams,
In recent years, institutional initiatives

have enhanced the roles of the U&S CINCs in four (3) Budgeting
areas: planning. programming and budgeting;
requirements generation, development and In the Goldwater-Nichols DoD Reorganization
acquisition, and training. This section reviews Act of 1986 (reference 6), it directed that
those Initiatives, emphasizing their impact on C3 effective with the submission of the PY1989
activities and the increased demands that they budget, a separate budget proposal be submitted
place on the U&S CINCs. to Congress for activities of each U&S Command as

determined by the Secretary of Defense with the
a. Planning, Programming, and Budgeting advice of the chairn, JCS (CJCS). The separate

funding requests may be for joint exercises,
The DoD deals with the process of resource force training, contingencies, and selected

allocation among the Services and 'Defense operations.
Agencies through an integrated Planning,
Programing, and Budgeting System (PPIS). The b. Requirements Generation
enhanced role of the U&S CINCs in each phase of
he PPBS is discussed below. Historically, the CINCs have submitted their

requirements in the form of Required Operational
(I) Planning Capabilities (ROCs), as dictated by reference 2

There has been widespread dissatisfaction with
In 1982, the JCS issued "Policy and this process. First, there is concern that the

Procedures for the Management of Joint Command generation and validation of these ROCs is too
and Control Systems" (reference 2). That time consuming. Second, there Is a perception

memorandum tasked the CINCs to prepare annual C2 that there are too many ROts, many of which are
System Master Plans as their primary vehicle for overlapping. Third, there has been a tendency
identifying deficiencies to the JCS. Although for the CINCs to submit ROts that reflect
that memorandum is currently under revision, it preconceived solutions rather than statements of
is still the intent to have the CINCs develop operation need. In response to these perceived
plans that identify the missions supported by C3 problems, reference 2 is being revises to
systems, the C3 needs and priorities associated streamline and rationalize the requiresents
with those missions, and the mid. and long-term process
objectives to satisfy those needs. In addition,
the draft memorandum requires the CINCs to A more revolutionary change in the

contribute to a JCS-sponsored Global C3 requirements ouneraLion process may beAssessment (reference 3), that assesses CINC C3 forthcoming if the recommendations of the Packard
capabilities and shortfalls from a mission Commission (reference 7) are wore fully

perspective implemented Historically, the CINCs have
developed ROtCs from a "bottoms-up" perspective,

As a complementary action, the Deputy drawing extensively upon their experiences in
Secretary of Defense (DepSecDef) sought to crises and exercises The Packard Commission
enhance the role of the CINCs in the planning recommenced that a complementary "top-down"
process by requesting that they submit annual perspective be taken in which the U&S ChG& would
integrated priority lists (IPLs) (reference 4). support the CJCS in appraising the threat,
The CINCs were directed to define requiremencs in developing military objectives, developing
broad mission and functional areas and to suggest national military strategy, identifying five year
solutions in terms of required platforms, force/capabilities within fiscal constraints,

systems. and items. Although this activity developing military options, and preparing net
transcends the domain of C3, it is notable that assessments
C3 issues were generally high on each CINC's

list. s Development and Acquisition

(2) Programming In 1980 the CINC Command and Centres
Initiatives Program (C21P) was initiated to give

To enhance the CINs' voice in the the CINCs very limited discretionary resources to
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acquic ritically rade C2 syszeun. subject cc bulbetirM revi," praceszes shereC zbe data Laze Is
JCS approval. This Initiative bas given the hihyilti. It is acedisgiy diffienit for
CIXCs a small. but highly leveraged role i. the CIS=a staff to fevaslare or assess issmes
systems do eloPeent- and Fcq-Jsitico. As medL7 via they liack timely. detailed 7rogrz:ict
Ceo .Zoers. fear SM=, since" the 770g= Wmenatin.

projects, havw been fudd reeec ). ruder Caderlying zany of the CISCS. new

io-develod syste testeds--ka provie=z ol.Te a fraesZwetineds

fieldJog of critceal capahilities a~ to enhance sting 'AeIzsofrqrmns rolic
the dialogue between the dvlpetad reads to Illustrate this need for os, l

4oPeratical'cco~Ites. oe such testbed-is the order to do this task credibly. one stb al
Limited Operational Capability Erope (WCE). to, consider and balance -the operational nes
w~hich provides an initial capability femc managinesgre: utr tret
semaor system and fusig their ouTputs, force structure; aod evolving technology.

w~ithout adequate tools It Is exceedingly
d. Training difficult to esue tbat all of these factorsar

The Goldwater-Nichols, D&D Reorganization Act cniee ossety

(reference 6) reiterated that the combatant Finally. the CI~s face varying levels of
cmnerfs would hawe full operational command shortfalls in dealing weith c2 system development

oven al asindfrcs oeer hy sd acquisition. As noted In section B1.
redefined the term full operational command. to slected CI1%Cs (notably VSCISMS) l~ack adequate
Include all aspects of military operations and linkages to the service system Comoan&. Ia
joint training, addition, nearly all of the CINSs face

substantial shortfalls In their ability to
V 3. Perceived CISC Shortfalls Integrate mem coaponent systems Into tbeir

evolving C31 system and in their capability- to
The Initiatives cited above have support uniquec. CISCdeveloped systems Ce-g..

dramatically espanded the responsibilities of the training. maintenance). The CINC role in C3

U&S CUtCx There is a perception. however. that syltem developmet and acquisition Is further
the ccnsand ssaffs will experience significant clouded by uncertainty over their domain of
shortfalls in responding to these challenges. epniiiy bl hyceryhv

Althughthe rimry ocusof his responvihility for their own organic C3

Althssoughs the J riar focu ofths eources, there Is still ambiguity as to their
disuston s te .- 6 C)elenent, of the CISC role In the C3 systems associated w~ith the

staff, the full resources available to the CISC natLia-theater Interface, the theater-tactical
must be considered -- meat notably, the J1-2 Interface, and tactical forces (see Figure 2).
(intelligence). J1-3 (operations), and J1-5
(plans). As a group, this staff has impressive

A strengths, and significant shortfalls, in Figure 2
responding to Its enhanced responsibilities. Ise:CN sAe fRsosblt

In general. the CISC staffs focus on
present-day issues vice those of the future.
Their primary attention Is generally directed au s
to'ards pressing problems in training and
readiness. Their most notable shortfalls have) been In three interrelated areas: they generally n- s e o I~--
lack in-depth knowledge of key factors that will

Influence the future (e.g.. the evolving threat.

capab'lities and limitations of emerging , .. ,-technologies); they generally lack the skills
needed to develop credible long range plans and
architectures; and they frequently are limited In
their ability to communicate w.ith the technical
community. Although these shortfalls could be
ameliorated by selectively increasing st~ff site,
just tbe reverse trend Is occurring. There is
considerable pressure from OSD and Congress to 4. New. Skills Needed Bly CiNts
reduce CIiC staffs ap ,rectably.

In order to redress these shottialis. the
Another mator obstacle that the CINCs face CINSs require new. skills. This secr~on will be

In discharging their enhanced responsibilities is limited to a discussion of those skills that

teir lack of access to key data. This is could conceivably be supported by the C2 iesearch
particularly apparent In the programming and Comnunity The skill needs have been aggregated

11



Into the fostr areas where the CZCsl d. Training
recsibluits Lame been Increased: planning.
programaing. and budgeting; requirenenzs The CI~sa' new responsibilities in Join--
Senoaticom: C2 system developmnt and trining pase unique problems In the area of C3.
acqulsitien: a=,d tang.it is particularly difficulm to emulate

realistically the stresses that Joflnrcobimed
a. PlI-Ec. frr-ft. en foeting -staffs oust confront at Increasing levels of

conflict. Tertbeds havxe been proposed as a means
If the CI~s are to Participate efctiely of coping with this issue. but it poxes the need

it the TM5 process on C3 isues they will for the broad set of tech"nal skills cited
require the ability to evaluate te contzruton above.
of 03 to nission effectiveness. Ibis need has
beem- recognised In a recent request Ifron the C. CZ Research Comunty
Sdent:ific A&dser to SAE to the bead of the
Defense Science Z4ard (reference 9). As aTisecindas.tthscodactf
cvcplenen. :bey 'dIL-also require the capability the Issue, the roles that the C2 Research
to perform cost analyses of (-3 systm to that Comuity could play to respond to the CIB~s'
:hey can perform cost-effectiveness traideoffs. needs. As a fondation for this discussion. a

In the related area of C3 long range taxonomy Is 1rou to characterize the C2
Research Commnity as.t to dlescribe the work that

planning and architecturasl developments. the the communty is currently performing to support
CII~s require an Infusioniof new lls.~11 They the CISCs. That Is foloed by a set of
require organic resources to assist :hem In challenges that the C2 Research Commnity should
developing CIYC~cniqme products and In monitoring confront.
compliance with these pln and architecvtye, _ fteC2Rsac Ceamt

b. Requirements Generation
The C2 Research Coousmiy is comprised of

The CI~s need coepleentry buttons-up and highly non-homogencous. eclectic participants who
top-dova tools to assist them In the generation haic defied prior attmpts to classify them.
of C3 requirements. Ccrrently. nary of their Hiowever. the structure of the JDL C2 Research
requirements arise Cron anecdotal experiences Symposium provides a useful taxonomy for
that occur during exers:scs and crises. They discussing the coomuntys Interests and
need systematic means of generating credible describing Its activities.
lessons learned' from those experiences that can

he used to justify operational needs. In The iymposium has subdivided the comnunity
addition, they require mission-oriented into four overlapping domains (see Figure 3).
assessment tools to enable then to comply with
the spirit of rhe Packard Commission
recommendazions: for a top-doun requirements Figure 3
process. Decomoosition

c.C2 Development and Acquisition of the C2 Research Community
Nearly every recent blue ribbon- panel

study of C2 canatonent (e.g.. reference 10) has
identified the connunications gap between the
operational and systems communities as the major
obstacle to effective C2 development and un..-.
acquisition In order to bridge that gap. the
CINCs need the al-ility to conduct en effective
dialogue with the systems community. Testhed

enyronnents have been Identified as a pronis.ng
cechanisa to support that dialogue. Although
this is perceived to be an attractive solution.
it must be recognized that it requires the clICs
to gain access to a major nell set of skills to .. ~
implesent it (e.g.. experts In computer hardwaare
and software. modelers. experimetntal desigrtrs.
human factors specialists)

In addition, the CING faces the problem of Working Group I is involved In the theory and
assimilating nel C3 component capabilities into models of C3. It is striving to establish a
his evolving system This raises the need for theoretical foundation for C3 and is performing
personnel skilled In all levels oi applied work In areas such as sensor fision and
interoperability Issues. ranginr from knowledge resource allocation Working Group 11 is
of protocols and stsodacco thraugh changes in focusing on state-of-the-art enhancements to
procedures and coneepts of operation, selected G2 systems and components Major s0b-
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areas of iarerest Include network ocontrol. activity. frequently In concert with the C2
distributd systems. an multi-level security. systems concepts and Components group, cited
viu cro=p III/' -ii.alyzlns behavioral aspects aboe. FPowever, much of this work -teds to be

of C3 and developing deeLslo i iuport-systen. focused on cozp .. nt needs. For ex !e, am ofTheir domain of Interest subsumaes the th itJor sucesses-la ADDCOM PE -as the Automted

organizational aspects of and expert system. Loading Plxnlng System (ALPS). which en"Ied
Finally, VorinX- croap IV is exploring means of planners to configure complex loadings on
testing an4 evaluating Cj. This includes the transport aircraft more rapidly with reduced
deel-pornt of C3 plans atd architecture.and the manpower. As a second example. DARPA is working
development and application of thefull spectrum with the Army to develop prototype corps- and
of evaluation techniques (e.g.. analyses. divlsi :-level planning aids through the Airland
testheds. exercises). Battle Management (AL&4) program. The subset of

this group nvolved with organizational research

2- Ongoing C2 Research Support to CIGs appears to be less effectively cot.pled with the
I CI coaumnity. There are. -however, several

These four segments of the CZ Research no-table. promising initiatives in this aiea: the
Community are currently involved, in varying National Defense University is supporting
degree, in supporting the LS CINCs. USCINCSO, by exploring alternative oianizatfonal

concepts for the comand and Net Assessment. OSD,
The first grop. the"x and models of C3, is is employing Carnegie Mellon to apply

probibly least Involved in the direct support of organizational theory to assess elements of
the CINCS. This is not surprising in-light of USEUCOH's command structure.
the comments of the Scientific Adviser to SACE£it
cited in the Introduction (reference 1). The fourth group, testing and evaluating C3.
However. some of the group's applied efforts are hashad selected -,successes in supporting the
respondirg to pressing CINC needs. For example. CINCs. As noted in section B. the CINCs are
the co-munlty's efforts to develop sensor fusion responsible for generating C2 SystemoHaster Plans
algorithms have found application in many CIEC and contributing to the Global C3 Assessment. In
programs (e.g.. LOCE). support of those activities, DCA has developed

and refined a mission-oriented approach to C3
The second group. C2 Systems and Components. planning (reference 11). That approach is being

has been quite active in working with *the used extensively by the CINCs and is being
component commands and, to a lesser degree. uith adapted to meet the planning needs of NATO's
CIN.C cosmunities. As an example. DARPA has Major NATO Commanders (references 12. 13).
sponsored a nusber of research programs to
explore distributed C3 concepts. In concert with In the area of exercise evaluation, two
the Army. they embarked upon the Army DARPA major successes have emerged under theleadership
Distribured Communications and Processing of DCA. In the strategic arena, they manage the
Experiment (ADICXtPE) to develop and apply packet POLO HAT exercises under the sponsorship of JCS
switching techniques and distributed data bases (reference 14). The purpose of these exercises
to the needs of the tactical community. Although is to measure the effectiveness of C3 systems
the effort was focused on the XVIII Airborne that provide two-way connectivity between the
Corps. initiatives are underway to transfer the National Military Command System and the
resulting technology to JSCtNTCo. * rARPA is strategic nuclear forces. Over the years, these
currently in the Initial stages of an analogous efforts have significantly enhanced our
program in the strategic arena, the Survivable udnerstanding of the strategic problem and
Adaptive Planning Experiment (SAPE). This stimulated major improvements to the system. In
program will assist CINCSAC and the Joint the theater/tactical arena, significant progress
Strategic Targeting and Planning Staff by is being made by DCA in its development and
exploring more flexible adaptable communications application of the teadquarters Effectiveness
and selected decision aids. The Defense Assessment Tool (HEAT) (reference 15). it has
Communications Agency (DCA) is also supporting been employed in several exercises to quantify
the CINC community through its recently expanded the performance of the headquarters staffs
Command Center Improvement Program (CCIP). The
CCIP subsumes both fixed and mobile command Finally, significant resources have been
centers, associated information systens, the allocated for developing testheds to assist the
standardization and institutionalization of the CINCs in training their staffs and evaluating C3

modular building concept, and a command center performance. Three of the more notable
laboratory for rapid prototyping and evaluation initiatives have been the Warrior Preparation
The CINCs have benefited substantially from this Center, Rans',ein, FR, the Joint Warfare Center.
program, most notably through the MAC model Hurlbert Field, FL, and the Naval War Caming
command center and the Proof-of- System, Naval War College. Newport, RI
Concept/fxperimental Testhed (POC/ET) for SAC, Significant research is underway to establish the
derivative of the modular building concept. technology to link selected testbeds to permit

- training and evaluating of distributed C3
The third group, decision support systems concepts (reference 16)

and bch~vioral aspects, has had mixed success in
supporting the iINCs. In the area of decision
support systems there has been a great deal of
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3. C14lenges for.the C2,Research&osmmrnity As an initial step in this arena, DCA is
de~elopinga security teetbed through its CCIP.

In many ways, the current level-of support However, a significant infusion 6f research
that the C2- Research Cemuiity provides to the activity will be required on security issues if
CINCs -Ii quite improssive. even if It is not the Individual CINC needs are to be understood
oldely recognized. However. in view-of the and addressed effectively.
garly expanded responsibilities of the -CINCs,
tiere a e canj. areas where -the C2 Re.-arch The sub-comunity Involved In decision
Co~munity can. cr4 should,-focus its energy, The support systems and behavioral aspects must
following challenges-constitute our perception of ensure that the role o. the human in the C3
the.imore fruitful avenues for the C2 Research system is not overlooked by C3 technologists. As
Co.oiiy to !&nnil that energy. noted above, the focus of many of the decision

support system applications has been at the
The sub-co-unity involved in the theory of component level. In order to make that work

C3 should strive to develop a foundation~upon useful to the CINCs, this sub-community must seek
which the CINCs cou id basu the generation of to understand better the 13 process at the CINC
doctrine, tactics, and plan. Our current state- level. Although a significant sub-set of that
of knowlcdge in this area can be illustrated by process may be common for most CINCs. it must be
relating Itto the, field of bridge construction, recognized that each CINC operates in very
For thousands of years, mankind built bridges different political/military/economlc
before the theoretical underpinings were environments. These differences must beavallable -to- guide their ,design and appreciated If future CINC decision support

implemenration. However, once that theoretical systems are to win acceptance. In the area of
foundation was developed, it enabled us to organizational theory, many CINCs could profit
fabricate consistently more cost-effective and from an extension of the support that the NDU is
reliable structdr~s. By analogy, we can providing to USCINCSO. There is a particular
anticipate far more useful doctrine, tactics, and need to provide a sounder organizational theory
plans once the theoretical underpinings of C3 that would enhance our understanding of preferred

have been developed and applied, arrangements for using US forces in joint and
combined operations.

The sub-community involved In new C2 systems
and components should pursue a set of initiatives The sub-community involved in testing and
to address several CINC-unique and -common needs evaluating C3 has several overt challenges that
Three areas in particular stand out. First, have recently been issued by the CINCs As noted
every CINC is confronted with the problem of above (reference 91. the Scientific Addsor to
better perceivinF the stare and intentions of his SACEUR requested that the DSB initiate a Task
adversaries. This requires the development of a Force . . to recommend an overall research and
set of tools to assist him in the collection test program to develop the analysis,
process (e.g., tasking available sensors) and the simulations, experiments, and exercises to allow
assessment of the collected information. An us to evaluate the impact of C3 on combat
ancillary requirement in this process is the (military missions)." In addition, SACEUR has
effective management of the electromagnetic recently enlisted the aid of DARPA to deal with a
spectrum, since the CINC faces conflicting related issue and develop a distributed war-
demands on the use of friendly 13 systems (e.g.. gaming system to support realistic training of
sensors, communications), intelligence resources his staff.
(e.g., SIGINT), and C3CM assets (e,g., jamming of
enemy systems). Second, there is a pervasive This sub-community also has a major
need for a CINC C3 system that can survive at challenge in assisting the CINC staffs in
appropriate levels of conflict There are a developing long range C3 plans and architectures
spectrum of techniques available to achieve those Although the mission-oriented approach provides a
levels of survivability including hardening, useful framework for addressing these products,
mobility, and distributed communications and data there is still a significant void in user-
bases, with suitable adaptive management systems. friendly tools to implement that approach There
It is necessary to develop and draw upon these is a particular need for tools that facilitate
techniques to create a customized, survivable the derivation of system deficiencies from an
capability that is well matched to the unique understanding of proposed concepts of operation,
needs of each ^INC Finally, there is heightened asslt in formulating cost-constrained packages
awareness of the need to develop trusted computer of C3 systems, and support the assessment of the
systems for the CINCs Although this is a impact of C3 on mission effectiveness The CINC
formidable undertaking in its own right, it is staffs also require tools that Could help them
compounded by the unique environments that derive lessons learned from exercises and crises
confront the individual CINCs For example, in
Korea, the systems must not only deal with II, CdeAts
security issues but must cope with both English
and iongul Conversely, in Europe we face other There are several important obstacles that
theater-unique problems Currently, If the FRG must be recognized and overcome if the C2
provides inputs to selected US systems, the Research Community is to provide more effective
information receives a US classification which support to the CilNCs These can be cast in the
may preclude its re-transmlssion back to the FRI form of actions that the CINCs must take and
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potentilaLcourses of action that-the C2 Research" enhanced responsibilities. Although the-C
2

Commuity mu tvoid. Research Community currently supports severalINes,that suport-- been
As-.a foundation for these proposed often.'been -successful when-the C

2 
Researchinitiatives, the CSNCs must ente- Into the Community's support Is well matched to CINC needsdialogue with the-C

2 
Research d mmunity by and performed within institutional channelsS formulating.foiward thinki4 doctrine. Sihce the (eg.,' performed in concert with a SystemsC

2 
ResearchmComu ity tendi to deal with the -Com and) . -world of.the future, IV requires-an-uniersrandingof doctrine that'reflects future - concepts of However, there-are several facets of theoperation. This doctrine should take account of sapport that have been dlsappointlng. First, itdiffering objectives on the use of militaryiorce is perceived that the community has notand reflect the Political/economfc/command effectively transferred technology to the C1Ns.relationships of CINCs and their- forces -in There Is a strong feel ngoften justified, that

different parts of the world. sophisticated commercial-off-the.shelf productsars easily available to the civilian sector,Conversely, the C
2 
Research community should -while the CINCs are languishing with systems thatbe extremely sensitiv, to three key points. ae technologically obsolete. Second, there is aFirst. It must resist the temptation to 0 push' perception-that manj of the most exciting fruitsstudies and technologies that aren't well matched of-the Services' C research efforts -are overlyto the CINCs needs and capabilities. If that focused on component force issues, to thetemptation is not resisted, the result will be detriment of-the CINCs, needs. Finally, there isuser dissatisfaction. Second. the C

2 
Research a sense that the C

2 
Research Community is notCommunity must not forget that US forces are adequately attuned to the unique operational'general purpose- and that standardization is context in which the individual CINCs mustimportant. It should resist the temptation to function. In order to serve that client basedevelop wholly unique products when effoctively, it requires an in-depthgeneralization may be feasible that could expand understanding of the diverse command issues,their utility considerably. Finally, the force structures, threat environments, andcommunity must not "end.run" the Service Systems interoperability problems that confront theCommands in developing and fielding C

3 
products, individual CINCs.

Without the participation of these commands, thepenalty can be unsupportable, non-interoporable If the C
2 

Research Community can beproducts. 
cognizant of these factors and respond
accordingly, it has an extraordinary opportunityThis last issue poses a major dilemma for to support the-CINCs The most pressing areasthe C

2 
Research Community: how can it enlist the where support is required involve the development

support of the Service System Commands without of quantitative tools to evaluate the impact ofincurring severe time delays and bureaucratic C
3 

on mission effectiveness and the developmentburdens? A potential institutional mechanism to of testbeds to support the training of CINGresolve that dilemma has recently been proposed staffs and to facilitate the dialogue between theby a DSB Task Force on Technology Base Management operational and technical communities.
(reference 17). They formulated the concept ofAdvanced Technology Transition Demonstrations It is recommended that the JDL consider the(ATTDs). The objective of the ATD would be a utility of C

2 
research activities to CiNCs whenproof of principle* demonstration in an it is formulating and prioritizing the C

2
operational vice laboratory environment, They research program. This would have two beneficialprojected major roles for the user (operator) as consequences First, it would enhance theprogram sponsor and the developer (Systems likelihood that the C

2 
Research CommUnity'sCommand) as program manager. Programmatically, products are transferred and used effectivelythey envesioned a typical program of three years Second, it would serve to solicit CINC supportat a total cost of $10.100 in 6.3A funds. To and advocacy for the C

2 
research program In ourfacilitate the transition of technology, they contemporary stringent budget environment, thatforesaw the need for a transition plan to be in support may be critical if the C

2 
researchplace at the outset of the ATTD. Ultimately, program is to survive,

they recommended that half of all 6.3A programs
(i.e,, approximately $IB) employ this concept.
It might be propitious for the C

2 
Research

Community to be in the vanguard as this concept
is developed and implemented.

E SMiM'ARY

As documented in this paper, the role of the
CINCs has expanded significantly in the areas of
the PPBS, the requirements generation process, C

3

development and acquisition, and joint training.
However, it is becoming apparent that selected
CINCs lack adequate resources to discharge their
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sence of soy significant research in the coisirand and
h esntsol field. They recomneded that DoD) dovetip PROGRESS IN MODEING

a broad research program encompssing technolog. PROGRESS It SMULATION & TESTIAEOS
ical, economic, orgaoirasional, cognitive and other
aspects of commnand And OnAtrol System design and * ANY RI4NDAAEOiTAL PRINCIPLES?

performance. Sine that time, a number of research THE LAWS OF CA
initintises have hoensotarted. In 1987w the )efens
Seleace Board c Aducted another citYd~~i coiiaid7 PROBLaAS ANDO SHORTFALLS
and control systems msnngeroent. They concluded SUMMARY
that, "although the amou 'nt of research boo grown
since the 1978 DSB report, we find that the research Figure I
is unfocussed and largely technology oriented". Once
again, they strongly recommended strengthening the First, a brief summriary of the DSB iecommendlations and
intellectual base for commannd and control through a the history of the problem will be given Then, the struc-
coordinated research Program Aro Command and con- tore of the C3 

problem will be discussed. The next Isso
trot.

In this paper, ow wilt sorveel some of the progress sections review the progress that has becn made in various
that has been made in th. last decade in C3 

systems areas, Based on this review, some fondamenstal principles
research. We will highlight rome Of the significant ore soggested. Next, I hypothesize some basic lawes of C'.
results and Foint mis areas shere snore emphasis is An assessment of major problems and shortfalls is presented
appropriate Arid then, the topic is summarized . I hope all of you will

listen to the speech in the context ef my being a member of
the C3 research community rather than an outsider.

Introdttctions The stoning point fou thn siscussion IS thle report Of the
Good msorning I Appreciate the opportunity to spseak to Defense Science Bosed Task Force on C' The committee

~os ona tj~s tht s e vial mpotace o or ntrosh which woo headed by Dr Solomon Buichsbausm and includel

security The title of the talk, 'CA Systems Rtesearch:m A a inumber of experienced C nei an pwt eea

D~ecadec of Progress', seas motivated by the fact that many rcrserhtosIoatt ou oteoesma nFg
of thie activities at this conference resulted from the 1978 ore2

report of the Defense Science Board Task Force en C3 111
and the actions that DOD toolk in response to the report.
The objective of the talk is to look at the progress that has DEFENSE SCIENCE BOARD REPORT.- 1978
been tmade in the broad area of C3 

systems research since
that 1978 ieport. I accepted the invitation because I knew iTlie tDoD should develop a coordhinatesd
it essuld force me to thoroughly review the effort of research program of research asse testing on coin-

commsunity oves she last ten years. It has been a challenging isaisc oid cointrol concepts, design, and
effort. systes performnice to proviste the intel-

'The ousilno of the talk is shown in Figure 1.lectunl base to guide the evolution of ism-
proved coisiiaisd asse control syatenis."

Figure 2

ji,
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Some of the Ley phrases iii that recommendation are 'coor-
dinated prograirT",'research arid tcsting',"cncepts, design,IM RTNEO
brad p frnime'n intellectual base". -The guidarce was

bodand-the repoit didn~t provide m'any speefci'sugg's.
tions as to what the committee had iii mind. Partially in 0~ SySTEMS ARE CRUCIAL TO FORCE EFFECIVENESS
response to this recommendation, Andy'Marshail;- Diremjor
of Net Assessment in OSI) and I (then, PripcipAl Deputy As NUMEROUS EXAMPLES OF' C

3 
SYSTEM FAILURES

sistant Secretary (CI)) sponsored a Conference onf "Quian. C3 
SYSTEMS ARE EXPENSIVE

titative -Assessmrent of the Utility of Command and Con.
trol Systems" at the National Defense Uniersity in Jainuary,

1980 [2,3] The conference was valuable iii bringing together Fer
diverse interest groups to assess the current itatc-of-the-art Over the yesrs, the demands made on command and con
in C' utility (or effectiveness) theory. In 1982, lBob-I1cr. trol systems have grown exponentially. The Increased range,
mann wvrote a report reemphasizing the importance of the speed, and accuracy of -arpons systems have increased the
problem Two results that could he partially attributed to commander's volume of interest significantly and, at the
the Hlemann report were thtcreation of tlhe Joint Director same time, decreased the required reaction time significantly
of Laboratories C' Research Progranm and the addition of Concurrently, technological developments have provided com-
about twvo million dollars of funding in the C' research area. manders and their staffs more capabilities to cope with the
It should be noted that, starting in 1978, ONR had spun- C, problem. It is wel-accepted by both the U.S. and its po-
sored a significant research program at 11assachusetts Insti- tential advemrries that C' systems are crusroal to force effec-
tute of Technology and held an annual Command and Con- tiveness, There have been numerous examples of C' prob-
trot Workshop [.1-12]. In 1987, the Basic Rtesearch Grop of lems; e.g., the Pueblo, the Libertyand NORAD conmpiuter
the Joint Directors of Laboratories held the first C1 Research failures, Finally, C

3 
systems are expensive. For example,

Symposium at the National Defense University (13,14[, The the cost of each Nfilstar satellite on orbit will beoone billion
Symposium ouperceded the annual hIITIONRt Conference dollars.
and expanded the participation. This symposium [is] is the Everyone beliceve that C3 

is irmportant. It is less widely
second in the $erie. accepted that C' theory is important. In fact, Cs theory can

In 1987, the Defense Science hBoatsl sponsored another have a widespreadimpact. The range of potential relevance
study on Cs 116), again Dr. Bluchsbaumn was the Chairman, of C

3 
theory is shown in Figure 5.

The reconmmendation that I want to focus on is shown in
Figure 3. Pow1esAi. REEVANCE nOF C3THEOR

'0STRENGTHEN THE INTIELLECTUJAL 13ASE FOR COMMAND AND CONTROL. WE
RECOMMEND.

THIAT A COMPREHENSIVE PROGRAM DEVOTED TO RESEARCHI
OR COMMAND A-0 CONTROL NE DEFINED AND IMPL.EMENTED.THE RESEARCHI PROGRAM SOVEI5D DELVE INTO ALL ASPECTSmo,OF COMMAND AND CONTROL.. NOT JUST THE TCHNiOLOGICAL
ASPECTS IT SHOULD FORM CLOSE LINKAGES TO THE SEVERALRESEARCH AND GRADUJATE EDUCATION PROGRAMS IN COMMAND
AND CONTROL *1 SERVICF AND DEFENSE EDUCAIONAL INSSITLI
550010 AND tiIO ExPLoISAND FosTER RELATED RESEARCH

PRlOGRAMS *1 OUR UNIVAERSITIES DARPA =ITID PLAY A EY
ROLE IN TIS ENDEAVOVj

Fi~uI Figure5
oince again, there is all emphasis on developing an intellee. The lirocess begins Nirtli the ilVeloislnent of doctrine ail
tual liase A new elenrent is 'close linkages to the seseral concepts If the C' Implicationis of a proposed doctrine or
research and graduiate education programs in command arid warfighiting concept or weapons systems is considered from
control in seraiC' and defense educational institutions and the beginning, then more realistic results wsill be obtainesd A
should exploit aiii foster related research programs in our good example is the Strategic Defense riitarise After the
feiNilIan] urusersitres". I strongly believe that thus linkage is initial announcement of the concept, it became clear quickly
key to a successful research programs thast battle mnisagermerit arid C' %sosld play a crucial role

Clearly, the coirmrand arid Control probleri is central to Perhaps if the C' implications trail been considereit earlier,
our nironal scurity. Somse of thle reasons for tlis impor- the oserall concept isould hase beers ifferent During the
tance are shown-m in Figure I acquisition process, the ability to trade-off C' s~steiis re-

L'a



quifernts ii'the con-text of fiojieeffiserresse -Iold be a theeintersection of the sets is almost empty. Very few peopleaOr otrilsution. A central featurote boli budget' aenold bthwrlds. In facathprsntmei
ices irrog copet- includes Ccii. Hferres, Admn. Tuttle and a few Others This is11gd1mands, For eX4,rryi% shold one spend mome Money a fundamenital problem wye face in the reerhcmuiy'

a 2s*eni h ma~ F.1gi o be he Points that I vat'to make is that, if we ce going

ing thei triion ars fw ould dne buyo dist C3
Qiuat' ivledi hr RTI of ur rBehtions. These simulaionsocould augnidot oeld exeecises anrmates and mpol. ltheim l eftie. InThe pte ni alua avinge ort &is itra Iiig c os lai ed th enir prole ist~ rhon' n Frure7budgt, n th peceti e ad cresp plain a rearap btte r estsC W NFon e rcs. n of C3 

can aid t pro e ss. Fialis co ~ . L SIA Eim~
If a theor could genrate usefu fudmn aricsaplesuieines tacould aue nt h e co mander's exprienc sina SOUATRE FVC2tPROBLEMmain desios.mulition souppor sys6t~es cola a Fisdeseful rol ie thinserm prie a ifc he mentiof saas toE Th fis pon:Mol ieomk nta yucno td

w di r resarc comniyca 
onrbue

F ringur c eonst atyexcs the evnie ofC syteosryetoac hoyi aum ti osbet td aniabsidage of proems eacet e sandsspoanin farea i eter, tHEORY thor ma Wbt actRasAviad bai stueslsinrt adn is als imor an o i tht Cprtheorss an utllynctu. CLouCA casiDueu e Earh NcoIgTeOroodtt
botth orunicaon ls dcot theoryppicae reltie wrs ' hn htistu teC ra onmta t r old( g enrate~ lainii thatme tz eeryaneso invLv iN EO C2 rSeahSTEM ~ tatbWuithins as cound , aug et ot i the rsepre ler ninge soetin QAboTTTV w ArATeIsONoanaeaemaktihaddeenimade$.ntelastsdecaertOnesofm 

m caalolaue wafae but there 7alto od eerhasrearle Thiws spenu vding a nriat amonun of tiea exelnticsio oeo teeaesoni iue8iure 5mosratir sn e th e responsibe of 3hor y to! an C'terOnSDaumI sPsibet tdycmu
it iaso bepoanttarpwinth th C ' h yi o a Oueu research area Thein problem ormodlatio

isisre aed tIwssedn niodnt muto ie ecletdsusosSm fteeaesonin Figure 8,

CLASSICS
- SUN 1551. -THlE ARIT OF WAll'

CLAOSEWiTZ. -ON WAR-

CONTSEMPFORARY
VAN CIIEVALD, "COOIMANO INI WAR*

OFFICIAL
I'M lo-a
MARITIMJE STRATEGYC IIWP
AFMI-il. TACI 2.1

Ft ure 8S Sun Tsu is air earl)~ and ssortssslilr reference 113,14) WVriting
in tire 5th Century B3C, ie is often referiedt to as 'the fatherof thre theory of strateg)" If you adapt Iris language a little
fin translated Chinese, you findu that mnsy of las ideas arecompletely rctesairt to current strategresFi re 1 Stratgy s rwe crrently knons it carre into bing aroundThre sire of areas coutld represent either imonrey spent or thre 1800 ssitli Naproleorn's camplaign halt sari Clausesurta's usa-number of people involed. Most of decisions made by thre jor nork,, "Oir tWar"[21,2 whtichi ira Published in 1832 hasacquisition community, operatrol corrnranders, or ("I deci. hadl a mnAjor impact in many Irasraus Many of his olsersa.sian makers is done independently of what is going on in the tians such asC1~ %ystems research community. The basic problem is that



'Maisyintelligence reports in war are coritradic-

tory; even more are false, and, most are onTcer- . ~ o

"Everything in war is veCry, sinmple, but the sun- OFFENSIVE tfm AN)Mfl
pleat thing is difficuilt. The difficuleis accum -
late and endhby producing a kind of friction thathASO U OA ~t TI

is inconceivable unlesa one baa experienced war.
ECONOMY OF FORCE AAOeCATI! ME55eUnnCO-uT

"A critic should never use the results of-theory MANEUVEReiobaiosnaa lawn and standards, hot only-na the soldier r(VKXT1UTFlt
does-as aids to judgCmient' NITY OF COMMIAND Too NINEvEn 5Ymeme A,4

are aa valid today as they were in 1832. Earlier, in 1714, 00ki-y Ior~Rssomesa

Chevalier Folard bad introdncdthe idea of "the Fog of iVar' EUIYEt *4 . .. T C~

[23,211 to denote the uncertainty inherent in warfare, Fog SURPISE S- i KN TA PACO
and friction still remain major challenges to one C' systems, iP~IY ~ : ~ 7
An excellent contemporary reference is Van Crevald's "Cam- SIMPLCITY osreeeesnsnUNCmMICeAT eeO nu,$
mand in WVar' (25). In the last category in Figure 8 are nov. tr.OEROTeae1ia

oral official documents dealing with doctrine and warfighting Feie1
[28 29).Fiue1

As indicated b) Figure 8, there is a reasonably logical appreciation for the history and puioiples of warfighting to
path leading fronm Claasewitz to FMl 105 for the Army sct the Context for his C' research efforts.
case. With this brief discussion ofwiarfighiting rio can ow4 con-

tinue with the comiiiand arid cunotol problem. Figaro I I re-
peats the definition of command and control from JCS Pab 1
[37[.

PRICLES F WAR

C~OMMAND AND CONTROLJC i Pl5UM

"THE EXERCIE OF AUTHORITY AND DIRECTION BY A PROPERLY
sos /NDESIGNATED COMMANDER OVER ASSIGNED FORCES IN THlElie ACCOMPLISHMENT OF HIS MISSION. COMMAND AND CONTROL

FUNCTIONS ARE PERFORMED THROUGH AN ARRANGEMENT OF
PERSONNEL. EOUIPMENT. OMMUNICATINS. FAILTES, AND
PROCEDURES WHIICH ARE EMPLOYED RYCA COMMANDER iN
PLANNING. D-RECTING, COORDINATING AND CONTROLLING FORCES

Fivure 9 AND OPERATIONSS IN THE ACCOMPLISHIMENT OP IS MISSION-

One Of the interesting reults in FNI 100-5 are thle Army . E f u F ig~e I I
I'RiicipleS in War" shaown in Figsire 10. This definition traits as to the trwo aspects of C' systems

Kach of these ninle principles ha3s A C2 
implication. IIn par- shown in Figure 12

ticular, the C2 
system "III play an easeotial role in thle unity The first aspect is that oh an imiegiates ~steili alilt lepie

of cotmiand principlhe. Thle Army iron these principles as rents a physical vress of thle C4 
s nielil I hie secool asloeti

a bais for its doctrine, strategy and tactics. The doctrine, focuses on tile foiictionah viewy ti does thei by sitem do
strategy onIl tactics form, the basis of she requihrements for and flow dam the proacess ooik? it is iiiiioilans tiat iseC

2 
systemls, study thle systems fraom bothi aspects
There are aaaloigous liistoiicat hayes for the current prin- Oiie of esrentia, etieir 11, niolistaiidiiig C.'~ systemsi

citiles of Air Force anid Navy opelations In the Air Force, the is thle evaluation of their capahiliq lqitai 13 shoss r liv
heritage leading ta the Current dosriinHe conies from Doahiet spectrum of techiques that air available fi esalnatiau
(30), Mitchell (311, aiid Seversky (32). (Although some of
their theorie were not borne out in World WVar 11.) In the

Navy, It Conmes from Mhian [33-35) (Cf [36) for a summary)IThe point is that a C2 
rescarcliee HIast hare- a reasonable

20



'These measures ,justegive consistentresults so

One inust, have a commeon set of measures that arts ap-
plicable And- ir asurable acro, ss the spectrum of tech -mjues.j iNTGRA TEDSYSTEM_ Coupled with ths common measures is the thread ofesonsis-

-DCTIn cy Aecros4 the techniques. A simsple example ofthsde
PROCEURESis tePerformance of a digital comunsication system. A

OPRGAITONL aTUTR nalysis will derhe the pirohability of crroroas a function of
- EQUIPMENT the transmission rate and signal-to-noise ratio. This proba,

FCMI~IE S _iit oferrsmas al nfel et n sia ni

the analysis was done correctly and the equipment meets its
CPROCESS - peccification, the results will he consistent. In more comple!

WHTDESSYSTEMD0 systems, particula~rly ths ihhnusii h loops, it ;,
Pikure 12generally hretofind Cossetmaue.As N ics

progress in modeling, I wsill returni to this point repeatedly
Uf is the respomihility Of the research Community to demon.

L5OLO~iniiLOftOA5strate that the models Are consistent with reality.

-WiththsobevtosaldCSytmasbctu,

. ....... Progress ina Modeling

The outline of this sectIon is sh1own is Figure 1.

- P~ROGRESS N IMELtNG

,'.,"S -ISSUES

~ FRAMEWORKS

COMMAND & HEADOUAIIIERS MODELS

COMBAT & CONFLICT MOELS

1'i tire 13 SURVEILLANCE & FUSION MODELS

The techniques is Order of inceeasing complexity are: COMMUNICATIONS MODELS

exprt udgmen EW & COUNTER-C
3 

MODELS

o.antysis Figsure 14
C~iiipO~elThe first issue concerns t6e monel hierarchy Approach shown

coptrsimulation in Figure IS5.

9 .to rd$A MODEL HIERARCHYAPPRACH

- siarganiim/liattl simulations NO SINGLE MODEL CAPTURES A COMPLETE C2 ISSUE

ecseSe A HSIERARCHYO OF MODELS MUST fiE EMPLOYED

conibat W.SSION AREAS
'I'L fiuregi~s aqualtatve ssesmet ofhowthevarousGEOGRAPHI1C SCOPEILEVEL OP FORCE AGGREGAIONTl~efigre ise a ualtatee ssesnint f los'ThuvarousLEVEL OF SYSTEM DETAIL

techniques comnpare is cost, lead time, replicability, hreadth MUST ENSURE A THREAD Of CONSISTENCY TROUSGHOUT THE
of application, and realism Tile Arrow on tile left conveys SE O MODELS EMPLOYED
two .iiportant points.

'conimon set Of measures that are Applicable IFigure is
And ineasurestle across the spectrum of tech- No siiigle inosl is ging to calilile all of the G' issue A
niqiies IS essenitial".



colecoofermodels, mos beploye 'haropriatc The fupetional models correspond to various functions that
modl wllddpnd~n heifrsson re ofineret 1 as well as are carriedi out in the C' system. The taxonomiy in Figure.

Other factors Xhe purpose of -Figure,16 is to eniphiasize the 17 is ntuqehtapast eaueo ~rahSm
disparity betwve misons, of the functional models w'ill he described 'Subsequently

To understand a C' system wie roust be able to measure
________________________________________ its capability. Figure 18 shows the three types of meaures

that are generally, employed.

MEASURES OF PERFORMANCE (MOP), MEASURE OF C
2 

SYSTEIXS
CAPABILITY TO PERFORM ITS OWN -INTERNAV ACTIVTIES

MEASURE OF EFFECTIVENESS (MOE).- MEASURE OF C
2 

SSTE.S
CAPABILITY TO ENHANCE THE COMBAT OPERATION IT IS

is~ ~ ~ ~ ~ ~ ~ ~ ~ ~~~~~~~MAUE imoraF toRC esrathedocossnythogth onlvlofmau Es, Fesu F elECTIVE s (MO EASR OF

Migure 16IA LMET Measures of force EffecuS) s4ssshwwl (M aE systm

measurbsse isn (lie forceandt C2 syste u perform itheir

While tereis aeory proetcess3nmodels, focus o te Intrnal ofucos.Fior toxthe, iotle cmunctonss
imprtat eatreswil b msysio spfeifi.s a ppros t te ,sitbeNuodelu ebtClilatm sag ro

mo elasode e ds n h g o~a hi s o e f h m de nd ra e e d-o crd e sa e eay a kja m i in a d22wui



With these issues anildefiniti~lnos an background, several- The Defense onmmunications Agency and the JCS ame
?iaeoks far analysis can nrow be defined as shswtt in Fig- -urntyusing the teaniqlue and have achieved s'm csf

resul.

Th elo 'dular &
5 
Evaluation Structure (MOCES) shown in

MiSS1ON-RiEN4TED ANALYSIS (40A) 6UAIC ME

MODULAR c2 EVALUATIONi syTRUTE (MEs)

Firu re, 19A LCIO

Tefrst itieMsinocrted ArayisQ1A) ap.
prwh whc sdpced grpial n Figr 20. C SYSTE

C PAUCIS"

LIFI~AND4I FU SNCTIONSOF11Il

UPIIIAOflN Uf WASOAL

r(CiuTA Mo .... u. 0"P
UCAIONES FOR 05001055S

YALWS 0f MEASURES

Fiir 20OF
There have been several papers at tis cionferkence dis-

cussing various aspects nf NIOA as well as articles Ieg,[1 Figure 21
0 )) so the discussion will be brief, The analysis begins MESidecbdin[1]ads lsusdndpledn

by deisin theeapaibtyobjetive desied or ech6lvel 1 MCES can be really considered a check list to guide
of conflict. The levels of conflict are normally defined as the analyst in setting up and solving the problens. Au in the
pcacetkile, i usis, conventional swar, theater nuclear sear, and IAapoccsethkytoucssiinlcSilofie
strategic nuclear war. Al eacli conflict level, various levels bIanls anproahe eathen key to suesise inc to still fcthel
of 'strategic" capability are dlefined, Tile missions anit the aaytadterlto ftedtie c~.c oteata
correspondiig inission capability leadls necessary to Scenes' systeim.

phsha prtiula stategc cpablit leel ao ten efied. The final technique that shouhld he mentioned is the Sys-
Finhaytie a strcmpoenis capaiiyd e r the n cor o deinsten. tees Effectiveness Analysis (SEA) technque developcd by
capably ojeC'civ et a pd kte coronrdeinted. lBovhonnier and Levis [50-51[. They construct a multi-
Theabiliyse ob etr eacopist tile poammsiaed proposed. or smens~onl spiace whose axes corkespond to various effec

The 2 sytem(eiter eistng, rogrmme, prpose or tiveniess measures. MNOps of the C2 systems are then mapped
hiypothiesired) is thein Evaluated and the results are flowveti into loci ii tile "effectiveness space." Tis procedure is really
upsarho to kte original lead., Two points conecerning NIOA closer to ais analysis technique thain a framework and could
are useful: be used with either of thle previous framework.

aThe quantitatiac evaluation ast the subsystem level is Thme first class of miodels aic pimoceas muodels I will brielly

classical analysis of MO01"type mseasures. The diffi- review sonic of the classical C' paradigmos and then look
culty arises as one aggregates results to muse kip tile at soine representative piokess iololels The first snosici of
chain interest is Lawson's classical Cl mosel in Figure 22 that

The dimnensionality increases rapidly so the analyst aas first published in 1978 [52] atilt has hieni d~seussed in
subsequent papers [53,51]

miust be skilled in recognizing time imnportant cases
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Fiur2 .JL I

Another classic model, iol a SHlOR paradigm is shovwn
ink Figarc 23 [55,61 Fi ure 24

500855LCA0005Lsired state conmes from control theory rather than the usualI

___________military lexicon. It can range from a tactical objective such
F- ~ ~ 7, TI_~ AAT..e Z., as taking a hill or bridge to a malor strategic state. The next

step is to generate options or alternative courses of action to
I get the desired state. The ncxt block includes evaluation of
I the options and choosing a course of action. In the planning
L. astep, the necessary imaplementation details are developed in

...... order to carry out hie selected couises of action. Finally, tile
"direction" block indicates tir dissemination of ordero to the
appropriate forces. This command model interacts weithi the
environmient and the friendlly forces in a closedl loot. manner
Over the years a numiber of alternative paradigms have bees

....... ~ developed (e g., Mayk, and ltubisl5S,591 or Nichols[6OJ). In
general, they include the same functions relabeleid or repack-

L~2~J aged in a different mianner
-ns.o o~ One of thle deficiencies in these paradigmss is that they (to

not give adlequate emphasis to the cieneiiy. Tile eneimy is not
Figure 23 jnst an element iii thle environuselt, tie is anr adversary who

Thle original isoek here dealt woith Air Force tactical opera- is deliberately trying Sn achieve ]us owni otbjectives and dteiy
tions Bloth of these models can he miapped into the model us our objectsives. To emophasize tile tNso sided nature of the

shw nFigure 21 f.57. problem, I prefer thie miodtel shiowi Figure 25 uliict I orig.

inally introducedl at the Quantitatise Esaluatit Confeience
The first box is thie 'sense' fuinctioii. In this function, in 1980 (2).

data is collecd by various mseans to describe the current Tire cotmmand section of tie pievilis piaaigins are einbed-
andl projectedt situostion Specifically wec are Inteested iin tile dod in thle boxues, "Blue Coimmndit and "Rled Coimmandt'
tstfei of .-aesiy forces and their possible actions, status of ThoteeesssofheC rcsaiiteiletpcf

frienidly forces, aoil the status, of eiviroonsent (e g., oseatlier, ically soil can be associated withi the mostel ta\oom, iii
geographical considerations, possible nuclear effects, politi- iue1.Ms motnlte siianitlts-aetia
cal constrainits, and neutrals) Iii carrying out this function, Siure of. cobt impa ly e tplt metltosde a

swerenploy a myriad ofldifferent scissors, cominination sys. In all cases tir models inust be ieplicatcit (or nested)
tems, aiid data fusion systems In Sile second function 'As- srial oso h siiadliirtysdhseaal
sess, the data from the "Sense' fuinction is used to hyposli. sosseaactuns

k esize the capabilities aisd possible intention of tile enemy, 'The s. nificance of tile resuilts in tile anslYsssisill1 slesscis
to revio the status and capabilities of friendly forces, sail on touass tl ul~ rasth alll lmnt ftl

comparel the situtio to treat 'deire saate" Tileuet oer shee
oiiiiar Str stuaisato he dsirsl ~at" Te tensde- boxes. lIi a gives application, une should chsos. tile modtel

that best illumi11nates thle isipoi tat featulres Iii Particular
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Figusre 28
%lost, of them have been d~scirssed at one or more of the

I~~] XIITIO\R or JDL C3 conferences so I swill only comment
f~EZJbridls. Classical state variable models base a natural appeal

_ _ _ _ _ _ _ _ _ because, of their success in treating analogous problems in
- ---- - control theory. Lau-son [3 used a thermodynamic analogy

Fi ure 26 - to develop a sin,,iicd -nodel.
It displays thc functions in the model in Figure 21 ina time- Rubin and M.ayk [&-661 have treated several interesting
line seqiuence. An interesting application of this approach is cases usinig a stocbastic C' model svlii is based a discrete-
shown in Figure 27 (from [O1]). timue, discrete-state Marlor procowss moidel. They div ide the

battle into a sequence of stages ssldcb are then subdividedThe figure illustrates a possible timelinc for a Soviet attack into phases. By numerically solving recurrence equations,

against the United States using ICBIMs and SLBIIfs and the they obtain probability distributions for various force ettec-
'actions required to respond isitli a 'anch Under Attack" tiveness measures.
option Fotlossing throughtlbc tiinctinei shows that thcees Ingber [67.691 has used a statistical mechanical approadi
a svcry small "WVindow of Opportunity' in % hich the NxCA to derncedynamic models. The central feature of his stodmas-
(National Command Authority) moust make a decision in or- tic model i. the path integral Lagrangian. In his paper at
der for this option to be successful. Timeline analysis iu an ti ofrne[0 edsussa prahsbe scuis
important element in most C2 

analyses. There are useful tent ssith the theme that I swill enipthasize later with respect
discussions of timeliness in (621 andl [63[ to models. lie is taking data from the National training

Some represenitative dynamic models are shoswn in Figure
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retAnks mih #.rtcones at XTC. I
Goo04a= r-.31 ha dcwtoad a V=Cn:Ai =00Are~'

pCocasts V~ vieim 6= as sneeadizz vetunab c o
Ccn7&ux of Jedsion*males. The nodes reip a .i& eoo~x~lo U AEMEUI
-6-yet Of -S~.ess (es. oOPs, tanha s ilsilo -en, ssi
and ==and *=9.%)4 The noie state .nd stroctre:, its I~xod W AEOOICMAD OFS

the nds t h n e fiiaid y ae_*) e ued
Zto -cztemize tbCCpocQse% In der todirnecf tie .1 Mir O IOAEMOEI N

emintrtk dthesu eofega ofthe nidei, be infrodnees s-r-
logis kcal rdatcin ps (--g- d--]ca Bloolean kgi-. prob- 111,WvNIEYAc -iATEWC1111TEN !3elW4W

aidfl kwgi, -a s fuzzy Iopc - Der.Sh-d e lief _001 I?

logic). Millh these ideas as a basis, he fcix ales a foensl NosomoPS D 'WoRADWOE unPMSESTCOTonCMOERT

procedure for erAluating the esolution, of the s"item TE OADA MDD

:Zp n histhessri [74 8 J. Chzacs sliY (e~g, GleS&iiee AWcliVkOE
r-1 el ihy~sical phenomena i has llclmange

iinitial conditions lead to -3rastically, diMrct systemn be- Fiue2

has-use doe to ionlinear interactions. Efm EAR M
Strack 1791 models the C' stem as an adaptive control

systdil and uses regression analysis to denvelp C; systemi
effectlvones results.

At their present- stage of developmnent it is piremature INOMITO FLWPTTFI
to do a aunparatise ano~sosof the v-alue of these various !ETPA-flODAL. PROCE14S5G. COsMM IAI14 AM DISPLAYS

models. Tomake tbesc;-or other dynamnic ies ueu, PYIA C,= OWDATESFNIN
three steps arc impostant:(IT13TD ISESD ETAM

1. Model a reasonably realistic scenario, DATA BASE STRUCTURE AMD MAITENANCE

2. Correlate the results with a simulation, testbed, or ae. DECISON AIS, TIE tUS OFATFCA rLI~C

tual explerience and understand the differences between SURIVINM F EAD~~T GFNCTION

3. Explain, in tertminology that a CING or the JCS is Figtue 30)

famniliar with; the lessons learned and the significance The headquarters function arc those processes needed to
oftheconclusions. ~~~~supportth omnes)Alouhbhtecmad

and headquarters functions have been carried out for several
The centuries, often si'th spectacular success, the dcvelopment

search in making an impact on the real world. of adequate theorie, is still in area of active- research. In
The first functional area of interest is command theory many cases the successes appear to hair. been due to ap-

Some of the representative elemnets of a command theory plying Clausewits's dictum.'Always have a genius in charge,
are shown in Figure 29 first, in general and then at deeisise points' [21].

Cushman [SO] has idenitified some of these elements in what Some representstise cotnsd and he .dquaters models

he clls'VsComandr's Catechism". The first element are hsoi Fgr 1
is basic. It really identifies the enltr structutre of the 6' COMMAND AND HEADQUARTERS MODEL~
system: who is authorized to makeuihat decisions. The other
elements delineate other issues that must be considered in
the command functiont. Once again, the lot is representati% e, HEADOUARTES1S EFFtCIwRVNESS ASSESSMENT 7OOL (HEAT)
not enhaustive.AAFO ADDC. MXIGSRCUES(ER ES

ltepi esestative elements ofa headquarters theory aweshown DT 1WAnncso~~tl ~t~tnSIER es

in Figure 30. MODELS OF DECIOOt MAKERlS

RESOURCE ALLOCATION

Fcire 31
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The llcadqua rs Efdectiveacs Asscssmcaet Tool-(WEAT)
was orignshly developed by lfayes and is being esolved fur-
ther by sWsiou; escaieii (C.g., [lj). Thie BEAT model is -

ShWd in Figrre 3-2.

-\-
f Fiure 33

" with a response selection strategy. The model is developed
using X-dimensonal information tleory The total rate of

S. . . .-. . activity in the system is divided into throughput, blockage,
-coordination, and internally-generated terms. One can then

use the idea of bounded rationality-to study the maximum
rate the system can operate without overload. The simple
model in Figure 33 can be extended to include memory and
interacting decisionmakers. It is important to note that dia.

Fieure 32 grams such as Figure 33 are not models of commanders like
It was originally used for headquarters which %%ere primarily Napolean or Patton,but can play some role in modeling staff
responsible for planning, supprting and oordinating fight- and intermediate-level decision makers.
ing forces (eg., JCS or Corps level). It treats the (7 process Resource'allocation deals with the problem of optimally,
as an information management system and trys to measure or at least efficiently, assigning AfN weapons to N2 targets.
effectiveess in teems of military mission accomplishment. Often the commanders and their weapons are geographically
lReearch is being carried on with generalizations of BEAT. separated and may have overlapping areas of responsibility

Some useful work has been accomplished in modeling A representative reference is [94).
data flow and decision-making structures using Petri nets. One of the objectives of the research on command and
Petri nets which are widely used in computer science (e.g., headquarters theory should be to understand the type of is-
[92,83]) eppear to have first been applied to C2 problems by sues highlighted in Figures 29 and 30. Through understand-
Tabak and Levs [8.-5]. These papers and subsequent pa- ing, we can improve the performance of the commander and
pers [86-901 have used this technique to develop a structured his staff. We should note that there is a large body of nork
approach to the design of command and control organiza- on decision support systems which we liae not covered.
tions. TIey first generate a data flow structure using the The next category of models are combat and conflict

Petri net formalism, The various types of activities such as models (Figure 3 1).
data fusion, situation assessment, and response selection can
be represented in this formalism, Various MOPs such as ac -
curacy, timeliness, task processing rate, and workload are
evaluated. The data flow structures are then transformed
into C2 organizational designs %lhid allocate functions to COMBAT AND CONFLICT MODEL
various decisionmakers. Then, MOEs are evaluated for the
various organizations.

A series of researchers (91-93] have developed models of LAN5CHSTER-TYPE EQVATIONS (DETERMINISTIC

dcision-malers. A typical model is show in Figure 33. DIFFERENTIAL EOUATIONS)

The quantity 2t represents a set, of input symbols frem a STOChASTIC COMBAT MODELS (MARKOV PROCESSES)

colli.jion of sources. It is corrupted by noise in so that GAME THEORY

the system receicss X. Is the situation assessment stage,
one of a set of U algorithms is selected to observe the in- Fiemire34
put ani hypothesize the situation. The output is a situa- The earliest work In this area was by Ianchester [3S]. A sm-
tiun assessment 7, The second stage is a response selection
stage, %%here one of V algorithms is selected in accordance
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plc form of his equatins for ainkid fire a re shosen in Figure

I - USBI REO(EME N5 cIECTMTY. OUAT. CAPACITY.

SI ML OF I ANCHESTErSwqO5EUATIQNS ocaEN POPRTES OF MEIA ANDSYSTEMS

c E DUALITY
di E Ai PERFORMANCE

E LFI PERFORMANCE
* - SUiRVIVABIIJTY

* RELIULITY
-FLEXIBILITY,
*CONNECTIVIY

CF F IMPACT OF
4 2

' IE ELY

APPEARS HERE -_ -r I6

the communications research commrunity haa had a major

impact n DoD) procuremnen
t 

of system~s. As examples, thc
APnthad a aignficant iafluence on the'esirrent DoD

Figuire 35 commnunications networks And Lincoln Laboratories satellite

The variables F andl Barc the aize of the friendly and enemiy research has impacted the corht military satellite arehitee-

forces respectively i.nd CS and -",F are the kills/see/rinlit of ture.
force~zhi theaecsimple equations, The impact of C2 

appears in Wec ahould note that the mcasures in Figure 36 are all

these- cfficients. Torcexample, inrprovetcetoadCo Os.A imoanrearch~ Area Is assessing What inrn-

lotion Capability, better target locatio0n accuracy Msould raise pSict a given corrseunk'cat"Ion MOP ouch as capacity has On

Ors. Delay in receiving target location information for mav. i~sion effecti'encss. Considerable sock is still needed in

ing targets isoul decrease CE. There hav been numerous tiat Area&fsonte
gerierallzations- of Lanelssler's equations. Ta.ylor [65] pro- Rtepresentative elemients of a surveillance asio he

vides a cmpehenksive oerviss (withiout any C2) emphasis. ory are shiown i n Figure 37.
Moose and Wozencraft (96) presented a useful generalization

viutica of kConflict (9S] contains Several relevant papers. The
-various models attempt to inoctorate the effects of'resup. gi PMENTS OF SURVFItLANCE A FUa[QH THEORY

ply, aelf-attritiois, heterogeneous forces, and information on.
certainty. In order to incorporate the effects of maneuver, a

set of coupled partial differential equations may be written V OLUJMES OF RESFONSIRILITY AND INTEREST

[991. Wnle fanchester's original equations which could be GENERIC PROPERTIES OF SENSORS lE G, DETECTION.

solvedl explicitly, most of thle geiseralizations require a ou. TRACKING. CAP'ACITY, PROCESSING CAPABILITIESt

ieicall solution. . TASKING FISOCEDURES 1F.0, RESPONSIBiIITES- TIMEINRESS)

An obvious genealization is to islcorpocate the stochastic

nature of the conibat process to Obtaiin a Machov pro,,ss INFORMATION FLOW FROM i405i-ORCANIC SENSORS

model. itable references include [100-1031, The behavior TOPOLOGY OF SENSOR INFORMATIONi FLOW AND FUSION

of the mean value of the process relates hack to a version
of generalizedlLAncester's equations. Cains theory has also R io3

bee emloed o sudl ombt (~g, [fl-lO])The first ies is that of soluilcs of im~ponsibdlity and is-

Comimunications theory is pechaps this itost advanced terest. A suais dtefinition of tie Cosiuandvi 'a volsune of
of tile various fsinctional aras. Ilepiesentative elements of
enusuluni111cation theory are illn gi 36. interest is th.t space Around tIie coalmansli where A00- s

Figure ~~Could have a 'real-timne or iimrtr"Impact Of his MIS-

Starling wvith thke user resquiresirsts, thle general design pro- Sion accomplishment, tris volic hias giown contimeussv

cedures are well understood and in most canes tile gncoci over tie years as the range Aind am-smuskcy Of weApIOns sYstIln

measures Shown iii Figure 36 can be evaluated. There are a lis irajeaseh. iNapolon's volumei Of intiest wag probably

large number of classic papers aliid texts that consider these
issaies(Cf. 16.OD Coinmunications is an area in which
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a circec on the ground with a radius of 100 or so miles. The SIUAINACmE
JCS volu~ise of interest 66fnsists of the entire globe includin4 the ocean depths and space'up to A least the je6 yhncosous

sateljt~hi~ltiudeS~nbrsa~e ontn~al~ ried to kcePi
upwth t"is' .1 lme ofot~ti irct e u sr uneer- NAVY WAR COLLEGE.-WARS. NWGS

taint Lbut the enemy's intcntioiis. Newa weapons Systems TACTICAL AIR WARFARE CENTER: BLUE FLAGshcl astahy; Cruise missiles Cause th/a'raAe toontifiuc.
'The olmefrepnbltysgsalyasjlersaendARMY WAR COLLEGE. JOINT THEATER LEVEL SIMULATION
riustbe cle arlydefined sshcnithe C~iprobeM is structured USAFE. RAMSTEIN. WARRIOR PREPARATION CENTER

Tii-e geirtZni properties of sinsors ansd4beirsNIPs arc*FNONTET I)VAAiN
reasonably sell understood. As in tile Communications area, ANJOTTETNDVLUIN
there are a numiber of classic papers and texts (Cf., [110o. 112)) NOSC: IBGTVR1ESA
that explain how to design radar and Sonar Systems asd meca- MAXWELL FIELD. 'COMMAND READINESS EXERCISE SYSTEM
sure their Performance. 'Translating these Mfops to-MIOES
is still a challenging problem but a number of useful eisults ic.JS
have been obtained. Tasking procedures for the sensor sys. JOL - INET
temS Connect back to the Command structure polm . NO AGM A

hestate of fusion theory is far- leis mature. 'There is
Separate panel under the .JDL, the Data Fusion Panel, that
deals seith this area (Cf. 11131). The fusion area remains a Figure 38
niajor Challenge to the C

3 
research community.__________________________

The two remsaining functiosal Models in our taxonomy
are the ENV and Counter. Col model and the Information
model. In the interest of brevity, we swill not discuss thems in FPRESENTATIVE TEST BEDS

detail. Ilosseser, they are both Significant areas and should
not be neglected in the C"' research progiln.

The final point to make swith respect to the model tax. NATIONAL TRAINING CENTER
311011y is that there are Significant research problems in each RED. GREEN FLAG
of the areas. The C

3 
reSearch program should be balanced . SiH INFANTRY DIVISIONI. FT. LEWIS

in its efforts. . ADDCOMI'E, FT. BRAGG
Progress in Simutlation, Test Beds, and AEGIS TEST BED, MOORESTOWN. NJ

Exercises
The other area Of interest IS sinmulations, test beds, and SDI NATIONAL TEST BED

exercises. They deserve equol attention with the modelingFire3
area for seseral reasos; iue3

I As indicated in Figure 13, they are elmser to the real
%sOrlst;

2 They are much more expensive, DOD probably spends B8PRFSEITATIVE FIELD EXRCISES
2-3 orders isf magnitude more mney in this area than
in the msodseling area GALLANT EAGLE

3. They tend to hlave more impact On operational cuss- NORTHERN WEDING
nsanslers and IIlecisson~iakerS SO improving their fidelity REFORGER

i5 IiIJ~oist.SOLID SHIELD
1IlssCver, III the Interest Of time and Space, sic will simiply . GLOBAL SIELD
list somse repieseistative facilities for simuslation (Figure 38),
test hets (Figure 39), ands field exeicis~es (Figure 10) Figure 4O

Once againl~ sc iihasize thne IiInloitasice of a thicad of cons-

sistenIisy access thne varsolis areas
Futidatusental Principles
After complecting this i-s ess of progless, a logical lques

tion is- Are there any funidsmisisst pijiicpl' If on(e is
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lookng or smetingas fndaenta ashanon'sChanel nducted and, by that time, the prisoners were gone. Ev-
lookngforsomthin asfunametal s'Sannn's6an e ry element of the C

5 
system and process most recognize the

Capacity Theoreml [11111 or lcisenbueg s Unrertainty Princi. iinporta nce of speed and timiely decisions.
plc, the answser is clearly no" f Bone is looking for impor- The final principle is that force multipliers can start at

tautcenralresuts uchs otimu ~VenefiltiaKalan zero VWe often refer to C' as a force multiplier. The basic
filters, the fundamental importanc of eigenvalues andi cigen. idea is that idsse take as a referencre point t% o opposing forces
functions, or ambiguity functions, (Cf. I09,tl0)) the answer -'. asmdC ysesadasto asmdsrtge
is probably still "no. The bestl sewas able to do was to list thn hr oud b

2
e avnd batet ofassmed hstrategie

thle ideas shown in Figure 42. (or M(OPE) can be measured in different ways (e.g., surviving

force, territory occupied, objectives ohtained)..13y examin-
ing the actual C' system a given NIFE swill be changed

ANY FuNDAMENTAL' PRINCIPLES? Thus,

MlOFE'V = oOWE.,

TIM U NCERTAIJNTY TRADEOFF where the subscripts N and Rt denote 'nee and "reference,
T WO-SIDED NATURE Or' PROBLEM respectively, and o is the C' force (effectiveness) multiplier.

* SPEED OF DECISION CYCLE In many eases one can showr that improved C3 can signifi.

* FORCE MULIPLIERS CAK START AT ZERO cantly increase the effectiveness of the force Unfortunately,

there are many examples in which tile C
2 

System Can Signif.

]Figuire 42 icantly redures the effectiveness of the force. The capture of
the P'ueblo is an example wehere, by being enable to get avail.

These notions seenm to arise frequently able airplanes to the scere in time, the C2 system redusced
Uncertainty is fundamental in woarfare. As we get more the force effectiveness to zrm.

information (vs data) our Unscertainty deceases. As time There are probably other equally important notions as
incicases the unrertainty wilt noially approach some min. these four principles Sice I swas uiiable to develop any really
iiesin valsie, Unfortunately, the wiisdow of opportunity may fundamental principles, it wvill be useful to discuss what I wvill
close before the uncertainty reaches an acceptable level. Thus inmeodestly refer to as "Van 'Trees Laws of C3".
the commiander suit his staff must deal weithi this time-uncertainty
tradeoff. It is Iimportant for tile staff to apprise the cam. Vain Trees Laws of C'
isianders of the specific uncertainties that are inherent in the Law 1: Budget

* information thiat they are presenting to him.Thfisladeswtht bgtanismivedy
The next principle to sesinhmer is thst combat, soil the Tefrtls el ihtehigtadi soiaelb

C' associated seitt it, is inherently a tswo-sidedl problem. At Figure 43.

the systems design level, we imust rememrber that the cemino-
nirAt'sss and radar systemns must wvork is a hostile ens-ironk.
ment c ited by both the enemly sod nature. The abiiity to

function ni the presence of jamming, shysical attack, EIsll', PERCENT
soil other threats must be an important design factor. At
the deeision~makiug level, se insst remember sie are deal- B
ing wsithi an intelligent adsversary aisd consider lis, possible
reactioiis to our various strategies We must also remember 7
that seeare figh'..ng anl informsaion soar and that dlisrupiting,
coinfusing, or destroyisg his Co is a key element in an overall 6

The speest of decisisn cycle" pirinciple is just a way of 5
desriing the facE that sie mast be absle to reart faster thtan

one airio Thi Csupl apaie fro of-o on air en il
gageent to ntie capains 10or isreplete with ex- 4

ainles foni Alxader Casa, a,]Napoleask to Patton I
11 a Ihl hIWikI.011U iCS ere iImojrtaint 1970 1975 1980 1995

ito. batlield esuccesfs Tlee ao Tii%) pties £5055 ai iplkmne9i0 PERCENTAGE Of TOTAL DEFENSE BUDGET ALLOCATED TO0C

tation) crl edral to failure It took, about six msonthis froiFgues1
tilur timse thle loicationi swas 171st istemtifirul until the r- ws



1
the first law, The sketch is a plot of uncertainty using an appropriat mena-

suire as'i function of time. As more information about the
93, 2048, the entire defense budget will he ailo- situation is assimilated the uncertainty decreases. Unfortu-
cated to 'Ca" nately, the Second Law says:

The first crollary in this lawi s that: 'The uncertainty in a C systm generally reates
in acceptable level after the required action time

'The C~force mniltipher,.illhave to approach is past,"
infinity, becaiie therewill be no forces left,"

Thus, the commander must work with the Uncertain in-
It is important to note that the C buodget'numbers do formation that is available at the time he must make a dec-

not include iitelligence systems due to their classfied nature, sic0. The strategic C2 example in Figure 27 was a dramatic
If intelligence were included, the result would be even more example of this effect. According to that proposed timeihab,
dramatic. the NCA must make a decision by about 15 minutes after a

A second corollary follows if one plots the cost of a com. Soviet launch if he desires to implement an LUA option. At
inunications satellite (on-orbit) starting with the DSCS-I that time there may be still a significant uncertainty about
(IDCSP) in the 1

9
60's and concluding with the projected the situaton.

Mtilstar satellite in the early 1980's. Then'omparo those Examples of C2 decisions throughout history show simi.
costs with the total C3 budget, Although we do not show lar phenomena. Technology is not going to change this ba.
the curse, it results in the second corollary: sic relationship. For example, as sensor ranges go up, the

'1By approximately 2032, the entire C3 
budget volume of interest will increase. The successful commander

will he devoted to a single military communica- must cope with these uncertainties (the Fog of War) and
tions satellite, make appropriate decisions. The role of the C system isto reduce the uncertainties as much as possible and make

The positive side of this corollary is that it should reduce in. certain the commander understands them.
teroporability problems and simplify the G budgeting pro. Law 3: Communications Capacity
tessn The third law deals with the capjacity of the commuieira-

While the first law states an improbable conclusion, it tions systems and is shown in Fgure 15.
should demonstrate the importance of understanding the
utility and effectiveness of C' 

systems so w(, determine
how much C3 

is needed, BIeS/SEC
Law 2' Uncertainty
The second law deals with uncertainty and is illustrated

in Figure 44.

UNCERTAINTY

~TIME (YRS)

Fiur 45

I If we plot the commuications capacit in bits/ec as fune-
__tion of time, it is easy to how that it has grown exponen-

tially. A good example is the tiansatlanstc miltary conl-
tOE0  munications capacity is World tta'r I, World \Var II, 1965,

and now The exact current capacity may be classified, but
by simply counting satellite, atis (blcs, we can see that it

-Figure 44 must be in the range of 500 iubps to I gbps compared to



miniscule World War caality Unfortunately, the user to an enormous informration processing load, When you look,

densand mosg~w ve nre dratinaficaly edinr th third at the results of JCS exercises or processing toads during
law. crises, )ou see exactlythe sahnn beharvior. A significant chal-

lenge to the research and operational community is to match
'The total coimnunication capacity of G3 sys teifraonpcsigdmnstow t th commnander
tins, has grown, as Aoe '. The pereived user needs and his staff can absorb.

requirement has grown as Blefl, where 0 > a' Law 5:,Duality
The next law de~als with whait I call 'Duality". A coin-

In all of the architecture stuirdes, one sees an insatiable mon approach among mathematicians and researchers is to
demand for more conmonicatrons. One of the reasons for translate a new problem into one that somnei has already
this relationship is that, unlike the civilian community, the solved and then apply the earlier imsult.' One can construct
actual military user or lthe person determining communica. reasonably good analogies between C' systems; and living
lions requiremests, does not get a monthly telephone bill (biological) systems. One cdrii also conistiect analogies be-
Thus, the tradeoff beteen requited capacity and cost is less twe-en 0' systems and the management of large companies.
direct. In spite of this, the community must develop meth. Unfortunately, these analogies lead us to Law 5.
ods of determining, "Hlow much is enough" to terms of,-the 'The G' problem is analogous to thre living sys.
contribution of communications capacity to forco effective- tern problem, Dy mapping one into the otlier, e

can replace one unsolved problem with anothicr
Lawv 4: Processing Capacity unsolved problem."
A similar phenomenon for inrformratiorn processing capac-

ity is shown in Figure 46. The corollary 5A is that you can map the C2 problem into
a business management problem that is equally hard to solre
We would probably hesitate to use U.S Steel, International

MROIl arvester, or Texas Air as mrodels of liaw to ruii tile military.
Tire point of tis lure is that ainalogies are interesting bat
duality is only useful if it trellis obtain quantitative results
or aids in intuitivuNdesadig

Law 6: Acronymns
The next law deals with acronyims aird is related to Ai-

gustine's 9hi Law [115) wichi is.

'Acronymrs arid abreviatronrs shiould he rised to
tire maxirium eXtent possItite to iiudsk tirvlii Idlea$
profound."

This general law refers to the entire lIcerise Decpartmnti
llorsever, tire CA commirruty has iteveloped "Acroriyirriza-
trori" to a gne art. The result is Lawe g

'if one tale,, tile 16 most fii-qiieitly rsnd letters
uruIE ii tire Enigrs alphabet ann cicates air oiriereid

triplet randormly frns this set, thre protbaility
is 0 216 tlrat the result vwill bie a segmrenit ot C'

Figurce 46t arrornyin.
A,, eacti new generation of compuirters has been introiduced
irn sormrand centers ire iriluriiairn piocessng capacity For exraimpte, if the tijilr cirs uiL Stilt, inc liar, rhlt
lias increased dramadtically A cuise fittedi to tire growth space-based raar, TII) giner J I ID)S, Awrl -r fuith Nuic
iruruld shon exponential gioiril asu a function of tinme llon- that by using .216 instead urt 25 ini kie icialt, ir, hai- adId
cefr thin Fourth Lass states credhibility to tire coriclusrirn

Aerony nr are just a visibrle sign of tire iificklit) tirlt
-lire nirfuliouniioal piuceirrag eApar ny of saninpat- commirr ty lion in corurrnrrrcatirrg ruith tilt, test of the irrirhi

ec, in comminand senteta. grun exposnentially Overcomuing tis corunnmr irca nu tirbiciri is air rir ~itnriir
Tire percelved processing load ins grown with a challenge to tile comimnity
larger exponentiatl Law 7; Complexity

As ereryone readlis., C, erriirient ir hiecorrirg nory
Examiples of tis tulicaeinci abounid. For examrple, in comlex as cacti sen genviaririles chir de Iij h'iv pl.I'dki

Vietinani, there were 500,000 messages per nioritli cominug out is shown in Figure 17
tle tao commurnrrcatiorn centets in 1966 Tis corresponded
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The eseach cmmuity knows that if you portray, the Corps
sectorcand the location of its L~nits on a compute rscreen,.sen
yo can mO %e a hattabion-by simply~mOving the in Cu~r
Similary, if yost represen't-the-motion of-a particular Init
by ans appropriate Markov process, then you can conduct a

COMPLEX flanking- attack by a, matrix transposition. Unfortunately,
operatonal commanders feel that the actual olicrations are
not so, easy,

-This law ties back to one of the important points in the
Progress in Moideling discussions. InI order for models to

IP be useful; it must correspond a realistic scenario, correlate
SAT'SCORES Witlsimlation s or-testhesls or actualexpenrice, and he

explainable to the operational Commander in his terms. The

US .PD. onus for Accomplishing these steps rests on the model-maker
not tlhe operational commander.

Law 9: Predicting Fusture G
3 

System Performance

The Ninth Law deals with predicting thle performance of
TIME C3 systems as shown in Figure 49.

Figure 47
Tao nietrics that may be relevant in dealing with the pops-
lation that must deselop the basic theozy, design the systems LA 5: PREDICTING FUTURE CS SYSTEM PERFORMANCE
and eqsipment, and operate ad msainstain thle equsipmsent are
also shown in the figure. Althosugh tlse decline in SAT scoresE R MACOFUTEC3YSLGNRLYTRS
appears to hawe levelesl off, tlie statistics concerning the math GRETT P0ERMNE To ITRRETER STHA NES. UN
and science capabilities of our high school Sanl college grad. ~EN T 0  HR 0 I RAE HN
UAtW$ is alarming. It should be noted tllat the Services have Il) END OF CURRENT ADMINISTRATION PLUS 8 YRS.
done an excellent job in raising the average education level (1I) PRESENTERS RETIREMENT AGE PLUS 3 YRS.

of their recruits. A related and equally disturbing statistics
is the decline in Ph.D.'s in Nlath, Science, aull Engineering
Awarded to U.S. citizens. This trend Affects not only our C" Figureo 49
capability, but thle ability of as: nation to compete in the Representative mission-oricilles anaslyses qlt~aiiy evaluate
sorld nssrlet, thie current system, the near terms system sanl a for term

Thlis complexity-ability Ilivegence Iicreases the impor- system. The normal effect thait yoII get whienl YOUus Anal-

tance of equipent reliaility, built-in test equipment (BI1TE), yses withl led, yellow anti g~een As ructlivs is that, in thle
And extensive trainisg SoI icaiistiL cunditIons. It also current system, thlere ale a fall llSulhi of IIIissiusS that arc
emphasizes thle importance of iedusing equipmsent complex- rell and yellow. Frouk tis oilt t~cskcs vashsges (si fligramas
Ity by keeping thle specificatsins ieasoOahle. Often the last te imsprove it. By the neal lulla you ill11 have A Slistlle

0 5dB of pelforluauce increases the consplcxity (and cost) of red and yellows, hut with1 ulwel gleells rhelc is a lea
significantly. sonably general phleomena thast almost all Illissions till"l

Law 8: Models versus Reality green in the far-tcrns system, saltidcllarly if you are 1%illiisg
Often C' researchers ore tliitlused because their models to supply funds for whlat tile jiticl is pl1110 T~l~ he inl

don't corresponid to reality. Aktusall), tile piobiem may lest terebutig point that tis law 4LA~ss wi1th As tile 0llC,7i),ls'll
swith oplerational comosansleis as shownsi ill Figure 18. eserything turns green. 'Wlsdt tile slata silos is tllat To is

generally one of two tunes It is eithler at the COnl of thle cur

LAW 8, MODELSa VERSUS REALITY rent administration plus S yeais in thlat Optionl it giCSe thle
systenm tinme to circulate thieigli lsvn iesN sets of political
appointees Therefore, if it loeail't actlually turn 0o11 to be
green, then tles current person has at least one or two gen

.. OPERATIONAL COMMIANDERS CART SEEM TOUNDERSTAND erations of preceiding people to blame Altelinalively, flom

the standpoint of tile presenter. it is generally his riliremest
A. TO MOVE A BATrALION 100 MILES IS A SIMPLE STROKE age plus about 3 years

WIHTEQMUSE Unfortunlately, past expierienlce iniscates tile actal lacr-

B A FLANKING ATTACK IS ACCOMPLISHED BY TRANSPOSING formanre of future C' s)slellls Is gelltlaily ot as "giren
THE TRANSITION MIATIX.

as projected inl their early stages, of pltaning Among other

- -Fiegure 48 factors, L~awss 3 and t contriute to til problem
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Law~fi~ierqpraialitya smnall research consminity and there is very, little overlap.
-Oveed:0'thi s, The oiius is s'n the C3 

research esmisunity to create a )are

WhenClasewta alledasut"frctin iwae"he The second problerit is-really related tothe first Wtis
waspreictng h le nh jsitoipritdnt-ithat the research commsnnity-beable to tell the

of ~ ~ ~ ~ ~ ~ ~ ~ theh ke pobem ta w hveini sstmsis .is good fsr tok tell hsw this research, illOsie of hh c rbeiita ehaei 7 tin~sI elp therm understand, G and befitpthcm solve-thsiir prob-

funametalprolemand &i~eko~ mi~j6 efforts 1ere'ay Thirdl if you look hack at the commesents from the DSI3
to cirrkect thleseinteropeiahility probl~nis. oi juof the ea;. t*skF~ice In'197g And'1087..hyaerely r simiilar.
'lies speakers'ihave given tipccifio esirnples., Its W0~llobneof TlieiinplIcit endlertocie n the jflS7staenit is that nst
th Must sigoficant problemns that wsih'ae inthe'.o world ically',auill ad beeii scomplished1 in a pk~riod of Ifly-cars.
anddesertes the Attention o'fthe ie~earch cornitinit. A n important reiiion for this attitude is that we, as a researchs

A~tsulsthr~area u~l_ o 6 (rlas eaig with community,:Ihave not dcne a good jol-f, articulaiing our,
such interesting phensim'ienti as sesosr range vs; 61oumei of accmplf~hrents., While we still have a long wey, to go,kfyou
interet, the ratio of slinal perisbdie ro ,the sins of the total lok At666 work that is presented hce and th e wvork that has
,force, thle effeciso.f coiatsssintefiracteiltics sif been presented in some of the earlier confcrenccm we actually,
software, and the sizc of staidj, ;I' iua~i iptto stopi at have made a fair amunt of progres is understanding parts
ten. 06ie Ishoud 'also note that 'a niiseir of -g Ausine's of the 03- problcm. Ilowever, we hiisen't done a good joh 6if
Laws 1b M: Laws 5,12,15,17,18,0o,37 , Asnd'13) cin b6 applied atcaiigheresults and. howingsvhat, they re is good
dirctly-to C3 sYates, for.

While I was presented these laws iih' a soinewihat hunsor. thc fourth point is that' C" research as a disciplhoc is
ous-vein,,if you look~t the faclsezsdddslih thezn, there -not' yet over. the arademicetheshold. 'lf-you'loolk-at resny
really vay fundamninad results in tlk s'aAof C3. Itislii. of the pe~ople in the universities weho are working In thle C"
poitont 'to recognise these phenomena when you ire doing researchi Area, 'they were already established in their own,
your C3 wjork, fields, such as eitrol theory, onmsunietion-theory, or sys.

Probl ,ems zfrid Shoi'tfills tems thecoiy, before they became involved in C'3 research. It in
In the fisal segmnent, uf thie tsil,.I would like to discuss vital tha teC eseaic il ai cdncrsetblt

seine problems and ohortfnf's as, lcse them. I have listed it wec waint to create a body of researeliers in variu s
Seve of hemin Fgure50.ver~sit~. They' have so be able tolavo the sarncestatre
seve of hemin FguretO.as'the other disciplinecs. In order to help accomplish this

credibility, wenedv unl where tlnre Are real peer so.
views, We need 66o segment of a profesuiosAl society that

PRCB~MSANO~0~ALSis interestedin C3 renea relsas ,% major thrust, It is very
Pil La imlortant thlat we can iho'w to young-professors a career

path that can lead to te nure by becoming known As an ex.
pcit or qualified Authority hii the C'0 

field. 'This is not sni'
* RE IIO4SIIPWOK EAL ORLDform situstion:t there are several universities suchia's l.

Carneg Niel oel, connecticut, N'aud Postgraduat cScho-)l,
UPACT ON CommwrYWArsi a0GOO FORT n ereMsnirgeti cosrcaaciiaeu
SETTER ARTi~xA44 oF Accouf5Se54IS intellectuslly excitinig discipisne. -This AeAodemsc isvolsvement

* ~ o ACDEMCTESWis ' eutial to developing A C' theory.NOT VER CADEIC TRESHLD he~fifth point is that we hame net )et done an Adequstc
R4CORPORAION OF FIIJAN ELEMENT INTO ANAL.YSES job of incorporating the hiuinan, elemient (e.g., Ohe comlmas-

* 14ur~uso.4~ ~ ~der, the staff aisd the other 011 persono,.) into our analysms
IOEACTSNWTI'BROOERPENTIO4SRSEAcN 'It is vital that we create adexitiso models or we0 utlize test
COheIMs that give r.~aistic istcxfaee waith the people involvesl

with the C' systeis,, Otherwise wse are hot going to bate
Finr g vlild results for our systeri.

F'irst is therelationshipsWIt the teAlsorld. Ave, as aconu. The' sixth poist is tha We (to not base adequate isterac-
nity, havec no t done an adequate job of rclating thle resarch tion with the classified Commsilunity'. I could expecthlat
that we are wyorking on to thie actual C' Opscrational -preb. 70 to 8074 of this audienc is caukAs. Them ia 4 fair amount
Ienns that are enkcoliutercd ilk practioe. It goes hack to the of interesting ckork that goes i Ik tis essuMUnity and "e
dliagrami in Figure 6. There is a large edl w1orld of( decisin
miskers And commanders who are dealing seitla C3, there is
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T*i C3 Reference Model (C301), Recent Developments

"by-
ISrael Mlayk#0 and Izhak Rubin*

'US Army CECOMi.CcnrefbirC Systemns. roer monmouth, J

*IRI Corpo arion;Ta naCA-ard UCIA, Los Angeles. CA

A~SI~h~ of cuordinaeioi with and feedback from many individuals. rmost
of whomi are identified in :he a snowledgement section of thi

The subject refeenc model III descrbes a franieworc for the paper. ftwascoincidental and perhaps an indication dhi the tie
es-oltion of a coordinated sa)d deriled-definition of a _C3 ii= Tght for she 0me90n= ofth C3RM. thasta sitilarsrucriujdisciplineaddcssiri- aitlerei 3- ' fand w c wnPropiosed at the same time. afthe same
inherent ircr:Actimis. It includes genetic and analogeiuioat cosferenec but in a diffeentsvorkng group session [61. It is the
the International Standards Organization (IS0). Open System di%Crsity of-paispcerives on C0 which beckons a commonIMIuCrC6ec 2o (OS!) Reference Model (RM) [2, 3J. As ssc. it -referenec model and associated terminology to facilitate the
requires reinterpretations and generalizations suhich go far evolution toward a consolidated framcieu6c for understandingbcynd the scoPeof theISO OSIR1. Anryconstrains oifeatire C3. The primitive riotioro. definitions and the entire structure ofwhtichi may be present within the ISOOSI RIN should tnot in any the C3RPiI adopted to date are subject to change. pending futureway be assumed-to he automa~tically; sret. relevant and deselopesents as required to achieve-a greater common
applicable throughout the C3Ri. The: C RIM includes the ISO understanding, to he coordinated by the BRG MURM Subgroup051 RUM by adopting it for the communications types of with the support of t C3 

commsunity ar-large.interactions& In paralleL layerms of three other eurrplemsntay
types of iriractionas also provide servce to the application layerAPROC
The CPARS enibrare znologouarnchitectres forall the key -Tpes
of Physical intetctcions anm utilizes the application lay7 to Regardless of the stage of technological development, systernsprovide commirand and control o ver all types of interactionin omrisniof interacting personnel and-materiel utilizeintegrated fashion. The goal of C

3
RM is also to prov ide a fudaetal building blocks. These blocks may be subjects orframework to guide rhe dcv lopnsent of a coherent set of objects whlich also may be comprised of iteracting materiel andstandards, specifications; andimpmletenaisnsof nteropeisbility personnel. They may be functional or physical. Functionaland to protect extensive investments in moduilar reuseable descriptions may be incorporated into physical realizaions andtechnologies. convemaly. physical descripions may be reducible to functional

module&. The characteristie of the blocks, the possible local andBACKGROUN global associations within and among the blocks and their means
of interactions constitute the C

3 architecture and imply theTcevelopment oftheC 5
RINIhas been motivated by the fan Ont potentials of -all derivative systems. The initial stage of

a multitude offparadis for C3 base been and are continuing to developing the C3R.% is directed towards conceptual espl icationsbe developed in an ad hoc fashion. Such a proliferation in the and eluicidation of geienc, and technology independent prnctplcs.long run tnay have an adverse effect of stifling thre research and Conceptual developments will be aided by and stimulate thedevelopment of C3 as a 6rscipline by increasing the state of futher development of comsmon fonnal descriprive techniqres.
confusion ahout C3 rather than enriching it as the case mnight he The approach is comprehensive in the sense that it allows forwith a variety of wecll coordinated complemntarly perspctriv'es. exploiting a wide spectrum of thcones %hich may he based upon
The C3 

is often hidden in war stones, doctrin su0vr the phenomecnolgy of macroscopic behavior as well as basic
technological products which compete for their opportunity to he principles ofimets-, issso- and micrscopic nature. The scope of
fieled. In effect, however. C may be found individually in any thu general architectural principles required for layering andresource involsed insa conflict and collectively in all resources sublayering the blocks is very broad and should lead to a
teamed as a coherent fighting force. C3 

may have infinitely universal frameworl, for the stepwise unfolding and progressive
mnany dimensions cotresponding to infinitely many perspe..tves. 'adaptation and integration of capabilities. It is left up to each C'
As a result, C

3 
research and development efforts need to be )rganieaiiou to study the CIRM. extend it. if needed, and apply it

multidisciplinary and require a significantly high level of to itself. its subordinates, its supcnort. and ther C3
collaboration to reac.h a common understanding. facing tim organizations of importance io motivate and obtain greater insight
challenge, members of the Joint Direetorrof Laboralories (JDL, hiere needed,
Technical Panel for C3 

ITPC 3 ) through the C3 
Reserch and SCOPE

Technology (C
3
R&I) Program (41 are chartered to sponsor tht

development of the CIRNI Asa result of ileliberations by the The CRNI describes a framework for modularizing
Basic Research Group(ORG) of IDL TPC

1 
C' Reseach and inieroperability among resources which must be networked to

Technology Program, the CIRM Subgroup was formed to comprise C1 
systems. As such, it establishses a framework for

farther develop and provide a focal point for the C1111\ as .oordtnniiing the declopment of eising anduure indairdsisproose inrefrene [I Ieprogres nideto datcn ihe re,-ui icll as spccificwiions for the iuteropc.4bliiy of resources and is
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proide fr efreneby itoe sadidanspifications. sugssSimilar structure for descriin -3 cone ures
The CR dorntscfyatlseicsadptocols for aM C'cunter countenmeasurics. bigCcuteea
iterlcity.-.lt is neither an implemnentation specification for

C3 sysists.i nor the basisfor appraising the conifonnai6 of -Nine that'the eitvironmesnt is- responsiblecior triggering
iesplesnintations. -Iris intinded only to provide unifonnitj. of observations. A subsequentvaction' may then iLtpact the
guidanco-with-respect to' theIseed' of a' coherenit-sct of e'nvirontnt. Deline asystem F as acollecti -on of revi~urces
cornpesnmaty siandatils for C3 systems. The scope of the Xl' .ieraiiowS YF A and their uidddiir~'dynamuicsdriviin by ads
archiotecual pescplesiecqtdred formodularizingintoperbilitj' welfl as generating new~ cotflir CF,. -A p 'rimitiv esource is a
is applied in tlse binadests sense poisible to etiubrace all kev &hionofinter-relaledingretitin %hichfoim aph'iicol
physical 'and logical interactions required for'resoutees'of C3 subject able top'efoih 'a useful setopcseW( r
systans.- It is concenedwith physical interactions invo'ving not------ - ------- fru A~(X)
only comnsicaetion, but Ernotatiokficationi -n, Physica and logical pr'Aoese generate and recive physica anda
infliction. as defined hierein; which inay take plc litver logical 6biects in the coutse of inleesetion uith other resoutees.
resources oh'A -h sae' finlaerAl or neutral C3  A-ogical object is a block of data. providing informnation or
SYS -tems. It is equaly coneenined with thc- logical interactions l~owledge about physical objects.- Ile key ingredient items are
uhiclsresult in andfrom thephysical iteretioms l~rfoco the physical as iwell is the logical asses-which are crucial in
to the-ISO OSI RM for communications does not by. itself characterizing the pcrforiince of the, resource. The physical
conssitute an endorsemrent of ibe ISO OS! swaassfor asy'C3, asct'am ble of expending thepotensial 'energy available to a

sstem.pirocessivwhen instructed to generate the kind of results desired
by. ife'resoiree. 'Such results, as a mninimum. express any

IN'TROUMONredistribution of'physical assets as~well as any other pertinent
'state variable is a function of time.rt narticular the state of

Comtmand is typica-lly associated with exercising "authority" prteparedness and readiness of the distributed assets is'of crucial
where as control is associated with exercising "directioni' over irupotnce. Notqbtat, ultimately, all processes arc emb~dhrd by
iisiigred' forces in the 'acmhsmiiofrrmissions, The the physical assess.
definitions for-!'Comannd and ControQ'C2 )'itsually iiitply the Individual resources may be linked and nctw6rked to create
combinistion of command and control in an additive fashion. large-scale, -compound, collective,,aggregated or functional
Definitions of "Commiand and Control System', howecver, ,rcsessasn I in reorcs Ineslpoessfo
typically include the facilities. equipment. communsications, diffeentsesocsann many resoukces. aderked troceateo

procdurs ad prsonel ssetia totheconmmander for -large-scale, compound, collective, aggregated or functtonal
pAlanninig, and controlling operations of assigned forces pursuant resources. This reality dictstes a combined layered resore/ C'
to the missions assigned. Note that the force and'tbe commt~ander t l p iocsichitertsre which should provetuseful in devel~iliment as

ar crrally excluded from beingsa part of the " C2 system", yet wel as inresearch. The process aspects of the model, allow for
bothcl thcn nder and the Clsyiemiare included in the Table -conceptuval visualizatton -whereas the resorc asects Of the

of Orgasizattonand Eq4uipments (TO&E) of force units. The model allow for design and implcentstion(o C' system.Iabove definitions are insufficient to resole among others the !J
follow.ingkey poential arbigies:'itecr adraaof ltC 5 pcsssetsf the Commnde aav bees expiidhe CC3 Systems? Ifaophaitetam of the syscin tht shwaivini EchC ss e m est co ntiosl go
includes the commander? What is the name oftsuesystem that in through the main cycle as shown At is a mrulti-sided paradigm.
an tntcgrstMe fashion includes not onilythe commander but his In Figure 1, however, only one side is shows to interact through
force as uell? What ts th difference beitween rC2' and 'C3' the environment In gencial. as shows in Figure Ia, resources
and between'' 2 System" and "C' Systemn'?Tfoovercome this ace involved ii pitfoticeng three types offundamntsl processes
problenm of divergent interpretations& organizationseharged with olnnerrarion decision and actioi,. A subsystem-is a subset of
the mission to advance the state-of-thte-art in different areas system resources inclnding-thcti itnbed!.ld dynamics The
relaied toC 5 must collibniract'estahlish andisupport the observation snbsystem is the colect'on ofall resources which are
evolution of a common framework for the C2 diseipline, viasa C' involved i n mal,tng observations with regard to other resou rces
reference model The ACIRM incorporates certain primitive and the environment. The action subsystem is the collctios of
notions and definitionssas a ba~sin for it's deseription of C' all resources which are involved ineuesutiug acticnis which may
architectures The notions defined are established as part of the intipact other resources and the environment. The dcision
C211M and tchnically ihouldniot be confused with the notion subsystem is the collection of Atll resources involved in ating
conveyed by the same sAords which may'be found in other decisions, .i.. those resources responsible for deidinga.bvout
documents of otherdAiseiplies or as apatnof lay language, conflicts with other resources and how to best utilize she

observation and action suibsystenms to sceomplish the moissions
'rc generalized canonical dissiensions of Cd architectures forus evolving from the conflict. These subsystes may then be

0,basis for iosnsiting C' systems as represented by J~t dcotmposed into specialized subsystems& for different phases ol
. ous C' paradigmns These three dimensions involve a) the observation, decision and action which stay occur setfsuiially iii

Rlesources X,. b) the iuterseioss Y , and c) the conflicts L- in parallel as shown in Figures lb and In. The complete

No dcnption ofC scmlt ihu nerltn lm nts ulli1ple levels of analogous processes as showvn in Figure Id
frost the aforementioned canonical dimensions. The physical Note that in nested architectures, lower level resources become
datnensioss of spare and time are implicit within each of the assets of higher level resources Au shows is Figurclb it s
generalized dimensions. Tho resonrces are layered to provide posible to add fced-forward connections which use the latest
services the interactions Yarc layered in a corresponding oservations for adjnsttnesnt of decisions to provide a prtsr4
fashion to enable interrelated identificalions. communications, predictive actins and thereby speed up Abe main 0 cyndc- As
*....portations. andinflntirs. Finally, the conflicts C, arealso shows in Figure 1c, it is also possible and oftcn desuied ui

l1iycred to allow the transition l'roniglolial wasfareto Iindividual required to incorporate feed backward connettions for fast

use of armaments. The hierarchical asd layered nature of 0
5 corrctive actions which use previous decisions as desired states'10
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to ract pofqtoi Ie fo evry C sytem nitof action

to ractopoieeort unipredictable changes in the environisint mhe codimander is responsiblfo viC
3 stmuit

az~'sicrsysems6fce or power u sed in c4oi in'onflict-(ConvrselY no unit
ofk~tibn, fotce or powxer should act withiait u tloi' fi

The cni~ironment E is depicted as a separate factor. Given the cofinnandi. TMe auth'tiity of the commander may be formlie
t

universe- is 'the totality of all, physical'objects, potentially buit must alway's retain the flexibility to take initiitives asrquired

adereIaC
3 systems. ,G... an'teivrnmit r o medf unexpected conflitst5 and exploit oipontuniia wie

disjoities o'physical obi-eswhich together formithe universe. enhance the survivability p'osfuri of~thi C
3'systemn Thus, the

Note that - iiidepeuidcnt Ci systems stiucture and dynamics are system which executes commands is stronigly *coupled to the

genercally identical. 16i addition, physical elemcnitudepictingl systemi which getnerates commtands and, as sich, both are treated
laud, air, sea; apace and w6esthcerare conisidered an piact of the in an inttegraefsho as one asytm
environment 'Since Ealsolincludeg ehironmentoai s _ asin a iS s

(natural resources) which Ca systems require for, habitat and, The mission of the C
3 systet is ia primitive tioiioii which deinesiiconsumption, a pimaty coucemn for anty C3 system in its ability to the oa1, aln. oblicie purpose. intent, decision requrement,

survive and thrive in peace within Ei. Peace-is the sttitof a funcion, or desired state of the C
3 syitefis The mission must be

space-ttme region in E whichis void of conflicts bietween and derived from the conibeti which the C3 System is involved A
amn oettnj C3, systemns. Competition for natural, misomybedccomnposedint~asediesofsubesssions At the

resources, however, as well an'other apparently rotirinal~ OC sseninlevel, the mrission issruppotted by layered services global

itmutinal C
3 system requirements may lead to the developsment of tosall rcatiurcea and associated process entities, whichiate local to

sp ace-lime regions of conflict. As shown in Figure 2, eich eaich-resource.' The service process entities in turn, may be

spc-inie region of conflict must be suppotd by anumnber of. rodulariced and refined. stepwise, insa formally deseriptive

vaidresources or processes which depends upon'the scale of manner, into a seies of 'activities and functionss Note that
the conflict. -The ighiestregion of conflict -is a space-time whereas the generic stru cture. of C

3 system is common and
region charactertzed by the state of vidr nested in the region of independent of echclon.'thr meaning of its specification will vary
peace, In addition to the region of war ,th'eregion~of onflict depending upon the C3 system frante of reference.
consists of a setfof five other hierachicallynested regions with

laeeein: hps The stracture of the environment, Ei, and its

ascae'regos r also formally defined as an integral paat of
th CR. A defied by th'e C3RM. ny discontent may lead so

conflicts' of concerns, interests, influences, maneuvers,
interactions and the impact of weapions which are nested
hierarchically to characterize the space-timeregions of war.
campaign. bate obtn gaeetadraet
respectively.

\V3r 776 .

Pias ICampaign 71 5

05- COMMss 773
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4ktg Much like the !SO OIR esrt rhietr 3!scrt

IH~gBM.IB1I~EE considihitions nitist be also aipplied at every (ssb)layer of every

As shown in Figure 3; the resourtce structu-re of the 63,RNM is a. resource and fdr every type of interaction -Ideally, any breaclsof-
gene~ric'and aniatuiextcnsiobn of the ISO OSI RM diveldptnent security azfa psrticulsr (sub)layerof a resource shoulid he isolsted
[2J.' Such an iiiensios. however,, is nion-trivial since it requires by the (N-l)(sub)layer and/or the (N+l)(sub)layer and prevented'
significanit ieisteipretation dad geiiailizaui~rssfaibecyond the from furthier'phopagstiidn. Otherwise, the (N)(sutb)layer-eof the
present sctope 6f the ISO 051 RM: Th'e C

3
RM inicludes the ISO other resotircesmust be sbl e to isolate the defective resosrce to

OSI -'RM~by d d6otiajiit for. the-&rnvinications-types, of, pjrevent it from contributing to ay further-potential compromise.
inteiactions.t Ift paraltl, layers of three other copmpletaiy- 'Consider the C3 system. Every pricess and eviry>resouree is
typed fiircisasdfni eda dsoi provide services to itmportant. lsfortion.beftwen and'amng processes is
the applicaiobn.ldy/er, heC

3
RZM ebrabei -anologous continually- being exchanged explicitly or implicitly. Thus,

architectures'foi alt the key typen of phiysiesl initeractions and communications tn-general in critical in coupling between and
utilizes the Ia picaios lay er to pro vide command anid conirol over, aino,g 'processes which are'either ccoocated or distributed.
all typedi of interartiosu-in ahdinteiatid.fashiori. The'four- within.a giseii-deiource or across a numhdr of desourcei.- In,

*fundamental types- of- interactions, are., ideintifidations, additiiod, pitiresses-mniy be-coupled titrongly-or weakly,
communications, transportations and inflictions. Identifications depcdding ipon-tlie'need for, physicas] prto ewe h
is si nteractiont which directly results in the reognition of resosurces and the potential interactions involved. The processes
objects in the environnient. identification is usted to determine the *i any given renourciesre organized in a -layered tree graph

saeph~ases anid aigeta required for each layeryof eonflict., fashion to 'perform the global services required of each global
Comnicationi in an interaction which directly, results in an (snb)rayer. An (N)process is associated with a (N)entity which

exchange of informsation., Communication is used to-comasand. perfornisan- (N)fuinction to support'a pars of tie, global (N)
control aind eobrdiiiate betweeni and among;the-renources. servicecaltled(N)facility. A part of theactivity of an (N)entity
Transportations in an interaciion which directly resbts in the may be directly governed'by-'a setWofglobal'ivies cslteo
mdotion of oibjects. Transportationi is "usedlto entry, supply, (N)p rotocols. These rules,' depending upon the -levmel of
strengthen, equip and/or loadithe eddourdces with the necessary implemenlatton may also be known as, logic, laws, policy,
personnel tind materiel. -Finally, inflictions in an interictitin tactics, strategy or doctrine. An the system is stimulated by a set
which directly result s la the destrsictioh,,damage, degrandation or of external evenits , the ralis available thin each resource are
disraption of objects. -Infliction is ied -to destroy,. damage.. applied in'stecession and/or in parallel to make an "optimum"
degrade, disrupt the capabilities of the targets involved in the decision which, is turn, initiates a set of desired actions. Due to
conflict.-Each resource involvcd in a conflict, asa mininmum, uncertainty* in~systemn reliability and differences between
must be capable of communications. 'The capability for any one observations and reality, any one'action may result in a variety of
or more of thrc remaing types of interacticnnsdepcndnon the o utcomes,

sialty of shereuc. crxap ,veapoiieorces masit
be capable of infliction, sensor resources mast be capable'of THlE C. APPLICATION-LAYER,
identification, and- logistic, resources mitist, br, capable- of
transportation, The austonomous restource depicted in Figure 3 At the highest level of abstraction, the, application layer of the
includes the physical assets to -uteract with'other resourcesusng ISO OSI RM is called tlue'C

2 
Application Layer of the C1

interactionu of all fourfuridamental types in an integrated manner, s, tem. It cossists of seven sublayers, as shown in Figure 4.
Note that the different, fundamental types of interactions ar, 1uch that each sublayer provides services to the sublayer directly

resouced wit thenife ent.t-ue hc ie connectitig tie -above. Conversely, the services defined at each shlayer rely

resource wit ttrher enionet
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dp i1the services prdvded by h ulardiclyineta h TeC 2 
Conlc ae-.

I orh~tu-~tim-ninflifiiaio"6jis-ec§iyt O'C f all appliibation services provide for the management,
accomplish'the teissioiioftheCVSystem.;he tisediaiin typically sup~ervision andexticution of missions. They are primarily
elctioic, photonic oraiiio. -Since"leadershijs isa quality of conceriijed with the oiieeall ctinlidt'facinithe -C3. system.
motivation, 'w.hteh-mtaj be: 6riVeed o'nly through generating, N~iaung andttonitougtheifmssion to esure that ts
com munitsns, it ts imbedded in the CRM and the meaniup of accdmpflishmentwtll end the coflict as constrained and hounded
coammunications ts thereby brdadcned beyond the mere te~hnical by' 'the7'commander. 'Theyensure that a) the -tssioni ts

apcts of transmitting andreceiviug bits'of 'information ne, communicated au'd understood by all'reuources of the systetito
layere for the coiiimunicationi port.(ISQOSI RM Layers 1-6)' the mximurdeieit possible, b) tieappropriate eisostcri can be

The mucain pcnrlea tC
3

redeithCa dedicated, actitvated or in reserve and are andequately supplied and
Application Layer and 6itail l6gical c~bmmmunicatons~ndth respectI equipped to carry Oat the mission related interactions and C) the
to and via all'possible imeajis of int'eraictinne ieded to be reidy plans dev'eloped byi the pkeie'ntatioa layer cover all aspects of the
4ior to resolveagiven conflict. Topolojicallygtransportations, =ssnn man integrated fashion. The mjission includes ihe full
identifications and inflict1ons interactions between and amnong definitionof success. failtreanfd stalemaie. The services provide
nodes inna network have isonirphic propeisto conimunications for the general allocation of functions and resources to perform
networks, It ghoad therefore'lbe possible to define' layered, the fsnetionunuswell an for the dentonstration of leadership and
strictuis analogous to, the physical and logical cdmuiicationo dedication of the resources to the-system The main products of-
iuteractions as'descrihed bythe ISO OS! RM. Thtijthe C2  

thin layer aiemissiondsta objects.
Al ' ationi Layer includeg application sirics iaiilvinig the
i dif 1iiirci' naih'I er a~iilsfi o'ro h Sublayer Structure of Ca Coriflict Layer.
aforementioned types of itteractions. For eine of referenfcet, the
sublayeci of the C' Applications Layer tire called the layers of The1c conce ptual layering of adversarial relationships is shown an
Ca and the nublayers of thi highest Ca layer are called the Figur d:5.;C

3 
systems must be operationial in peace and ready for

'layers of Ca, conflict. 'Horizontal Commun'icationst- (peer war. -War characterizes a space-time region of conflict which is
level) between and among (sub)layers at the same level represent layered hierarchically and nsted to'serve the general mission of
the inteioperability-of C3 

system iet, ources. Vertical eac. Any'apiace-time regi&,iof peace which' ts threated
cbmn un~aitis~eprset itr-cierbiltyoft

3 ' syste, comesa region of concern subject to war. Threats may becouioiunieations~ rersnnnr-prblt realized by the'iproupecto of takeover, destruction, disruption.processes within resources.- Common services requiredoi by each damage and degradation of living conditions resulting front the
of the layers of C2 

for databae.'dtnplay, and comunicationt 'Imposition, of gens-ral-costraints upon, the freedom and
capability-relevant to the data' objects- annoctated'with, each survivability, of the C3 

system From the perspective of thesablayer are provided for by the C2 Asset Layer7.l. Note that C3RM C2 
Cdnflict Layer,war is u ndertaken to achieve or regainthe general sablayer structure depicted tn Figure 4 is embedded

explicitly in the geseral layered structure of the resources show peac isnalimited orbroaidened environnment. The mission must
in Fgur 3.Thefolowig sctins peset aup o dte etaled als deaieribe any' lower layer of &ouflict in which the C' sy'stemin igue . Te ollwig sctonsprsen a upto dae each in tobe involved Ulimnately', the importance of acconiplishindescription of the functions and services performed by h e misonsyb oivtda een t ugpae o
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'the shbart-torm n idr the long-tenn- Each 0
5
ssei isdhn success of a cam'paign., Battles are selected by analyzing their

is own peace'aitid relatil coniflicts inwhich'it 'may, become supportability, it,'the space-time'regioni of influence from the
i nvolved.- Once- a confit in identi fied, it- in ay-,b resolved, or spac'-time~igioitof interest. The products of this layer ac
dissolved at any layer, Resourcis may be poitioned 16ii arious c, iongn ,ii t objectsd

-state iofi~adinesicZ6ric'potiding to eailNlayerb 'onifflio;i.-te
reactred,,,, ne=r. ,nd-advei 'alC yiis 2i' flhe .

2 
,a.le Layer 7. A .

-depetd t6 a hargiiextent'i6n isbseivinj'and iiialiiing thinat'of'
readiness at each'liyer 6f &silc:-hi~'eorenabe Tebattle laycr ofconflict is'fesponsible for the missions of
war-r tedy butitatpaign ridy. EahOth rei'h rlticireaybe achieving Influence to win a campaign. -Battle type mtssinn may
cotnbat-ready but not engageten-ready"Ie aility iss'diffuse or hiunch'a number of combats to be conducted in parallel-or in
eliminate a conflict at any layer above the armaieint layeris 'clled sequence t6'nable to reach the apace-time'region of influence.
detirence: Mf a resource in said tobe ready:at a lower layer of Rcsuppl'yin and reinforrement of combat-ready rsour~cs' are
coifliet it is automatically ready at any of the higher layers. In, critical to thedsiiccess ofa battle. 'Combats are sele6cd by

,thegeneralcase,illay= ofconflict aeneededtocharacterizea analyzing thetransportability of cosbat, resoures from the
confhc 'A conflict cannot be characterized without'peace. -1 pacetim gionofinfluencto the space-time region of
various simplifying case nf maneiTveab ility. The products ofthis layer are batte mission
may btred e With a lower layer of conflictyhde aoi u - r 'data o bjects.'
ofeae and ih at of aconfiet i t .la Wi5't stem F.

s istem i Gtsa'd H iay ha diff e ,ig e s C Comrri t i batlyere.73
of the relative peeptioth erict har edacferti on 'of th'

a~q rpeaeaii auppotive layerso ffctrcomoto all' Tne combat layer of conflict in responsible for the missions of
Csystems ., maneuvering to win a battle. Combat type missions may iiite anuiiber of engagements against multiple targets, conducted in

Eachflayer o conflict ayo be stagracterized in Ptho t'Lag-i pace~tml or 'euonc of'nlehe racio o the space-timeno

involves positioning of resources for optimum ly ent for aregion of all four, types of interactions identified in Figure I
that layer ofconflict. Phasin invtives windows ofo o rtuntien Inflictions include the firing of explosive projcctiles, rockets and
for optimum execution associated with that level of conict, missiles and' the radiation of the cltomagetic energy,'Each conflict may also be characterized byits intenify ,fThe Identifications are derived from'obscrva.i.ns of sensors and
intensity of the confict is characterized by the n mbor of radars: Communicat tionsullow for the exchange of informatioi
resources which see made ready for the conflict at agfivenj ayer; for-command. control 'andil coordination. Transportations

gaevrn tn di r, taheCmbttp isi ayiiit

,Resurces may t nsitlin m oeayro a nd lic into another interaction conisists ofe supplying and replenishing any

nuce of enggemnt rials mlpl tages codute tineiJ

as s It o f ph sica and associated o ic interac tons. The 'onsumablesor prishanl that may be needed by the resources,
general ublayer toflctre adepice in rgures is e m dd i ntsot mobility of engagement-ready resources is critical to thecenra shown In rgrs4layeramexeiof athe rsou that re' and success of combat. Engagements are selected by analyzing thembcni aa artriedysntsty h iitoengagee from thspacerne

i o i rh r egiofof raeavcnitiyto the sp ehtion of interations.
The C

2 
eace Layer 7.7.7' T poduca fhisaotyeraecombantion Tnda ta objes,

e pace layer is responsible for maintaining the null-state of The C2 
Engagement Layer 7.7.2

conflict characterizing a spacetime region of content and void of I I
conflicts. Ills responsible for-the mission' of identifying The engagement layeraofconfict is responsible for the missions
potential conflicts, resolving them without a conflict and isa Inst calling for interactions to winacoubat. Engagement tye
resort, entering into conflict when peaceful means fail to deter missions may launch an mberof amnsents to boe deivere In
potential adversity resources fron launchi~ig into conflict. 'C3 parallel or in sequence against individual or aggregated targets to
resources are said to bel nPeace if and only if they co-exist with enal e a to reach the space-tine region of impact as generated by
mthual trast and support. The products of ibis layer are peace infliction type of intractions. A single ngagems ent is relative to
msuliaon daiobjects, a'single target. lingagemcnts may be corelosed by the

Su'perposition of fundamental topologies for direct, direct
The C2 

War Layer 7.7.6a support, supllortreCinforement, general support engagement
omissions, Note that two fundamental interatins are required in

The war layer ofcouflic is r esponsible for the missions of, characterze-the sinplest type of engagement. i. e direct
protecting the concerns essential for.the -friendly or own caligement The support of direct engagements requires
resources to win a peace. Warstype missions may launcha communications between the friendly resources to command,
nuiaber of campaigns to be conducted in parallel or sequence c-'ol and coordinate the iore complex engagements rhe
essential to achieve freedom of access to and from the space-tme imregoit distinction been general support and diect support in-
regions of conce Mobilization and maintaining ar adequate home ot'wh n considering engagements of. multiple targets
mventry of supTply are criiralto he success of a war. siultaneously. Targets subject to direct support engagemets
CamTpaigns are selected by analycing their acessibility from the may or may not be subect to general support engagement
region of concern to the region of interest. The products of this depending sots tie avait ilmty of enteral support resources
layer are ssrnssion data objects, which span a much wier ri on of ceforengagement . The

effective range of thesensors and the delivery range of the
The C

2 
Camipaign Layer 75 arimaments' ae critical to the success of" an engagementI

Armaments are selected by analyzing the target as a threat
ptecapaign layrof conflict is rssponsible for the missions of potential and the supphlity of armament-capable resources as
scuring interests t owin at war Campaign ty e missions may projected fron the space-nsir re o o i cmtlonilo the
lanch a numbe r of battles to be conducted in parallel or n space-time region of impact 't i po ducts of this layer are
eqence to enable to reach the spactime region of interest tobe engacment mission data objeces

s fcnter ositioning and ustainent of supplies to be made
avilable forensulng and on-going battles are critical to the
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TtheC
2

WArmament L4vee7.7.J Procedural and lower level servies are knrowin and prepared well
before the mfssiun is generated for a giveni scenario. -The miaini

-4u anninmnt layer of ecfnllict is resp6fisibl for the missions of imidolce-Sfthis livr aeiob ata objcct-s
idlcigY'p teal" -ats~o locadaije', per -manentmor-

tiemporary, to,winai enigagememn 'Ain mborfatmamont'.ThmC 1 i*(iks LayO 7.3
mtay-be'lauiched liainst ailfjtdeedig to'its
survivability. Ile acc'uracy of sighting and delivety, as well as Network services provide for the management, supervision and
the lethaitty.of, the, impact ari-critical to thue success of-as execution of miiltlateralcollective intetraction of supplement*y
armament. The destrucettunor.,dsrptive-envelope: of the resources (with similar assets) torcii ta sinergisttc effect when
armnament, deftne the- spacc-time,'region -of- damage. 'he compared with individual and link level independent services.
sprace-tute region of damage is a subset of thie spare-time regions Network services include anm' network of interacting resources
of itupact. 'The producti of this layerare areantent missin data such as eommunicuttousnhetworks, transportations networks forlogistics andlfisiever -senr netw orks, intetltgence networks,

weapon netiworks and navigiois network$. 'Network services
,the C

2  
seitin P yir.6 ,ensurethi ddto-end interaction~ ar uped by resources

resetatinscapable ofinidieict conreibtionsTh= man proucts of this layer

Presentation services provide for the managemeni, sii'jvisicii' moajnnn atojcs
and 'execution, of plans. The'y are primarily, concerned 'with.

uderstandinm; the, conhlirit and; correipiinding -mission -well -TheC
2 

Links Layer7.2-
enough to draft, edoidinate and finalire plans to nuifipont various
potntial msissions of contingent oonflicts.- Planning eoniisti of Link services provide for the management, supervision and
two-phases, The first phase in concerned with the adequacy of execution of one-to-onec and oub-to-many interactions, Services,
existing resources, assets'and their organization,, At this'layer, 'include commsnicationn links.,transportation links, logistics
services may reorganize'subordinate resources, their distribution links,. sensors, links, weapons links, sensor-target detections,
of assets and justify the need for any changes in the quantity'and weapo'n-target en~agements, sensor-weapon coordinaton and
quality thereof.' The products from such servies are' called, relative navigation. Link interaction, response, times.
organization plans. The'second phase is concerned with plans throughputs, failures and errors as well ias failures and errors
for a coordinated ieqnence'of operations with a given recovery are uif primary conitems. The main proucts of this

orgnirtioialstrctue.Suc plan are known a'spratons lyirarepackge lataobjcts,
mlesn s 0 ioar'duecoisnpIishing a giveti tis'sion. Tey, also
Proid gudac for_ maneuverand thr$solds for exenitures Tlhe Ca Assets La'ycr '7.1,
of reisources and theiri ase. The main products of this layer are enctino ivdulassadascaedpyclpress
platn dais objcts, Asset servicesrovide for the management, supervision and

TMe C2 Operations Layer 7.5 iasilable within eacht resource. These assets are more directly
involved with any one type of interaction. i.e.. conimunicattoas.

Operations servicii provide for the management, supervision and transportations. identifictiosand inflictions. Assets include as
execution of staff functions concerned with generating clear and a minimum supplies, equipments, .snd carrier. Supplies iclude
concise orders to a wide variety of subordinate reisources and any combination of ammiunitton, fuel, oils and lubriamsns, rations
,assets. Qiders are generate and updated trnectaporate and spare parts. EIquipments include any combination of
procedures and synebrontre their execution sequentially or is weapons, sensors, and communications, Carrit inclu'de any
parallel. Operations services are highly heuristic and typically type of, personnel, vehicle, vessel, air or spatce occift Asset
call for the initinlizion of concentration or relie o efrfor by services must cnsure that individual assets ustaint the highest
asvailable resources at given times and given places, They maiy possible state of prepairedness and operational rcjebsic. In
also undertake to adapt, modlify and rehearse any enisting set of additin to 'transaction ilatalcise. display ansd oimiiunn~atwus
procedures. Operational and higher level services evolve directs. facilities, services at this level are concerned with ai) wtih,
us a result of the mission in a particular scenario. 't he msain sire. power and other .ompatibility requirements nccswaiy io
prodacs of thislay'er are tqsk data objcts, sustain and interconnect the resources b) maneuverability and

navigation necessary to respond to muarchitng orders, and c)
The C2 Procedures Layer 7.A assessent 'of phyusical destruction, disruption, interruption

and/or dansage which may be incurred or imparted is the course
procedurat services provide for the management, supervisio's and of any give's interaction, Note that thit a'.iwol pcilvinimane vi
executison of well-defined, pee-established procedures selecd to nmngenieni. supervision and execution associatu~d iuu i dnic.i1
imiplemsent ordera'derived by operational services. Procedural with each individual physical asset is ,,micvd out by layers I
services may bt established seientifically through theoretical thrrough 6corresponding in eaoch interaktionr as shown is I iguic
reasoning and experimsental calibrations.T'he samnstscdural 3. Thle main prodcs ofthisayeare ruutun dataobjctts
serviciis may be called upon to supjri opierations derived from a
wide range of missions. ror enample, procedures include all TitlE1 ASSET P'ORT LAYERSI
well defined tactical maneuvers, targ)et reporting and iweaponT hefaisrfritrttosofchtp sas aee taengagement selection disciplines which are incorporated in Th rtesolfeinrainsfechypuslslyrdi n
training as part ot doctrine. Any~improvisaion in procedure analogous fashions to the interactions of the coiiunnaiions type
should be well coordinated to ensure that potential conflicis are ascdescribed by sheISO OSI RM121 Thius, the layered aswciurt
avoided or miniied Any wecll reheatised operation may be of the C0 Applicastion Layerdefines not only the suhitaurs uf lix
instituted at thepiscedurn layer. Proc'edure servives are generally applicuio' layer of the ISO 051 RM fur ucniiuumwu.o but lie
scenario independent and allow for the interiieting of extension of these same sublayers of the .tpplitcaiuronlaiscsao the
coisiplementary resources, bridging transportation networks, isoniorphic. reference models. ye to he defined, lot
cotsnmnitatton networks, logistic networks, sensornreiworks. tasoainidtfctos dinitonaxwell.
wveapon net works and other types of ncv'Qork assets.
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"La~ed Ientiicatons 1-7~) 'GENERC, EXAMIPLE,Si'gnals rerieved 66imthi 6nv~iriron intnuslts:in tle iiogniti( n. As. shown in Figure 7, individual resources; depicted-by theof objcsi n~hee'ioin~it The' identifica'tibiport seven iayers. of, C2. mnay- roanm about thie enrvironmentinteractIons are subject to fdtir gtiddy."Physicallink,4ntwdrk, indepenidently carrying 6iut autonomous otssions or thecy may betransport; session and presentation characteristics of rceojuizing grouped to complement and suppletiient eachiother's effort in antargets emloying algorithms~ianging-frbm -signal [image agic gamannerasishowni figareg.
:processinj through data fusion are to be described itiacommon gl

erfrene c

'Sigiiali iinsmifitd gAdireii~ed from 6ther resources all6w fr
the'eehaig ofnfrt6i'ioi'ii dhthe invronment The

comieatdn'pdrt inteiactions'ee t~piie;d inPigurec6 'based,
'ubpon the ISO PSI RM 12, 3]. Phy'sical; Iink,isetwork Irns~t
session, and risentatinn. a acIrst;'fe t a~n sort,~

emsploying teebsiques ringihg fromi modulation to ditubase'andfrneoi sdvlpd~s ~dnsdfit' S S Mdisplay format and 6pdate algorithms ate described ins a cdm6n

Layered Transporlali'dnu (1.7.1)..
Vehicles, manual or motorized, provide for the translation~ and
rotation of phisical objects as wkell us the movement of reso~urces
through the envitonmnent. Thec tranisjortatio I port interactions'are
subject to furtheerstudy,'Physical,' link. network. transport',

-session, and, presentation, charactcristie'i of transportations >employing techniques ranging fironixiekagingofphy-sical objects .to unpacking'for expeeiture. ,cofiiumptionor coordinated
mancuvcr.'are to, be'described in a common firmework to be
developed and coordinated herein or by reference.-

Layiiicd 'Itifliclloiija -(i.7.1)
Armaments provide for the destruction, disruption, degradation
or damage'of physical as well as logical objects through direct or _____________________
idirect impact on tar Iget res Iources. Thse,,infliction- port

interactions are subject to further stady. Physical, link, network', ------ ____________________
transport, session and presentation characteristics of inflictions__________________
ernployingtiehniqucn, ranging from single shots of-isolateid _______________
targets to coordinated cnigagemcnts are to be, described in a ""~'
common framework to be developed and co~rdinated herein or
by reference, l'igure 7. Independently Layered, Individnush Resources

'M6 A LOGICAL RPIONSHItPS ~NdeB1
clato eqo~vice ai ~ gication,

l'hc~rntie Presentation

Session b Seiuinn 0111
Cuni~ Pa-h

riguo. 8 Hlierarchically LayeredAggrcgatcd and DisstributedI igure 6. The ISO OSI RNI for Communications Resources.
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In-F-.gurc,'9.Ahe-potential interacions. among resources are and G aeinvolved in a- mutual conflict. More spccilically. the
ixptcitl dlsiiibmsi~o, depiict at mosre complex thee tierC' conflicthas-deterorated down ~to the level of engagement
system structure. At the highest tier, , denoted by~a, one (Conflict Layer 7.7.2)., ls'6e tht Resourcei C. S, and G are
command'resource is responsible for establishing the mission, fixed sites whereas Resource W is miobile as' indicated by, the
generatting, tipdating and/or selecting plans and monitoring thec texitured arrow for transportation As shown by, thie other
resulting operations as gencratcd by the sbordinate resourceg texturcd arrows; Rcgource-S is within identific'atioin ~ge 'of
an and ab. At the middle tier, control resources, art and ab, are Resourc~e 0 s a potential target, -Resoures C and Sas well as

resposble for establishing the operations, griserattng, updating Resources C anid W are within communications range 'Finally,
td/iselecting proceduresa.sd monitocag the resulting'neoiiurk Resource W is within rouge to inflict damage upon Resource G.

interactions as activated by-their respective line resoiurces, aia Having identified'the'types ofineractions which are key, to a
atid aba; Theresouren. airn and aba, at the lowes tier, axe given .resource in a given sceiarto, each resource -maybe
responsible for establishing a &hlestve netwcrk oif multilateral expanaddin terms of the layers which coirespond -toach,
interactions Ich atilit and expeiidthe assets at theirdisposal interacti-'-.type: and the application suhlsy'ers which couple
in support of the systemu level mtission as commiunicated through among Ithe interactions across resources In the following
channels frm the crnisandi resource, a. Th e C3 nysteni shown scenario the proposed layers involved for each Proposed service
in Ftgure,9 may represent a~vid6ra'ge of-C3pait dign"' 'n aridetied in paiethesis.
particular-.0cmlariton' with Figure c a eic totnap
several possibilities. For cxatisple. tesoarres gropd n' odin a) Topological Positioning ari Physical Interactions
tolf(ana) '(abi) nd (a, na, ab)) or ((ana; aain (abi, ab) and
(a))" may consitute the obiseratuon," action and 'decision~ibylm.repccti"cl . Follovingthc ftormal description

pr-ddthsfrand an typified in Fijuri: 9 W, moe- specific A In.
examle i illstraed, omm. Trans -4

An:llMust rave; Example,_eI
Consider the topological positioning bil tesources and their Ideul. j

niitalphsfa iteaciosfra ypthtialbt illustrative, 0 .. onm [det..

exaupe a no~s i Piiiti~la l.esure C te commander
of SstemF.RsoareS un snsorof yste F hich tincludesK
itn siaconroler.Retorce'ivi wepon o tm F which
ats~tnladn is wn ontollr esorce0 blogs to system hi A Single Thr Analysis ot tite Logiw~l attid Pluysial
0.Thi 'y~e i s iss~lfid~esioofte C3 

system Interactions
show inFigre whreb~enurc a brrspoudnto Resoure
C.Reouceanan aa u~ benittera1e o agrgted to Sensor adt iil
repefntR~uorc Sne Rsorc a ad bahave been Rcseoiiec,S Resmuce.C Resource,.W
inertdo igeae o ersn esuc i;Systenms F 1

a C

/ \ ab _

U - ~ 7A ------ r

igure 10. A Single "read Analysts oflntcraswton for
I igure ). An Abstract 0 System Strwcure Illistratioin
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Consider a'sfngle'thieadanalysis, as shown in Figure. lOh; of Stored ani'displayed by Layr7l/W, the transaction is made
only one.of an infinite,number ofsequecnes of eVents.which available 'to Layir 7.2/W for Potential repackaging. Reiackaging
could tccur ffrom detection by Resource S to tihe firingofa r6und (Lay'er.2/W)'allows for cross-dcoupling of comimunication,
,bY Rtesource W upon Target Resource G;' Usiig binocuarias its .transportation and infliction transactions'. At this point, Reseaurce
physical assetffo" the identificition port.,Resource S'detects W muse de de (Lye.7.3/V)whther it is close enough to'cause
(Identification Layer S) an activity'on top of an adjacent hill. the required damagedrwhethiorit should move closer, to
Resource'S tracks (Identification'Layer 2/S) the iacity for a, optiinize its probability of impact:: Once an assignment is
.shortitime-period (Identification'Layer 3/S-5/S) and noticesai. contemplated for infliction (Layer 7.4/W) ii is presentel higher
'large~antenna. Resource S .performsnadditional corralation up to be scheduled aspart ofan on-g6ing job. The candidaiejob
(Identification Layers 3/S.6/S) to 'deteiinine that ResouirceG at, is then subject to review for priority, consistency, and urgency
location-time (x.y,zt) is an observation post. At Layer 7.1/S, with respect to existing tasks (Layer 7.5/W). plans (Layer 7.6/W)
the target information is stored and, displayed as a transaction, and missions'(Layer 7.7/W).,Having decided to respond with a
data object: At Layer 7.2/S. the target inforimation is packaged, hastyfire mission (Layer 7;7/W), an overall deployment plan is
to ctable it to be transferred immediatel' to the commander, madeavailable (Layer 7.6/W),to check and make sure that
Resource C . using its' available communications port- Resource'S isa safe distanceaway from possible fratricide
(Commniiations Layers 6/S./S) and/offori 16cal assessment' (Layer 7.5/W). ' Having approved the'job as minimum risk
of its relevancy with respect to any one of the several available (Layer 7.4/W), the assignment is'approved for infliction (Layer
assignments generated at Layer 7.3/&. As an unexpected targel 7.3/W). The targetinormation available from storage(Layer
of opportunity, an assignment cannot be made by Resource S and 7.1/W) -isrepckaed with.supplemenial timing constraints
Layer 7.4/S must decide if any procedures have been authorized (Layer,7.2/W). It is then reprocessed to create an inflictions
for handling the target as a part of any one of several on-going transaction (Layer 7.l/W) *hich is serviced by- the inflictions
jobs. Assumingthat tasks activatcdlat Layer 7.5/S'did'not boi'trangng from a survey of the eapon's own position to
anticipate this type of target at the given location; the plan, loading the amiament and pulling the trigger (Inflictios Layers
generated at Layer 7.6/S must be revieved to see if indeed'the 6/W.I/W ). The artuament is launched through the environment

,recognized target is of interest zo the mission derived at Layer and may penetrate up through any port of Target Resource G
7.7/ for any resource of System F.' Assuming that the mission which may become damaged In this example for hypothetical
is sufficiently broad, Resource S decides to report on Target completeness, Resource W is able to destroy the antenna of
Resource.G as a target ofpotential interest to.Re6surce C. Target ResurceG. cr te en o
Resource S reinterprets. revises or regenerates aplan (Layer
76/), task (Layer,7,5S), job (Layer-7.4/S), assignnn (Layer This example may be easily modified and expanded to illustrate
7.3/S) and package (Layer, 7.2/S) in that order to enble'a manyotherexar '-s of t terest to specific R&D, operatrions and
commuications transaction (Layir 7.1/S) to bemotivated and tests, educatio., and training organizations. The reader is
formated down through 'the communications' port, challenged to come up with his dwn example to be considered for
(Communications Layers 6/S-1/S). The resulting mesn'age is future reference and as a test for both iunderstanding command
transmitted through the environment to Resource C.Resosree C and itontrol and this C

3
RM.-

demodulates and decodes ths'message (Communications Layers
I/C.6/C) forpresentation to Laycr7r/.C .cNCLUSIONS AND RECOMMNDATIONS

Stored and displayed by Layer 7.1/C, the transaction is made The C RM continues to be a viable framework'for combined
available to Layer 7.2/Cfor repackaging. Repackaging, even if research and development of C

3 
systems. It provides a flexible

trivial, is essential for cross.coupling transactions between any structure to be able to define, descnbe and evaluate organizations
two resources, At this point, Resource C may'ask for more ofC systems at any echelon, their measures ofperformance and
infoi'maton. In this example; however, time is of the'essence measures of effectiveness and potential improvements upon their
and thecommandermustdecide inmdiately whetherthetargct is design in a highly interopetrable y'et modular fashion, By
a threat to his immediate mission or some future mission, Being 'following in the footsteps of ISO, it is recommended to be used
caught by surprise,' the transaction which is automatically as a common framework for the development of interoperability
repackaged for potential infliction is pre-empted by a review standards, It is particulary suited to describe military systems
process for consistency and practicality with respect to currently which are layered hierarchically, their mission-oreated resource
axuive assignments (Layer 7.31C), jobs (Layer 7.4/C), tasks, allocation structures, thwr interfaces. interactions and integrated
(Laye'r 7.5/C)., plans (Layer,7.6/C) and missions (Layer 7.7/C) operations, Its adoption as a model of choce should prove
as understood by Resource C, Once consistency is established as useful in practical. larpe-sxalc, distrbutedC' simulations.
,the target is processed not, only with respect to its immediate and developments and operations.
future threat capability but also with respect to the conscquencs
which contemplated levels of infliction might have on the success ACKNOW.EIDyM.N'T
ofresolving the current and future conflicts. Resource C decides Based upon previous disseminations to many potential
to select (Layer 7.7/C) Resource W to engage the target G. An conbutors, written contributions, endorsements, .onc rn& And
engagement mission is generated (Layer 7.7.2/C-7.7.tlC), a plan constructive commients ere imorporated from many indi iduals.
is redrawn or revised (Layer 7,61C), a task is re-issued (Layer It is hoped that this list will grow as this model is proliferated and
7.51C). a job is reminated (Layer 7.4/C), and an assignment is the opportunity, to use it avails itself The authors "is h to
remade tLaer 7.31C) to repackage (Layer 7.2/C) the target acknowledge their interactions with the following individuals. Eli
mformation in a manner suitable for a transaction (Layer 7.1/C) Br'ane, COL Gary Q Coe, Herbert Cohen, Frank Effenberger,
to Resource.W. The rcpackagcd information about Target Dr, Robert J. Fallon, MAJ Patrick L. Gandee, Richard
Resource 0 is Processed by. Layer 7.1/C to create a 'Goodbody, Dr. Irwin Goodman, COL Dickey hitchcock, Dr
comnnicattons transaction which follows the ISO OSI RM Lester Ingber, Dr Carl Jones, NPS, Dr. Theodore Klein, Dr
services down through the communications port of Resource C Dirk RI Klose, Clark tollenhauer. Mike Mudunan, JaLk Plant,
(CmmunicatonsLayers6/C.l/C);hroughtheenviromentand

, 
David Seltzer, Dr Mike Soverign, Chadwick If Dennis,-Dr

up through the communications port of resource 'W arl Craighill, Philip Feld, Dr. Michael S Frankel, Jerry tines,
(C tutommunications Laoera o rW.urW Dr. Mit, Lavin, M, 3, Lockwood, Larry-Low, Dr. Donald S.
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-The proces in --tazd b) t rerenx ca omsic n z h n
miss=o is analyzed to S=== kc a of asks ii, te ctsks.eax: == nu =eansctase =uLhapar 1btdn a
am;, a =m=io =x= Tito==adc m then ft f-=== beru~ L. "C tse aed Lsan *Xh, z CUAs w:5
staff with g96anc in --e= Stich as cocussofweno (COAs) be gcem
thai shoul'd or sboold =u lie consid. fbi tA ~ofCA%
that should be generaied uben risk =ray be acrble. a=d I-%"~r 5A4;Sft I
command and coctmol arsaugemema. The tsifb Z2:5= gtesCSu5W 9Is
tozedthde data that will be neded zo support the- EM1
process and nmkes assamapons, %b= ceessaiyyemes
fo7 ,utknWAn =W9ea facts

71sthep ipr femed go Kis poi= in die process have set V..-f
t stage for t first t* aoreariomug tak: Drellayu COAL. E3

tis step, which is performed once, fetr ech COA to be
.eneatsd a skeleta COA is produced. (The OA is fleshed so-S
srtbseirny.) bThe skshperformd I=ezrearee

I . Analyzerelaxhcotbapoacer-copazeemand
friendly comnbat p s'rto ifervhich typeVs of operieons;
are fmeao~e. 1b

2. Develop scheme ofnmr-cr hooseissoos foar
subrinfiateutwits, determnine how mctforeeisrequired u
for each of these missions, 10 loastwnits to missiois and
array thetnon the baut-il&d

1. Detetrmneecommarnd and coerol mcrans - allos major fg 2 U OIS~r :rc

sutbordinate cotrniand (?.S'-) headqtuaters to t arrayed The sylsecra then harrairtcall% decomposes the misWW
forces and determine c~ontrol tneasies Stich asms M ad i'aeti to sc Sof rw-afltus for the F=t;xdi elements Of
boundalries, phase un ,ob eciivcs arid zssemably area, die batile deep. SOCerity. marit reserve. and fear battle. The

uiifeei 6Wys of decmonrpmingtovtaW mrussic io the oi
4. Devclop COA sitemns. and skesire - pidoce wimn tobhe - pcr isetle emnent. -e ., dr ruoi-n iearg t

and pictorial descriptions of the,1COA. distinc guidelines for the COA gerrn pocess, provides one

I n analyze COA s, each COA isevA u a ed via sxargan'if . toin OESfe rgulieCOs
refinec or modify the COA based on die expected outcomre, A ffer -- L- in g th i c p ,g;a 1 s.. the na o
detertmite the required time sequencing of the various tasks in of di. 'MOVES planning process is art rtc=VCs constructis
the COA. :stimate the resources required to spor the COA. approch c.onsisting of three mtajor- surbprocess components
and identify advantages and disadivantages of the COA. This generate, test and debug.
step is the process is highly iterative; wargarning oftern proceeds
until a wcAness in the COA is discovered. thens die COA is Problem constraints arc ernpioed to conduct a controlled
modified using reasoning processes similar to those employed in search through plait generation space to construct a ptan
the Develop COA step. then further %vrg'.nung occurs. etc. fragment containing a proposed scheme of tranesiver for a
After all of the COMs base been analyzed, they are compared selected component of the baidtleld. nas plan fragmerm is in
with one another to identify the COA that will be recommtended esaluated svrth aheur-Istc or ananalytilcal wgamec If the
to the commaunder results Of the seargame are unfasceable, an attempt is made to

debu th Iuretpan fragment to cotmpensate for unespected
The commandier chooses one of the COAs proposed by the shotifall ,i.dby the evatio. If the fragment cannot be

staff or asks for modifi cations to a proposed COA. the COA is debugged. the- t1is not the tight solution sxihin the current
expanded into an operation plan or order, and the plan is planning contest. it is discarded anid a new fragment is
monitored as it is executed The last task in Figure 1. lUpdati generated. For example, there might not he enough force left
Situato, i otsss rcs to collect informantion fromt the wihen the resers c Wttfle is planned to performn a counterattack
fieldifo to support the inotraio reurmnsOf the command Once a satisfactory plan fragmient toe thre Ntine cement has been
estimrate. fourd, this process 11iterte Gser the remaaning bl-li' element,,

After completing the dcselopment of a scheme of
THlE M~OVES IANiVING PROCESS maneuver. commaIid and conlrol arxangcrsntms arsi command

measures are generated Multiple COAs for the same force
Tle reasoing ,rocssempluyrd within MOVES is shoswn laydosin can be generated by considerngaltrmaiis means oi

in Figure 2 First. an inteliagent user interface pros ides an control A good example of this would be to generate ss C0,%
enimionmecni for the corps conmmmjnder Or his operations officer thtmi luas th- orps rci-ln cxriahzed controi oith dixcrtug tr'rre
to performs the mission anai)yis and provide guidance to the ('tilc and a second COA that dcentralizc the control sit
system, the results of xxhich arc represented internally as tasks, cos'eng force units to the units in the main l'atlc
guidance, and conxt,aintx Mission and guidance components
that specify portions of the solution (resulting plan) are
instantiated into the plan object, "hich is the machine
-epresemtaion of the COA and which is described later in this
paper nue initial fragment of the plan obtect is expanded %jih

JVi



CAPTURING THlE MANEUVER PLANNING 3Ts efmexaaemPdnahhcr
PROCESS fozd bkr1Lr ieennhe. oat s

Beccs the ==Maneve planniz procem is hightly 4. erfams-@ go enmpaatc::rs - Ezecte Lhe

M4OVES t cV=er t pocess us proceslersi reasocing 1;3. in
the following ssbsctions, we idescribe the Procedral There are also amt=n for asserting affects a-cd for evalu~ating
Renuocing Sys=r (PRS) thai was &%vloped at Advinced LISP expressis.
Da-cislon Sn-csien. us sofchOVS&vlreccffms. _
then dlscass how PRS is uised to reitresnzruver planing

TMlE PROCEDURAL REASONING SYSTEM

naic r cetaionthat is tuiderazdalekacd iadiliablc by
docint encrs, e~r. Anm-ytaz;*vrpanere and compilable
i~o efficiently exectttblec codle, It supports a goal-dircted
tnedtnOfprogattitbha ecOW-Da gesatnulr hicrchical
decomposLtio of goals and attigoals. '25 %as inspired by the
vvork of Georgeff and L=Auy [41 on plan nepresenurio and
executom

P115 combines feactures of several programng
paradigms. Axs PROLOG. it encoe siferencing strategies, is
goal tcrcted. and feature bcktran a-id retraction ofidata
changes AsiuD.i a elrtve semantics. packaging.
and exception handling. As in LISP. it is a syrabobec language ____________and facilitates rapid prooyping. As in rul-based systenm P115
also provides a franre syastem for d= cse;,ta"L ntikuie Fgure3: A Srr,'rePRSProccdore
any of these other languages. PRS represents a Frogei visttally
and includes a graphtical editor for program creation and There are a number of different node types that are
Msdificaioc. supported withn P115. A start node is the normal entry point

for a procedure. End and Break nodes represent successful
The fundanmental element of a PRS progratm is called a completion of a priodure, the Break node allowing reentry to a

procedure. A PRS procedure is developed by a knawledge procedure during backtracking. Raise and Exception node
egee ,orpssibly by a trained domain expert, and can thn allow abnormal exit from a procedure, imilar to raising

beaumete= b a soft-we enginer to add declarations and exceptions in ADA.
daza. Pow specifications that enable the procedure to be compited
into modular. efficiently esxecutable code. Execution speed Of EiAECUTING A PROCEDURE
the PRS program is enhanced by performing t bulk of the -

ncoessary searching and pattemn matching during compilation. at Any path through the network from the Start node to any
which time the vsucal representation is translated into executable End node represnts a possible successful executton of the
CONMMLISPode. The %=-Js natreof the laniguage alowis procedure and iscalled a line of reasontug A procedure is
a domain expert U1ho 15 not Computer litterate to participate mare searched in an ordered depth first, left first mnner, thus the
actively in the, consituction and critiqu.ing of the software than Is order of search is tsherent in the topological strtcture of the
possible with a standard computer language. procedure,

PRS DEFINITIONS Micktracktng occurs ssheneser an action fatls or a goal
fails to be achiesed Execution backs up and attempts the nest

A proceduretisa ntwork representing asetof insructons untrted branch Autonmatic retraction of assertions and
for accomplishing a specified goal. An seen in the sample assignments occur simultaneously with backtracking, thus, onl5
procedure in Figure 3 (shtchis ascreen dump ofan actal PRS actions along a successful path or litue of reasoulng affect the
computer display), boses represent actions or goals, circles final res;ults.
represent states, and directed ares represent the reasoning flow

To illustrate the execution of a procedure, sse now step
There are a number of different actions that can be used through the example that sAs shown in Frrure 3 Assume that

alcig the arcs ofa procedure: the procedure. na,ned RIVER-CROSStNG, has been insoked
either by name or by requested achievement of the effect named

I Achieve Iteffect-name parameters - Fnd a match for the "reach other side." Before execution begins, ihe preconditton
specifidefetitheachievementbase, tfniomcchcs 'crossing type =unopposed" is checked, and osly if the
found,ecxecuteeach procedre that can achceve the effet precondi.;on is true will the procedure be esecioted One can
until one succedsor all fail, have several procedures capable of achiestug the same effect

Some can he gencrl purpose, others fan be specific to certain
2 Achiese (no test) - i1 effect-name parameters - Execute sttustioss The precosditws is our method of controlling vhich

ach procedure hat can acheve the effect unt-d one procedres can be considered in a gisn situation Asume th4t 1succeds or all fail the precondition issaticid



The is - cx ced from the Stat nod e is an achieve Two levels below MOVES-TOP in the hierarchy, beneath
ction to f'ind all feasible crossing locations, %hich fails only if the are labeled -!! deselop-plans; is the DEVELOP-COA

there arc no feasible locations. If it succeeds, the next arc procedure, depicted in Figure 5. This procedure captures the
excuted is a test to see if there are many locations to chose processofgeneratug a single COA. Thesteps are to define the
from. Suppose this test falls. The search backtracks to the close battle arca (vitch also defines t other battle areas rclauve
pr7eious rnode and executes the other outgoing branch. .itich is to the close batsle annaj, creentally develop plans for the close
a test that ter =te only a few Ic ions toconider. The system batle, deep batlie, and teserve batl, allocte any units that have
next attempts to aChiCic the effect called 'schedule units not been committed to any battlc, and then determine the
crossings-, to make efficient use of the limited number of comand ar.dcontrol measures.
available crossing sites. If this arc fails, execution backtracks
againtl tft arc to achiev a -widerarca of interest is tsed next. TwAo more levels down, exploring the "! determine-
Asstuming success and returning now to the Start node. feasible reservc-effo" arc, is the procedure 'DEFEAT-SECONID-
crossing locations for the broadened arca of interest are found. ECHELON This procedure develops a plan for defeating the
This time, perhaps there are many locations to chose fro enemy second echelon form with the reserve battle. As seen inthe next are prioritizes them. If the test for "bridge available Figure 6, the procedure first explores the possibility of
succeeds. a proecdure is invoked to execuie the crossing, the counteratacking the entire second echelon (in our current
system assets the effect "reach other side:. I this procedure is scenario, this is ..o Soviet tank divisions), first with nominal
exited with sUCCessful conplIono. probability of success, then with some additional risk accepted.

If there is not enough force available for the reserve to1101V PRS REPRESENTS TilE MANEUVER counterattack, the system will attempt to acluev a separation of
PLANNING ROCESS the eleraents of the second'echeloa so that they can be dealt with

individually. If the separation can be achieved, the system tries
The maneuver planning process is encoded within a to counterattack the lead elements of the second echelon and

lierarchy of PRS procedures. High-level procedures encode the defend against the follou-on elements. Ifthe separation cannot
knowledge required to solve large subcomponents of the be achieved, the system attempts to plana defend mission for the
planning problem at a high level of abstraction; low-level reserve against the entire second echelon If the system does
procedures encode the fine grained knowledge required to solve find a mission that seems to be feasible for the amount of force
small. narmly scoped subproblens available., it produces a plan fragment, evaluates the fragment

with a wargame, analyzes the wargame results to see if the
At the highest level of the MOVES hierarchy is a procedure desired effect was achived, and either accepts an adequate result

called MOVES-TOP, shown in Figure 4. This procedure orbacktrackstouyanothermissioniftheresultwasnadequate.
captures the entire maneuver planning process at a ver) high
lenel of abstraction. Tracing through the procedure, ore sees the It may be the case that too much force was allocated to the
steps of developing multiple plans, recommending one COA to close battle, leaving insufficient force for the reserve to even
the commander, refining the COA to respond to feedback from defend. In this case, the DEFEAT-SECOND-ECIIELON
the commander, expandtng the COA into a full plan, and procedure would fail after having tried all ofis knosnmethods
notifyingthe forcecontrol oamponmet that the plan isready tobe for achieving the defeat, control would return to the calling
processed by a block text generator to produce the operation procedure with failure as the result, and reasoning processes
order. higher up could choose between removing forces originally

Ftgure 4 ttOFl5S.TOP l'rocedhre
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committed to the close battle to gise to the reserve or changing
the reserve goal to something that could be accomplished with .-
less force than the original goal of defeating the second echelon.

Below the DEFEAT-SECOND-ECHELON procedure are A
a number of further layers that perform actions like determiniog
a counterattack objective, calculating how much friendly force ts
required to coutirattack the given enemy force, arraying the
required force on the battlefield, etc. As one voceeds deeper
into the hierarchy, the problem being add/esied byseach
procedure becomes smaller and the reasoning knowledge
represented becomes more detailed. At the lowest level, there ,----- ',.-.t.
are primitive procedures whose arcs can invoke LISP code, but
cannot invoke iubordirate procedures. W

REPRESENTING THE PLAN Figure 7: BattlefieldGeometryComponent

The results generated by the ALBM planning process must
be stored in a representation thist is sufficiently complex to TACTICAL ACTION DEPENDENCY NETWORK
capture the complete description of the tactical actions that
compose the plan and the relationships that exist between The Tactical Action Dependency Network (TADN) is the
various tasks and physical areas on the battlefield The plan most imvortant and most compltcated of the plan representation
object consists of four major components. components This component captures the tasks that have been

assigned to the corps and its subordinates, and the various
o Task Organization dependency relationships between tasks that, taken together,
o Battlefield Gesetr describe the sequence of activity making up the plan.
o Fire Support Plan
o Tactical Action Dependency Network The TADN is a network of risk and conditional nodes,

with the ares representing hierarchical task decomposition,
TASK ORGANIZATION tensporal, and tactical proximty relationships between the nodes.

Figure 8 illustrates the plan object from the task decomposition
The Task Organization (TO) component describes the perspective The TADN begins with a top-level reference node

opertional command structure for the plan It identtfs how the representing the task which corresponds to the given corps
various major subordinate commands are structured as a mission. The network is hierarchically organized according the
function of the different phases of the plan It reflects the attach decomposition of tasks nto subtasks Thus, nodes deeper i the
and opi.on (operational control) relationships that have been structure are more detailed and represent units at losser echelons
derived by the planning process to account for shortages or In Figure 8, the firt decomposition would represent the corps
extras in the organic unit composittons tasks for the deep, close, rear, and reserve battle elements The

specific decomposition of the corps close battle element task
BATTLEFIELD GEOMETRY could be found is the division level segment of the diagran .

The Battlefield Geometry (BG) component of the plan Each TADN node contaius a task object and sets of parent
object. represented in Figure 7, contains the information links, child links, temporal links, and tactical proxinty links
describing terrain related control measures This information The task object stores basic nfornution about the kind of tactical
includes the designated areas of operations for each of the major action that is to be perlormd on the battlefield The task object
subordinate comnmands. assemsbly areas, attack and counterattack contains the following
objectives, engagement areas, and axes of advance. Certain
coordination information is also included is this schematic in the Who - The unit perfoming the action
form of phase lines A particular friendly or enemy unt What- The activity to be perfored
crossing a phase line can be the trigger for terumnation of souse What Direct Objit - Objici to shich the a.tivity applies
current activity and initiation of the next I he BG object also Where - The location
contains information describing how the various battle elenents When - The tiie
(secunty. mari, deep, rear, reserve) are spatially defined for the Why - The purpose to be actieved
course of action Part of thi% component is filled in with ipats Vhy Direct Object - Object of the purpose
provided by echelon abow. corps, e g , the corps area of flow - The specific forn of maneuver or another
operations and perhaps the Forward Edge of Battle Area (FEBA) decomposition
or covering force coordinating points The remainder of the
inforitation is aither provided by the system user or is Iorexample, cousider the following task
determined as pan of the maneuver planning process

On order (when) the 208 ACR (who) attacks (what) the 79
FIRE SUPPORT PLAN Tank Regiment of the 27 Divtson (what direct object) at

objective blue (where) to force deployment ( by) of the 9
The fire support component of the plan object describes Tank Regiment of the 27 Divwton i shy-hrect objcit)

which fire support asses are retained under coips control anl
which assets are assigned to the major subordinate commands In this example the how was not givxn, iudcatiqlg that
The spe.fic set, of fire ,apport tasks that support the maneuser the way is whi.h thi. ission is accoumpthscd is iMphicii)
missions are rscorpirated into the tactical action dependency de.cribed in the ta~k ,blts .1 subidiinatc nodes in thc
network, described below network



tasks could be considered as being pa fa iingle battle. This
relationship between nodes is called tactical proximity. The
values for this relaton are indicated by tactical proximity links.

... entm. The acceijtable values are:

Tactically-close (A.B): strong influenice
Tactically-distant (A,B): negligible influence

.nw.,. Tactically-intermediate (AB): moderate influence

...... The concept of 'tactically close" does not depend on physical
distance only. For example, two defend activities on adjacent
avenues of approach may be "tactically distant" if a significant
obstacle exists between the avenues If two tasks are "tactically
close," there is strong motivation to assign both tasks to the
same major subordinate command.

CONDITIONAL NODES
Figure8. TADN Task Decomposition A single set of tactical actions may not always be adequate

to respond to sets of differing enemy actions. In this case the

Additional information about the task is also available for plan representation must have the capability to incorporate a
determining whether the task is a principal maneuver task or a branch. A branch is indicated by a conditional node. A
support task. Some tasks have special invocation and conditional node consists of sets of parent, child, and temporal
terminations that are not derivabie from the temporal relations. links, but in addition it .as a list ol "control forms" Each
For example, when the 208 ACR is pushed back over Phase control form consists ofa LISP predicate and an accompanying
Line Bill, it iransitions from a "defend" mission to a "delay" list of task nodes to be executed ifthe predicate evaluates to true
mission. Crossing the phase line is the termination i.oadaon for during plan execution. This predicate corresponds to a test
the 'defend' mission, against the world states that result from execution of the plan.

For example, the predtcte might test whether enemy units move
Whenever the maneuver planner determines that a to the north or south at a particular intersection of major roads

particular temporal ordering of two tasks is required, the If the predicate indicating enemy goes north is true. tne nodes
relationship is represented as a temporal link connecting the corresponding to that branch of the plan are executed as
corresponding task nodes There are thirteen possible values required. These sets of predicates also help to identify
that descnet, .he "ay n which tasks can be temporally related, requirements for wshat kind of data needs t be oilested about
the temporal relationships being based on Allen's theoty of time the battle as events unfold.
[5 These rlations have been defined as follows:

Weore (A.B), Acrdsb aweflstats CONCLUSIONS
at (A.B): A sts afte B ends
oeerlafs (A.B)' A starts beoe B stas. ant aftr B stauu and This paper has discussed the ongoing development of the

yA s eft r e B ends Maneuver Planning Expert System (MOVES), whiLh is a majorosertafpo-hy sA.Bk A stus afterBusarts, eds fitrBendsdBateMngm tprrm.W
ecal(A.B) AansdlBhavesa,,4startMdend component of the AirLand Battle Management program. We
stnartsA(A.B): urts have designed, implemented, and demonstrated the first
started by (A.B). A stars when B starts prototype of a system that generates corps manual decision.
ents(A.B): B sOU % henAerits making process. Both the manual process used in the U.S
ends by(A.D) AeudshemBosrs Army today and the process model built into the system are
meets (A.B) Assts ,henlBeds highly procedural in nature, leading to the conclusion that the
mei.by (AB) B sars %hen A ends Procedural Reasoning System (PRS), developed at Advanced
dunng (A,B A stuns afoeB ststi n. A ends afeo B ends Decision Systems, is an appropriate technology with which to
ontans (ABS A sots befeeti stsrts an~ A endi if B ea implement the MOVES system,

Alle ustes these relationships to describe the possible
temporal relationships that can exist between two time intervals PRS has a number of features that make it an appropriatemporasoftware development environment for MOVES developmentA temporal link betwen two TADN nodes has a stronger
connotation: the link represents a requirement that a particular I is designed speci
temporal relationship exist between the two nodes. The flly to address the problem of
information contained in the "when" slots of two nodes can be representing procedural knowledge.
exanined to determine the temporal relationship that exists
between the two nodes, but the nodec could be temporally Its graphtcal represeutaun of both doaat knowledge
independent and tne relationship could be purely coincidental apd ,nferenc control niechasisms make he inherent
Ilowever, if a temporal link connects the two nodes, then the reassning processes visual to the software developer
temporal relationship must be maintained, and changing the time and. more importantly, to the computer illiterate domain

expert, wl'o can then interact with the developer directlyinterval asoiathe withooneofthenodemaystcauseththrough the code, rathe, than through the developersinterval of the other lobe adjusted accorditigly. explanation of what the code is supposed to do.

TACTICAL PROXIMITY 3 The PRS programming paradigm encourages the

When allocating the command and control measures after development of modular, hierarchically structured
forces have been arrayed, it is insrtad to know which tasks in software It supports the ability to develop the reasoning

c knowledge only down to a certain, desired depth, withthe network strongly influence oter tasks in the network Such the logic below that level easily "stubbed" out until it is
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desired to fill in more low-level knowledge. 'ch PRS
development environment supports an inrmnal

poah to software developiment thtough rapidaproToyping.

4 Much of'.he search and Patternmatching is performed at
coulton tiervidn excellent performtance at
exctontmunltke most expert system development

environments.

PRS is used to represent the maneuver planning reasonin~gprocesses, but is nut used to represent the plan that is$dynamically generated by the MOVES system.L A complex plan
object has been developed to represent the actions that make up a
plan, the various dependency relationships in effect betweentthese actione, and the measures in place to control the plan.

Over the remainder of the project. MOVES will evolve as
we continue to expand the knosi ledge encoded in the system in

*the form of PRS procedures, adding ttwc breadth to the typaes
aof muissions for which the system can g'erte plans, and adding

mere depth to the knowledge already captused.
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HEURISTIC ROUT ODPTIMIZATION PROGRAM4
AD Extendable Route PI'anning Conceot

Robert J. KrUChten

Romet Air Developmennt Center
RADC/COAO

Griffiss APE, NY 13441-570

ABSTRACTRADC dgvqicoqd a conceot of route olasnius
ABSTRACTthat uses some unique techniques to morove the

route oliannius orocess. This concept was described
Anumber of automnated tools have boen In the Sorinn 1986' NATO Advisory Group for

d~veop~dto ind ultblo athsforaircaft Aeronautic Research and Devel'ooment en the Decision
devlopd o fndsuiabe oth fo arcrft Aid for Threut Penetration Analysis (OATPA).

ounstrators In e surf ace',to- I r missile hitbousqh DATFA wus originally develound es en
environnent. Unfortunately, the techniques used by elternete enorouch to route niasninq that could be
the existing tools force them to Ignore mny extendod, Its basic Ideas lent themselves to e
factors (sneed. eititudl',. El, Threat uleort status. system that ceo more effectively create a slan
number of inuetretorn. et i that are so relevant to uI'zn h rdtoa rnilso a. Ti
the erobiom. The data buses of the existing tool's stlnoe thel ditsni nci l of w a. ThanIs
are al'so difficult to modify for moving threats. thet can accommnodate these orinclsles of war using
RADO davelooed an In-bouse concest (Decision Aid the techniques found In DATPA. Prooiriy *nsilled,
for Tureat Penetration Analysis, OATPA) that was the tol' described here could serve for planning
meant to overcoms many of 

4
'hese shortco"nos. Individual' sorties and, more Imnortantly. could

DATPA imo1 if led the nrocens n.t-uqN a combination
of heuristics and object-wl-'o+ed programnga. sugqest mnajor theater level tactics.
These techniques allow the nroqram to oscomuass Eli. RSE
asaturation, or other tactics so that the oath
recomnended Is more survivable. These imorovemests Althugh the principles of war mentloned above
can be realized because the heuristics dramatical'ly ol toal evsofcmnd thyr ot
lower the somber of potential' routes and the asy to ai les fcm nd thy re ot
object-oriented representation creates robust data Important at the higher levels. Route alanslns, as

struturs tht ae esily manoul'tod and used In this sner, refers to the seth used by
stulctesd ht ae eai.mnuae n sorties to accomol'ish their objectives. Obviouslyv

dupliatedroutes must be planned at the unit level' for each
individunl sortie In order to actually fly the

INTRODUCOTION mission, but route niannius should also be a major
factor In theater sianslap. In the terms of war

"For centuries, successful' national military crincloles; the decillos of where to muss forces.
strategies have been based on orincinles of war how to achieve ourorlse, the size of force
learned In equally as many centuries of military necessary (economy of force), etc.. *re all
enrenceg. Those lessons case bard; end at great Integrally Intermlxe3d with the routes flown. Thus,
cost In lives and gold, and in national' many routes may converse to achieve a critical mass
power... (Those) prinies of, war... have been against a defense or certain routes may he chosen
successful for mo Than 2500 years. Wte Ignore to d)celve a dafes and enhance ssrsrise.
these lessons at our mar11." Ideally, nll automated route ul'anius systems

should escomoass these urlncilels. Unfortunately.
General Curtis Lelisy (1962) this Is not the caise.

General Leqlsy's concerns are valid and most he Miost existing automated tools for route
considered us we heals to automate our alePnnIng sianslus are limited to minimsizing the threat
nroceuses. This saner discusses a way to include exnsosure for a single soe. This Is usually
the -Prluciules of Waer' in ouir automated onnning uccomDIlIuhod by bu I Id Ins an- 'urev rosresont Ino the
systems. Tue Air Force IdetIfies the uorlnclsles threat lethail(tv/time and then using en atsorithm

of war' Ink AFMl 1-1. They include such fundamental that mnimize)s the sum of moves throush the array.
cOscents as: objective, offensive., mass, economy This resul'ts In a seth (route) that minimizes the
o l force, sursrlse. maneuver. etc. UfortuntelY. esnosure to threats. turioan techniques are used
as we begimn to Introduce automated tools Into thet to sneed tols urocess and limit the search. Tois

planin orces, w hae omolm~ avide fh~o that use these methods are Incasuble of fully
rianning aochs we haeSos181tue avIde thee elccovynodat' q the orincloles of war menktIoned

arinluls. hisin sseialy tue n te feld above. Isg tools are limited beause they use a
of route uianaing. st atIc. resresentatlon of the threats asd they are
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conoutatlonally Intensive. Thus the routes modified. Post Imoortantly, the exhort system
generated are Insensitive to massed oenetrators, allows the heuristics to be castured as simol'e
decetive tactics, surorlse, etc. statements that are easily understood rather than

As-coMlVex mathematical' alporlthms.
ldeal'Y the automuted tools should sugqest not

only Individual' routes, but also the best elan that The second technique Is *object-orlented'
exurolts basic rlncloles of war. To accomul'ish orogrnlnq. Object-oriented oroqrawminq Is a way
this, the automated tools must be sensitive to of orograinq that devalues the oroqrat as a
factors such as massed oenetrators, surorlse, series of objects. An object Is somethlnq that has
decotion, efc.. This Imolles a tool that behavior characteristics. That Is, the object
resresents threats In a more dynamic manner. Real behzves In some stated manner. The behavior Is
threats do not have a fixed, unchanging cerability caused (Invoked) by sending an object a message.
aqainst all qnetrators. instead, real threaf Objects can inherit characteristics from other
charcterIstics chanqe as a function of the objects and objects can send messa4es to other
oenetrator tyne, the threat alert status, the objects. For route ol'annlnq, the threats can be
number of threats, the local' terrain, the mnitions treated as objects. Each threat tyoe can be
status of the threat, etc.. Some of these factors described as an object. The descriotion would
can qet quite comoslex. For exanle, If two threads contain the basic characteristics of the threat
are somehow in communication with each ofher; (casablllty ealst verious oenetrators,
flylng nest one automatically alerts the other and suscoetibliity to attack IEW, or othert, sensor
Increases Its orobablilty of kill. This means a tyos, ohyslcal coonerativeness, munitions, etc.).
threat's caonablity may be a function of the route The descrlotion would also Include behaviors such
flown (I.e. threats onssed). This becomes a sort as how to no around the threat, threat doctrinal
of Incestuous tvoe of oroblem. The route should'b considerations, etc.. Threat behaviors could also

functlo of the threat orobability of kill and Include the orocedures for the threat to maintain
the threat orobablilty of kill may be a function of its current status. Thus the threat would
the route. automatically kegn track of Its al'ert status,

munitions availabl Ity, communIcatlons, etc.. This
TECINIQVES status could easily changa as a function of time

and events. As Instances of the threat were
Three techniques, Integrated together, could created. Information socific to the Instance would

be used to create an automated tool that could slan be constructed. This includes the local
Individual' routes and coul'd also recommend snaclflc .eogra0hlcal information, connectivity to other
theater tactics that would satisfy basic orlncioles threat Instances, current munitions loading,
of car. The first of those techniques is the use current al'ert status, etc.. It would be oossible
of heuristics. to send a message to.a threat Instance and have the

threat Instance create e oath(s) around Itself.
Heuristics or 4rul'es of thumb' can be sed to The mess no could easily contain erguments that

slmollfy oroblems and to soed search orocesses. could affect the oaths created. Exalnlno the
For route oelnning, one silmre heuristic Is to incestuous oroblem of Interconnected threats
avoid threats where oossible. Threats can be described above; It Is easily sossible to oess as
avoided by going around them. Two oaths can be an arqument the threats already encountered. The
created to qo around any threat (clockwise and threat could then use this ercument to determine
counterciockwise). Thus, one slmol'e heuristic is whether to change Its alert status and thus its
that uson encountering a threat attemot oolnq orobablilty of kill. Object-oriented oro.rqnlnq
around It clockwise and counterclockwise. Using has a side benefit In "hat It cnn be very concisely
this heuristic, the search snco In a dense threat coded. This means a very comlex sroqram Is both
area Is Ilmlied to the edges of threats. This easy to develop/test and It Is relatively small.
dramaticelly reduces the nunber of ootentlal oaths. The last technique Is a branch and bound
Other heuristics can Include tactical nctions taken search with dynamic oroqramlnq. A branch and
uoon encountering a threat (i.e. jan the threat, bound search Is a senrch that oroqresslvely
desloy chaff/flares, maneuver, kill the threat, constructs oaths and links them to orevinuslv
chanqe altitude/soed, etc.). The aool'icatlon of created oaths. The branch and bound mlQorlths
these heuristics can be viewed as a means of first constructs a series a of oaths from an
creating alternate oaths as threats are Initial location and selects the least cost o0th.
encountered. Thus, as a threat Is encountered the savinq the remalnInq oossible oaths, Next
heuristics may create clockwise oaths at different additional oaths are constructed from the chosen
soneds, oaths that euxend chaff, oaths that kill oath locetion and the suA total of those oaths ara
the threat, etc.. Each of these generated oeths comnared w'th the noevlously rejected oaths. The
can be evaluated for distance, lethality, and lowest cost total oath Is next extended. This
oracticallty with Imoractical oaths rejected end orocesS Is contlnued until the soal Is ranched. If
the best (dlstance/lethal'lty) extended. The a location that had been orevlously reached is
heuristics used to create the alternate oaths can reached sone later oath, the later oath is deleted
be collectively evaluated by an exoert system as since best oaths have alcvas been extended first.
threats are encountered. Using an OXOart system As oaths are created Imnorteant statistics can be
allows the heuristics to be easily added and retained on each oth. Thus the remalning fuel,
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current a~lttdfsceoed. aircraft conflouration. sortie and would attempt to crente a oath towurd
consumable (chaff, etc.) status can all be the objective (target). As object were
associated with a oath. Therefore two routes encountered, the elqorl thn would send nmesnenes to
flying theeoxact seame course, but at different the ohjqctn requestenq alternative oaths in
speeds would be troatwd-as two seserate oaths. The~ relation to the object. The alternatives wouid be
statistics allow oaths thet exceed caonebIlItles to created using the heurictic systemn. Thus one
be rejected (e.q. a oath that consumes top much alternative migqht be to follow a neth wround the
fuel). This search technique has the advantage of threut at the current eltitudfsewd; another migqht
yielding a mathematically optimums solution without be to jam the threat and continue on the current
examining ell possible mi'terreltlees. The Drleu-v course; nother might be going around the Oath at a
disadvantage of this toc~nique Is that It cnn different, unwed (eand fuel consunutlon); etc. The
Involve mnn el'terntive pathus. The heuristics number of alternutives created desendo on the
described above can be used to linit the number of characteristics of the heuristics, but the
oaths examined. nonoIbIlltlen ere virtually endless and I mited

only by the eventual' processing tine to evelunte
SYSEMn 04CEPT The alternatives. As each object answered tho

messages with an elteruative oath, It would nlso
The techniques descrIbedehose can be used for urOvIde the exnected lethallIty end distance of the

en Individunl' (sinle sortie) route Dilenninq nath. The abilty of objects to send mesnuges with
system. each Other elnyu a nurt aiso. If e clockwise neth

around e threet encounters another threat, that
The system would have) e module for the threat oath can Immediately be modified to reflect the

Information. Thin module would contain a high additional' lethul'ith of going through the sew
level threat )bject. This object would contein t6e threat. In addition new oeths would be created by
mnthodn end erocedures common to all throats. The the new threat. For oxn'nole, a countercilockwiein
module would elso contain objectu for each threat oath around the rew threat end through the current
tvne. The threat lyoe objects woulId Inherit threat would be created end e clocknwiue seth around
characteristicn from the threat object. The moduleo the new threat would be created. The lethality end
would contain additional objects for key terrain distance of these sew oaths could be calculated
feutures, enemy units. weather, or tarqets that may Immedately because ell Information on both threats
Influence the route chosen. These objects could be could be determned vie messaqes. Therefore the
similer to the threat objects; containinq el'gorithm could evaluate end extend the best route
nrocedsre/uwthndn for navigating eround then or while elliminating dynamicelly unflyabie routes. A
ihroueh them. The banic objects would he en key consideration In this process is the creation
Integral' pert of the sy st am when ued In any of el'teriatlee oaths only en new objects are
unul icetion. The Informnation contai ned In these encountered. Thin dramatically lowers the search
object descriptions would change Infrequently (iLe. alterntives to conere. Hligh neth resolution Is
when new threet tWoes are dincovered). instences mintelneod since the oeth genereted by the threat
of the serious objects would be creuted In the can be eny resolution desired.
nodule to correnoond to a serticuluar tactical'
nituation. As the instance were created, the A final key module In the routing system would
Informetion specific to that Intence would be contein the heuristic rules and en. Inference enqine
constructed. Thin nay Include Information such en to evaluate the rules. Thus module would Interact
the terrain maskilnq at selected altitudes, with the alqorlthm described abose. Although man
conmuIcaitions networks, etc.. As the Instance wan heuristics could be Incornoreted, It may be best to
created the Instance could ensure that the oaths limit the heuristics to avoid long processing
avoidinq It were flyable. This cnn be do vfte. e tImes.
set of heuristic r ules, end a knowledge ofth
features around the object. The object Instances Additionel roduies would be needed for the
would he exoected to chenge frelqntly en the men-nuchlne Inte)rfAce. Interfece with threet deta
tactical' situation evolved. Since, cost of the base, rule bnse edltlnq, end object editing.
Informnation resides In the object dencriution Ideally the system will ultimately autometically
rather than the Instance. It Is relatively easy to Interface with none outside source for threat
chenge/mnodlfy the Instances. The nme Of each uodato end will ellow the user full treedom to
object Instence would be osted on a sun revise the doctriog/tactics that would be embedde)d
corresoondinc tc the ares effected be the Instencq. In the rule base.
Thus, olsen a serticular nun location, neSSnues can
be sent to elI objects caneble of effectino routes The architecture hen been de)scribed ebuve en
In that aree. The objects themselves cnn renly en Individual roite nWanner. As such, It offers
giving alternative routing oossiblillen. s15511cent advantaes over current esuronches.

Not only would the slenner provide a single
Another 'nodule0 in the routieng system would alt Itude, sinqle unwed route; It would aino be

contain the branch end bound search end dynamic ceseble of suowtien a route with varying
nrog, amoine algorithmr. This module would construct sneeds/altltudes clue when to use various tactics
a tree Isse of search; building new4 oaths on the (Jammin, chaff, etc.). This hensegns becaune the
tree as new objects (threats) are enco)untere d. The) search algorithm ens ectually crentunq end
algorithm would start nt that ormlui oolst for the comDnrlne routes with lees at various
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sseds/il'tt udes/tactlIcs. The ulti[mats routs EC assets, oosslble decentlon tactics, etc. Is
recommended would reorensent the best for all su-ime-j HERO -uses newc rogrannlnq conceos thet
factors involved. More i'ssortrfltly, oerhess, Is allow historical - lanninq consideratios
the casublilty-of the architecture to qo beyond (Prlncloles of Wur) to-bs Introduced iuto automated
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ABSTRACT GENERIC MEASURES

Demonstrating value of command and What we need first is an agreed upon
control systems against weapons hardware set A measureables for command, control,
has been a particularly difficult communications and intelligence. The
challenge for combat modelers. The literature is packed with measures and we
article contends that the battlefield is could do an exhaustive survey of these
a nonlinear environment which the but we will not. For brevity, we can
analytical community persists In hypothesize that there are four which are
replicating using linear means. Even shown in the following figure.
when this inconsistency s realized,
modelers often read ronllnearity as
"Impossible to model because of the
scarcity of nonlinear mathematical
tools".

In response to this notion, the MEASUREABLES
article discusses the emerging science of
complex systems and the potential it (NiTY EXAMi$ MCASUR$"
offers in dealing with this challenge. MITSS$ CO.iTA Ci0, FACTS Y1. to lic
The goals are to articulate exactly what .i$$A" PATNS O n1A[IiTIAi 4APACiT'.S0,
we mean when we describe command and P10lok$, iATMT ACtoU¢
control as a "force multiplier" and to =i$4.MCI$$ $11 viv ACT eooT© uQl$$$,VIC(
use this in permitting us to choose M0100.
between the more effective systems - MORO t ."Mi sloe'iq,, Nil 5$A$u 44
command and control or weapons hardware. A I -f U. .l-Cl , t T*A, ', 1T4"' AT

To this end, the article explains C ANN ,l,,M
how to effectively simulate command and
control issues using notions from complex
systems theory in an environment of real FIGURE 1
world measures.

Messages are simply comunicated
INTRODUCTION facts which can be measured by time to

receipt. Messages are most relevant to
How does one measure force their operational need. Those without

multiplication? The answer to this operational need are also relevant since
question is fundamental in evaluating the they may increase the noise level,
value of C31 to force capability. With further increasing time to receipt of the
it, we can analyze the tradeoff value of former.
C31 systems to weapons systems or address Message paths are routes of
the balance of manpower, weapons and information from one node to the nxt ard
control within force structure. Without are often the soot Selsured , Csureaole
it, the defense community will continue since measures are perforralco
to depend on anecdotes rather than specifications ,hlch can be easily
rigorous analysis in relating command, observed.
cootrol, communications, and intelligence Decisions are most correctli
programs to combat outcomes, measured by time windows of opportunity,

but there are often not precisely knoin.
Therefore we are dependent on the
goodnees of resource application ,ai n
observable iiasure of their effectiveness.



Net -usage rate of resources is the, Fkgure 13 shows h ow we can derive a
best overall ;ieasureable, linking the dif inition of nonlineirity .where the
combined measures of, miessages, paths and factor ."b" defines mathematical
decisionis. These arie ofte used without -parameters for a force multiplier. (i.e.
linkage to inf~rMa~ion 'flow, causing them -If "b" is greater than "a" then the
to be-xuiissed. measure of force is greate r than the sum

of its parti.) what remains is first to
SYNERGISM validate this concept against other

notions of force multiplication,, then we
'Force multiplication, is synonymous need methods to calculate It if it is to

-to synergism - the idea that-the whole is be useful.
larger thari the suim of its parts. Thnis
gives -es a "back door" key to quantify OPERATIONIAL IMuPERATIVS
force sultiplicatlon.' We can measure E

capability -of individual -weapons systems Thi issue of nonlinearity in combat
by physical, output. These can hbe 'added- is is embedded both in our doctrine and
together to give-a "the sum of the-parts"' in our Investment strategy each of which
measurement of force capability. support the objective of defeating a
'Mathematically this Is the relationship larger force. The doctrine is based on
of linearity, historical evidence aid the investment

strategy %S based on a notion that our
-nation has a technology to matiage

information on the battlefield in such a
way that it can mate a dramatic

NONSYNERGISM difference.
Focus upon operational concepts of

combat. Clausewitz discussed three which

FORCE ELEMENTS: Wt ,hIFATIVIVII. S01AINPSIALUSTANK$ may interest us.1 These are center of
OR ORGANIAaTOS O TNaEJ gravity, lines of operation and

RULED: 06 ADAKeffVALKl TOIK 111N culminating points.
The center of gravity I.- defined s

MEASURES 4AND N fTH VfAL( ASONI TO 80 4 1 "the hub of all power and movement, on
which everything depends." 2  If combat

ANI~NRANY NUM111k * were seen as a biological system, it
LINEARITY; It O.,l.,D(y) $OR Atk 0 ERYI xl could be characterized ais the most vital

of organs in a most complex organism. if
it were damaged, #Imbhalances to the entircs
structure would result in a cascading

FIGURF deterioratlon In cohesion and
2effectiveness of the force certainly

Conversely, It most follow that "larger leaving the force vulnerable to further
(or smaller) than the sum" is damage if not resulting in its complete
nonlinearity, destruction. This is nonlinearity and is

a property we must capture in combat
models if we are to adhere to doctrine
which states that our fores can defeat
numerically larger forces. The doctrine
is supported by an investment ' tratgy

SYNERGISM which premises us.-ng high teehn-~loqy to
create force mtpllfrp-. r. tte
tactic-il level, tlw cefiter of Oraity

ENGLISH: WHELI IS LARGER THANW SUM OF PARTS could bre n' ' !,c- of t'rr~io. A-
the operational k~nl t C'-Ul6 Ie h

MATHEMATICSz 04--'V - ~IN)-DI boundary bet~ocn t-o -.1 it, -r onhatn
CIVINI A Iformations, a vitl ceinmand -nci controlcenter, or perbapps itp logistical case or

(OReSOMEa 'blines ot corneanicatinor. At the strategic
level, the center of gravity could be a%

INeNt]NEARlIOF major economic rCone. n - I 1C tus ny ,
strategic lWt or a vital P~it of th,'

hocelanad

fIGORE 3
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- I

Lines of opeiation connect the force - The, idea of operational concepts

base or bases of operation 'of a force being, nonlinear is all well and, good but

with its operational objective.- A' force eventually we need to face up to the

is said to 'be operating o interi6r lines, reality of relating these concepts to

when its operations diver~e fr6m a- technically specific procedures. Ourcentral polnt and onf exterior lines ,when emphasis will be on the interaction 'of

its operations converge on a ce wAl Information vith operations. Indeed,
thi istheessence of command and

point. inte'rior lines benefit a weaker tl steesneo omn n
force byalldwilng '16 to shift the main control.

effort laterally ,more rapidly than the COMBAT MODELS
enemy and this is another example of C O
nonlinearity. Consider how info-mation is modeled

Attacking forces consume energy. onsider ho fat model ed
Unless strategically decisive, every, in ost combat models now.
offensive operation therefore will sooner Simplistically, they have scenarios which

or later reach a, point where the strength provide pre-scripted messages 'to a

of the attacker no longer exceeds that of weapons allocations module which drives a

the defender, and beyond which continued combat effectiveness module which

offensive operations therefore risk measures success or failure in terms of
overextension, counterattack, and attrition, force ratio, or PLOT
defeat. In operational theory,. this movement. Such models ignore the effect

point is called the culminating point, of message processing to include the role

The art of attack at all levels is to of a decision maker. They fail to

achieve decisive objectives before the consider the degradation of weapons
culminating point is reached, effectiveness because of maneuver. There

Conversely, the art of defense is to is no uncertainty and fire fights are

hasten- the culmination of attack, treated as continuous functions. Such

recognize its advent, and be prepared to models are adequate for the trench
go over to the the offense when it warfare of World War 1, but unacceptable

arrives.
4  

This also is nonlinearity, for modern warfare.
Use of nonlinearity (particularly

catastrophic affects) as a battlefield
concept requires extensive knowledge of
the enemy's organizational makeup, THEORY OF COMBAT
operational patterns, and physical and
paychological strengths. It also
requires an appreciation for the dynamic thE
nature of the operational concept, to
Include changes such as a major shift in -- Z' .
operational direction, the replacement of " "&" '' S'S"" "

a key commander, or the fielding of new ",
units or weaponry. Clearly there are 

" 
W'

implications to be considered In both the .e'.S,..,,, s, ,
art and science of operational design.
Our interest, however, will be limited to
the science. RaNOsNSS

OPERATIONAL CONCEPTS FIGURE 5

In order to correct the paradigm wie
need to inse rt a nodule which converts
information from the scenario to Pessages
which are processed into decisions
allocating resources with the intent of
providing these at the right time and
place for decisive outcome on the
battlefield. It is the effect of
feedback and feedforward loops
constrained by tine opportunities that
causes that complex behavior of the
battlefield which interests us,

FIGURE 4
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In the first case, water will drain An Information flow Simulation-roe the bucket* faster than' they fill, additionlally includes a System Of linksconsequently the wheel will not revolve - thtt" which messages are passed and nodesit will not be dynai~mc. illustrating a where Information i rcsedecaying quality In Processed inomto rocelssein
the importance of information in our decisions for the ulto of
analogy. In the second case,(there is resources. The tine value of modelingsome r-ats of wAter fall where the flow Scarce resources against time Opportunityrate will tx ei *he drain -ste and windows is truly the vleo htw

eerma 1 dya.'s~ lOccur- In the call coinand and control. Scenarios
case Of~infOrsaieS ie need a sufficient Provide the script for the initlat:r_ far, C for ayr-n- -' to normally occ-, msae.Ths r ue e hozoefnrouio avei .ocetwhich we ,A where they -are syatheSised intocall essentiality- In the final case, we information which istassessed, decidedsee revolutionl speeds so 'high that 43500 and Implemented thn Other messagesbuckets do not- drain fast enough. Passed tbin links to Other -odes foeConsequently, the drag 'ill exceed the -subaencent Processing. Certain nodes aredrive and the wheel twill -reveise Itself, linked with resources (close air supportFurther, the wheel will continue to (CAS), helicopters, logistics. artillery,reverse itself in monproi was .e. Other forces) wlich can be directed touCPredictable). This itnnoniay.ty -and SPecif1c points on the battlefield to~tsywell describe what we have in mlid enaein operations, wbeersut r
whnies force multiplicity". measured as In current models. in thinSignificant is that; while this type of simulation, message, a elsnoniner~t deiesintuition, it cn be or late, resulting in wrong Perceptionsmodeled without too much difficulty, and corAsequently wrong decisions.Linearity is normal husipess for our The sixnlai~n described aboveanalytical ccituri. it suits our human includes feedback and feedforward loops.intuition sinte it seans ti.at we can Whhen designed with sufficient detail todescribe. events in terms of- a succession include single sensor nodes and Red side6ofr actiiities where output is information flew it becomes a complexProportional - to input. We have a system in' itself. The challenge oftendency to believe that if a problem is exploiting the power Of such a model,'not linear, it cannot be solved. becomes one of describin~gnoleaiy nRut inea I is often the wrong layman terms.

appinbach in sodeliing complex Probles
because it: involves a finite number of
i(adependent variables and interactions.
itiniar problems cati be nb'b-divided in~to-
sub-problems to be sub-opinized intoLO P
solutions which can be sunmed to a global
zolttiov. Further, these solutions are

K tine reversible.
Ceiplex problems often involve COMMAND FEEOFOAWAKMO PLANNING

and Outputs S're often disproportional toinpus. uchprolem'are not r~ducible
in that sub-problecl cannot be solved SEEwithin theszpelves. They require the 'CONTROL FEEDOACk DECIDEoutput of other sab-problemg on a -real ACTtine basis for correct- solution. .~'Therefore, sub-optimal solutions cannot
be related to a global solution. It
becone.e clear that the issue eVolving is
bow to solve the nohslinear descripiion of FGR

4 corba'. PGR

Ionlirnearity occurs when informationINFOR4ATIO4 frLOI AHALiSIS is fedback or fedforward in the system
faster than a human who thinks he isOne way to succeed in this Jndeavor control can process that information andis to Incorpqrate information flow act upon it.

-a~alyses i., cusbat- models.' Current
models% feeture a scenario which drives,some Oxt of cocbat outcome iodule' thru
Physical performance factors of weapons
sys$ters, Ofl-n-by measuring success by
Comparing iittritiiln, FLOT novement or
com~bat ration. -

-k 67



fraictals can be thought Of asnatires attractoS sin they appear so
fresNtlj in nadiral- settings- -We f

cvAi base recently gained some publicity for
UAMIM A X VM data compressio as a high e

alternative for sacsikile but they 2' ie

other interesting poerties. One such

- - proplerty is- selfsimilatity which is

Lj~jL Ajinteresting -to comma and Control
reiriarch since, the decis" cycle tends
to bie self-siallar at different levels of
organizational hierarchy. The dimension

of a fractal i' another profuerty nf
I , ~ interest- The valu4S of tb'-s property is -

as an indicator of the relative chaos of
th - jite m they describe. Conversely
thvy may be a good measure of control In
a systee finally, it ias been .shown

rIGE 9 that data relating to fractals tends to

GE be distributed according to the 'Power
What information flow analysis does Lau, 'his is a useful fact In

for us in quantifying force statistically analyzing fractal structure.

sultiolicaton is, give us data. points for Another interesting field of

the value of 'force capability against nonlinear st-dy is catastrophe theory

whatever force mix we wish to consider- which by its name suggests sort of an

Given these data points vwe need only ultimate view Of* nonlinearity- Work done

substitute them into the relationship in this area bps led to some rudimentary

shown in figure 3 to calculate "b" - the decision aids in the areas of coscand'and

force ulti r control- ahd intelligence airaljsis.
3  

A

most useful: result of this work is in

_MNLINEAR METHODS reducing a number of local variables,
largely irrelevant to a particular

While an information flow analysis problem to a few global relevant ones,

may give us a measurement of force -
multiplication without dealing directly SL'mArY

with the computational -challenges of

nonlinearity, a yard about breakthoughs In summary, what we have done in

in this area is appropriate- this article is suggest that what we mean

In order to correct the deficiency when we mention force multiplication is

of using Lanchester first order linear actually nonlinearity. On one hand we

differential equations of one variabla observed that war, thru its coeplexity is

trime) to measure tue change of resources nonlinear. This observation is embedded

on the battlefield, a new analytic nodel historically in concepts of operational

based on coupled nonlinear partial art. On the other hand, we noted that we

differential equations has been proposed traditionally have modeled war as a

to describe the temporal and spatial linear, deterministic form and by so

evolution of opposing forces in doing neglect those properties which are

combat.
1  

These have been generalized most relevant to the idea of force

further to include a stochasti: tein multiplication. Finally, we iPtroduced

permitting the value of random effects to the concept of information flow analysis

be considered. 
to simulate the role of information and

'he Joint Staff is currently decisions on the battlefield and showed

sponsoring work to develop math ematical how results fro -,uch simulations would

models using cellular automata
3  

This permit us to actually calculate forceapoch fetre ml ing envronmn mutpiaonfrsefed oce ix

in which complex phenomena cab be
generated from very simple and POOTtOTS:

computationally efficient interaction

rules. In short, it is a "top-down" I Clausewitz, On War

approich where the model operates as a 2 CaswtO a
syste% rather than as a sum of pieces. 2 Clausewitz, On ;ar

One area of focus with cellular

automata or any nonlinear system is on F IO0-S p 180.

the set oi attractors which bound the
dynamical -flow" of the system. N 4 Ibid. * . 181-182.

particularly Interesting set of

attractors are known as fractals for 5 Jane Auaton, a (1916), Edited by

fractionally dimensioned". 
Stephan M. Puznieh, p420, W.L. lzorton
Corpany Inc., Neo York 1972.
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THE ELECIRO'~C WORjKBENCH:-AN ENVIRONMENT FOR
TEFMiG THEORIES AN~D M.IO)EIS OF COMBAT

Mh Alexander F- IL WoOdmocle'

ANUACT i l

The electronic workbe nch is a prototype
omputer-based interactive graphics system which can be
used by milita/r analysts and decision-makcis for-combat
nmodeling. sittuka5 asnssmsie5S. decisiotnmaksZ. and battle .e. ,~

nura aemnrtinvoll.ing the application of tact cal commnand,
and control (C2). Combat parameteri; and decision thirshcld

changes in adversarial force strengths are calculated by the
system Computed combat outcomes are displayed'in

cnuction with the decision~space, a structure %hose

I. ELECTRONIC IVORKBENCH FACILITES

The electronic workbench it based on research in
mathemiatical RIiixciing. cognitive engineering, computer

grpis n aiacqusition (igtue 1). It cnsupporta
wide range of user-selected combat modeling and analysis

aeivtesa le at determining combat outcomes and-
reseln tos circumtances under wshichs non-linear andior
canter-intnitise beci~vior can occur. if not identified
r perly, such non-linpr behavior can lead to highly

misleading and even totally incorrect analyses of a situation --- N. 11

of interest. Thre 1w orkbench makes it possible to undertake a ,

range of "thou~ght experiments" *fs order to explore
possifbilitiecs and suggest new approaches to solving a range
of difeen typ; of problems is a computcriviroitteft that

makes minimfal ireatical dcemands on tts users. The n..n... .m

workbench can also serve as a testhed for developing and
1-n thoisf oc fcma ada rtiy~ o igure I- The Ficvru. W.rksu

Ifully eiperatronal, consbai.ryatt 1. decisron-aing I reility.

1.1 MQNU.DRIVNISr7LrCrION 2. 'Me initial troop strrnghs.

3. The natnre of the combat attrition process.

The electronic workbench system uses a menu facility sshich can include the following: aimed fire-

and a series of windows to permit access to a selection of power, area frepower, and special (smart)

combat models and decision rules and theresholds involving weapons firepower (Woodcock and Dockery'

combat termnination. They also permit thre inpuit of parametr r 1~g
values representing specifte cdtnbat attrition i-nd
reinforcement activities and processes. Available choices 4. The kill uncertainly of each force.

inelnde 5. The rtets of reinforcement.

1, lie names of the ads-crsarcs (such as "blue" 6 h c~ic ua 4tcsr ltr
and "red-forces), 6 hrqiixdrtn,~ciijo
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I Foec tregthcoipulttos ivolingdetmmnncWhere the teams (Ci dwj) and Ce2 dw2) describe
menu-bae selection, as descrilbed beclow.'Dwring use of the
electronic workbench, timec-depenident, adversarial-force- rcv
strength values are computed ontb bai of 3h inepnpFrpoe:Teute o m
-information. Results of this compumtation are presented ont Siapm Weposel firepwTe msod~e o smae
the decisionasegiaphics ditlay. Usecof these different waupon( seW ej~toe isbaeone
combat models am asesof decision t iaer can provide asupinta h aco trto o a or
an enhanced understanding of the nature of the combat adveoprsiary tooodcockuand o e snt o9i)s
process and the role played by commndi and control in adeversy( smarto wapd oser at 98to ).i

tnmm aoltncre.rpresented by equations (9) and(10):

1.2 COMABAThIODELS dxldt - 2wy2  
(9)

The electronic workbench petrnits selection of up dtdo~ ~ ,x 2
(

thre Lanchestetype attrition models (modern warfare, area whtere x and y ame the strengths of the opposingfire, and smart weapons fire) and associated attrition and force and asw and b., are the smart wapons
reinforcement coefficients to compute adversarial fore
strengths as a function of time (Latthester, 1914; Taylor attrition coefficients. Stochastic versions of the
1983; and Woodcock and Dockety, 1988). Both smn.art wcapons fire attrition equations can be
deterministic and stochastic versions of the Lanchcster-type wrtn as'.
models are available to the user of the workbench and the2
results obtained from either ofthese versions weavailable on dx -- a, 5 2,dt + cl dw, (11)
demand.

I . Mlodern tvarfare: Lanchester-type modern dy -- b5wx
2 dt + e2 dw2  (12)

warfare (or aimed firepow~r) is described by whcre the terms (e1 dwl) and (e2 dw2) describe
equations (I) and (2). the stczhastic component of the smart weapons

dxldt - anwy (I) attrition process. P

dyldt - bmnwx (2) 1.3 THE DECISION SPACE
where x and y are the strengths of the opposing
forces and mw, and brow are the modem The etectronic workbench provides a framework to
warfare attrition coefficients. Stochastic versions support the activities of analysts and decision-makers
of the modern warfare attrition equations ca be through the grophical display of system inputs and outputs in
written in the following manner relation to a construct called the decision space (Figure 2).

The initial force natios and changes in these values caused bydx ~Sntwdt +(3)attrition and reinforcemenrt described by the selected combatdx. a~yd ldw, 3 models are displayed withinthe deision space widow. The
decision space also displays a series of lines drown tody . brw x dt + c2 dw2  (4) represent the selected combat-terrisiation, decision rules and

thresholds.f ~~~where the terms (el dwl) and (e2 dw2) describe'M patrofmv enonhedcsn acthe stochastic component of the modem warfareThpatrofmv enonhedcsnspeattriton prcess.represents the "ebb and flow of combat" and crossingaattrtionprocss.decision line indicates necessary conditions for combat
2. Area Fire- Area (or unaimed) fre is represented termination. Visual inspection of the pattern of combat

by equations (5) and (6) provided by the decision space can alert the user to the seed
to modify force deployment strategies or to select different

dxldt - - afx y (5) decision methods and/or thresholds, foe example-
- b~xy 6) saecThe decision space is based on a version of the control

dyldt - fy()saeof catasircphe theory (Poston and Stewart, 1978;
Thom, 1975; WVoodcock and Davis, 1978: WVoodcock and

where x and y are the strengths of the opposing Poston, 1974; Zeemoan, 1977; and Zeeman and Trotman,
forces and aafand baf sreethe area fireattrition 1976). This space provides a representation of the strenpth
coefficients. Stochastic veisions of the area fire of two opposing (blue and red) forces in terms of a position
attrition equations can be written as: (.n a plane specified with reference to the too conflicting

factoraxesofa catastrophe function.
dx =- af xy dt + ceI dw, (7) Catastrophe theory limbeen used to devlop models of

acs cral military systems ii its use in the workbes~h i% a
dy- bfxydt + e-2 dw2  (8) logical extension of these activities. Two. dudi
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fou~cotro~fatorm~dlsof iliarybehuor.ihl are 2. Proportional decision rules SX11f) that combat

baedonth cs aS unifycaasrohe.repetiel.termination %ould taepaeMhntertoo he

have been developed by wWdock and DoCket Z l98.poin ("leadp 'rd)=frcesrechs

1988). Followi .g this work Dockery andl Chiati (1986) patclrvleadthus ame -two-sided decision

have used 2istatistical pbogram developed by Cobb (1918, ise"(iir~)

1981,1983) to fi simed comttdata tothesufae of th
cupcatastrhe manifold. Woodcock, Langendorf, aitd 3. ctsrophe decsioruleapure featurof bth

Cob(1988) and Langcndutf and woodcock (1988) have absolute and proportional decision rules and are

developed a new mertodology, based on statistical rePeCne orpfalyb ie ihi
catastrophe theity (Cobb. 1978, 1981, 1983) to analyzeC2,"d topologically equivalent in shape to the shap o

interpret the perceptions of military threat by itlli,-cnce the bifurcation set Of the Cusp c~strOt le (rigture

anialysts. 2b).

Absolute, -Proportional, and catastrophe. decision
methods and numerical thtesbal -, for combat termination for

Ia. each of two C~blue" and "red-) adversarial forces can he
selected. Similar decision rules for-both force combat

termination conditions (such as: catastrophec-catastrophec,

L~EL ' \ ~ -Jabsolute-ab5olnte, Or propor4 oalpropoitiolnl) reflect the
f "'- ,~,*use of simtilar combat strategies ordogmas by the"bltte and

- w,.u ~ ~ ~ ~ -"r"forcdocision-tnakcrs. However, selcion of-ifferett
rules (proportional-catastrophe; absolute-catastrophe; or

catastrophe-absolute. for example) reflects the use Of
different strategies by these decision-makemcl.

1..~ G~~) Seecton offpamtiular sets of decisia rules can base a
profou~nd impact on the nature of the combat outcome, as we
will now demonstrate. Thec Iniiial Forces-type of display
&ce below) represents the initial and final combat conditions

as a point and an ellipse, respectively. The lengths of the
uses of the ellipse represent the degree of kill uncertainty for
the tuo forces so that the ellipse can be thoughto-ia frms

Figiorlb. Of -error ellipse" (iFignre 3). WVe will refer to telipsea
- the kill uncertainty ellipse. The lik~elihood thaa rd frce

dcin'maer for example, would recomincidrcakn
off an engagement is proportinltthrto ra
and B (area A / ares B) on either side of th e c e~

.'ison line. Relatively larger values of tins rati rflect
higher likelihood orcombat turr tatioP

1,.af ,..,iONUMi R X-

-fhe electronic %%orkbench supports the selection and

graphical display of differend types of decision rules and ~ ~ tui.

thresholds to reflect different types of user-dcfined combat
strategies and dogmas. Three basic classs of rules (calledInFgr4abohdcin-41 .%J'e

aboue rprtional, and catastrophe decision rules) are In Figur 4, ol ecso-sii'I..
avabothlof them have chosen absolute-type and propo tional-

I. Absolute decision rules specify that combat tyPe rules, respectively The information presented in these

termination will occar after A given percentage fgrsugetththehieofctopmbatyp eciaix

reduction in the strength of one force (the'"blue" rules by both forces, would produe obsiii~ii

force, for example) without reference to the likelihood values for the red and blue forces Of aihout thirty

chneMi the strength of the opposing ("red' and zecro percent, respeetlsely (Figure 4a) Bly Contrast vith
fcand hs ar " ue ed d cisin rule " absolute-type rules, the likelihood of comb t trm inut i .r
foigrce an2hu4 r "n- the red forces would increase i. -.me sesesly lticit while
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7,7
remaining at zero percent for the blue force (Figure 4b)
W~ith proportiontal rulis, the likelihood ofombdat termiiiation Nki,5s..
is somec twenty- and nero-pecent for dhe red and blue forces.-

repciey(Figure 4c).

'F
5~~~* 5k sc~

tilni I~

Lk.iu s~no decisio -mnuc aciite inovig asoue
it, anIaatoh-yeso eiinrls

,4b, S5 onn '-5 S
dipa pin nld h followi-ng:"

__rse~ the stenth ofi then oposn C-d and "blue")

fores an criats treoayps o decisione
seas dhecomain aayictes. ntoing boluthe

Ipattrnofchangerefopteion the te ofollowipag:
provinesannomatnths, Ranmg PathbIntialorces,

D ~ ~ ~ ~ ~ ~ dips and e deiened bfteow.sn ci.Mvm
ofthe decisionarapace diply othe ret off thdemoele

'"5*55iid, cbat rcs in ts he psiti of cooa trinatesn
sjk-.-representing - e te strenh of. a the oppsrnkb'eanh cble"

fos. hese cordina o ut an pni athion the denigsfciifon
5~ .5 ~n5 cnn us milspae als tcmas nlsspoeesoioigo h

patter ofac chng seleected in thxur nafr ofoschbath
termprovides informatio onle the shownin coba FigueioBlemues

blue uses a aslt rsule and i. red a5 andsroh onl thifetvnnso h poij .Mvmn

Fiprvide ab wann ofecio the posibiit ofxe csmbat termintiotione
can ~ ~ ~ ~ ~ ~ ~~~ ~ev asfec thshpinodfeetcmattriain'e bason-Ranindiatis and wrsens faieslt fo

dgaythe mpact odfreletn an itbure ofrcombat nertn eemnsi erin fte$ldcma
tinatio deison atei shown in i erencuees an uain ihteasge oc teghada*,to

dcso'aldng mcihods cats lead to marked differences in ocfcent values for "red' and "blue" forces. The results of
combat out1comes, this integration are displayed as a curved line in Figure 6

wihintis example, crosses the red force decision line.
Under such circumstances, a ted force decision-maker would

2. USING TIlE ELECTRONIC WORKBENCII have opted for a termination of the simulated engagement. If
such a termination did not occur, the engagement would have
continued until the red force was totally' destroyed while

The electronic workbench is a highly interactive device significant numbers of the blue force remained,
which suppsorts a range of eombat analyses involving

deemnsistochastic, and probabilistic processes, as well
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axsO Ih-lips (sib and u) proportional-to, the kill
uncertainties of these two for. The higher the level of
oncerta iny e greater the area of the ellipse. As mentioned

o th killuncertainty ellipse can be used to assess the
Jke hoodfconibatten nation. Thus, ther6tiooftheareas
of this ellipse Ioted on either side of a decision line.can
srvelas anetimate: of the likelhoo that a decisiois-mah'er
would decide to terminate combat. {

i " -,2.4 CASCADING PATHS

The Cascading Paths display is an extension of the

Initial Forces display described in 'Section'2.3. It is
generated by drawing the kill uncertainty ellipse for a single

22 RANDOM PATHS timre step of the integrative process and usingthe positions of
the ends of the axes of this ellipse as the starting conditions.
for a subsequent integrations. In this display, integration is

The Random Paths display considers the impact of carried on' for ten ite'rations (Figure 8) and the tree-like
uncertainty on the combat process. -It presents one hundred structure thai is produced can be considered to represent the
separate integrations of the combat equations based on the "flow" of unccrtainty associated with the simulmod combat

assumption of stochastic or random behavior related to the environment. Identical combat conditions to those described
selected levels of kill uncertainty for each of the ("blue" and in Section 2.1 were used to construct both the Initial Forces
"red") forces (Figure 7). Consideration of the impact of kill and Cascading Paths displays presented in this paper

uncertainty'can have a profound effect on the combat Combat termination with the blue force dominating the red
outcome. Identical combat conditions to those described in force is the only outcome of deterministic combat with these
Seion 2.1. (in which the only result is a blue "victory") selected parameters. The significant numbers of the paths
with the addition of the effect of kill uncertainty can lead to which cross the blue force-dccision line (representing
results in which the red force can overcome the blue force in conditions for possible blue force combat termination) in

a significant number of cases. Such a result was nit Figure 8 is another manifestation of the impact of kill

predicted from the deterministic models used in the uncertaintyoncombatoutcomes.
Non-Random Palhs analysis and this study reveals the
importance of developing combat models which include
uncertainty in order to reduce the possibility of unexpected
combat outcomes.

St- 7 R PDo ty 2-5 V.CTOR FIELD

The Vector Field display (Figure 9) conists ofasenes

2.3- INITIAL FORCES of line segments drawn to reflect the result of combat atttion

and reinforcement with initial force ratios represented by the
slanting points of these vectors. The magnitude and direction

In the initial forces type of display (Figure 3), the of these vectors represent the pattern ofcombat activity with
initial and final force strengths of the adversarial ("blue" and these starting conditions This type of display can provide a

red") forces are represented by the points a and b on the dectsion-makcr with an estimate of the magnitude of tie
decision space diagram, for example. The kill uncertainty changes in force ratio that would be required to achs, a
ellipse centered on the combat end-poiit (point b) as particularcombat utcome, forexample
constructed to cpreseut the uncertainty associated with the
attrition of the "blue "and "red" forces with the length of the
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26 PROBABILITY FLOW 
.....

The Probabilit; F'low display (Figur 10) representsthe evolution of comhat in terms of the patsem of momcmentf a riesof points whose density represents the Probability Rd.... .-of the existence of a Particular forre ratio. A higherdegreeof Ie. 
"ggregtion of the points on the decision space represents a 11,Mhigher level of force ratio probability. At the start of the _Mcombat process, these points are located in a denst rectanglecentered on a point on the decision space whose position isdetermined by the initial force strengths, Combat attrition tip 1n.and reinforcement activities lead to changes in the force ratio iprobabilities which are reflected in a change in the density of, .. ",.the points on the decision space. Points which cross the 'r.

decision lines arc considered so represent combat eventswhich would be terminated due to the selected decision rulesand thresholds. The percentage -of points (representingprobability distributions) attributed to the blue and red forces Redas the result of crossing these decision lines can serve ai ameasure of the relative success of these forces during the L /. .combat engagemenL, Me

Analysis of the Probability Flow display can be veryinstructive. Thus, with the combat conditions selected in ll"x to- sN'bhbly .i DtiFigure 10a, a red force achieves an early advantage of,17percent (in favor of this force) to zero percent (in favor of ablue force) after some 00164 time units have elapsed (Figure The workbench permits the performance of a wide range of10b) and the blue force decision.maker might seriously "ei-selected tathcmac 'I -I other procesing operamton'conreider terminating the engagenent. However, if the through the use ora mer,u t.'.simulation is pertbitted.to continue toward completion, itbecomes clear that the blue force is much more likely to be In particular, the workbench permits the use ovictorious as At eventually achieves an advantage of 77 
fpercent to 17 l~rcent (in favor of the red force) with some 6 mathematical techniques to explore (he potential non-linearpercent of she combat engagements remaining undecided after nature of situations in order to reveal the possible occurrence

percnt f te cmbatenggemms cmanlngundcldd ater of non'hnear andor- conter.intuitsve bhavor. If notSome 0.2554 time units have elapsed (Figure 10c). o n-linc r bhair a n t11erfor, all the blue forceatttion appel to haveocurred identified propely, such non-liear behavior can lead toduring the initial part of the combat pr s ad highly misleadiig and even totally incorrect analyses of a
rmtaipar o th cmba pocess andall situation of interest.subsequent attrition then occurs to the red force in thisexample. n i ply providing an interactive graphics display the

workbench permits the user to undertake a rarige of"thought3. SUMMARY experiments" in ,rder to explore possibilities and'suggest
new approaches to 'Solving a range of disferent types ofproblems. Furthermore, the workbench has been designedThe electronic worbench consists of a com r so that the advanced mathematics up'on which it is based is

basd interactive graph;ste c oa computer. transparent so that minimal mathematical demands are madebae neatv rpiasystem which can be used by on its users,military analysis and decision.makers to support such tasksas situation assessment, decision-makig and battle
management which involve the application of tactical C2.
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DYNAMIC WEAPON-TARGET-ASSIGNMENT PROBLEMS
wrrF VULNERABLE C2, NOIJES
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Massachusetts Institute of Teihnology

Cambridge, MA 02139
ABSTRACT observe the outcomes of some engagements before making

further assignments). This is sometimes called a shoot-look.
In this paper we present a progress ieport on our work shoot strategy in the literature. In this paoei-we will'provide

the dynamic version of the Weapon to Target Assignment some results on simple cases of the dynamic problem and
(WTA) problem and on the static version of the WTA problem make comparisons with the corresponding static problem.
in which vulierable C3 

nodes are included in the fonmulation. The above resource allocation problem will typically be
In the staticWTA problem, weapons must be assigned to s Tae a dte res lts trmied to thecrelevan

targets with the objective of minimizing the total expectid solved at a C node and the results transmitted to the relevant
number (or value) of,the surviving targets, In the dynamic resources. These C3 

nodes will therefore be of vital
version,.this allocatio'ii(sadone in time stages so that the importance to the defense since their destruction will in effect
outcomes'of previous 'enga'gements can be used in making paralyze the resources over which they have control. One
future assignmnts.We will show that, for the simple cases approach, that can be used to increase the reliability of the
studied, there is a significant cost advantage in using the system, is to replicate the C3 

nodes, In this way destruction of
dynamic strategy. We believe that similar results will hold for theprimax C3 node dos not affect the defenses system smce
the more general problem. "its function can then be performed by one of the 'backup" C3

In the static defense-asset problem with vulfierable C3  
nodes. We have formulated a model which includes these

nodes the offense is allowed to either attack'the assets replicated nodes and will provide results on simple cases of the
themselves or to first attack the command and control syseni, problem.
and then the assets:.if the C3 

nodes are destroyed then the
defensive interceptors are assumed unusable. We first consider This paper is in effect a progress report of our work on
simple cases where assumptions are made as to offensive ahd the resource allocation problem and on the survivability issue,
defensive states of knowledge and kill probabilities. Strategies mentionedin the previous paragraph. The models being used
are then developsed and optimal weapon allocations identified, are rich enough to capture the nature of the mission (e.g.
These assumplions are then relaxed, and further examples defense of assets), enemy strength (number and effectiveness
demonstrate theensuingcomplexity. of the enemy's weapons), defense strength (number and

effectiveness of the defense's weapons) and strategy and
tactics (preferential defense, shoot.look-shoot, etc.) It should
he note d that basic research studies on these topics are virtually

1. INTRODUCTION non-existent.

Our long.range research objective is the quantitative study Our work is motivated by military defense problems, two
of the theory of distributed C3 organizations. Our present examples of which are as follows. The first example tnvolves
research has been concentrated on certain aspects of situation the Anti.Aircraft Weapon (AAW) defonseuof the Naval battle
assessment and resource commitment, group or battle force platforms. The assets being defended are

aircraft carrier(s), escort warships and support ships each of
Situation assessment entails the use of sensors to dtect whtch is of some intrinsic value to the defense. The threat to

and track the enemy and its weapons (i.e missiles, tanks etc.). these assets are enemy missiles launched from submarines,
These sensors are usually geographically distributed so that surface ships and aircraft. These missiles may have different
a tistbustedalgorithms arc desirable. This problem can be damage probabilities which depend on the missile type, target
formulated as a distributed hypothesis testing problem. Results type, etm The defense's wfeapons are different types of AAW
on this research can be found in the paper by Papastavrou and interceptors launched from Aegis and other AAW ships. The
Athans Ill in these proceedings, kill probability of

th
ese weapons may also depend on the

specific targrt-interceptor pair, The objective of the defense is
The resource commtment problem deals with the optimal to maximize the expected surviving value of the assets. The

assignsient of the defense's resources against the offense's problem is to find which AAW interceptors should be assigned
forces so as to minimize the damage done to the defense's to each of the enemy missiles, when should they be launched
assets. If the battle is such that the defense has a single and why. Thin formulation allows for a preferential defense
opportunity tb engage the enemy t

t
ii the problem can he where, tn a heavy attack, it may be optimal for the defense to

formulated an a static resource allocation problem. If multiple leave "low" valued assets undefended and concentrate its
engagements are possible (as for example in the Strategic resources on saving the 'high" valued assets.
Defense System (SDS) scenario) then better use can be tmade
of the defense's resources by assigning them dynamically (i e.
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The, second motivating- example for our work is the Maximum Marginal Return algorithm, works by assigning the
midcourse'phi of the Strategic Defense System In this case weapons sequentially with each wea'on being assigned to the
the assets are our (the defense's) Iner-ContinintaltBallistie target which results in the maxiihit'murgmnat return in theMsie(ICBM) sI as, Military taltdnC

3 
rjodes, objective funfi.

populations centers, etc.'Tithreat to these ssetsrh eneity

re-entry, 'ehicles (RV'a), surrounded by. decoys. 'The In the special ease in which the kill probability is the same

defenses weapons are -Space-based -kinstic-kill vehicles for all weapon-target pairs and all targets have the same value,

(SBKKV's) and ERIS interceptors. The objective of the the optimal assignment is obtained by dividing the weapons as

defense is the ma~ximization of thi expected suir~vlng value of evenly as possible among the targets.

the assets. The probleni is the determination of the optimal
weapon-target assigrmints and the timing of the interceptor a THE DYNAMIC INTA PROBLEM-
launches.

2. HE STATIC TARGEr-BASED WTA ROBLEM The battle scenario for the dynamic problem is the sami s
for the static problem except that the weapon assignments are

In this section we will present the static version of the done in tini stages each ofwhich consists of the following

target-based WTA problem. In this model, a number of steps:

missiles (the targets) are launched by the offense. The defense (a) Determine which targets have survived the last

has'a number of interceptors (the, weapons) with which to engagement, 1

destroy thesc missil e defense assigns a value to each of (b) Assign and fire a subset of the remaining weapons with

the targets based onfactors such'an target type, point of the objctive of minimizing the total expected value of the

impact. etc. Associated with each weapon-target pair is a kill surviving targets at the end of the final stage.

probability which is the probability that the weapon will We iave looked at some simple cases of this problem to gain
destroy the target if it is fired alit. We wilimake the insight into the generalproblem and to help bolster our

assumption that the action of a weaponon a target is intution,
independent of all other weapons and targets. The problem
faced by, the defense is the assignment of weapons to targets 3.1 The Two-Target Case
with the objeeti o of minimizing the total expected surviving
target value, In this case we will assume that there are two targets

(N-2), the kill probability is the same for all weapon-target

i1 MathematicalStatementoftheStaticWl"AProblem pairs, the defense has M weapons and there are K time

stage.With these asnimptions we have proved the following

The following notation will be used: theorem:
N + the number ofeaemytargets
N the number of defese weapons Theorem3.1 Under the assumptions given above, an optimal
V i the value oftarget e strategyfor thepresent stage can bifound asfollows. LetTn.

pq probability that weaponj kills target i if shot atlit rMIK' Solve the corresponding static problem with T

The solution will be represented by: weapons and denote the solution by (xj} where xj is the

if weapon j is assigned to target i optinal nanber of weapons to be assigned to target i. The
I optimal assignment for the present stage of the dynamic

x* 0 otherwise problem is to assign x, weapons to target i

The optimization problem can now be stated as: If we further assuine that Vil and that M is divisible by
2K then it can be shown that the optimal target leakage J(K) is€ M given by.,

min J X VfJ (I -p)
x  

(2t1)

J(K) -2K(I - p) -2(K- 1(I - . (311)

iNote that ifK as large then thoptimilnleakageJ(K) 2(-

while the optimsal leakage for the corresponding static problem
is 2(l-p)xV . In other words, roughly half as many weapons

The objective function is the total expected value of the are required for the dynamic strategy to obtain the same
surviving targets while the constraint is due to the fact that expected leakage as that of the static strategy. This expresses,
each weapon can attack only one target, in a convenient form, the value of the battespace to the

defense.
2.2 Comments on the Solution of the Static NVTA Problem

In figure I we have plotted the ratio of the K-stage

This problem has been proven, by Lloyd and leakage to the static leakage versus the kill probability p for the

Witsenliauscn 121, to be NP-Compleie in general. This means case of two targets and 16 weapons. We havi plotted the cases

that polynomial time algorithms for obtaining the opinal K . 2,4 and 8. First note that the leakage advantage of the

solution do aot exist. One must therefore resort to sub-opsamal dynamic strategy over the static one increases with the kill

algorithms. probability, This is due to the fact that as the kill probability
increases, the information gained from the first stage

In the special case in which the kilt probabilities are increases. This implies that more effective use will be made of

independent of the weapons, denBroeder et at. 131, have (costly) high accuracy weapons if the dynamic strategy is

proposed an optimal algorthm for the problem which runs in used. Next, note that the leakage advantage of the dynani

polynonial time. This algorithm, which is usually called the strategy incre.tses with the number of stages This is due to the
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fact that the information' ained nresswith the number of 3.ThTwsSneNTagtCe
atg.Note;; howeiee, that mostof- the improvement is 3.th w-tpNTaetCw
otae afer otIj sml number f 's li Ob Wzi.In this section we will ;Onsider she two-stage dynamic

th vsrpidly cnvee an thinbrofsae creases. polmwt qalvle agt ec fvlel,
Tiplie tat. eve if the number of stages is sail, the prnjlerdki prbblt pe orallyvle tages (ad eo-taget,

dynisue trteg ofer asagss~ctstlekag avanag, pir),and M -weapoans; Unlike the two target problem, we
were usableto tied as anialytical solution to this problem for
the case N>2: owever, we-were aible'to derive useful

K-stage~ Pr lekgaspci of the, optitial'solution.qTle first property, wvhich

I static lekae hl for the more general problem of K stager, is givens~~theorem 3.2.

ne-, Theoreti3.2- The oprimal roltion to rte problem given

0..- above has rte property ntat rte weapons to be used at each

ive above resault simplifies the problem to be solved. Let
0. .. 14 us consider the. two-stae problem. Let M2 denote the number

0.8 of weapons used in the farst stage (i.e. 2 stages to go). The
number of weapons that will be used in the last stage will then
which weapons are spread'evenly at each stage, by 3(M2). The

0.$ optimal solution can then be obtained by minimizing 3(M2)
O~j over the set (0,1,-.,M).

I~I 13M) happened to haven aconvex" shape (L~e have the
property that 3(M2+l) - (MO) A 3M2) - J(MZ-l)) then the
above misimiesiks could be dose efficiently. Unfortunately,

11 A s .c v 0.4 018 0.e .- , 0on 1 we can show (by example) thatithis is not themrse.
kill probability p

Let us now consider the case of K stages, N equally
Figure I :'k)/l(l) vs. p for the rate M.16 and N-2 te valued targets, a single kill tobability and M weapuons with

leakge o th sttirlakae vesusthe illthe constraint that the snum r of weapons k~ less than the
Figure 2 cotisplots of the ratio of the tosae number of targets. Our intuition tells us that a dynamsic

two tage allocation should not perform any better than a satic
leakge o te sati leaageerss te kll pobailiy pforthe allocation, hi is in fact the case. This result is given in the

case of two tagt.W aeplotted the eases for which K!. following theorem.
4,8,12,16 and 20. Note that the leaksge advantage of the
dysumic strategy increases with the numbe rof espflu used. Theorem 3.3 Under the assumptions given above, a
Note alto that the some leakage advantage can be obtained by dynamic allocation cannot perform any better than a static
either using a few high accuracy weapons or ros--.' low allocation. Hence it is optimal to assign all of the weapons in
accuracy weapons. t/tefirst stage,

2-stao lekageThe above theorem is not particularly enlightening but it
statc lekageallows us to concentrate on the eases in which M>N. Let us

I ekc now consider the easelsn which there arc twhs stages. N targets
each of unit value, a single hit! probability p and IM weapons

00 -. with M > N. As before, let M2 denote the namberofweapons

* used in the first singe of a stratey.

- 2n Theorem3.4 Under the assumptionsc given above, the
0.7 optimal assignment has the property that M2 2: N.

0.0 We conjecture that the above theorem can be extended to the
u,0 case of more thant wostsgeu.

0.4 Using the properties given above we computed. the
optimal solution to the two stage dynamic problem for various

an3 numbers of weapons and targets using akill probability of p a
0.9. The optimanl values of M2 are given in table 1. The

no . number of targets varies fronm I to 10 (the columons) and the
"-.number of weapons garims from I to 25.(thi: rows). In the

- -. cases where the solution is non-usiqse we have etibsen values

as a. un s s a ~n a, aa a Of Ma which exemplify any pasterns. Note that for thn cases N
0.3k.4l4p00 07 0 b*i0ityp M: 2N-I the optimal value Of N2 is N. We conjecture that

killprobbiliy p this result holds in general but have so far fatted to fisd a
rigure 2 rJ(2)/J(I) vs. p fortl case K=2 and NQ2 Proof.
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Where i I if weapton ) is assigned so larget d andO0eMm x0ndsada
otblnmise, = Ill prbaiy for ilerePwrorjtd At tage reqeecs that the scon of targets$ietda 'ndsada

Lq llptolshily fese target i against asses q and Nq ast utt h fettesokie h eetefozsc
idesteset of E=rge.S aimdasset q. The simpler

vsmsis

(4.2)O

similarly requires that defensive veapons sung to the

,aherex( ,s the nrnber ofdfensive wpoasnsigned to the MCuiiyfntin oce.i oliiu ocne ni-lt target.Thutltfncon ow risnliernoeovead
The objective fnction uised is nuoneave. NMinimal analytical insight has been developed.

=4 +(E) (4.3 In initiI sallyUdicsW I FUiuCal esaPMplS
4.3 Discu~ssion

where prbblt ThtalC oe redsryd a- 'e best way to demnonstrate the complexity of strategies
expected surviving asset value if undefended and Vel = for such problem is to lirst consider stmple.-ases. Assume
expctd surviving asset value ifdefended. The offenlsethen, that the defense has the last move, and also that kl
seeks to minimize 11 and the defense to tmaximiize it. In probabilities for targets against IIMIC3 nodes (P) aud
general. integeeploms against targets (r) are unity" , %%hilt targets against

It*'. ILI assets are less than one. Assets are taken to be of equal value
Vmd V~TI -p.TT(l~ (4.4) and hence normalized to one. The offense. then, can either~.jq~q.J Lifattack just the assets, or first the IIMIC3 nodes and 'henl the

q.1 S assets. if the controt nodes are attacked the defense will
degendl just one by matching each incoming missile. obviously

WVith the above assumptions about kill probabilities, this choosing the most lightly attacked. As long as there are
reduces to interceptors left they will be so used in the fir'st stage. for

Otherwise they are useless in the second. If there are any left
V T u for the second stage, they will similarly be employed to

V4 ,i ' V Ijj(lI: r (4.5) successively defend the least attacked targets. Thus the
~t .toffense will attack all C' nodes evenly, as it will also do for

assets (though not n-cessarily at the sause level for both).
The spelednuriberof urvvingasstsif udefnde. ~ Note 'hai this is true Only when C

3 nodes are of equal value,
ne epeced umbr osurivig aset, i unefeded is the name applies 1o the asset attacks. The Purpose Of a

(4.) recrsrattack, with these kill probabilities. is to deplete the
V, V(l-P)" defenes tockpile rather than to actuallydetothcnrl

q..t nodes
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Figure 13 -.-

For small Al (4I. the gain is quite imred: it climbs from 2
7 to over 10. Th plateau o,-urs at the point atwhch thelll

offense switches from 2 to 4 aid the defense frm2to 3 t
weapons for the 2 C node case. When Uf=8 the gain at first m
drops and then ises for increasing r. with the minima
cocurring where strategies for the one C0 node case change..
Strategies remain the ,same for all values of r when Mf=I2,and the gain decreases monotonically - equalling one w hen r OIle

equals one. This is to be expected, since when the defense has
12 perfect weapons, it doesn't matter whether there are I or 2, .
C nodes: all of the offense's weapons will be successfullyintrepted gures 4and 5 detai the stategies thatlead to . .
ths result, both one and two C nodes resulting in the .same oo e'O5t¢o

number of expected survivors when rl, b t with two C
nodes being more effectiv for lower values of r.

Figure 15: Pc7,9. Pa-.9. Q-A N.= 12, M=12, 2 CJ Nodes

84



-LCOINCLIMIONS - - _ _ _---

aboos-look-sbom-. i7es ca r.;iie~incv
cd freuvnes- Soe citeeumces to she presen model

%-= n I obafriitias consideration Of LIZ
devee~i3M ohes-ddens:eprc;= Ustscessssl,
Lt -21 C= dealing wAi~h Sub all:y iiXXC=i WlC XT1eay.
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i e-dwd.lbss bgrs to conider rliteeffect thrat adisscilxrmd
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.oes andofvs~ihrje shoul'd he. Tre issue oftliffering
values for herbi C3 codes and assets reis: he addressed, since
valuarion will hence eable us to quantify performance, arid
evaluen the Lradeoiffs that occur its distributionr increases.
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ABSTuR Crt intrceptors on board every weapon sib viing %he ASAT
attack. In pracice, these values should reflect theWe present in this paper inecpt=r assignment likelihod that the individual weapons surviving the

algorithms for spaicc~basRd weapon satellites conducting ASAT attack will have the opportunity to engage dp gh-self- and mutual-deferise against anti-satellitc, weapos. valued ICBIs in the future.
We demonstrate that the optimal solution to the slf-
defense problem can be readily obtained using a We develop algorithms for both the self defen
cent aascent algorithm. We also sh" tat the and mutual defens-ASAT weapon aioationproblemsin
mutual-defense problem is a te , integer Section 3. The -If defense problem can be solvd
programming problem ta t ts at least a is coslex as the optimally using a maximum marginal return (MMR)
geal weapon-target assignment problem, which is algorithm. The mutual defense problem, on the other
known to be )T-complet. While coordinate-ascent hand, cannot be solved optimally using this algorithm
algorthms can at best provides shiel solutions, a We t in th paper uments or solving ct muon
Deznse-m-Depth strategy that commits cMrtack. Tre spe-ased weaon urviv us ing depth' atcgy where
to the defense of other weapons consistently improves the weapons are grouped by Value with the lower valued
performance of a parclar coordinate-ascent algonthm, groups assigned lead risibility for defending- the
Computaional reslts preented hee also dtmons= that higher value groups. We develop an Axtension to the
mutual defens in s consistently superior to self defense. MMR algorithm employing the Idefense in depth'conclt,

and will dmon"rdte that this method offers sig.ificant

special 1e.not pn-Rgetinim ents in performance over the standard MMRSECI'ION~~~~ .NTOU 'ONago"?itm.

1.1 OBJECTIVE SECTION 2. PPROBLEM FORZMULATIONS

In this paper. we examine the .roblem of 2.1 TNENUTUAL-DEFENSEASATPROBLNI
Wfending spac eo pons for ballistic m cile defense

against an attack from co-orbit l and direct-ascent anti-
satellite (ASAT) missiles*. Understandably, the role of The objective of the mutual-defense ASAT
AATs s to destroy the defense shield and thereby problem is to maximize the valut of interceptors on
enhance the success of a subsequent ICBM attack. There space-based weapons surviving an ASAT attack We
are a number of responses tha defense can use to counter assume that each interceptor on weapon platform j has
an ASAT attack, including deploying decoys, beenassignedavalueV by the defense . We assume cthat
maneuverng and firing back. We investigate the fire back each weapon is under altack by a set of ASATs, Sp with

optionwherethedefensemustdecidehowtobestallocate Pdemoting the probability that an ASAT i in S

The ~ ~ ~ ~ ,& resagc dechbe infns thln papero waspo ponucedfofteorm

its interceptors between ASAT and ICBM defense. Our su~vn thI eesVil eto epo ltomJ
objective is to present algorithms for theASAT defense We further assume that the defense h&, on hand all

problem and to examine critical issues attending this information neededtocompute these values.
special Version of theweapon-target assigment problem. The probability that a weapon j0 survives the

ASATs targeted agaist it is:
1.2 OVERVIEW

We formulate the basic weapon allocation 1l - P., NO -pij) )j (2.1)
problem for mutual and self defense against an ASAT_ =t
attack in Section 2. Implicit in this formulation is the It S a j

assumption that the ASATs are launched in a single wa~e
to create 'holes' in the defense prior to the ICBM launches. where the probability that an ASAT A destroys weapon .j
This assumption permits as to treat the ASAT and ICBM is discounted by the probability that it itself survive,% thc
problems as two sepiarate problems that are loosely defense. Tho expected value of a wepon following an
coupled through values assigned by the defense to the ASAT attack is tproduct of the value of the inter cepturs

=eaon on board and the not probability that it survives
liTe research described in this paper was conducted for thatak

Capt. Lawrence 0. Bain at the Rome Air Development
Center urder contract F30602.85.C.0303
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M, ~and to the integrality constraintas before-
M 72 While the obetv ucinfor this polmi

Z Xi) l l-P 11(1~o~ nocn e (2.2 logar(S ith SD ) ditive and ccave in
i=1 les Sj j=1  

XU~j

Under the mutual-defense ASAT prble the MA sy)h'(N -. Xj)+ DZhsip pi.Xi (2.7)
objective of the defeonse is to maximize the expected value ~"
of the interceptors on board the weapons nrurviviiig the
ASAT z~uleding tothe following poblem: subject to-Eq. 2-6 as before. SD' is a concave

maximization problem, and its optimal solution can be
Mt a obtained usring a coordinate-ascent algorithm such as the
I U)2.1 .)r I , 73) Maximum Marginal Return (MMR) algorithm [1].

XI J.1 i es) . Furthemore we note tha the optmal solution to SYis
also the optimal solution to SD because SD = exp(SD)

sbetto the itreoravailability constraints: and exjt(.) is a monotonically increasing function.

N SECI0N3SOLU17ONALGORUIIH S
X* Q : N.1(24 3.1 OPTIAL ALGORITMIFOR SELF

DEFENSE

and to the constraint that the X0jsbe integer.. -We now present the MMR algorithm for finding
The muttual-defenise static problem (MD-SP) is t he optimal self defense strategy for an arbitrary weapon

non-convx integer programming problem that is at least J. We let X represent acolumn vector having length equal
as complex as the general weapon-target assignment to the number of ASATs attacking the wcapon, and c,
problem, which is NP-complete [3J. Consequently. there denote the column vector having a I in the it position
ia not evidence that efficient polynomial-time algorithms and zeroes elsewhere. We also use J(X) to denote the
exist that can locale optimal solutions in all problem value of SD' when the interceptoi-ASAT assignments are
instances. ie by the values in 2;. The MMR algorithm for self

dees is presented in Figure 1.
2.2 -THE SELF DEFENSE ASAT PROBLEM X := 0:

A special case of the ASAT weapon alloction piaoFun:tre
problem is whese each weapon defends only itself. This while (Optimat.Not~ound) do
condition may arise when individual battip managers are begin
forced to operate independently without recourse to a Yaiur~nftFud=0global battle assessment database. As i hc mutual Ma mu enftud =0
defense formulation, we assume that each interceptor on for i r: Sj do
weapon platform j has been assigned a value V- by the itMxmmBnftyud<JX+e)-CDhn
defense. We further assume that each weapon is under i aitnlnltYudJXe.X te
attack by a set of ASATs, S- with P- -denotn h ei

prbailtytatanAST in S- surv~ving the self- Maximumflecnefi~Ltound: JfX + e1) - JQ0,
defense system will destroy w~apon platform j. Bsht=iSimilarly, we let p- denote the probability that anBet.ht:
interceptor from weapln j will destroy ASAT i. end;

noi objective of the self defense (SD) problem if MaximumBenciFound >0 then
for weapon j is to maximize the expected value of its begin
interceptors surviving the ASAT attack: i:= i +1

MAX vi(N, - Jii) (25) Nj : Nj -I1;
Q icSi i Siif (Ma imnmefit.Found=0) or(N 1= 0)tei

subject to the interceptor inventory constraint OptimaL.NoLound: false;

N. Figure 1. The MMR Algorithm for the Self Defense
, :5 N (2-6) Problem
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3.2 HEURISTICS FORTIIEMUMIALDEPENSE VX - X. e"n) at . kPROBLEM " "i=

The mutual defense problem is -,iderablymore (a)[t-P S (1- )] (3-5)
difficult thin the self defense problcin , the objective k . O.
function for mutual defense is additi nd cannot be
transformed into a strictly concave inction. This or. re-arranging tenmm
problem does have a particular stucture. however, that
motivates a heuristic based on a 'defense in depth' (DID)
concept, where certain weapons take the lead Lk(a) - V Ci >
ronsibility for defending other weapons. We need to
tameano.enttoitroduc an important observation that + ) ,an) P., S. Pk
suppor.s the DID concept.

Let us suppose that a weapon k under attack
from ASAT a can be defended by itself or by another - P s a (36
weapon k. Let us further suppose we have partially a) Pa -
assembled a mutual defense solution, and defin the
following terms given the current partial solution (Note: this inequality does not imply that the defense
assembled so far: sbhold commit an additional interceptor to the defense of

Ck, : the probability that weapon k' survives weapon k. only that it prefers to do so using an
the ASAT attack; interceptor from weapon k rather than one from weapon

Lk(a): the probability that weapon k survives k.) Suppose the defense does indeed assign one
all ASATs attacking it other than en; interceptor from weapon ' to defend weapon k against

ASAT a. The probability of survival for ASAT a,
Se the probability that ASAT a will S is now redued by a factor of I - Pa k, affecting

survive the defense only the righthand side of Eq. 3-6 and leavinA the direction
The cost of assigning an interceptor from weapon k' to of the inequality the same as befor. This observation can
defend weapon k from ASAT a is simply: besummarized as follows:

Ck,  (3.) If, at some iteration n the development of theVWk ( mutual defense soldtion, weapon k is best
defended by wapon Ic' than by one of its own

t

while the benefit obtained by the defense in selecting this interceptors, then this preference will exist
assignment is: throughout the completion of the solution.

This observation is the motivation for mutual
VkINk - LX) (a) S p (32) defense SAT weapon alloeation algorithms based on a

M ='defense in depth' (DID) concept, where certain weapons
comprise the first line of defense against ASATs. The
weapons comprising the first line of defense are assigned

Similarly, the cost of assigning an interceptor from no survival value (i.e., tihe defense reaps no-benefit if
weapon k to defend itself from ASAT a is: those weapons themselves survive the ASAT battle

intact), while the defended weapons engage in self defense
should the ASATs survive the first line of defense. The

oII(3) DID con divides the mutual defense problem into three
S- Pk S. ( - P ) '(33) subproblems: (1) finding the optimal partitioning of

weapons into the first and second lines of defense. (2)
finding the best allocation of interceptors to ASATs forwhile the benefit obtained by the defense in selecting this those weapons comprising the first line of defense. and (3)

assignment is: finding the best self-defense solution for the defended
weap,ns should the firs, line of defense fail.

Vk (Nk X, 
"  xt) I'(e) L,(.) p S a.k (3-4) oThe first subproblem is NP-complete when the

second and third subproblems are counted as one
computation, and is therefore a nontrivial problem in its
own right. N verthelss, special characteristics of space.

Let us now suppose that it is better to use an base1 weapons suggest some guidelinesfor partitioning
interceptor from weapon k' to defend weapon k from weapons at the moment that an ASAT attack occurs. For
ASAT a rather than have weapon k defend itself, example, weapons rsmo ing in a positive ascension towards
implying the following inequality: the North Pole will not be in position to engage ICBMs

that appearshoal after the ASATs, and therefore should
i yl ) p S p VcCk beplacdinth first line of defense, Similarly, weapons
" . PS -t. "kmoving in the opposite direction will be in ideal positions

to engage a subsequent ICBM attack, and should be placed



in the second line of defense. We are presently cxamining
several heuristics for solving this first subproblem, and SECTION 4. COMPUrATIONAL RESULTS
will reporton th in alatrpaper. -We now prcsent'perforinance results for the

The second subproblem leads to the following ASAT weapon allocation algorithms (self defense, mutual
preferential defense optimization problem: defense and mutual defense with DID) described above.

)X_ These algorithms were tested on problem sets specially
MAX , V- J7 [i-P.- 171 (l-p i- ] (37) constructed to evaluate performance under conditions

wheeweapns enjoy relative advantages over ASATs, and
JieP iesj keD viceversa. Our purpose in constructing these problem

sets was to determine whether or not certain problem
wficre D and P denote the weapons comprising the first instances defeat any one or all three of thesealgorithms.
and second lines of defense, respectively. This problem is The test cases are divided into four blocks. The
also nontrivial to solve [2, 4], suggesting that objectives of Blocks I thru IIL are to compare the
polynomial-time algorithms will yield sub-optimal performance of the MMR algorithm for mutual defense
solutions at beL'. Our current algorithm for this problem without DID against the performance obtained by the
is based on the MAR algorithm we presented in Figure 1 MMR algorithm when the weapons engage exclusively in
for the self-defense problem; we report on its solution self defense. Here, we are comparing sub-optimal
efficacy in the next section. Recently, Castanon, et a. [4] solutions obtained using a superior problem formulation
have developed several algorithms that are superior to (MMR for mutual defense) to optimal solutidns obtained
MMR for solving this preferential defense problem. We using an inferior problem formulation- (MMR- for self
plan to incorporate those algonthms into our analyses and defense). It is our hypothesis that the real determinant of
report our lindings ata later date. performance is not the choice of algorithm, but the choice

of formulation: MMR for mutual defense should
3.3 A SIMPLE COMIPUTATIONAL EXAMPLE outperform MMR for self defense.

We use a simple example to compare solutions WEAPON 1 WEAPON2

yielded by self defense, mutual defense and Defense-in-
Depth mutual defense algorithms. We consider the 2 ASAT 1 0.4 0.8
weapon/3 ASATproblem deseribed in Table 1; Weapon 1 0.9 0.0
has 5 interceptors and is being attacked by 2 ASATs,
while Weapon 2 has 2 interceptors and is being attacked ASAT2 0.4 0.8
by a single ASAT. The DID mutual defense strategy will 0.9 0,0
place Weapon 2 in the first line of defense, commit its
two interceptors to the defense of Weapon 1, and leave ASAT3 0.4 0.8
Weapon I to engage in self defense against any ASAT 0.0 0.5
surviving the first line of defense. This strategy yields an
expected interceptor survival value of 3.4. INTERCEPrORS 5 2

The mutual defense strategy without DID will Table I. Parameters for the 2 Weapn/3 ASAT Example
conclude when it selects its first interceptor assignment (wcapn-ASAT kill probabilites *ppear m the upper
that Weapon 1 has less than a 10% probability of survival lefthand comers, ASAT-weapon kill probabities appeai in
ifra jing1 interceptor is committed to its defense, the lower righthand corners)
Conversely, it will conclude that Weapon 2 has a good
chance of surviving intact if a single interceptor from "t1. objective of the Block IV test case is to
Weapon I is used for its dcfense. Consequently, the compte thse performance of algorithms for mutual defense
MMR algorithm is thrown off the path leading to the with and without DID. The DID concept actually forces
optimal solution at the very first iteration, and proceeds to the defense to invest interceptors to the defense of high-
-Ammit all five interceptors from Weapon I to the defense valued weapons. even when the mitiat investm, nLs ,ppcsr
ot Vi capon 2, yielding an expected interceptor survival to offer little payoff. Given the non concvg nature of the
value of 1.922. mutual defense problem, these initial investments can

place the defense in a position where subsequent
The sef defense strategy results in Weapon I interceptor commitments reap very large payoffs in

assignigoneinterceptor apietotheASATsthreatening effectiveness. It is ,ur hypothesis, then, that the DID
it, and Weapon 2 not, and Weapon 2 not defending itself concept should outperform mutual defense without DID.
at all. This strategy yields an expected interceptor
survival value of 1.6.

In short, the survival valuofrom the optimal BLOCK ITES CASES
mutual defense solution is more than twice that obtained
by the self defense solution, and 77% larger than the
solution obtained by mutual defense without Defense-in. The Block I test cases were conducted for bath
Depth. the MMR mutual defense and MMR self defense

algorithms for varying ASAT-to-weapon ratios. The tests
cases involve 10 weapons with 15 interceptors apiece,
weapon-ASAT probabilities of kill of 0.6, and ASAT.
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weapon probabilities of kill of 0.7. The performance
results for tbis block are presented in Figure 2. Mutual 4.4 PERFORMANCE RESULTS FOR TIlE
defense is always-superior to-self defense, and confers a BLOCK IllTEST CASES
higher relative.value to the defense against ASAT-rich
attacks. This latter characteristic is easily explained: noone weapon has enou~h interceptors to successfully defend The objective in the Block Ill test eases is to
itself in an ASAT-rch environment, but one or more compare mutual defense against self defense under varying
weapons acting in concert can successfully defend a single spreads in weapon value. Intuitively, the defense should
weapon, prtfer mutual defense when there is a clear distinction in

weapon values, since low-valued -weapons can be
PERFORMANCE RESULTS FORTHE committed to the defense of high-valued weapons. These

4.3 P ORMANCE RES test cases involve 30 weapons with 15 in,.iceptors apiece.
B LOCIITESTCASES weapon-ASAT probabilities of kill of 0.6, ASAT-

weapon probabilities of kill of 0.9, and an ASAT-to.
The objective in the Block 11 test cases is to weaponratoof3:1. The performance results presented in

comparemutualdefenseagainstselfdefeseunder varying Figure 4 confirm our intuition. While the absolute
weapon-ASAT probabilities of kill. Like the Block I performance of the self defense strategy dggage with
experiments, these test cases involve 10 weapons with 15 larger spreads in weapon value in these experiments, we
interceptors apiece, and ASAT-weapon probabilities of believe this is an arufact of the Monte-Carlo methods used
kill of-0.7; the'ASAT-to-weapon ratio is 3:1. The herd. An examination of Eq. 2-7 reveals that weapon
performance results for this block are presented in Figure value does not influence the weapon allocation for self
3. As in Block I, mutual defense is always superior to defense. The weapon probabilities of survival following
self defense, and confers its highest value to the defense the ASAT attack should be statistically the same for all
when the defense cannot engage ASATs with a high weapons, and thereby leave the overall expected surviving
probability of kill. This latter characteristic follows for value unchanged if the distribution of weapon values are
the same reasons that self defense is inferior to mutual not skewed about the mean value.
defense in an ASAT-rich environmemL

40 $RV IVING Ie$r
SURVIVING W II AA, OttINl
VIATON ttrAlt'$ VALtg
VALUM C3 M'ALCM

1.

1is

Figure 4. Comparative Post-ASAT Attack Defense ValueFigure2. Comparative Post-ASAT Attack Defense Value Surviving for the Block ill Tests

Surviving for the Block I Tests
4.5 PERFORMANCE RESULTS FOR THIE

BLOCK IV TEST CASES

Figu The objective of the Block IV test case is to
compare the performance of algorithms for mutual defense

rcsavr Fl with and without DID. Assuming a rationale offense, we
rFII would expect to see the ASAT attack concentrated aroundvsr.is a L .1.0- -a I the high.valucd weapons, leaving these weapons with low

[1 probabilities of survival if a defense is not taken on their
behalf. rhis creates a misleading impression that the
interceptors on board those weapons have a low exeted

4, 0, i, value following the ASAT attack, Consequently, an
avRAosWSo sKUaoBAUrv unsophisticated mutual defense algorithm may conclude

oE~K5.L the defense has nothing to lose by letting those high-
Figure 3. Comparative Post-ASAT Attack Defense Value valued weapons engage in self defense. The DID concept,

Surviving for the Block 11 Tests however, forces the defense to invest interceptors from one
set of weapons to the defese of high-valued weapons,
even when the initial investments appear to offer little
payoff. Given the non-cncave nature of the mutual
defense problem, these iniual investments can place the
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defense in a position where subsequent interceptor The allocation problem for the weapons comprising the
commitments reap very largepayoffs in effectiveness. first line of defense is quiie a difficult problem: the

The Block IV test cases involve a set of 15 allocation problem for the defended weapons engaging in
weapons having interceptors worth 10 units apiece and a self-defense is trivial in view of our comments above.

second set of 15 Weapons having interceptors worth We presented a simple computational example
nothing; weapons in both sets each have 10 interceptors, suggesting both that self-defense is inferior to mutual
With a value of zero, the weapons in the second set defense, and that DID seems to be a preferred strategy for
naturally comprise the first line of defense under a DID conducting mutual defense. We then corroborated this
strategy. Letting PI and P2 denote the average weapon- finding with additional computational results based on
ASAT probability of kill for the weapons in the frst and large scale problems. These results demonstrate that
second sets, respectively. we examine mutual defense with mutual defense is consistently superior to self defense over
and without DID for varyingratios of PI: P2. DID a wide range of scenarios. Self defense commits
strategies offer no advantage over strategies not using DID intereeptwis to too many ASATs to achieve an effective
when tis ratio is equal to 0 since the weapons designated defense for the weapons. Mutual defense, on the other
for the first line-of defense are completely ineffective hand, lets one or more weapons act in concert to assure
aganst the ASATs. We also expect DID strategies will the survival of another weapon, and thereby focuses the
offer little relative advantage when this ratio is equal to I use of defense resources to good effeeL
since the mutual defense strategy-will not require the Our results also demonstrate that defense in depth
special constraint implied by DID to conclude that low- (DID) can be a very effective concept for mutual defense.
valued weapons are best used in the defense of high-valued Just as mutual defense focuses the weapon-ASAT
weapons. allocations to specific objectives, DID does not commit

The results presented in Figure 5 support our high-valued weapons to self defense before exhausting all
conjectures Surprisingly, howeyc r, mutual defense using of the mutual defense opportnities offered by low-valued
a DID strategy outperforms Fiutual defense without DID weapons. We know that the mutual defense problem is
when the PI: P2 ratio is as high as 0.8, meaning that the nonconvex, and has many locally optimal solution,
mutual defense strategy unaided by the DID constraint will therefore the choice of an initial solution in the
fail to protect high-valued weapons using low-valued neighborhood of good locally optimal solution is critical
weapons that have favorable chances of intercepting to algorithm performance. We have demonstrated that the
ASATs. Defense-In-Depth doctrine yields such a choice.
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5.1 CONCLUSIONS

We presented three algorithms for the ASAT
weapon allocation Iroblem in this pape,, all algorithms
are based on the principle of maximum marginal return
(MMR), The self defense problem is actually a trivial
problem to solve, and can be solved optimally using an
MMR algorithm. The mutual defense problem is
considerably moredifficult, but it has a particular structure
that motivates algorithms based on 'defense in depth'
(DID) concept where certain a'capons take lead
responsibility for defending other weapons. The weapons
comprising the first line of defense are assigned no
survival value and the defended weapons engage in self
defense should the ASATs survive the first line of defene.
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TOWARD~ A GEJNEP.AL THEMF CF E3 PFOCESSES

C=~E 421
&IT;I CCEAS STSMS CtaTt

S=Z MEW,~ CALIECUIX M2-=c

______ (3) Seoial Issce on Jofrmtfoe Teiclovj for
CoadadCtrol, MEEE actionsf- CA Systems,

This rzter cortirces the past effort 0Z te rez, and; C .e ei Cs UK
part of the author In establishing an a,,...achto a (4) Science of Co=a and Ccntrol (AMCE, ex-
Seneral theory of C3 processes and an easing ee- hibit~g selected paper frog presnrtatlosr at the
cision gace. Previous work is corrected, codified, C==Cd and Control ZESaret SYooro.=Z IZ &ditfes,
and extended here. /W outline of a gener;al C3 ee- see tbz AE. ragazire Sigmal for sey contechnical
cision game is first presented, utilizing as an to- p~apers o .
tegral part, a forcal theory dascribIrng the evolo- (5) Ccnd and Control Enalatcm Eo*rks: ',Pro-
tics of a typical C3 

node state vector. The deter- ceedicgi) spann-.- by te Eilitary Cperatiocs Me-
mination of Ste C3 

dcision game also requires an search Society [7]
algebraic logic description pair assigned Sc the (6) Elements of C! her []
formal theory, such as probability logic or fuzzy (7) Proceedings for Ccantitative Assessnest of
logic, depending on te type of inforration con- L'ility, of Comand aud Control Systems [5).
sidered. In te probability logic case, a general Fer a brief overvie' of tte socre i::ortant
result concerning uniform approxication by linear- rs fro th -ITjy, rkso iaCu t S
gaussian mixtures of distributiors is prseted, papz D Soitp *Cupt ,5

Thisis how to avepotntialy oodapplcatons see Goodman [133. More recently, ii.t. Van Trees fit
fors carryin ot raeutetcallyodpiationsig this Issue (11]) has presented an e7z_51erct criticalfor arryng ut rducd cacultion ofevolfts analysis of te state-cof-the-art of C %ork.
node stat: distributions, as functionals of pertin- Used upon all of te abose-eantor-ed studies
ent distributions of various C3 

variables and re- of C3 
systems, one can cosxlcde th-at past and cur-

lations. rent vork in this area can be .iivided rouShly

1. ISRCDUCICQIInto tVe following taxoncy:

For the past ten years or so. C as an organ- goa n oiia eiiainadh~-ee
ized discipline h~as evolved greatly frog the fledg- planning.

l Ing concepts of J. Lawson, Hi. Athans, and others, B. Tectical or Old-lerel C3 systems arl preces-
as presented I n the proceedings of the First 111T/ es, epplasizirgj the actual dynsoics of C-- eveerts
ESL-OUP. Workshop en Distributed Communication and during typical ergagezents. Note. Thiroughcut ti
Decision Problems [I], to the ouch ore sophistica_ paper. ift'-le or no distinction is cade tetweer tte
ted views presented in the succeeding Proceedings use of the .ens '53stems a4 "processes", -,r ha-
of the 1988 Command and Control Rlesearch Synposius tween oreasnres-of-effectiveress (M Us) and 'rea;-
s ponsored by the Joint Directorate of Laboratories ures-of-perforrance' ITP's). Uowever fur a d'iffer-
[2]. ent vipoint. see e.g., Vtiesrsky [2-i.

In addition to the seminal work presented in 1. Cualitative studies, erplasizirt the use of
the Proceediegs d~re h ih er ftein graphs, flow-cfarts, and verbal descriptions.
VNR Woarkshop on C Systems (f-.,= the First to the 2. Quantitative, ccphasi ing trcrical reasnres
Ninth) and in the Proceedings of te past two years or, algebraic relations, usually centered
of te Ccand and Control Research Symposiuo, oiler about the stochastic state space approach -

basic sourcq for unclassified unlimited analysis a. Aspect-oriented quantitative vonk, whert
of general CJ systes irclude: o.te. or possibly core, particular faceti

3 of tactical C3 
processes are corsidered.

wCr Habo (Joint Directorate of Laboratories) Typical esarples of this are. surveil-
[3], weealarge esmber of abstracts ard surraries larce and trackirSlcorrelatici'. tactics_
of C

3 
published papers are collected along with a for a particular class of sccrarics; dO-

number of critical reviews, conparisens, and con- ploysrent for air-to-ground cqnflict!,
trasts. determination of 1XV1s for V systers;
,(2) Proceedings of the British-based Conference on resource alloccticr of Iroops orne~r
Contend. Control, Corunlcations, and hianagement In- studies; cocr,nicaticr,, analysis, C -
formation Systems E4; ard related publications.
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cus-aids; as,:ects o1- istrbctiev do: A-ctical Is saisof such as a~prucb for
ciUse~igsd geste t l-, to treching sand tonylzticafdaa.

restrfcted sitsaticnqy etc. o as
b. CVr- Armcted C' zljrsis. wltrt as 2. S=CEt C__ _._V r.Ema LI-11

atsLmpt IS "d towae r eelo-Ong a gas-
tral TIOC of CV processes as a Cclee- As stated earlier, the correct tatk is an is-
fty. poerect amd emla-gemest of tie Poevigs efficrts

C. Te1kolngcal wa~esfw~re censeratlcms; !a estuhifstieg am cre-fllsmodel for CJ 4sasics
dat&5ase _=m& ct cca ctc design; ffeli ex- [15].E'17].
telse sttdies;, tacbin ad traftiog of C ~ Te Lasic goal of thtspaper is twefold:
cocelts. (1) To stcv tactifcal C3 

processes can be mret-
Sq'ice it to say, tke mat za.1crItY of e=&eM- ed itI a tm titcr setting. Osieg3a formal sys-

or to C' aralysis bas been directed to El~ta z*ad mo xoscp--19zcuzll ia dnme
C.~ ~ ~ ~ ~ ~ ~ ~~B wit reaiebltl tatc adt ode,- of relations aso 3

variables and operators.
standa-Me relative to th c~e lie-a format) (2) To pesyIje as outlice for a feasible fIsple-
amd M2. Certainly, cplifttve studies are still cezutits of tIds program, as as aid In eesisming
very~ asefol &e oct only to the inherently great and predicting global betavior of C3 systems.
clexiwty of C3 

systezs,; but also since heuistic In udling of 0processes, oe must always
asaljais must always precedet ZsY quanitatie, be arare that fidelity of a theory ost be traded-
Forthaun=.. q fttitiS4spet-o~e:ted lOct is off with coplezity of resulting c pcotations r-
also of prime importace; since the various part s quired for irplezentation. VIMT this in nind, it Is
of the wbile C0 ;icture are ttaselves challesgie the thesis here that one stcaild still zttezpt to
aod c=;Iex rcbles. Vzeerstarding of the bits ad first model C3 

processes as a whole- dfespite the
;ieces of C cannot but contribute to the entire coclexitles- and them seek reasonable reductions
view. Nevertheless, it is the coututiom here that of ccptations.
more efforts oust be made to discern the general Paz, In section 3, the basic 0 odel is developed
tern of C3 

dys-anics, before C3 
work Is to gain tbe as a decisioni gaze. This requires five stspss-

stature of otter scientific disciplin~s- (1) Choice of a set of axians Involving rele-
For some attec; s at considering C'tactical vant C3 variables sod operators, so that a formal

processes as a.tOle entity. see e.., tte frdeper- description of dynavically evclviog rode states can
dect work-of togher [12] and RL-bins~ty - 131, as be obtained.
well as follow-up papers by these autbar; in tbe (if, aCiece of an algebraic logic description
Proceedings of the MIITI=II Workshop on C' S.*ste pair for evaluatirng rumerically the formal tfeory
ad these proceedings. Irgber's approacV to the developed In step (I).
problom is a sesoscopic-zscroscopic one, considering (iii) Specifi ~tion of an averagir procedure
c, Systm analogous; to systm of interacting cole- relative to all CV rode state evaluations in (ii).
cults or rjes-r=n, suitably modified and analyzable (iv) use outputs of (III) to determine tie over-
from a statistical mechanics viewpoint. On the otber all 'health" state, I.e., tepcitncy for wirning. of
hand, Pobin and tiayk's approarch is more microscopic each C3 

system.
in nature, also utilizing a purtly Stochastic tech- (v) Use the fIgures-of-cerit in (iv) to define
nique, originally centering about numerical supply the overall loss function, and hence, C3 

decision
and attrition levels- germeralfzicg the well-known same.
Lanchester equations for mutual growth and docay of
interacting populatiorns. Altugh the thrust of As in previous work. C3 

processes here are
ther orkha geat' xpnded, codelire of the viewed as interacting netwoqks of node complexes of

internal behavior of CF rode complexes of decision dcsonaer.eevtCvrib;aefrt
rakers is not explicitly taken into account, as identified, including nodal cnes such is equations
Levis and others have dune E14],[16]. There, the be- of motion, attrition level, detection state, algo.
havior of individual decision-mzkers and th~eir con- rthm selection, and hypotheses evaluations. Otther
straints and Interactions with othtrs are rodeled C variables treated involve the reception of sig-
from an.organizatlo'vl Aicwpoi~it, utilizing in one rals or incce'ing exploding weapons, and t-.z rrspcr.se
key part Cont's decomposition of entr-opy. as well following data processing. In addition, logical o,
as otber criteria. (Seealso the subsequent papers crators, such as conjunction, disjunctiog, and n~ega-
by Levis and his students at tie Laboratory for If, tin, and conditionfig operators among C variables
foroation and Decision Systess (LIM), HIT In ttese are also taken into account. To implemient step (I).
Poceedings ard those of the I/MtR Wiorkshop on a collection of axfons is presented in sclctiP 1,
C- _Syst I ~rmally reproducing the essential relations among

With relatively codilst cI'ncas, one can atteept variables and operators. These axioms codify and
to modal the entire tactical C' process, using indt- extend analogous ones presented in [l6]. These ax-
vidoal noda structures and states as the basic build. loss reflect tie tys' ical tine cycle- sorewhat sin-
ing blocks, without necessarily caking stechastic plifled- of a node, beginning with the reception of
assumptions. In particular, the author has propoed arriving *signals', I.e., infonmation, weapons, or
stech an approach 116], with a follow-up paper 17] any other moonifng entity or entities which can pro-
elabqrating upon the use of non-probabilistic models yoke change In the node state, followed by infont'-
In-C analysis. V~uch of this was based on previous ation processing and related activity, z' ending
work concerning the modeling and combining of un- with the time of output response by the node to
certainties arriving frov possibly disparate sourcs other nodes, frierdly or adversary. Wilth the fornal
stochastic or linguistic E18]. (See also [1g] for a language established through the axiams, osing the



stazdard rules of dadoction, a basic tteaoraa is eAr- ~n .
Seed (Theorem -11). givieg a i'orel descriptiof QpqlY'itative A~spects~
the dysamic eroletion of a typpical code state vector XP .- Fi
at the tod of the icmt-ostpe_ cycle as a ftmrctional j
of toe same roft stata~at toe beinning; of toe cycle --- - -
inst prior to the recepticon of the -sigraV zed of a-40

Itl othar partiract C' varfables. lb~s let,-- ientdf-
ataly to a recinrsive form- for eact rode state's eva- I ____ W
lotion, rcfcmnq with the original initialization D&-

SIn step (it) an ASebraic logic descripton pair
(ALM) is chosen, cn atiblie with the above formal 5 ~,
descriptiocs, in order to obtain te full qsatItz- ' .w
.mve evaluation. Typically, probability logic can
play thts role, but in orer to utilize lin~guistic-
based and other types of Iiforzastinr., other logics
con be osed just as well, such as Weba's fuzzy ~I
logic or Depstr-Shafer belief logic. A scheme is L------
presernted for utilizing these evaluations In a sub- A- 'S
optical Cr marginal sense as Inputs -to an oierall
two 'person' (actually, friendly, vs adversary C ligirel1. ExternliDyalcs of C3Pocesses:Shrpied
processes) decision game. For core details on steps
(11111)-(v), sea toe concluding part of section 3.

By choosing probability logic for irplerenta- Variables P.,S,R can be indexed -z-..r c-
tion. 3 fundamental result ltorollary 5.2) can .be to Indicate toe p:rticular C3 process, friendly or
Invoked uhich is of potentially good use in evalu- adversary. the s~ccific rode involved, and tie tine-
ating too overall dynamic evolution of C0 rode rtode variables can be decorposed into first,two
states. Section 5 presents toe details of this, parts, with similar resarks lding for indexing of
where esser.tially, a uniforz close approximatio thc&e and all subsequent decorpositionis of the rain
by finite linear-gaussian mixtures of distributions variables into subyarlables:
can be used to represent dlitributions of C3 vani- r T )(3.2)
ables and in tUrn the evolving rode states.

Finally, section 6 presents- a brief discussion where 11 represents toe rode state, while T repro-
for application of the moet in .:c at-n to a scnits the internal node structure. See Figure 2 fin
sirplified inner-outer air battle scenario. in par- an illustration of Ftypical node structure (rel-
t.icular. ative to the processing of monmi ng signals')_ 5er

Figure 3 for the basic evolution cyle dte to theL
3. THE_ 0 rnisicii___ processingof a 'signal" as in Figure 2. 1.ote tie

THE DEISIH-6Y.Esuperscripts ( )-, ( ) to indicate relative tires

In all tha5 follows, for sicplicilty, suppose and (SIP-) to indicate conditioning. For siopliolty,
t.hat only two C~ processes are being considered: changes are only roted attines-of response and
one friendly and one adversary. tir-es of reception, following sedi,, distertior of

There are three types of variables describirng re'pcr-(s.
a C

3 process-
ti, =£farrtlex variablets, representing the

decision-tahers, humn or outocated, and their im-
oediate environmsents eo yo Dt

S, icen 'sn asiables, where, as explain- incurring Pncei Fwn%"Abo, Fusion
ed before, asigna need not refer to just an ordin. - od Proems Rocom
try array of Incoming inforoation, but ray, as wellI,
derote incoming activated %eapons or other distnrb- Pols~bi Aionln Oov_
ances to the initil. node conplex. Conidinn .Sdoobo, Woct

R. MALU=s~aJ remmonnrisdiately follo,_i'.vllhoW I, l

t:, cesplete 'sigral' processing.Ho" _I

Sycholically, one can represent the teoporal A.o'
relation areng Hs,,, as .

regardless of the particular rodes interacting with
other nodes and tfe naltiplicity of 'signals' and Figure 2. Internal Dinamios of C' Processes. Simplified
responses. in general, an arrivirng "signal", orig-
inates- 'possibly froctseveral-nodes i. as Intial re-
sponses R, hut due to Intermediate redia aistonoine Typically. ncd. states invovc~thret ltuels,
and change bfcores S. See Figure I for a typical ex- cue-bers of troops, rurters, of %eopors of~ O'fftrent
aeplo of a C process, showing how one can, scope types; supply levels; equations of totion ci t
ot the roles of 'signals", responses, and nodes. node, if it is not stationary, suet as a tarl er a

foreation of airplanEi, %. is

its tii-V - , I sl



adversary. See Table I for a sizple exarple. Sycbol- Consider now the basic C3structure Inicated
ically. one can write 0 and I in siavariuble forn in J3.1)-(3.4), as well-as tire shift earkers

( ) , ( ),. conditiconing operator ( I ). fIso, note
= lI ical c nectors & (cenjcticnlard/lintersecticn),

- (rdl'rdZ""P3.#TPPEV9I4D) (3.3 v nctioXn/orlunion). ( )' (rne-aticnjvotjcccple-
cert) ard set/event relations DCX C dooain of pos-

IT (DETALC,iYP,FJS,WNuS,CEC). (3.4) sible values of the associated variable), c (set
where the above Sy--bcls are essentially self-ixplan- slembership relation), 2 (universal set of discourse)
atory, such asrod - ractr of weaponscon-heard of and 0 (null or epty set). It is clear that anX

type2; ~ -eitina o noion of ntir noe); qualitative or quantitative destription of a C' pro-11(0 2; aedge or esutonas o ti(of tre stote; cessiss a whole entity must entail ecr~ptiors ofEDO - kdetio est t sl of otr n ore stts thenodes constituting the process utilizing in Sroe
bilistic interpretaticns); ALG - algoritbos t sen se~ lo the above oncepts ndoprafor possible response; PUS - data fusion variables, foe itival h andit opeed e funvamibead stpran
further decorposable into appropriate sutva riables, eteasn en onteralretede ofunatal strepssnwhen required, such as in correlation of data in esalshgano rlloe ftcial pcs-
culti-target tracking; and DEC - decision variables es can *-ow be atteopted:
representing actual Zccislcrsn to be cade based upron (i) Obtain a forral theory for tht-dynazic evolu-
arriving 'signals. tien of a typical 'node State 1; by qse of an approp-

riate-set AX of axinns Involving C' variables and
No.w Ngdsua I iey~ operatorz. In -ti cs.iSan he expressed as soze

Npdwo rfuntioal f aproriat a variables and operatorsAW F W bolically described as
o f.5~l 5vQg4 .7AX). (3.5)

Swk~o Details of these relations are given in Table I1,
- section 4.

F- wp l (ii) Evaluate/quantify typical C 
3 
node statesa

given In (3.5) by choice of sor-e algebraic 1oI

synax ;&c 1-illalgebraic structure and a corpat-
ilseatcevaluationllogic feuction with rargelnhgur 3.Basc Eoluton ycl ofa Noe De t th postiv rel lne.Examples include:

- "Sgna proessng alg espose.CL~casscallogic)-(boolean al~ebra,0.l truth
QuantitatveoAspeat fnnction)13.6)

PL~pobailiy lgfc)(bolea alebr,probability

1 1 LZdhsfzyloi)(rwra lattice,possi-Iuhav haeblt functien),(3.8)I rbe~uo ontm NtalLn-e DB(eptrSae belief logic)=(boolean al g.,
(C prcsehuor"'blief function).(3.9)

- ---- han-ltaae (see [173.[183 for further details.)

ro'j. tuus su4uuusf e Indeed, one can view the ALDP evaluation as the
Dt$4rpbn Nt Fo-jL9w~1 Sr" - Syols C recesses, but situations In general, beginningsynu, s~ucs F...lTheM Ehco vs ithcegnition. (See Figure 4 for a brief outline of

this .)
Figure 4. Knowledge Flow In Describing Situations Denote the nurcricdl evaluation of each forr'al

node state dEscription symbolically as

Table]. Components of C) Node States PAwP(tI,C 3) -j( 11,C 
3 
IALDP 1 (3,10)

-lei P ALDP or I 1AtOP indicates the logic functionf Nde Ilodsile eTreLs associated with chosen ALUP. Thus, for PL.
001 I WP. I mouns a probability treasure (or function, etc.), or
0. WP if I one chooses ALDP'FL, p~ - poss,' a possibility

Importancepe fanctiun, etc. Fer an ALeft in general call pIul rpr spl Level J a dispesion, unless otherwise specified. ALOP
Dang ee_ ptblt property of AtOP's yiclds the relation

vector K;nuo.tedge Ernl e of 3 ofa poes

ted Sipya IOLPA aALPA fucina
hC~o un tsa STT ssc STRUC1TRE PAWCP(AXC ), extending somewhat the rotation in
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(3.10), represents tl.e collection of all disPt-s- for sore fuctional .9 eperdin in par'. or , X
lens involved In evalcating the £H(right hard side)
'of (3.10) for given C3 process (friendly or adver$'- (v) Finally, oce can establish the desired' two
ary) and choice of ALU'. Kote that in a real-world person~ zero sumO 'C S =~ rt as stowI sche=atc-
sitcaticn, for giveg AX and 11M, the set of dis- ally in Figure 5 below:
parsions pA.c(AX.C) in general is highly depen-rI 1

dent in form upon just what C3is, or equivalently, Frinl proces CM

arny allowable collection of dispersions rersntd C Tyia oe hieo

by PALO(AX,C
3) determines coipletely CP and thus FrTyia beChceo

ry be identified with cr Qf it'. p.4cItif~ set of Typical JVove: pi ) I IX.~,

dispersions determining all of C%. Ctoice of
In the approgc outine steps (I) and (ii),

in effect, eachC nrode is considered sepratey or ------ 3s
margin~ally, taking into account.,oevr al ofPL(A r
the nodqs that interact with It as well a: all rl
evant C variables, frierdly or adversairy. This is Loss Is determined through a functional
assumed at the outset in order to obtain a more ;AiP .(SEc vq. (3.15).)
simplified model then If all possible joint inter- 3
actions at a given time were taken into account, Figure 5. Sch'ematic for C Cecislon Gace F.
analogous to the suboptimal determination of Indi-
vidual marginal distributions of a~the much core The loss function in Figure 5 resulting from
(exponentially) complex joint distrlbution from the coves of each player can be eanressed as
which the rarginals arise. Los ,?cL(HTH (C3  ) .LTH. (C3d)

fiil) In torn, corbine the results of step.(ii) - 3LP AOP F
Individual up dated m'arginal node state descriptions (A (XC (3.15)

- hack into a relatively simple global description is determid tbruh (Ll)-(.Ad)

of the C
3 
process at hand. As mentioned above, th Is wherekhisdermndtouh(.)-31 .

is dcne In the spirit of considering the very real Tuone can inquire whether r has a game
traeuf ofrodl fdelty s. ompexiy o cac_ value, what are the hayei strategies fur each side,
tradoffof rdelfideityvs. cplxityof alm what Is the least favcr&Ll, ,,jxe nr staetcsy far

latiens, In place of attempting to carry out the the adversary vs. the friendly side , what is the

optial, full Joint description of C
3 
behavior. A friendly Oide's rinimay strategy, what is the class

reasunable cecbination operztor AY/ here can be of admi~sible'strategies fer each side, etc, noting
si rple arithmetic, or ore genejally, weighted all ansiers oust depend upon the allowable cla~se
sum,averaging of corresponding' eode state entry o'cocsfrtepiiierltosPLPW,)
dispersions,representing thus an updated overall o hie o h rmtw eain
C
3 
process behavior. IfI arithmetic averaging is rot Sach a gam.'e can he of great use in th design

desired, other suitable measures of central tendency erd study of sensitivity of outcomes fur C- process-
cabe used, such as codes or medians, anong others. us, provided that these questions can be addressed
The basic output at this stage can be symbolized as using feasible corputatiens. This of course deperss

A(C
3
) ' AV(pALD(11,C

3
) , all N c C

3
), (3.12) on %hether (3.5) and hence (3.11) can be effective-AtOP AtOPly limited in complexity.

s.bere a. usual C0 represents the particular C
3  A summary of steps (i)-(v) is given below in

process of interest. Figure C:

(iv) Next, determine a functional 6ioP which di-33
rectly relates the updated averaged dispersions 3ov bC pAO(AXCLd

oagie C
3
process with a single or oultiple

atiuertrdescribing the cort. 'ecaith' 3 , ~ .

satbe f to C.1 C 3Vrals ALDP 4'Ad c
3 C).Lo gical Oper., 1
HT (C(3.13) Ce nditional Oper ' 3-

For exatole, 'ALOP could bo a certain weighted noes Choose AX * 3'
15 ,rhaps ievolve set thresholds -oarumber of (AX) 1~(;,l ,
CE' reasures-of-effectiveness) and/or ifOP's .A).>

(ccassres-of-perforrance) of tb C;!~ o C
ufole, each of which, In )turndefpends upon P~t

3  Choe AtOP 01.7"ALOP fr
OACP .4--s

Z's=ples of sorb HOE's and HOP's can include overall .. 3
stply/a..trition level, everall1 entropy level, vani- PALPP CFr~ ~ '

eat system perforeance citeria, including tiolieess, 3 3
damage levels, kills, destraction of enemy level, .a PALpP(H,,C Fd. c 'Fr

e tc. (For a toed systematic exposition en t'OC's and+
V.CP's and related mczvure, see Sweet [213 or Rubin P CJv
and Vayb's discussion in E13], pp. 15,16.) L ~ y r'AV(1C

Utilizing (3.11) and (3.12) in (3.13) yields 3r

HLHLPC ) . (p (Mt C)), (3.14) Figure 6. Functinal Cev~lc.;'ent of C" N'-ion
HTAO() AI.OP ALDP Cane r.
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In the ne- xt section,.a key part of the dtifelop- The ring~tructure axnos are the isinfal 6nes
cent of r' is given: tl~e choice of axc X and th recesSary to'ch'aracterize conjunction arnduisju.t-
resulting ferral structare for nod4e state evlato Ion. (Ntote, as usual, no inVerses are postulated.)
is in-- (I).- The 6re for conditioning. while reflecting vell-

as~p n Oeropftes, such as for Probability Inter-
4. ED LEZMEO J To Prttons', are m-e in that they refer to measure-

11EATYPIAL-Ci !Mlr SRTFfree conditioning (su-e discossicn Iter in -iTiict-STIE suiffci XrJc axioms sh,;w the basic rela-
In the past, a number of atterpts have been M£io.s asong the C"'variables of Interest, based on

mae to develop formal theoriesforvarfous-scien- setpenrce of event., as outlined in Figizres 2 and 3.
tific arndjsocial disciplines which traditionally The axiom set in Table 11 leads to a ,ztc-_-jj~
had not beein anallijsd from such vicupolpts-. See, {Oll of eqLMS.) d -ncrblng recursively nodo state
e.g., WOOdger [22, for biological systems and , evolution.
Car.4ap [23j, Part Two. for other applicaticos in-
'Ouding legal and social considerations. In this Thcjrm 4.1.
paper, a rather aimplified listof axio;mi in non- Under the assuzptions in Table if:
quantifier Fropositional form is proposed, char-
acterizing the essential features required to UN 4 R 4 .+n+&&R t)
evaluate dynaislly evolving C' node states. In & T S R- Z i&R
turn; as outlined in section 3, these can be of (RcDO((H) S R
use in developing a C3 

decision game. -These axiccs i)
areof hre hi.ds 9oical connections, properties + l- (). ScO9Ii(

conditiening. and reduction of relations arong Ii+DJ(N
4  R-cDOA(R)

CScor~abe. rsufficiency conditionis.1hTe anion V
collection AX is sumarized in Table 11 as follows:hD() (4.1)

Table 11 . Formhal Language Description V ((NlI R'4 & H')&(R'
4 I DEC+ & N)

T+ 1601(N' S & l)9(Sj R_)&(RCIH)s,)of a C3 
Node Evolution: 

R4
c R ) 'Dh~),

equldysymol:U~cO~iN6, SeDOh(S). RccC(Rt), NcD0.4(N)

Specific Vartables: N, R; S, T V (N
4

t) 3 42
N and T can be partitioned into subsoctors, e.g., H 42

Nawp WP,. NWPW Ma TOOP. CoNIo. lNFO) INji) ., 4 V t4- IR I&i"II* (+N
T V(OtT. AI. Hsp.P. cs. C Nc DEC) DOMi(

+ 4.+3)
Opera urs: O.C .(*). (I ),. DOM,( where +W

GeneraI A~xfomu For all a, P, y. and for v '&.v: (Ii (IN)_H&R7N) (4.4)(
Ringairuclurefor&o-. R CD t + )

a.13/3*a c*J3*yo~a*)*y (R T R*'N(T C)' N )&(T'IN )),(4.S)
e&O'-5. 0a -aloo~v, avolaf (e41R5N) -V (tIssN)&(sVR)) . (4.6)

a&Wvy)w a &/3)v(a&r). ScOCH(S)

Genera!AuaI= For allta, 0, y.and for* &. (T'je) -(brc+ICiNS'sFUS+H(YP+MAIg+&D~StT' )
Imnlicativ /IZonditonPI stucturejfor &,,r &(CoaS4IFuS+sixP+&ALGSDETsn 4

bxato, (nW)o-a513I0), 3(FUS' INyP*&ALG
4
&DET&N

4
)

(o&1yb) a (u ofl~y).
(uOfl aur*~) Q.(At

4IDTV'&(ET+IN) . (4.7)

Sg~lkclenc A.xfomv. For W(N&N&N'N&..&N 0 : Proof: Details omitted, bat straightforward appli-
cation of thu usual rules of substitution and the

(NInfl&T'&N*ag&R-&J) - * 
00 n' N'), Ixioms in Table II.

(R"IT*&N*&S&R-&NW) (Rl'DEC&N-).

(T*IN'& S& n-&ij . (TIN Table III presents interpretations of the form,
ben-AN . N),al langukgc 'ued In Table 11 for presenting the

(N*SR&f -(*&N axioms and consequent structure of oee state eo-
S(SIR-), Ilution In Theorem U

w I ) (R. I N)
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TaleIl.inerrtai~I o te oma U qag eeould also choose combirations Of PI and FL or

Table ~ ~ ~ ~ ~ ~ ~ ~ ~ ce Il.ALrrli~1 f h omlLnug r E 's (AS-ain, --- fl7J.)
for C3 Node EVDoLIU-' simthe rly. by applying e-g., PL, cne~can evial-

04 ,, ,WJdnteOO. T Node oSUUoUe cate in turn

i RuOW41 etd.. S~.SSZd p(-e) .1plwr~t.PRNd 
(4.16)

(I rPo ano. o* ont to ne p4i
4 P.N J p( " , ) .p(t )d t (4.1)

por suf(P.- )) (4.19S)

DOL - ADn 01ps~~l' when .the eoier ditv regression relation

e et hhprtbna sdblo oldsA 0
Jb~l sttS . f(P.) 4 V.

0 * etrsl set where V is a randco vector represernting add tive

=ediu-. error betweeb responses and -signals' and

Thus. usinlg the interprtationl in Table lX~c=O- f is a ktnown function repre500tlO9 redium distort-

patible with Figure 3, ion. ,oecnietftepoaii'Si

(R IjT*&Nt - respornse (4.03 ~pocssn . u4.1 ore ca1),41)-41 ideiti th ProbAii-C' as
4+fllwn 

(33 
4ece 

bylwngpo05l

*new node state due to Its stding( g) 1~ g (4iv ,(.16'49 step 00. fr.ienl os

out sepntpecifyi ng pV1jA5.C ) o ahProcess,frndyO

(Te IN I rocessing data. (41) adversary, one can thor C pcedaesin heoras

(N +IN) . full cycle of node Change due to jIth the construction Of the s ecion Siilre,-

*Signals- received, over all posS- outlined In steps (MMi-(),seto3.Scirr-

Ir ible processing. ard resonse.. (01 u-ors hold for the use of FL or any other of the

et ,Folloatir g the five-step ) procedure 1r esented in AtOP's . - L3tf l ~ 3f o h o e

section 3 for developing the overall decision game, jj particular -3fol FL, (, it ol rs deter-i

neatstae reuirs te ruerial vule~lo of 4.1 tat for each C process., A,
3  sdtr

N% 'given inThorem 4.1 through choice 
of a sut- o owby firs spe cayng1 wrte yplst

able ALOP.rltoo.Tsoecnrie
Remark 4.1 

W-"
it should be noted that one can verif~y readily p(R

4
DETCN )I

that all booleas algebras- and core generally, all p(ODECO,! .futS',YP ALG.O +

boelnltie- stisfy the axios in Table I1I. !+jjS aJPLGDT

fiece al for xaples of MODP'S givyen in (3.6)- pltCl,[OSiP
4
AGDl

(3.9) cnn be used to evaluateThren41Fobc- 
(UilP.s.OTf

4
'

trourd sod discussin!, in considering the cOst up- HpjtV DE+Ni p 3

i lt LPfor a given situation, see (183 snd p(P
4
AL',ET+ 4) PpL(AIxt)

110 we e Ae as the ALCP by assuring 
R~~~~T,
4

only stochastic relations should be used, thn (4.3) (OT [N

yielding, in torn, the counterpart of (4.2) 
fl) (Z)

p(N*) J p(I
4 4jtl).p(N)dN . (4.13) Of Coarse, it is understoso in (4.Zl1 that thi

NeVCm(N) relations - except for tic last - rust be specified

Or, if FL were chosen as tfie ALep, 
by assming foroeach tire tycle Of rode processing input~t '

only fuzzy relations should be used, then (4.3) ho- t a pthe esone to. oigta ayo h

alle 40 (414 rea4 ~ In Ta~ble T1 a d In s bs q e t equatiOrt

ox~r a (4.14))) areuin conditioral forms, it is ofsr0 n~~tt

C cOCH + inq ire %hether this thosry can troet

00 TO,(Nv)ur cneitiorel folos 0t the entcCedortS ncedi rot

yielding, in turn, the counterpart of (4.21 be IdetiaersllOthaxeInTbeT

ficOll~f) ~to the case
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(owjo) (oTw(Bn),(4.23) comes
where now q~ and y need not be the-sane and where Q N )(.7

*p is some computable function (another event or set) reulin in (eivalu
qf o0ysfor-* - S,v . For exsample. one ray wish rsligi l. au
to deterzsine Q), and by choosing FL, p(Q), for some P(Q) -PMo/Pio), (4.28)
appropriate .joirt probability ceitsure p. em ,olr, ere- ad W udvef,(.9

4) - ((aib) A (cld)) v ef. (4.24) (abcdvef.429
whr nos) .m a abIf rooto ifrn (((a11b)n(c1d)v(bgd))Af), (4.30)

a a(x) -eeywlcoeuabuxtrost- dfrigconsiderably from the 'folk' approaches.
corrowl x-0,50,100.150. Returning to the construction of the C3 decla-

b *b(y) - It will y tomorrow; y-be clear, snow~rain. ion gae. again note that by utilizirg the evalua-
c c z~) * eneny will use Pass z to approach us- tions as in (4.12),(4,13),(4.16)-(4.19) for PL. or

8 dr 1).noal o eno nde17Isutlee (4.14)A(4.15), and analogous calculations for FL,
d ~~ alese of e ir toe 1 s t le e in etc., oCe caO then fully evaluate the dispersion of

r-very low, low. "eiluzhigo, very hih HFinsr(4I1) recursliel. However, as gleaned from
s-.10l0,20.300. -Fiur 7 below, regardless of the AwL' chosen, eves

e - (w) - enoy will w toorrow; wsurresder,nst the basic scheme for evaluating a typical single
surrender. node processingcycle from inpst to output- without

f-f(q) -_enemy overall domage level Is q further decomposition of the C variables and sub-
e-g~,2...lO.variables,tespecially thit of 74 and N , still re-

quires on the order of q catrix/vectcr addition or
oarcoins. i' neantceesc i eq (21) multiplication operati'vs, wben~fsr simplicity, the

were all tloe same, theino rest problem would av Ise, n fpsil ausfrNRSThv h
since for example it in readily justified that for an same cardinality q. Under, tho sume assurptions. 3ne
choice of AtOP - certainly for PLI - thoat must also store about 2-q dooain values in order to

4) *((aj) 5 old) v (ld)accoplish all the computations.

-WaScOv0Id) , (4.25)

even though normsally one does nut talk about sod', I,
eaoaaoore-Jfae eotitlesiptorow). Indeed, since the oal nov:eooo
Is the evaluatin of Q), for PL. choosing a probability 5'~e
measure p over all the rnlevant events, one would us-
ually evaluate Q) as simply .. ...... ...

p(Q) p(((ald) (cid)) v (eld))

p(Ca&c, ve))Ad)Ip(d). (4.26)
etc..* assuming p(d)0. . ...

But the point of the above enuople given I'
in (4.24) Is that the antecedents in the conditional IK. 2
forms are nout In general identical. What to do? W..

Costrary to popular belief [author's note: this .......
author and his colleague Prof. li.T. Nguyen, lMath. Dept
New Iesico State Uhilveruity, Las Cruces, have, undertai-
en an extessive informal survey of the probability ..... .vjy
coessnity- both applied and theoretical-resultIng in N
the following conclusions - see E241[2513: there is ~ 41 ...
no systematic and mathematically sound procedura fsr An ......... .,u',ls T
5-oputing p(Q) (or Q). for that matter) in (4..",) or, 211os.4' ." ss
in foct, for any similar prebleml IIn. ~*Xo~ ~rs

Indeed, there do exist 'folk' remedies to this .11tz.UI.
situation which roughly speaking reduce to c~lthr . N) -( ,5 2 -A *

en-tyi.g conditioning with material implication, ov45uon O'01 I)
S)coo-O, is z seo vt l o , (6,). ,1o

forcing conditinng to be a cloned operation over 4cO4 a~() i~atn
the bonolen algebra of events , or identif ing con-
ditional events as mtarginal to a universal joint lrip,* Compooo. t hvl,,,wlo for xfoe1.. Proo, .i on 4
event having a fixed antecedent commoon to these Ilo41.0 54o IP SoI"tn o$'MOn Cylt,
mtarginal onoes. In either case, serious difficulties
arise -either rsathewstically or cunpatatienully, edest ateeauto rcdr a
For a satisfactory solution to this problemo seeNedsstsahevluioprcuecn
(241,[25], whera a sound and complete ALOP tarong become estremely tedious due to the multiplicative
other properties) is developed, comptiaible- with, forms of the terms involved coinpounded with the
and exteodisg,claosical PL, called CPL (conditional lengthy Iterative disjunction operations over the
probability logic). domaint of the variables. In the nest section, a

Oe consequence of the calculus of operations possible solution to this preblem Is offered for
in CPL is that the evalution of 0 in (4,24) be- the case of PL.
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5._UILIZTIO _OF _INER-GASSIN _____M Theorem 5.1.5. UT IATInS LeF LINE6-GASSO JITS ___ 4,] be any given well -behaved cdFP
As tatd~bfor, ll odeingof 3with possibly vacuous J containirng mass poirts i.As tatdheor. al cdeir~ ofC 3

processes jc3. In-accordance with the above notation.
in general ust take into account the veryreal prob- Then, F can be arbitarily uniformly closely
lem of accuracy of model vs. complexity of calcula- approxicated over 1r, except at allof Ps mass
tions. One possible resonable solution to this dif- points-P , JcJ, by a sequence of cdf's which areficulty - at least for the choice of AtOP = PL . finite 4ussian mixtures. Denote this relation as
involves the use of some fundarental approximation
anrd representation theores , which are useful in 5 ~~F.156
teir odn right.

First, before considering a theorem based -n Proof :First consider separately the truth of the
part on material in [26], the following definitions tHeorem-for th e purely finitely~din'rete case F-F111

and notational conventions will be introduced: Clearly in this case, the ieqtuence
Letting.r be any positive Integer an, Z' the LI

M
g .sl2,.

real r-dicensional euclidean space, with [0.1] being 1 21 .1!n
the real unit Interval,-call any cus'ulatlve probabil- %here 58ity distribution fsnction (cdf) F:Lr-[0,l] well- lid(pj)jcj. -E4JJ J Zl ,-((17'~)-lr)J (5 8behaved iff In Its Jordan-Lehesgue deco~pos-tasn riJ

-see, e.g. Feller [27], pp. 135-140) no s ingular obviously uniformly approaches F() as a cdf. ex-
cozponent,,appears, thediscrete component distrib- cept over M.
ution, if present-is at most finite, and the abso- ;et .sie thnaiiyoftet rowfolutely continuous component admits a probability the psrely absolutely continsoss case F-FI' Nw
density function (pdf) which is hounded and uni- from (26], Theorem 1, there exists a sequence of
formly continsous over jr. Thus, finite gaussian nixtures

(1) .1( 2), (5.1) L (5(9F - AF +(-X)- 11 ! E )n-1,2,... - og

where F(J):ZreO[DlJ corresponds to a finitely dis- _P 2
crete probability neasure~for-J-1 and an absolutely %hich approaches (2) i n t0-norm. Bat using thF
c1glinuous probability measure for J-2, with pdf basic absalute inequality relation for all As7)
f~' being boonded and uniformly continuous over Rr. (neasnrable)(2

Clearly, large classes of-cosrn probability fg (,y-Jf (ds
mcasures havc cdf s satisfying these criteria. It f 2nf 2n.2n oc x

For notational purposes, also letA 212n n A

FM
1  

PJ.S(.-Iuj) ,(5.2) f 19, E - f()Xldo, (5.10)
JcJ Jxx

whr ri isa ass point for F(l),6i-h and letting A - A Pi.5 0  and x)foa ,,r.

of oumece eS et t1 ,~ s-th, ej lo y ever fPrn.t
I J JIral sinc F is a linear combination of

the-,J en nt revnvco pS. bn r it f ollows hatasn Cd~,:~scan etn( 5.6)i

rea ethr he df cforprobability distriha- nzmark 5.
tin,corresponding to an r-dimensional gaussian -It te o te' thatt " t- rttr-stion
distribution with mean Oand positive definite co- . Wbo, the '2 x rm-.hzr~,ax eesr
variance matrix Z. fNt, far any sequences - i j desirable r~pe-ty de to the resulting fluctua-

d d tions of forn of the pdf's. Hlowever, in j?6] and in
l 061

5
c'' P .)n - am', (5.3 (29] alternative forms can he atilized. Vi course,

s Inoting the pdf for 9 1s In the case of 21, this cannot he avoided.

gz(x) - ((Mvr-determn()).1.a.(k)o t *X, (5.4) The nest theorem establishes a anique linear
regression relation smong any given pair of randor

for all X. c f , so that corresponds to an vectors, provided sufficient j3oint second oments
r-disensinnal gausian distribatiun with mean 1. exist. Althoagh this is a basic result, appearing
and cuvariance matrix Z, let the finite gaussian In nosyv places In one form~ or anoth~er (see, e.g.
mixture (2J sections 3.3,3.4),it Iusurprisinesh nut ofte

4 S5 in the full form to be given here with direct appli-
9 "M5.5 cation to reducing nonlinear relations to 'exoact'

1.1 linear one", without employing approximating espan-
which can represent a pdf. cdf, or probability dos- s Ions.
trIbution, depending on. the contest. Theorem 5.2.

Wi th all of the above established aLefontt (ufl,p) De a probability space and r.i
approximation theorem can now be stated. ,v ernoi etr\uhthtCo. n

i tooberno ecosSc ta O x



ists-and Coy(X) is positive definite. among all a by t matrices, where one has H >V2 iff
Then, there exists constant v by k (real) Ca- M1 -i, 2 is a positive sezidefinite matrix.

trix B, called-the reFesio transstIon matrix fro!s
Yto X, and random .-et'o-r'80'is su. atthe lin- Thus,.(5.22) shows in a quantitative rannerthatthon3 ore. pays apenialty (H) for using the
ear regression relation holds exactly linearized form in (5.12), (5.16). in

Y = B-X + V , (5.12) place of the original nonlinear additive-form in

such that X and V are uncorrelated. V and B are (5.15), the former is still a core accurate approach

uniquely determined with than use of the standard linearization (without re-

I iteration, of courscifri (5.1 9).
31. Y - B.X , B - Cov(Y,X}Cov (), (5.13) Finally, It siould be noted that-the above re-

Cov(W) - Cov(Y)-Cov(Y,X)-Covl(X- CovT(yX),(5.14) narI are valid for the exact linearization of the

and a constant A=E()=E(Y)-BE(X), etc. can be added 
crelation in (41),(4.20

to the PUS of (5.12), provided H Is replaced by the

zero rean random vector -E().
Proof:The result is self evident, once c(outi o Suppose (ss,4,p) isla probability space ind
TMl o iate X:l Zk, Y:fl. are random ecters such that(--) has

ists nofdrina a well-behaved cdf overl l ard Cv( t

t Cov(X) positive definite.

8zwark 5.2. Then:
(I) An exact linear regression relation holds as

Note that Theorem 5.2 can be applied to pro- in eq.(S.l2)between X and Y.
duce an "exact' linearization of nonlinear relations (ii) For conditional randos vector (Y5X), for al1
such as given below where X and v are uncorrelated outcomes y of Y and x of X, for sore
random vectors with E(v),Or so that B

Y - f(X) +V , (5.15) ,,

where f.2 -k is some fixed (measurable) function. (iii) For unconditional random vector X at any ps-
The result imediately follows that (5.12) beomes sible outcome x, for some 12,V2,12,here

Vh B.X + W, 9(x) F(X-x). (5.26)

but where B o~()X-o-l T2-212Z
t er B * ov(f(X),XCov (x). (S.16) (iv) for the marginal integrated-out cdf of Y, at

Now, if one were to apply a standard lineari- any outcome y

zation approach to the node in (5.15), by linearl- F(y) I F(Y-yjX-x)dF(X-x), (5.27)zing fX, g;{) X{ek (l l ~FXx,(.7

fiM) = Ao + Bo.(X-X ) (5.17) where lettingwhr' d d ~ E( (.8

SAo f(Xo) , ( I (df(X)/dX)x.x.1 )jcj i( ,, iI i

for soe constant xo c Vk such as E(X). Substituting (( .i ) e ( B + )

(5.17) into (5.15) yields the approxlation 2 iI , 
0  

(J 2i i , 2

Y - Ao + Bo.(X-x o ) t V. (5.19) d "BT , Z 
)

8 J (5.29)

Next, If ore defines the true error In (5.19) as 
_ j .. _I i is .

Z~~ ~ ~ Y A B-(-o)I 0 2)  1-1, ,Y
U + - B C (5. Proo?: Note that all linear transforms on (- ) prp-

wher eservo the well-behaved property. Thenapplying
where C Bo (5.21) Theores 5.1 and 5.2 yields (i)-(il), with (iv)

( ) obtained by aultiplying out all mixture terus

then by the above equations and standard matrix and using tho well-kno n convolution of gaussian

manipulations of covariances and means pdf's which here takes the form, for any typical

E(Z.Z ) * Coy(W) + (B-Bo )ov(X(e-Bo) ter n ( 1 )( ) 9YBx' )(xp )dx
Cov(V) xelk ) l >,j22

Coy(V) 4 H (5.Jo)

Z Coy(v), (5.22)
Before establishing the main result, actually

where D d E(H) 4 (B-Bo)'E(X) C, (5.23) a corollary of the above two theorems, tin fellow-

d 1 Ing additional notation will he *lseful:
H 9 Cov~f(X))-CnVUf( )Cov- (X)'Cov ( ). As before, suppoe Y and X are random vectors

(5.24) with Y:54 , and X:', but now where X is par-

> indicates positive seoidefinite partial ordering titioned into X X , ( l ),,

10X



where necessarily k, .. k =k. Partition, simil- (I) B~ . .D,- . . oos
larlYany xelk into /e all IOSb~~ t-il '

x ,{~~~), (5 .32) fpatOV' .l~.)(.2

and let for any I, 1;l,..,n tb.. o
I ~Proof: (I) and (ii),,follow-froi Corollary 5.1.Fo

Z( .(I) (5.33) Ti11,);consider (1+

so that one notes

Also, extend the notation,,where
d * s~l ,x~)g , (5.35) 'I ( h(x 0;1)), (5.43)

etc.,* with similar remarks holding for x. c% .J
Corollary, 5.2. whre d~)~ sn g (1- ,(w)

Suppose the hypotheses of Corollary 5.1 hold, sCA 1 zi j w,
W10~ the rotation introducid in (6.31)-(5.35) valid. h (x04l;s (S+I), (5.44)

Then:

(1) For each I, i'Ol,.,s, the exact linear re- where recursively h I is defined- as follows:
gress ion relation holds(1!

Xi -58. 4X ,f + (5.36) hxol g j(xO.Bg-s(l)..pg ). (5.45)

where X4)and 14 are snoerrelated random vectors and Woi i-l,..,s,
and-each 8~ is a c~nsta'.t k, hy k14+,** s r.- h ,X..(ll)
Iression transition matrix, obtained analogous to I'

5
'' i )

i(51 Deoethe partitioning of each 6 1 (hi I,,;x(I) ),g 0~ ixM) .oi3 )lxi

8 1 (B1+ B ) Bi i~)(5.37) xc iij (5.46)

O~:~ )4 (B1 i14t'**'
6 
8 ) to_ .. s-l.(5.38) Then, beginning with W=1 one applits the iden-

In er, hee ' ~tity in (5.30) to obtain h,, followed In tern hya
(1Inurthr exists finite gaussian mixtures, similar procedure for 1-2, using (5.46),. until
where for all possible outcomes xi of Xi I step i-u is reached.

91-~'j( I Vx*)(,. 
III)Xjl

B~.ol~li)0(X1 s~jukI).ii) l Remark 5.3.
tihcr,,- are all formally the somre as the ot

corre p8nd 49 g llues In (5.28), except here, I 0 Noe that the results in Corollary 5.2(111)
lz,..S, notin for i-s, P115 of (5.36) Is identi c, are equivalent to specifying a finite gaunsian mi. -

alo X a nd,in effcct, Gs is 0. tare, where for each mixing lodenx tne

(Mi) rirully, the marginal, integrated-ost Odf of corresponding component distribution is gaussian
Y, cempatihle with (i) and (ii),is vnifomn'ly determining a random usat0i n ay u , which has
approximated as. for any Outcome y~ of Y, E(Uj)).1 (.o. tov(s~l), valses given in (5.41).

sc8)' isl donr~ In torn, from the forms in (5.41), each U Iis seen
Crk jJ I'x dx, to be a linear combination of statistically inde-

w'here ''5.0 penoant gaussian rand^xm vectors, suy Vt'z , where

ATOO..IsJ)jc e'I~()1-4 )~ )jlc -1 , and eac B(O). U j '' . 8(s,I's (5.47)
0,.s ad ac Jzhas distribution g9 E ~ j)

Ba,, 0,B"j0 ca CJv Each coefficient vatrix B(i) in the linear combiro.
lli Ij I , tin via (5.42) represents the overall regression

1.3,.. s transition mratrix from Y multiplicatioely op to
and wher via all Possible dl~tiOLt path combInations of

and %here individual regression transition matrices aong
B (0.d ,,1. (2)10'?pairs of rardos vectors from (YX ) connect-
(3d 2~0 ~In lg Y to X I. Possible conntectionoslay dint also

8 '00,3 aoZ~3 0, B1.3 4 0.1 .B8 2 3  w~th legher's resoscopic.nacroscvpic approach to
an ,3+r generally .. 2.2,, m odeling, where t~e path-integral rersentation



relative to nonlinear nonequilibrium qasstat-car_ one obtains here on the order of q
21
, 21 being the

kov Ian statistical mechanics is used. This av~enue number of variables being integrated oat In (4.1).
remains to be explored.(Again, see [12].) On the other hand, the linear-gaussian mixture ap-
Remark 5.4. proxmti of Corollary 5.2(10l) requires aboutI ~~~card(J 0) mii cefficients. sfhen card(J )-I

In applying Corollary 5.2, the philosophy of card(J ), for al i n addition, for each Ilixttreapproach is as follows: One does nut hnow a priori d,.strigution, corresponding-to-iuaixing term, there
the distribution of Y, the desireijoil, but one are 2x22 + 3x22 entire n'atrix multiplication and
does know - or has control in assigning - all of addition operations for ebtaining the characterizing
th termdaesaxiir co ditionino d" ri gaussian parameters: the mean and2 ovariance matrix.butions, 1odt n X nX o, 3 There Is also an upper hound of 2 A - reduced hy use

and fnally8 8 being trivializdd to of (5.56) - number of matrix addit!pqo
make X an unconditional randomi vector). Turoher multipication reqsired to obtain 8''of*VO
help A~ reducing calculations in (5.41),(5.42) will cursively, as i n (5.42). Hence for the linear gaus-
o ccur if sufficiency or-markovian-like assumptions ian approach, a multiplicative vulto cf (:caed%9
can be made, thereby causing in effect a number of could ho required for implementation.
individoal transition matrices Bi to he zero. Thu, if the average number of mixing coeffici.

In particular, consider nowlpp~yingCo la enscnbrdu dsot t
5.2 to theevo lutlonnof nude states as In ecn sthe rded <o that(557
and(ff), set 7ad4. where A ,cad(D)<aq/, 5.7~ ~ ~ ~ ~ V thouthe linear gaussian mixture approach can he of

YO Af.(fl 1 ,jk:P'2  IP3 ,ITROOP ,E(gO ,lflFO' ), real use. This will occur especially when the number
0(5.48) of C3 variables describableuby single gaussian dis-

(x\ -trihutions or by sume atsolutely centinuouS distrib-
8 ,s-21, (5.49) utinons which are bimodal or at least relatively min-

x. iu in number of modes. T~is is Oposite inkind to
as well a themsituation where most C variables are discretewhere~replacisg directly N. And hence N, aswl s with the only good gaussian oitin opproximations

T%, by their ccmpunent suhyariubles, as~given In being essentially the same as the original discrete
(3.3),(3.4), ddistrib utions, but with each corresponding dirac

d 5.0 delta function replaced by a gusslas distribution
of sufficiently snall clvariance matrix, as In the

+ ~CS'~ ~&'~ ~5V~ XALS S ~CT~ proof of Theorem 5.1. Is the latter case, (5.57)X ts IDL XC3 S' X'4 ',X5 ' 6'%A~,7D' will be violated and the better apprnoach Is to stay
(5.51) with the original Integrals, posr_...l discretizing

+ +Iw + them.
18 IM 1 ,X 9# 2 .X10 "F3one desirable property of gaussios mixtures is
X ns 14TM "X2 IE~e 131A , (5.52) thepease in caupating means and covariance matri ces,

8 ~I~fO ~ once the mixivS roetmr are M1 determined. Than,
81 S, (5.53) It follows easily that fur y in Corollary 5.2

Xl 1 (5.54) EY (),() (.8

In xIipgcx~ (.) Cv(.. 0  (5.59)
nu rn due to the assumptions Im Table 11. Finally, mention must he Wae of another pan-
a ubrof transition matrices can be set equal to sible source of difficulty In inplenning th b c si-

zero, as mentioned earlier: ear gaussian mixture method. This involves the act-

BO I s,.1,2, ual construction of the gauusian mixtures, meotior.
ed previously. (A-s.r ie [26] and E20 for tech-

i.3,.,7,4,..21,niques.)

814, '11 .1 i2. 4...,21j 0 . (5.56) 6. CONCLUDING3 RE14ARKS
1... 113, I order to implement the prinposed general C 3

decision gam, as outlined in thc rnevous sections,
i', 1116,...21 for a given simulated scenario, one Cost be careful

in defining the boundaries for what constitutes the
relevant C variables. This Is a relative concept.

Thus, the La calctekticrs It (e.121_(4.13), In a given situation. a rude nay represent simply a
(4 16)-(4.19) con all he replaced, using (5.48). single person or machine, such as a tank crew, or
(5.56) In Corollary 5.2 (iii). It cay represent am entirp group of tanks, deperd-

If onn considers the number of operations re- log on the desired aggregation or taenarchical level
qaired in 14.l2),(4.I3),(4.lQ)-(4.l9) directly to considered. In addition, hefore rcplewenting the
compute p(N *), assuming equally sized domains of model proposed here, one oust scope out what con-
values, say q (as noted at the end of section 4), sti tutes a "signal' iiput-out put node cycle and



Table IV, Categorization of Events Occurring Curing Inner-Outer Air Battle.

NODE l NPUT-.OUTPUT NODE CYCL50CCUR AT PHASE CHANGES WHICH ARE B Y
--TYE- lOCTRINE AD GAME DESIGN

Initial BFA" by III BFA by III b CIB V BFE V BOy III

I:ENEMY BOMBERS BFA7 by IV BFA-by B BFA+ by IV GOlm IV BeliV BO dIV
BFA byV BFA byV BFA

+ 
b V

[55SF II!

II:FRIEND;SURV. Initial' SPOT- I SPO1 I SPOT+I SINF IV End

III:FRIEND FIGHT Initial RINF RINF RINF FIR-at I FIR atl FIR*at I End
from 11 from 11 from 11

IV:FRIEND SHIP Initial RINF" RINF FIR- FIR FIR' BBOM BBOl BBOHM End
from 11 from T atI atI at I by I by I by I

V:FRBEND SHIP Initial RINF" RINF FIR- FIR FIR' BBOK BO BOM End
from IT from 1I at I at I at I by I by I BY I

SYMBOLS: BFA - BEING FIRED AT, SPOT- SPOTTING, SINF SENDING INFORMATION

RINF - RECEIVING INFORMATION, FIR * FIRING , BBOH - BEING BOMBED

DOM " BOMBING, ( )- - JUST BEFORE, ( ) - JUST'AFTER

EASl ROW LISTS EVENIS 1:1 SF4LENCE OF OCCURRENCE. COLUMNS ARE NOT RELATED TO SUCH OCCURRENCES.
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AX APPLICATO0CATASlfimH mEoRy To cY
PROBLE31S

ABSTRACT wn efaiidws nmzaei h aes~

IAWid =ed so be orer'oked diin d=e FMoeesof dzs

theory have been de-eloped zo pe=mit ndidzswith a
iniiral e athatatieal backproazd to nertake a -inte Inea cO:=bz: -'s'ad nomlor =_-modal

anaysi o no-li idranesal mI& )-rhed itstse may base bee or. andm 4 rmeinth
nornenA. Thes tols Ise be= n ued ic iemrttsi p-st Hoa-e. the irmed nof lagho uin;4sse-?u

Cexer r;,. c d i r: tie eanalyse=31s t IMV aitoi the = = b: c d svsema =6 od adnred r -y te~5'Vg Lo tbhe
detecton of Sos-tet Op=eranona]IManeuver C-zvnps (OMGs). madee bzdinde has led~o i_ =oa ja a d h5
one of the mona dificult problem-s of =ci" analysis. The non-liar c"=ba= bebsor Ser asmasi compleasy
analysts alho se-ed as subcu bad no maTbemacai base strused tle casto.- fibnic of nnmennof cm'ha
background, yet were enthusiasic aboc te tecinolog. to a poict uiaer is is, cea that non-Itnea, malt-modaL
They were particularly imereeted in a perceied vapabit tW m01odeigpra a a7= re =cgenay needed to Sa'por 15Ms
analyze thenzselsecs and to idei'ify aId corret an=nS=er indt6d2al i-o'ved en the ee ig ad anlssof such
and ambiguous responses co=%bz:aeelated area as tidiratiocs and sem zgad

commaid concOL

Dazinag a recent in%-csti;atic9Wo the impaet= of

notional indiraor predicuing Lizevlpmn of aSorien

simepresntd to intelligce aalysts ho wane aed to
assets the pohability of 0MG de-vlopmenL The resa~lting

1. INEW lMVAND C2
MODELING asieasinents were captured a?-I aalyzed This analysis

TECHNOLOGIES ARE NEEDED reseald the esivteneof pereptual zbigai'tyas well as the
potential for sadden and gradual perceptual changes.
perep;=al hy-sseem and percepaual tizpessoc-i-=eds-iih

Theme is evidence that sudden percepual changes often the analyst responses. This research has Also provided
occur in the indications and warning (1&-%V) and command evidence thso: IdiW indicators are neither line=r nor
and .ontl Of- , %,ds and that different analysis can have uncorrelased in h mid of experienced aecllizeaex yss

different, ambiguous. perceptions of the same inilitary a finding which is itself of value. The technology is also
situation Such heliAsior is obviously noninea and trust be drcl plcbei uu~ctigaaytudninigt
invcsti,;Atcd with the aid of non-linear tc,niques and battlefield comnianders, and to capturing ambiguities in a
models. Linear models tend to mask rather thanr highlight battlefield commander's perception of the cainbat
sudden changes and therefore may be highly misleading to environmsentL
their users when applied to the analysis Of ambiguous

situaions.2. OPERATIONAL MANEUVER GROUP
'The fitting of a series ofdata points tos traight line by IDENTFIFICATION:

linear regression, for esample, will indeed provide a AN IMPORTANT AND UNSOLVED PROBlLEMl
mathematical model of these data. flowever, such a process
is not aimed at detecting, and therefore would not reveal, the
existence ofidiscontinuities w here a small change in the value The identificativa vf an Opera'onal.%lincuses Group
of an independent variable can produce large (step. (0MG) is an important and unsolved problem which has
function-likie) changes in the value of an associated been the subject of Arevimtly completed investtitijon ijild,
dependent variable, for example. Normally, such changes '18V Applications of Catastrophe Teory vIU CATj- l,, the

iorI



A:-v =_4c:%:: tAC t YES ~
o te: =t of L~ t~~ C Am 0M s~2

z~c tack) a -m~* =-4 cz=n%- 6::i
.W, U1 fsec DmZy. 1932 Dlzk,. 1933. fix

T ea 1OMis Wa~c oean __ CCLS
&0=6z Tc:2V Mpz~ ~TO) E= sob~ a

woe1z r ona~ fNAO i~p

A:: 0MG zrbicm a higb Lvel of eubr1_y a::d rt

ib; vepPoer. Such seppoe UVC CgeNerll inEler

Che =n of'jrep (to d-rp NATO air f ire eor
m:ei and ccd on cC:rol in 4!e;sCt at %Esb Lhe
&CeA is eapcered to ccea) and --Afi 12-ro 1n l

=latg(so perzit the raisd Leni Of Lhe 0MIG to is

=;ct = OMG = I'=Dss A fler Group (DAG)znd________
shI'- aret Arfe Croa-p (RAG) Both gop r

usuall remnsreed i.,d siioal arutetybatlos
=r er-efohONG is prvidd by irpndsysvcrn

ofani-aenfy~suuc-iruissles SA~s).and figure 1. Cz trw'e Ihnr Ba'eV Asset==-*a
rd and teenY sigieutAtsus

"I.1 yO~iI1GE)=OPEtLACvnES

Cmdradgd ens aeisis dtotInV

pnuertnin wer cctec drig, inhe4 IWCA lW tet A- - ~ s

development of a Soisiet 0MG suns deseloped 'or the
inetiaio Fice ) etigs f ee ni airs an Liia

codions. an aesumed 50 ittrellitx akgr.Touen[d
assmtof the dege of indicator reiability (or"Im el of

analysis %we asked to describe tereteuoof thel lvel
of 0.MG threat as reflected in thes daaadrecord cbis

inomto nan 0MG threat assessmnts data base. as
shown in Figure 2.

Analyst 0MIG threa! assessmsents %cre cap tured and
zailyred with the aid of statistical procedures based both on[11 1 ]
linear techniques and on catastrophe theoty (Cobb, 1978.
1983). This analysis has demonstrated the existence of _____
arnbiguonss percepons and has provided an understanding of

=ecpta diwergtme and hysteresis and of a phesotna that
~Vuaok has called "perceptual trapping," (%here an ~ ue.TeICTItlieteAaytCnlre

analyst uwul not ssitltraw an tssued 0MIG warning FiuedeTesCTpiteicit:Aals omue
a subsequent large reduction in the number ofativle ipa
indicawos. for example) as datcribed in mnore: detail below.
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3. CATASTROPHE THEORY'CAN PROVIDE 4 2 7b- 0 (3)

FOR THE I&ANALYST Sudden orcataarrophie changes of sysnem behavior
can occur at the bfurcation set in response to dianges in the,
Values of fth control factors as one or other of the twoCatastophe theory has been used to dentlop of te arastuophe funton cequation (1)) becomes ainarlrtiraly nracsareea o th SJ y=ina S Of pom-t of inflezion and then disappears: Non-catastrophic

P*,L theory provides a franaeWrk cbzoes in tavivor can also occur when one minimuni of
for2=yzm = cae---ts~- wic possess som or eqanion (1) is smoothly transfortmed irto the other inam

a fdx:fn i ties by an apropriate set of coruol facorchages. Both types
L Grdua an suden hans iof changes in system behavior can be illustrated by theI- Grad =~. an sa chnes her mpatr of invmrtof apoint called the state point on the

cb~r-1Iscotb hca ed~: by the control factor values (Figure 3). Thus. the path (p, q. r)
clctrca~hes.represents a~suddim or catastrophic change in system

2~ Stuatons~ s-i '~* *behavior while the patIs , t. u) represents control factor
gi rise toeiher sara h oage inmet changes that cause gradual changes in systemnbehavior.
outcome u~nder the samte conditions, and
uhere small biame in input can give rise to
dranraricaly diffeemnt oms

The eleu=naqa catastrophes Provide the simplest
moel that are topologically eqaivalent of the behavior of
sytm -uvt p to fou.rke-oy, idepnet, vaales (called.

control or conflicting facters) and up to two key,
ependendent. vauiables (called behavior- variables) (Thorn.
1975, Poston and Stewart, 1978: Woodcock and Davis, .
1971: Woodcock and Poston, 1974: Gilntore, 1981; Isnard
and Zeenan, 1976. and Zensi 1977). Catastrophe theoty
has been used in a mnmberofidifferent applications.including F ."r ilitary applications (Docicety-and Chiztti, 1986: Dockery j
and Woodcock. 1988; Holt, Job. and Marcus, 1978;
Woodcock, 1988ai, 6. 1987a. b, 1986: Woodcock and
Dockery, 1988. 1987. 1986, 1984; and WVoodcock,
Langendorf. and Cobb. 1988, for example). Pt -

3.1 CATASTROPHE LA.NDSCAPES CAN ILLUSTRATE
INON-LINEAR SYSTEM BEHAVIOR

The cusp catastrophe has two control t
ictors and one

behavior variable and a catastrophe function (Vc(x)) of the 6 S
form:

Vejs) = x
4

/4 + a x
2

/2 + bx (I) P

ulhere a and b are the control factors and x is the behavior
variable (Figure 3). Stationary states of this function occur

dwhen: x ax+ (2) rigure 3: The CUSP Catastrophe M .infold and Con .,I Plane

This equation describes a three-dimensional (x, a, b) curved 3 2 CUSP SURFACE ANALYSIS USES BIMODALsutface (techi-ically called the catastrophe manifold) that STATISTICS
WVoodcock and Dockery have called the catastrophe
landscape. 'Me catastrophe manifold surface has either one
or three layers corresponding to the number of real solutions The data produced by the analyst assessments of theof equatiun (2) The single solution is a single minimum 0MG threat performed during the Project WAs anatyzed withvalue of the function in equation (1) while the triple solution the aid of cusp surface analysis procedures based on
consists of two minima separated by a masimum value. The catastrophe thcoty that baie bees developed by Cobb (1978,bifurcation set of t catastrophe represents the set of conttrol 1980, 1983). Thes: procedures permit the constrsctton offaetor'alues at %hich oneor other of the minima ofequaton statistical models issolving one dependent variable and as(1) is destroyed in response to control factor changes. Itlls arbitrary number of independent variables
described by equation (3):
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32.1 THESTATISTICALCUSPMODEL When successful convergence to paraneter values:that

maxi ize the likelihood fun.tlon is achied, the duip
surface analysis program presentsthe estimated coeffcie$

In thre cusp surface analysis program, the originral ofeach factor. The program also computes the most likely
control variables and the original behavior variable are dependent variable values and pmeet these data in tabular
transformed by a mathematical process that adjusts the form. This variable may have either one value
coordinate systcm so that the shape of the original response (corresponding to a single mode of an associated conditional
surface matches the statisucally-derived cusp catastrophe probability density function (PDF)) or three values
surfae near the cusp point or origin of the p t ( e 2. (corresponding to two modes and a single anti-mode of the
This results in the behavior varnale for the statistical mode PDF). Graphical displays of'slies" of the estimated
becoming a function of both the original behavior variable catastrophe surface model for sets of fixed and varil!e
and the original control variables. This is the principal paramevaluesarealso presented.
diffarne between the statistical and canonical (or elementary
catastrophe) cusp m 3.2,3 MAKING PREDICTIONS

• The statistical cusp catastrophe model is a
transformation of the oigial system response surface s71ich
is itself generated from analyst-derived data. A series of Ther is no single definitive statistical test for the
statistical cusp crntrol factors A(X), B(X), and C(X) that acceptability of a catastrophe model because these models
arc fcnctions of a ector of independent variables, X, ae generally offer more than one predicted value for the
defined as a follows: dependent (or behavior) variable given a set of values of

independent (or control) variables. Under such
A(X) . A0 + AIX1 + .. + ArX, (4) circumstances, it is difficult to find a suitable definition for

prediction error. Another difficulfy arises because the
B(X) - B0 + BIX 1 + .. + BX (5 statistical model is not lipar in it parameters. In spite of
CX) = CO +-CIXI + ...+ CrXr (6) these difficulties, several methods (involving the chi-square

and other statstical tests)exist to validate a catastrophe model
These values are used to determine the value of the dependent and some of these methods are used by the cusp surface
or output variable, Y, where the predicted values of this analysis program (Figure 4). The cusp catastrophe model
variable are solutions of the equation: provides a suitable description of the relationship between aseries of independent variables and a dependent variable

A(X) + B(X)IY - C(X)] - DIY - C(X)1
3 . 0 (7) when the following conditions are satisfied:

This equation can be written in the following form; I. The chi-square test shows that the hlkelihood of
the cusp model is significantly higher than that

a + by - dy 3 = 0 (8) ofthelrhesrmodel.

Equation (8) is similar to the cusp manifold equation (2) if the 2. The coefficient for the cubic term and at least
coefficient (d) in equation (8) is set equal to the value (- 1) and one of the coefficients of the factors A and B
the dependent variable (y) of the statistical, cusp surface, are significantly different from zero.
model is identified with the dependent variable (x) of the
canonical model. 3. At least 107o of the data points in the estimated

model fall in the bimodal or ambiguous zone.

3.2.2 ESTIMATING PARAMETERS In applications of catastrophe theory, there are two
distinct ways, called Maxwell and delay transition
conventions, for calculating predicted values from a

The cusp surface analysis program uses the method of catastrophe model. The cusp surface analysis program
maximum likelihood to eutimate the parameters of the cusp provides estimates of which of these conventions is most
model The process begins with the estimation of the appropnate for describing transitions of system behavior
coefficients of a linear regression model. These coefficients The Maxwell convention considers the position of the
are then used as a starting point for an iterative process which highest mode of the probability density funotion to be the
employs a modified Newton-Raphson method to construct a predicted value. The delay convention defines the predicted
statistical model This process uses a set of input data value as the equilibrium point towards which the equivalent
elements and computes the values of a set of parameter values dynamical system would have "moved."
that maximize the likelhood of the cusp model based on these
data. If the very first iteration performed by this process
yields a decrease in the likelihood function, or no cubic term 4. OMG TIIREAT ASSESSMENT. MAPPING
is detected in the data, the program indicates that a linear DATA TO TIlE
model is preferable to a non-linear (or cusp) model and the CATASTROPIIESURFACE
analysis is halted (figure 1).

When cubic terms are detected in the data, the cusp Test data sets each with a different number of active
analysis program continues to compute logarithmic likelihood indicators and level of confidence. time of day, weather
values of this model until convergen~e is achieved. The conditions, and politcco-miltary properties Ohosen to reflect
analysis is halted if convergence is not possible, or if the indications of different adversnriail status conditions were
value of the estimated likelihood value fails to increase, presented to expernced intelligence analysis, These
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_______________11i0m trautifontued versions of the Cotrol factors (which areeuoueacsxecft.called the bifurcation (or splitting)ri and asymmetry for
normal) factors). In the sample case reported in the riguresE~oanssvneA~ss E~cnnuaessome 4

l5yrctil of the data Points are located wvithin thev-shaped bimodal region.L Under such circumstances, a linearI model Of thesetdata would-provide an incorrect data fit in

'~U5~r~e wesw~usa sweover four out Orien cases. -

SCATSsTIeAL ANAtYSMn'. 
. . . .

.............. .

..... ..... .. ,.......... .

i.aSP fi~. b . . . . . . . . . . . . . ::*. . . . .... .

..................

. .~ IrSi~ur . .. .. . . ....... ...

: CuspNI.rIL SraIVce1 An1IAlysi The cs. ssfc . styi p.ga c.srst a cusp.... ....

Durin STTeSeIA thra ssOessmet Aivities thFnlyt lvl cside cotrol ~ecto. DSmaeo thedtli
certainty~ ~ ~ ~ ~ ~ ~ ~~~~~~~~~s thttedContoraaelmnsidcae ht0G rmius o h otol plane.

fomaiogwudapea lob ins puroreAnsTis informationnayisprgamcnsrct cswnalstsr then nte ed to asesshe lee0M NG threat ascsstatisessmenti igir6 h tasfre data sth they aeid to bcae dislayted n he comter scigreen ), CAASROs Moae ihnth icedanoD e l nore
Dolloing thsesk theanat vassmn askdtovidesignte which ~ e o ofdne oto atoi oeoths aahforted iniatr reo judmastais mortowae dhwereo inieanthrmidrleouseheegnofboaiyfcecaiy motanedispa odetemnsin ied level of G erceivet ohn h cattropmlanbe cntasdfo h0aG thnerea nmto gerae d duigths civte aayt threat assessment data, ssposblsoeecrbwash then anad with he uspe surface anlyiputrgcramn 4ang ofdifeet alystreposDehaosnha

which attempted to construct a mathematical model of the sudden and gradual perceptual changes, divergence,analyst-derived assessment data, as described above. ambiguity, hysteresis, perceptual "trapping," and
counter-intuitive or paradoxical behavior. One particularlyThlese analysis and model-bsildisn activities were then interesting discovery provides statistical evidence thatfollowed by the production of a seriesof diagrams which suggests that M&W analysts with differeni types of trainingdisplay the major features Of the Statistical catastrophe model and Pres loss mission responsibilities appcair to respond toIn one display (see Figure 5, for example), the transformned different features of the overall 0.MG indicator data set.data are presented as locations on the control plane formed
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4 Figure 7: Sudden and Gradual Chauge' in Peiceptnvn

~g, and h), could result in the analyst issuing
an 0MG warning. flint, while positions (d)~("no perceived 0MG threat") and (hs) ("issue
an OMG warning") can represent exactly
similar level of confidence and number of

. active indicator inputs, these inputs can
Figue 6 Mapin OMGDat totheCatatrohe anioldproduce ambhiguous analyst perceptions of theFigue 6 Maping0MGDat to he atatrope Miiivldlevel of 0MG threat.

1, Sudden and Gradual Peren'tual Chanee 'the
catastrophe model desensbes conditon$ under
which sudden and gradual changes in unalyst
perceptions can occur in response to changes ,,,, ,,in the nnmber of active indicators and the levelof confidence attributed to these indicators.An increase in the number of acti,,e indicators w " ' s
with high confidence values can cause a '

' ' ,  
,,,oa/

sudden increase in the perceived level of 0MG
threat and may lead to the issuing of an 0MGwarning (Figure 7, path (a.b-c), fuor example), .
By€ contrast, a similar inecase in the number [t
of active indicators withs s low level of tcii.,xr.¢ewconfidence may nut lead to the issuing of'an N,*,i 'n,,0MG warning (Figure 7, path (d.e), for no
example),

2. vix ggnk Perceptual divergence occurs
when relatively small differences in the initial
number of active iudicators presented to anI&\V analyst can have aprofound impact on I pureR 8Divergeut Pception,
their future perception of 0MG threat, Path(a.b) (Figure 8) represent,, changing 4. 'Shcirn'"The ('tatrore Surface Shices Uconditions, caused by an increase in ibe levelthcasroesufefrmdbmanirn
of confidence, which would lead to tre a fixed level of confidence and varying thb,issuing of an 0MG warning, wh~le path (c-d) number of a.ilve indicators, for esample.would lead to the perception that a very low produces a continuous curve resembling aste,,el of 0MG threat existed. overffolded "S' (Figure 10). 'The sh~apes ofsuch slices cant illustrate such phenomena as3. Ambizssii Perceptual ambiguities can be perceptual hysteresis and percptuadcaused by "pre-conditioning" (Figure 9). The "trapping," us da cnibed below,
sequence of data sets represented by positions(a. b, c, and d), for enampte, could lead an 5 E..x.K.aotnail seraesjs Pcrceptual hysteresi.analyst to the perception of a tow level of can hn illustrated with the aid of tbc

. . . .
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catastrophe model (Figure 1). Beginning path" exists to permit a transition to anotherwithasmallanmberofactiveindicatorsanda region of this surface (Figure 12). Under
low level of perceived OMG threat, an partial trapping conditions, for example, anincreak in the number of these indicators mcrease in the number of active indtcatorspresented to the analyst can lead toa sudden presented to the analyst can set the scene foramcease in perceived threat. By contrast, sudden and ireversible increase in perceived
beginning with a large rumber of active OMG threat. This observation reflects theinditor and a high level of 0MG threat, a reluctance of some analysts t6 withdraw an
decrease i this number of indicators can lead OMG vwarning once it has been issued asto conditions under which a sudden decrse revealed in commentsmade'during thein perceived OMG threat can take place, debriefing performed after the experiments
These sudden changes in perceived OMG had been completed. Completeperceptual
threat geneally take placi at ihfferent numbers trapping can occur when no path-exists forofacttve indicators.-or example transitions between the low OMG and high

OMG threat perception states. Under such
circumstances, the analyst's pef,-eption of
OMG threat would remain at either a low or a

t, "da high level despite very large changesn
number of active indicators or level of
confidence, for example.

P-L"

5vct,,,i

Figure 9: Perceptual Ambiguity

Figure 11: Perceptual Hysteresis

Cou~nter-fnreiny or Paradosiral Behav!i
[ - ' ,Catastrophe eodels based on analysts'perceptions 5

sfOMG threat suggest that theseperceptions may exhibit patterns of
counter-intuitive or paradoxical behavior
(Figure 13). Beginning with a high level of

- ~ perceived OMG threat, with a small number of
active indicators, and with the level of- ,.. , confidence maintained at its mean value, a
subsequent increase in the number of active
indicators presented to the analyst can lead to aFigure 10: "Slicing" the Cusp Surface sudden decrease in the level of perceived
OMG threat, for example. Subsequent
increases in the number of active indicators6. Eaegr al "Ts g.n.Perceptual trapping can now cause a gradual increase in the leveloccurs because an individual't. perceptions of perceived threat, but the analyst'sappear to be restricted to a particular portion of perceptions now appear to be "trapped" to athe catastrophe landscape so that no "return particular S-shaed slice of the catastrophe
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surface. Under these circumstances, a retum of the response of the different analysts to the 0MG threatto the initial conditions would appear to be test data appeared to depend upon the background andimpossible without changes in thelevel of experiene of these analysts. Thus analysts with extensiveconfidence or the presentation of additional active duty mitry experience appeared to pay almostsets of data elements to the analyst, for uv u aarepreneperdtoayamsetsfa emo exclusive attention to the number of active indicators while
another analyst with much more strategic-level experienceappeared to Pay almost exclusive attenton to the patterns (or
sequence type) of the displayed indicators, forexample

:W The following is a brief review of the analysis of theOaMG threat data collected from an experienced intelhgenceanalyst w c escnes the impact of the number of nmaryindicators, sequence type (or pattern of indicators), and levelof confidence on the analyst's perception of 0MG threat level(Figures 14a to d).

The control plane plot (Figure 14a) shows that 54.8%of the data are located within the bimodal zone and representanalyst assessment conditions which are subject toambiguity. A slice of the cusp model surface for a range ofvalues of the primary indicators and sequence type and levelof confidence fixed at their mean values reveals situations inwhich partial perceptual trapping can occur (Figure 14b). Aslice of the cusp surface at a fixed level of confidence andnumber of primary indicators and with variable sequence.type values reveals situations in which perceptual trapping
can occur with the analyst's 0MG threat perceptions
restricted either to a high value range or a low value range forall ranges of sequence-type values (Figure 14c). A slice ofthe cusp model surface for a range of values of the level ofconfidence and with the numbers of primary indicators and

Figure 12. Perceptual Trapping suence type fixed at their mean value reveal situations inwhich perceptual hysteresis can occur (Figure 14d) as thelevel of confidence is increased or decreased.
k m-t¢o 

O0 e.d P,. FM p

.............. *:.......... .. ..... .. ..

........... ............

................ .. ....................

.........

Figure 13: Counterlntuive or Paradoxical Behavior i

4.2 SPECIFIC ANALYSTASSESSMENTS Figure 14a; Analysis of0MG Threat Assessmen DitaThese knowledge development activities involving theExperienced intelligence analysts have tested the generation of OMG indicator test data sets, their presentationIWCAT systetm It is a sugestive finding of the statistical to I&W analysts, the construction of an 0MG threatanalyses perfoimed durin s investigation that the nature assessment data base, and its statistical analysis have
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particularly in the communication of inteligence analyst
......-p .tons to bttleeld commander, a subject that is undertovesigatdon.

N~

rigure 14b. Analysis of-"G reat Assessment Data -.

rigure 14d: Analysis of 0MG Trecat Assessment Data

. "5. CONCLUSIONS

The research described in this paper has produced asuccessful demsonstration Of the use of catastrophe theory
meathematirs to analyze indications and waminga.related data
associated with a Soviet 0MG. The effort has also produced

Prototype computer-based system that can be used tosupport analysts and decision-makers. The system is able to
r 1capture and use small, aad apparently insignificant, changes

in information that are the precursors of dramatic changes in~,v~n..iv,~ocsoverall system behavior. The work has cleanly demonstrated
that l&W-relatcd data can be generated and fitted to

It -------- -non-linear models in a rigorous extension of the ways thatV____________ _e data are generated and fitted to linear models in the process of
Sline,. regression 'Te activity ts gone far beyond simple

- **, qualitative model building by constructing quantitative,.. --- . statisticaolyv trifaed, models which can be used for analysis
and prediction,

Several e aperinnded intelligence analysts have tested
rigort 14 Analysis of 0MG Threat Msessmen, the IWCAT system and the information generated b this

process wao subjected to non-linear statistical analysis usingthe cusp surface analysis program, Ilt sa suggestive findingprovided new insights to the perception of threat, of this analysis that the natureoofitheresponse ofthe differentparticularly in the area of the 0IG. It is now possible to analysts to the 0MG threat test data appeared to depend uponidentify conditions under which sudden and gradual changes, their background and experiene While the observation thatdivergence, ambiguities, paradoxical roverals, hysteresis, analyst bacKground and experience lead to a specifity ofand perceptual "trapping" can take place and provide an analyst-response is a tentative finding da to the small sampleassessment-of theirimpacton the interpretation of itelligence sie of analysts that were used in lbs e uperiment, such adata by intelligence analysts and others These findings have suggestion can have profound implications on the way thatsignificant implications in many combat-related areas, l& and other forms of intelligence analyses hae interpreted
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analytic acivities and invetigaions with the aid of the - Catastrophe Theory to the Problems of Military

24,46-53.
Thsretearch has provide& evidence that I&W

iniaosaeneither linear not uncorreltrd in the mind of Dockery, J TF., and A. E. R. Woodcock, 1988. 'Models ofexeren editligence analysts, a finiding which ts itself of Combat with Embedded C2. IL. Catastrophe TheoryvauTetechnology developed to investigate I&W analyst and Chaotic Behavior," International C. 1. S. Journal.
repne sdirkcjly applicable to 6emmunicating analyst, In Press,

unesadn obattlefield comntdees,'and to cpturng
abgiisibattlefield commanders' perception of the Donnely, C. N., 1952. "The Soviet Operational Maneuver

cobtenvironment. The technology also appears to be of Group A New Challenge for NATO." International
vleas an aid to analysts and decision-macers by, Defense Rhiew, 1177-1186.

IAlerting individuals to Conditions where small Gilinore, R., 1931. Catastrophe Theory fi' Scientists and
changes in indicator input can give rise to Engineers. New York-. Wiley Inecrscience.
either gradual or sudden changes of perception
in the tame -situation tinder different IHolt, R. TF., P. Job, and L Maccut. 1978. "Catastrophe
conditions. Theotyand the Study of War." Journal of Conflict

Resolution, 22: 171-208,
2.Poidingan analytic capability that can give

rtoa terpretalloas of non-linear and Itnard;C. A. and r. C. Zeemnan, 1976. "Svaiu Models from
apparently counter-intuitive behavior and Catastrophe Theory in the Social Sciences " In. The
clarifying the causes and effects of ambiguous Use of Mfodels in the Social Sciences. London.
pecepsions of the same situation. Tavislock Publications, Collins, L (ed.) 44-100.

3 Identifying and characterizing the different Postotn, TF. and 1. Stewart, 1978. Catastrophe Theory anti its
types of responses of l&WV analysts and Applications. London: Pitman.
Others to features of I&WV-related data sets,

Thom, R., 1975. Structural Stability and Mforphogenesis4. Providing methods that can be used to suppot Reading, Massachusetts; W. A, Benjamin,
the training of such analysts and the
interpretation of their asessmesttof paricular Woodcock, A. E. R., 1988a, "Catastrophes, Chaos, andacts of indicators. C31: Toward a New Understanding of Military

Combat." In: The Application of Al to C
3
1. Harris,The catastrophestheory-based technuology provides a C. L. (ed.). London; Institution of Electricalmethod for dcvcloping a new understanding of the non-linear Engineers, In Press.

aspects of the militaiy~n iel Iigence-analytic process. Such anunderstanding can thin be extended from intelligence Woodcock, A. E. R., 1918b. "Indications and WarninS$ asanalysis to comnsid and control by providing new methods an Input to the C~ Process," Is. The Calculu11s offor identtifying and selecting psoiculac responses from a list Uncertainty. Johnson, S. EBand A. HI. Levis, (eds.).of response options avaitar Into the commander. The WashingtonlD.C.: AFCE3A lteruational Press.development of this type of facility is of obvious importance
t in the C2 

arena, and is being investigated Woociyk A. E.R,18a "Catastrophes, Chaot, and

C L"In:Proeedngsof the Second International
Conference on C3 
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6. BIBILIOGRAPHY's Lcndon: Institution of Electrial Euginceer.

Woodcock. A. B. R., 1987b. "II&W as an Input to the C3
Cobb. L., 1978. "Stochastic Catastrophe Models and Process." In. Proceedings of The Commandl and

Maltimodal Distribatioms" B~ehavioral Science, 23: Control Research Symuposiun. Wsashington, D. C.
360-374. Johst Directors of Laboratoties Basic Research Group,

National Defense University, 83.92.
Cobb. L., 1980. "Estimation Theory for the Cusp

Catastrophe Theory Model." Proceedings of the Woodcock, A. B. Ri., 1986. An Inestigation of Catastrophe
Section on Survey Research, Washington, D.C.: Theory as a Conmmand and Control Device Rome.
Americanx Statistical Association, New Yolk: Syneclics Corporation.

Cobb, L, 1983, A Maximum Likelihood Computer Woodcock, A. E. R. and M. Da% is, 1978. Catastrophe
Program to Fit a Statistical Cusp Hypothesis The Theory, New York: E, P, Dlton.
Htague, The Netherlands: SllAPE Technical Centre WVoodcock, A. B. R. and J1. T. Dockery, 1988. "M'odels of

Dick, C. J., 1983. "Soviet Operational Maneuver Groups. A Combat svith Embedded C2. 1. Catastrophe Theory
Closer Looks," International Defense Review, and the Lauchester Equatioss" International C IL S
769-772. Journal, In Press.



Woodcock, A E R. and J. T. Dockery, 1987 Zeeman, E C, 1977. Catastrophe Theory, Selected Papers,"Mathematical Catastrophes and Military Victories." 1972-1977. Reading, Mass.: Addison-Wesley.
Signal, April,

Woodcock, A. E. R. and J. T. Dockery, 1986. "Models of
Combat with Embedded C2. 1: Catastrophe Theoryand the Lanchester Equations." Technical Report. 1. This research was s ,pported by Rome Air DevelopmentRome, New York: Synectics Corporation, Center Laboratory Director's funds. The authors are

very grateful for the interest in and support of this work
Woodcock, A. E. R. and J. T. Dockery, 1984. Application by Dr. F. Diamond, Chief Scientist, Rome Airof Catastrophe Theory to the Analysts of Military Development Center, Gnffiss Air Force Base, New

Behavior. The Hague, The Netherlands: SHAPE York.
Technical Centre Consultants Report, STC CR-56.

2. The authos would like toacknowledge with gratitudeWoodcock, A E. R., P. Langendorf. and L. Cobb, 1988. the partcipation of Dr. Loren Cobb (Medical University"Perceptual Hysteresis. You Can't Get There From of South Carolina) and Dr. M. E. Familant (Synectics) in
Here." Signal. July. the IWVCAT project.

Woodcock, A. E. R. and T. Poston, 1974, "A Geometrical 3. The views, opinions, and findings contained in thisStudy of the Elementary Catastrophes." LectreNotes paper are those, of the authors and should not bein Mathematics, 373. Berlin and New York. Springer. construed as an official United States Air Force or RomeVerlag. Air Development Center positron policy, or decision,
unless so designated by other official documentation.

II
116



Stochastic Modeling and Analysis
for Multi-Battle and Multi-Stage C1 Systems*

Izhak Rubin*, Joseph Baker* and Israel Mayk#
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#USARMY CECOM, Center for C' Systems, Fort Monmouth, NJ

Abstract in (11 an Army-based model is presented; in addition, ex-
The modeling of Csysteis suffers from many of the same tensive applications, tests and simul.tions have been car-

problems encountered in modeling other large, complicated sys- tied out at NOSC in providing key modeling and perfor-
tens, Becaussve many attribute, and comph- mance evaluation and design tools for Outer-Air-Battle
nated interactions, the state spaces of detailed models are so (OAB) and Inner-Air-Battle (IAB) air-defense scenarios,
large that standard solution methods are computationally in- as employed by the U.S. naval forces in protecting a naval
tractable, To combat this problem, we have developed high. battle group.
level, aggregated models with reduced state spaces and anlevels
hierarcdcdal be wily med. aree programmed of command structures, we need to hierarchically combine

an uand can be esily modified. Parameters of the high.
level models are estimated sing detailed simulation runs and basic single-battle single and multi-phase models (see 12,
other data." 3, 4, 5, 6, 7, 1, 8). It is essential to model the special

Pot definiteness, we consider a specific battle scenario, hierarchical command, control and decision structure of
llowever we use a modular approach, and the model can easily the C' system, so that qualitative, as well as quantitative
be extended to other scenarios, system understanding, modeling, evaluation, analysis and

optimization functions can be accomplished.

Introduction Our Multi-Stage, Multi.Battle models describe hlicrar-
chically structured command organizations which are in.

In 111, we have presented a stochastic C' model for a multi- volved in managing and controlling the conduct of multiple
stage and multi-phase C' battle system. In our model, the battles. Each battle consists of multiple stages and phases,
battle is &scribed as a serial succession of battle stages, as described above. Once allocations of resources and as-
During each stage, the. forces engage In a certain type of signments of tasks are made by the decision maker (com-
battle. Following the termination of a stage, a new battle mand) at a certain level of tme herarchy, the affected lower
stage 13 initiated, so that the currently available forces now level battle systems proceed to operate independently un-
engage in a different battle type. The state of the system til the next decision point. At thi latter time, information
at the start of a battle stage depends upon the state at the is aggregated and dis-aggregated as it moves up and down
termination of the previous battle stage. through the 0' hierarchy.

Each stage is further divided into a serial succession of
phases. During a phase, a battle takes place in accordance Overview of the Multi-Stage,
with the underlying system state conditions. The state of

the syv.em at the termination of a battle phase provides Multi-Battle MSMB-1 Model
a key input for the determination of the related state of
the tYjstem at the start of the next phase, within the same For definiteness, we consider a speific battle scenario.
stage. The stage phases involve similar battle types en. However, we use a modular approach, and the model can

gaged under varying system and force state conditions, easily be extended to other scenarios.

Performance equations are derived to describe the We consider a battle between two forces: the F-force

state distribution at the termination of each battle phase and the A-force. Each force has, for example, tanks and

and st.ge, as well as to compute minion win probabilities, aircraft. The tanks fight each other on a battlefield. Air-

asset lesses and battle durations. craft can be allocated to attack either tanks or aircraft

Our multi-stage C3 models have been applied to var- from the opposing side. Thus, two battles are observed

ious Army, Air Force, and Navy scenarios. For example, the tank battle, that may involve aircraft attacks as well,
and the air-to-air aircraft combat battle.

Each force has a two-level hierarchical command
'This swiurch was supported at IRI Corp. by U,S Army CE- btructure. At the top level of the hierarchy, the comman-

COM contract no DAAB7.$4-C.KS77 Mobse Addiest Prtes der for each side allocates amcraft either to the air-to-air
soc Ishak Rubin, Electrical Enginering Departmeat, 671 Boelter

tall, UAvestiy of California, Loe Angeles, CA n9o4 Telephone. battle, or to the tank attack mission. This decision is based
(213)252327 upon summary statistics describing the state of the battles.
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phases. Alternative air battle models could easily be used

Commander Allocates Aircraft' in place of this model.
• a i c At the end of each stage of the battle, the comman-

ders reallocate aircraft based upon ,he outcomes of the air
/ \and tank battles. The battle can pioced for an arbitrary

number of stages, and various Win events can be defined.
Statistics showing the transient and overall progress of the

battle are collected.
We have derived analytic performance equations that

can be recursively solved through the use of a computer,
to yield-the distributions of the underlying battle states
(s (1) for details.) These results are then used to compute
win probabilities and loss distributions, for prescribed bat-

Figure 1: Command Hierarchy tle durations, under various predetermined or adaptively

and dynamically adjusted rules of engagement, resource al-
location policies, and other command and control options.

y We present performance curves for C
3 battle examples un-

1 2 3 der a variety of command and control policies for various
x I E parameters and scenario conditions.2 1___

Input Variables
Figure 2: Tank Battle Grid The inputs to the model are:

ANs = Number of stages in battle.

For instance, we assume that the commander knows the * NAS = Number of tank battle phases per stage.
number of surviving tanks -under his command, and their * A, = Number of air battle phases per stage
average fuel level, but does not know their exact position. * T' = Initial number of F-Tanks.
The second level of the hierarchy consists of the individual . XF = Initial X coordinate of F-Tank group,
commonads of the air-to-air battles on one hand, and of
the tank (and air attack) battles, on the other hand. * YT 

= Initial Y coordinate of F-Tank group.

The battle proceeds in stages, which correspond to de- * TA = Initial number of A-Tanks,
cision points for the commanders. At the start of a stage, * XA = Initial X coordinate of A-Tank group.
each commander decides how to allocate the aircraft un-
der his control:, some are allocated to the air battle, and * = Initial Y coordinate of A-Tank group.
the rest are allocated to the tank battle. During a stage, * AF = Initial number of F-Aircraft.
the battles proceed independently. Both of the battles are * AA = Initial number of A-Aircraft.
modeled as phased battles. A stage consists of a fixed I

number of phases (these numbers can be different for the * NM' 7 = Number of missiles fired by an F-Tank which

tank battle and air battle.) Each phase of the tank battle has det.cted a target, during a tank vs. tank srbphase

consists of three subphases: tank movement, tank vs. tank of the tank battle.

attrition, and aircraft vs. tank attrition. The tank groups Afr2 = Number of missiles fired by an A-Tank which

move on a 2 x 3 grid (see figure 2.) All members of a tank has detected a target, during a tank vs, tank subphase

group occupy the same grid square. Grid locations affect of the tank battle.
tank vs. tank detection and kill probabilities, ar I aircraft * NEAT = Number of missiles fired by an F-Aircraft
vs, tank detection and kill probabilities, A tank group has against r detected A-Tank, during an aircraft vs. tank

either high or low fuel status. When a tank group with high subphase of the tank battle.

fuel status moves, with some probability it changes to low
fuel status. A tank group with low fuel status has limited * NXA = Number of missiles fired by an A-Aircraft

movement options. (Rather than modeling a fuel limited against a detected F-Tank, during an aircraft vs. tank

battle, we could easily model an ammunition limited bat- subphase of the tank battle.

tIe in the same manner. As the model undergoes further NAA = Number of missiles fired by an F-Aircraft

development, we will explore this option.) against a targeted A-Aircraft, during a pbhtr - tne

Each phase oi the air battle consists of a pairing of aircraft vs. aircraft battle.

adversary aircraft, followed by the firingof a number of air- NA A Number of missiles floed by an A-Aircraft
to-airmissiles. The number ofmissiles fired per subphas is against a targeted F-Aircraft, during a phase of the
an input parameter. Unpaired aircraft wait for subsequent aircraft vs. aircraft battle.
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* 'PDTT(X5,YI,X,Y5) =.Probability that an F-Tank The State
at (Xs, Ys) will detet an A-Tank at(x 2 ,Y) during We define the state of the top level battle at the start
a tank vs. tank subphase. of stage n to be.

* PATT(XI,YI,X,YS) = Probability that an A-Tank
at (XhY) will detect an F-Tank at (X 2 ,Y2 ) during T" A f A a A
a tank vs. tank subphase.

* PDAT(X, Y) ziProbability that an F-Aircraft will do- where
tect an A-Tank at (X, Y) during an aircraft vs. tank * T, The Number of F-Tanks at the Start of Stage

subphase of the i4rlba ttle n.

* PAAT(X, Y) =Probability thIAt iiA-Aircraft will do- . In' The Fuel State of the F-Tanks at the Start of
tert an F-Tank at (X,Y) during an ait; iaft-. tank Stage n.

.sub.phaie of the tank Iiattle.
* PfTT(XsY, Xs,Y) = Piobabihtythat asingle mi " 

A
F The Number of F-Aircraft at the Start of Stage

silo from an P-Tank will kill a detected A-Tank.
* Pj 7 (Xz, Ys,XnTYs) =.Probability that asisglemis- 

a 
= The Number of A-Tanks at the Start of Stage

silo from an A-Tank w il i al a deteted F-Tank.

* PkAT(X;Y) = Probability ths a single missile from * = The Fuel State of the A-Tanks at the Start of

an F-Aircraft will kill a detected'A-Tank at (XY). Stage n.

* PAT(X, Y) = Probability that a single missile from . A
A 

= The Number of A-Aircraft at the Start of Stage

in A-Aircrdt will kill a detected F-Tank at (XY). n.

* PIAA 
= 

Probability that a single missile from an F-
Aircraft will kill a targeted A.Aircraft. Aircraft Allocation Rules

• PKAA = Probability that a single missile from an A- We assume that both commanders allocate air

A,rcraft will kill a targeted F-Aircraft. based upon a deterministic functisn of the state. That is,
we let

- PI ,(XI,YhX,Y) = Probability that an F-Tank
group in the high fuel state will switch to the low * A - A I n A( -

fuel state if it moves from (x, Y) to (X ,Y2). of F;Aircraft allocated to the Stage n Tank Battle,

* Pj[L(Xs,Y,X2IY 2 ) = Probability that an A-Tank 0 < < A .
group in the high fuel state will switch to the low Ar - T

fuel state if it moves from (XI,YI) to (Xs,Y 2 ). cated to the Stage n Air Battle.

A FAn(Ti ,I.,A,,,T.A,4A,AA) = The Number
Definition of the Model of A-Aircraft allocated to the Stage n Tank Battle,A.

We will define the model in sections corresponding to the 0 < AT, AA.
top level of the hierarchy, the tank battle, and the air-to- * AA, A A = The Number of A-Aircraft all-

air battle. We will further separate the definitions of the cated to the Stage n Air Battle.
movement, tank vs. tank attrition, and aircraft vs. tank at- The allocation rules FF'(.) and F

A () do not have to use
trition subphases of the tank battle. This approach makes all of the state information; we can assume that each side

it very easy to modify assumptions about firing doctrine, has only partial information about the other side. The al-
allocation rules, and so forth. By using this approach, we

can consider multiple tank battles and/or air battles by location rules are easily changed. We will use the following

changing only the top level of the model, allocation rules in the numerical oxamples presented later:

1. If your side has more (>) aircraft than the other side,
The Top Level Model allocate half of your aircraft (rounded down to the

The top level of the battle proceeds as follows: nearest integer number) to the tank battle and the
rst to the air battle; otherwise allocate all of your

* The battle begins with an initial allocation of tanks aircraft to the air battle;
and aircraft,

- At toe start of each stage, the commanders each con- 2. AlIwiys allocate one half (rounded down to the nearest

eider summary results ol the previous stage of the bat- integer) of your aircraft to the tank battle, and the

tle, and allocate their aircraft between the tank and rest to the air battle;

air battles. 3. Always allocate all of ysour aircraft to the tank battle;

. The process refrk itself. 4. Always allocate all of your aircraft to the air battle.
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Update of the State r ality D itris at the :=Ia pachleesW!56 are levat !q thbe enex. FCC late

Start of Each Stage Vn.tse a c=m =:= ac-2lanleadp*F2cas,gise the

The -tate prbY r Zt2'dhtCht r z the sat of cCead ==6. d=svug isd= ticr fzd Zuatus is Cas-

stage is calculated in tE foaoin emhu a:_ ----oec u :Ai-Ia !2

. Ass==methat the state prehahIMry 4!n-hZtO L-- tit (Sc bcv for zzeaca. oed2 ?ai e x
start of stage n bas been -3alcea 2=L To be exa we WocM he to use a ocun~ol

. For eachstatuewith ousiris praihuhillythe aseaiiiis d~ ha aifo izd&a te oarscz
relmare -.sed to determize the aflocaztlunc. ..lacraft allocat-ed to the tank Ia**, by eCwh 556e, zsid track
to tli tank and a:.- battles. teube rdcfarme inhp SUMa

0 The conditional distribtic~ of the octx of the so the we ld, peoperly expand the state.

tank battle and the a- battle are each =cchlaed Ci- * h dc iec haec a ak'' pasthe
dependent, using ibe tank and altr battle modes), expanded te ctIai as aelte
given the initial state. *At the end of the stage, the atril--ahotz ci h s==-

* Tbconitinali~tibai~isare~hu~dt~vChe ary stale iseacead and passed totheCupCierleve
overal join: ConditiousltIbtn for the start of of the hierazechy. Toe comatiasa distrihito cc the

stage ns+ 1, given the state at the Start OfSU sta a position infinmais also cascuted.

o The conditional distributions are combined to yied Exadn The State
tlreoveralljoant state disbinfo testtstage At the start cistage a, Lim ta=k codel receives; initial
ns+1. values for the numBer of tanks and aircraft on each side,

Nsote that this is not the most ccmy~utationally elbcientas- and the feel status of the tank zroeps We~ oe the Sub-
preach. SI=c Macy of the joint states will eve the same script its go indicate values at the end of phazse i of state
Inputs to either the tank battle or the air battle, either n. 'We use tLre sub~script nO to indiate the initia values.

sub-battle could be reak &lte for the same set of inputs Ths in kep- with Ou ote dtc we have
many times. it would he more comnputationally effcient o TZ: = The Number of F-Tanks at the end of phase a

to store the results of te sub-battles for each set of input of Stage a.
conditions, and then combie them appropiatly. Ho--
ever, thiswold require agatdeal ofstorage- Force Ow - T felState ofthe F-Tanks at the end of

initial model, we calculate and store the results of vari- phase i of Stage a.
ous suh-attles and phases only once, and then combine o AF. The Nuiber of F-Aircraft at the end of Phase
them as eeded. In future work we wil examine of the i t .n
computation/storage tradeoffs. 9 * = The Ivumber ci A-Tanks at the end of phase

The Tank Battle of Stage ns.

The tank battle is modeled as follows: Trw0 Opoing . -! The Feel State of the A-Tanks at the end of

groups of tanks battl; each other on1 a 2-dunensiOnal Sur- Phase i or Stage ns.

face. The surface is divided into 6 sections (for our initial * AA The Numnber of A-Aircraft at the end of Phase
model, a 2 X3grid.) All the tanks in a tank group are i ofStage n.
in the same grid square. The tank group$ move about The tank battle model receives initial values for TLI I.F,
the grid, fighting each other. Opposing aircraft also strafe A.F, T.,, IA, and AA Note that Sice easume that
the battlefield. The tank vs. tank and aircraft %~ tnthere is no aircraft, attrition in the tank battle, A, AW
probabilities of detection and kill depend upont the tank and AA = AA for all s. Since the number of aircraft silo-
locations. When a tank group moves, With some probabil- cated toteLn- ated o hnedrn tg,%

ity the tank group will enter the low fuel state Once in do not explicitly carry the numbers in the state dtscrip-
the low fuel state, tank movement is restricted. tion.

Each stage of the tank battle is divided into phases, We define the state of the tank battle at the start of
and the phases ace further divided into sub-phase of move- phase j of stage ns to be
ment, tank vs. tank fighting, and aircraft vs. taak fighting.

A stage of the tank battle proceeds as follows: (T.11 JF,, X .,TAIAXA .

" A set of initial conditions is passed in frora the upper
level of the hierarchy. This consists of the initial nun- where

beretf tanks and aircraft on each side, and tht initial . -., the x-coordinate of the F-task group at the

tank fuel status for each side, start of phase i ot stage ns.

" The state is expanded to include position informsa- o YZ = the y-cordinate of the F-tank group at the

tion. For the first stage, this is dune using the initial start of phase i of stage ns.
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. X,$- =the X-cocee oc the %-tank &nu,7za the Iv = that, memb= of at tank V ,C euc
stat f hiai asag zza shar &:cta k-*==ou. Tbmx, the auerl

o Y = the pieoorae cc the A42a=1 &rnop at the fadto is Utether any m of a tank X;ou Eas de-
S~:cPezifsagem. tocteda .pa2icuhtroppnn tank: dctinnbynmilipi

At Cze start of the Enzs stgm tn1 roz? poutmn inkc- zXza ick=
-3 isW- i=th ~ v ie recal thz±

At the end-o( each stage dthe 112=1 hanie6 the coz- . jo~rAX,yPXA,yA) = pro abifiyta anF
* dsnadtrbn! the tank VP pcisaasns, evn he Tank z± (X',Y') will detect am A-Tank at (XA, yA)

c~=v~~s on each side, and the feld stats du.-Z a Tank m. Tank Szbphase.

cc tah a- ofc is 0 ~, ~ *p~r(XA,yA,XP,yP) = Probability tha an A-
epnA the- star Tfec tg te hnteE4 b =ankt (XA,YA) will detect an F-Tan-k at (X',Y')

ccpa=& gae4uboia s aehte sn he '=- durig a Tank vs. Tank Subhase.

gV-2 posies Thus, the probability that a particular- A-Tank at
Once the expanile State dirunti has iieca "co- (XAYA) is detected by an F-Tank group az (XF,YF)

WaedI, the scliplase calclations ar-e perfeczned for each of wit j tanks is given by
the xis phases of the tank batle. Wve th gat p&(XlryF X-AyAb) =-_jj~7X y Ay)of the tank battle at the start of subiphase j of phases _ f
Stage ns to be The othe prbabilities can also be easily caculated.

(F, . .4, ;,, Xj.y Firing Models. We assume that during a ingle tank

We dne te stte abilty dstriutin 2±the - s. tank suliphase, each F-tank can fire Nrr missile,
1611b he stpate oab-age is tiiti atte trto and each A-tank can fire Nj~T missiles. A number of fir-scbp~e of has i ostn n t being models are possible. For our sample firing model, we

-LU,-,F~~A A .A. ignore the efects of attrition within a sulipmase upon the
,, ,',..~ ,k,...,,.total number of missiles fired during the subphbase. We

Finall, the ending Summary State distriution is .,- also assume that any detected in get can he fired upon
culated and passed to the higher level of the cmad by any tank in the opposing group, and ignore any relar-
hierarchy, and the conditional position distribution is Cal- geting delays. We also assumne that all missiles are fired
culated and stored for the next stage. at live targets. This provides a Simple first order model.

Various assumptions can he relaxed at the cost of added
The Movement Subpmase complexity, or by adding simple degrade factors.

The tank groups mrove according to deterministic
functions whirh are specified by the user. These functions The Aircraft vs. Tank Suliphaso
can depend upon the number of surviving tanks on each Imnthe aircraft vs. tanksuliphaseofthetankbiattle,me
side, and their fuel status' and positions. Of course, the assume that the aircraft allocated by each side to the tank
functions can ignore some of this informnation to model par- battle pass over the battlefield, search for and firing upon
tial knowledge. We assume that a tank group can move the opposing tanks. For the IiSNIB-i model, we assume
at most one square to the righ or left, up or down during that there is no attrition of aircraft. As in the tank Vs.
a single movement subiphase. When a tank group in the tank suliphase, numerout detection an' firing models are
high fuel state moves, with some probability it changes to possible. Wen present a representative model here.
the low fuel State. This probability is a function of the, Detection and Firin Model. We assume that thiede-
tank group location, and the movement it makes. The tection and firing ghssaeSprt, n eysmlrt

*probability is input by teur.firing model I in the tank versus tank suliphase. We as-
The Tank vs. Tank Sulihate sume here that each of the aircraft in a aircraft group inde-

In the tank vs. tank sulihase, the two tank groups pendently scan the battlefield. The probability that an air-
attempt to detect and fire upon each other. Various models craft detects a particular opposing tank depends only upon

ofthe detection, target allocation, and firing processes are the tank's grid location, and is independent of any other
of factors. 'We assume that members of an aircraft group can

possible. communicate and share targeting information. Thus, the
Detection. Various assumptions about tank detection crucial factor is whether any member of an aircraft group
and communication abilities can be made. We assume here has detected a particular opposing tank, detection by mul-
that each of the tanks in a tank group independently scans tiple aircraft adds nothing. We recall that
the battlefield. The probability that a tank detects a par- *p (~,yA) PrbiltthtaF-rcftwl
ticular opposing tank depends only upon the two taks dtct an A-Tank a iit (X aturn an FAircraft vs.l

grid locations, and is independent of any other factors. Tank Suliphase.I
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P A (XSr, Y") =Probabilty th anA-Aircraft 
W
i
l  

The Air Battle i

deect F-Tak at (X', Y')dugan Aicrat
v  

hEach phase of the air battle consists of a pairing of adver-
Tank Subphase. say aircraft, fol,sred by the firing of a numberof missiles

Thus, the probalily thata prticular A-Tank at by each aircraft in pair. lie um r of nissiles fired
(XA, YA) is ec.-dbyanF-Aircraftgroup with ho air- per phase is an input paramner. In our initial model, we
craft is given by assume that the number of missiles fired during a phase is

p , - - yA))
r  the same for F-airc:iftand A-aircraft. :Unpaired aircraft

PA(XA yAbl -1- (1- PDA(X,) wait for subsequent pfl es. Aitrnative air battle models
could easily be usd in place of this initial model.

Spro Consider the phase n airliattle. The battle starts with
willdetect out of the m membas of an A-Tank group at -
(XA, YA) is, for Ol5 1 ,P Ao(m. hXA,yA ms) AL F-aircraft, and AA. A-aircraft. We let

P,.)(i, = th probability that phase I of-stage n of
SPFA(XA'YAIV)1(- _P A(X1'YAgo))m-i the air battle ends with i F-aircraft and i A-aircraft

I) surviving.

Similarly, the probability that a particular F-Tank at During each phase of the air battle, opposing aircraft

(X'
, 
Yr) is detected by an A-Aircraft group with hA air- are 'paired upP. Unpaired aircraft (if one side has more

craft is given by aircraft than the other) wait until the next phase. We as-
sume that each pair of aircraft participate in a stand-off

P AXY A) A 1- (1 - PIAT(XP,YF))V dogfight.- they fire only at each other, but the time be-
Dtween firing a missile and having it reach its target is long

The probability that an A-Aircraft group with hA aircraft enough that the target also has time to fire a missile. Dur-
will detect I out of the m members of an F-Tank group at ing a phase, paired aircraft fire up to No- = - AA

(Xo, Y') is, for 0 _ £ 5 m, missiles at each other. We assume that both airciaft take
P AG(I~hAX

r 
YFm)= their first shots at essentially the iame time. They wait to

see the outcome of the first exchange and, if both survive,
(m ) fire agaip. This continues for NAA N chang7 pA(Xr'yl'lhA))--!A 

xcags
I A YThere are four possible outcomes to a single phase dog-

fight: either both aircraft survive, the F-aircraft is killed
We assume that all missiles are fired at live targets. but the A-aircraft survives, the A-aircraft is killed but the

This provides a simple first order model. Various assump- F-aircraft survives, or both aircraft are killed. We let
tions can be relaxed at the cost of added complexity, or by
adding simple degrade factors. PAA = probability both aircraft survive,

PDA = the probabih.y that the F-aircraft is killed,
Recording The Position Information but the A-aircraft survives

Daring each stage of the battle, the tank battle is run PAD = the probability that the A-aircraft is killed,
for each set of initial conditions which has positive proba- but the F-aircraft survives
bility. After the calculation of the ending state distribution
(at the end of a stage) for a particular set of initial con- PDD = the probability that both aircraft are killed

ditions, the conditional distribution of the positions of the If a phase starts with t F-aircraft and j A-aircraft,
tank groups, given the number of surviving tanks on each there will be m = min(i,j) standoff dogfights. The joint
side, and the fuel status of each tank group, is calculated. dstribution of the number of dogfights which end with
The overall conditional distribution of tank position is cal- both aircraft alive (AA), the number whic. end with the
culated by weighting the distributions calculated for each F-aircraft dead and the A-aircraft alive (DA), the number
set of initial conditions by the probability of that set of which end with the F-aircraft alive and the A-aircraft dead
initial conditions. (AD), and the number which end with both aircraft dead

(DD) will have a multinomial distribution with probabili-Returning tiummary Informnation to the Top Level ties PAA,PdA,PaD, and POD.

During each stage of the battle, the tank battle is run

for each set of initial conditions which has positive prob- Numerical Examples
ability. After the calculation of the ending state distribu-
tion (at the end'of a stage) for a particular set of initial In this section %e will consider two simple numerical ex-

conditions, the marginal distribution of the summary in- amples which illustrate the use of the model
formation which will be returned to the top level of the
hierarchy is calculated. The overall marginal distribution Example 1

of the summary information is calculated by weighting the In example one, we focus upon aircraft allocation A group
distributions calculated for each set of initial conditions by o .5 i-anks starts in g,,d loction (1.1) aid approaches a
the probability of that set of initial conditions, group of 5 a-tanks which remain in grid location (I 3).
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Each stage of the tank battle consists of 1 phase. During butions of surviving tanks and aircraft at the end of each

the first stage, the f-tanks do not move. During the second stage of the battle, when both sides use strategy 1.

stage, they move to (1,2) and during the third stage they
move to (1,3). We assume that the tanks remain in the A-Strategy

high fuel state for the entire battle. 1 2 3 41 0.489 0 .399 0.027 10.7

Each side starts with five aircraft. Fach stage of the F1tra 9 T o. 39 9 0.7
air battle consists of two phases. We consider four aircraft 2 .4 0.404 725

allocation strategies.: 3 [0.943 1564 005 7 1.33

1. Ifjyour side has more () aircraft than the other aide, 4 0.301 0.267 0015 0.466

allocate half of your aircraft (rounded down to the
nearest integer number) to the tank battle and the Table 1. Mean Number of F-tanks Surviving the Battle

rest to the air battle; otherwise allocate all of your
aircraft to the air battle; A-Strategy

2. Always allocate one half (rounded down to the nearest 1 206 1.511 1.954 4

integer) of your aircraft to the tank battle, and the F-Strategy 2 1.232 1.26 1.207 1.061

rest to the air battle; 3 [011 N- i ! 1,531008

3. Always allocate all of your aircraft to the tank battle; 4 2.0301 2.033 12.527 1.739

4. Always allocate all of your aircraft to the air battle.
t We set: Table 2: Mean Number of A-tanks Surviving the Battle

A-Strategy
no. of missiles fired by an f-tank in a subpha.' = 2 1 2 3 4
no. of missiles fired by an a-tank in a subphase= 2 1 -1.017 -1.111 1 -1.927 .0.530
no, of missiles fired by an f-aircraft FStrategy 2 [ -0.78 0832 -1.179 0.

3
37J

against a tank during a subphase = 2 3 [ 4 0 . 0097L227

no. of missiles fired by an a-aircraft 4 -1 12 -1273

against a tank during a subphase = 2

no. of missiles fired by an f-acft against an Table 3: (Mean Number of F-tanks - Mean Number of

a-acft 'luring a subphase of the air battle = 2 A-tanks) Surviving the oattle

no. of missiles fired by an a-acft against an

f.acft during a subphase of the air battle = 2

The probability that an f-tank will detect an a-tank

increases from .4 to .6 to .8 as the f-tanks move across the
grid. The corresponding probability that an a-tank will

detect an f-tank increases from .4 to .6 to .8.

The probability that an f-aircraft will detect an a-tank
is .3 for each stage and equals the probability that an a-

aircraft will detect an f-tank.
The probability that a singlomissile from an f-tank

will kill an a-tank increases from .2 to .3 to .4 as the f-tanks
move across the grid. The corresponding probability that

a single missile from an a-tank will kill an f-tank increases
from .3 to .4 to .5.

The probability that a single missile from an f-aircraft
will kill a detected a-tank equals .2 for each stage, and

equals the probability that a single missile from an a-
aircraft will kill a detected f-tank.

The probability that a single missile from an f-aircraft

will kill an a-aircraft equals .3, and vice versa.

We now present examples of the types of results which
can be determined by the model.

In tables 1 through 3 we show the mean number ofsur-
viving F-tanks, A-tanks, and the difference, respectively.

Similar tables could easily be calculated for the air-

craft battle. In fig'cres 3 - 6 we see the marginal dis'trl-
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Example 2 Y
In example 2, we consider various movement rules. We X 1 2 3
consider a group of 5 f-tanks which start at grid location 1
(1,1) and wish to attack a group of 5 a-tanks located at grid 2
location (2,3). Along the route (1,1) - (1,2) - (1,3)
(2,3), the tank vs. tank probabilities of detection and kill Table 6: Probability of Detection of F-tank at (XY) by
are lower than along the route (1,1) - (2,1) - (2,2) -. A-aircraft
(2, 3). but the probability of detection of the f-tanks by the
e-aircraft is higher along the first route. See tables 4 - 7
for details. We consider three possible movement iules:

1. The )?-tank group remains at location (1,1) during
the first stage of the battle. If, after th6 first stage, X 1 2. 3
the F-tank group has more (>) survivors than the A- 1
tank group, the F-tank group takes the route (1,1)- 2
(1,2)- (1,3) - (2,3), moving one square per stage.
Otherwise the F-tank group takes the route (1,1) -, Table 7: Single-Shot Probability of Kill of F-tank at (XY)
(2,1) - (2,2) - (2,3), moving one square per stage, by A-aircraft

2. The F-tank group remains at location (1,1) during the
first stage of the battle. Regardless of the outcome of

the first stage, the F-tank group the route (1,'1) - [1 I. Rubin and J. Baker, 'Stochast;^ Modeling and Anal-
(2,1) -. (2,2) -. (2,3), moving one square per stage. ysis for Maneuverable Multi-Battle and Multi-Phase

C
3 

Systems," Tech, Rep. IRI-FR-8702, IRI Annual3. The F-tank group remains at location (1,1) during the Technical Report, October l08;.
first stage of the battle. Regardless of the outcome
of the first stage, the F-tank gioup takes the route [2] 1. Rubin and I. Mayk, "Markovian Modeling of Canon-
(1,1) -- (1,2) - (1,3) -. (2,3), moving one square ical C1 Systems Components,' in Proceedings of the
per stage. 894 MIT/ONR Workshop on C' Systems, June 1985.

Both sides allocate their aircraft evenly between the [3) 1. Rubin and I. Mayk, "Dynamic Stochastic C
3 

Models
tank and air battles, and Their Performance Evaluation," in Proceedings oftankandair attes.the 91h 

Workshop on C3 Systems, June 1980.
In figures 7 to 10 we show the results for movement

rule 1. [4[ I. Rubin and I. Mayk, "Modeling and Analysis of
Markovian Multi.Force C

3 
Piocesses, in Procedaings

of the 9o
l 

Workshop on C' Systems, June 1986.

Y [5) I. Rubin, J. Baker, and I. Mayk, "Stochastic C
3 

Mod-
1 2 3 cling and Analysis for Multi-Phase Battle Systems," inS , Proceedings of the JDL C2 

Research Symposium, (Na-
2 L tional Defense University, Fort McNair, Washington,

D.C.), June 1987.
Table 4: Probability of Detection by/of F-tank at (XY) [6) 1. Mayk and I. Rubin, "Paradigms for Understand-
of/by A-tank at (2,3) ing C', Anyone?," in Proceedings of the JDL C' Re-

search Symposium, (National Defense University, Fort
MeNair, Washington, D.C.), Juno 1987.

[7) 1. Mayk and I. Rubin, "Stochastic C
3 

Modeling and1 2Analysis for Maneuverable Battle Systems," in Pro.
X 1 t..05 eedings of the IEEE Military Communications Con.23 2 terence (MILCOM '87), (Washington, D.C.), October2 1.2/.2 .:,/7, 1 .3/.3 i 1987.

Table 5. Single-Shot Probabilty of Kill by/sf F-tank at [8] 1. Rubin and J, Baker, 'Stochastic Modeling and Anal.Ta ble 5 . PrbablioKiotank at ysis for Maneuverable Multi-Phase C' Systems," Tech.(XY) of/by A-task at (2,3) Rep. IRI-CC-AR-8701, IRI Annual Technical Report,

January 1987.
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Abstract The fusionx algorithmns, obich Constitote this irs generton
emphasize the rapid processing of mossive amounts of .. coming

T~aticat datar fattoo ao oompooedl of as number of separate procesoo xe*,mrt. 'The algorithmo are ot necessarily etegioit or entirety
wtht tho goal of supportiog thb omrplete assesosment of the LtUcal effeutive, int effit, caoily iomnaoe, and utidestoudobe by the
,stuation. One of the Component processes of data fusion is the eaes. The framoework fox the current algrithmts was created by the

* corelatio of aeourc report, with existing dota reords to determine developer.i uf the BETA~ (Battlefield Exploitation ..od Target
the preoence of new targets and to update the s1.1us of previously Acquisitioo) system. From this begioniog the apprnohes to the
noted tagets. This paper dsribro a Correlation prooedure for data grouod fo-rv~ dota fusion problem hove proceededi is a wide saniely
fusion. Current oipproahes, which ass linear discriminant functions, of direcitonts ranging from expert system to statisticot pattern
Reoe as the baois for the procedure dlserihed here. lwever, whereas mattching.

the ~ ~ ~ ~ ~ 1 oretppoheusonysbetv ismtsoa ttrbt This paper considers eutensions to BETA, hnawn as BETA
impottaoce, the procedure descr ,a here adaptly acquires ltvdsses(D) D r pooe o ile s n r
Attribute taportroce moeasures ootng information esutints derived syto rctsIncomin BUSors an~id frorede ass noatd dare
genrated! by'esamptes. This techniqtue provides for ;rs eiffetive designe tror oest enities ond pevronedat. on adition dta
mthod of acqtuiring the correlation pararneters. Additionally, the uco agt rheieettesi h acomn.I diint
correlation process itself is described to terms of the bipartite dota fusion BUDS perform other functions [I), some of which are,

matcingprolemanda nw mthodforcotelaionmarhin is distribution of reports to system auhcritrert; display of the curet
matcingprobem ud anewmetod fr crreltio muthio 05 battefield s~tuatiiat and targeting recommendarions. Hlowever, the
desribd.Concern In this paper is with the data fusion activity iu BDS). In

paticular, the focus here ss oentekd around A specilic data fusion
function Called self cortelatlos. This papeir presents seserel

1. SNTROUUCfION irtowtant, new techniques for streogtheoring and improving the cet
sorrelutiont algorithmin t)BM

Data fusion is an activity which is becoming mare Importaot *Tbe next section pros ide a brief oservicw of the eelf
to military planners ri 'All sroices. It ba arisen from the, aced to ei'rrelotiou algorithm in BDS nd section 3 extoends this docusioo hi%
process, large amounts o1 data io dynaic scenarios with fluid battle draurhiog the process asedl in BUDS to measure correlation betwec.o

* formations, where Commanders are dependent on sensor resources to reports. Section I provides a new and needled approach to
provide n acturate picture of the etrtosment. determining the Contribution providesd by each attrtibute In the BftS's

mecasure of correlation, In section 5, on important problem with the
Mile data fusion Is important to oll three seriaie, the molching algorithm in BIDS is described! and A solution providedi.

emphasis o the various fotioun %hat Comprise data fasion Changes realy, sectiotn 6 Contains the conclasions.
* with different areas of operation, The data fusion prolelm for the

air and sea battlks is associated writh target tracking. Is these 2. SELF COR1RELATIONI ALGORItTHMb
operational atras, fast moving targets nais be monitoredi for changes
In position and intent. The ground forces problem changes less The ups ftesl otlto loih st orapidly when viewed from the vantage paint of the Corpa eproeo h efcreainagrtmi ots

enoaur~tr However, the tarto density and variey for the lurid incoming sensor reporta to determinec if they correspond to exisring
battle is couch higher than that found either o the sea or I n the alr. entries .In the target darn bWe or if they are new targets. The
Cditinosltenme n distribution of seor eo ure x n copr s ate performed using parometric data in the reports.

ground operationsivery large. rinally. the ground forcte problem The algorithm aused in BUS is the basia for the discussion in this
uses a different coin of sensors, relying less ox active semors. such as section. The boot steps is the algorithm are shown iu Qguie 1,

It rudar, and more on passive sensors to acquire the nercit.'y which is condentrsed from (tI.
information about tho opposing force. The fAri step in the process is tomser out data bose entries

These characteristics of the ground forces idata fusion which are not within a prespetfie distance from the senior target or
problem lane towed the deseloproent of auteited systemns to are not of the some clas as, the snsor target, The target clasoes are
support kitllice and target arqsuisbwrn activities, The firit decomposed in ain in looton hierarchy, on example of which in ahown
generation of computerthsed data fusion nyatemo foe supporting the in Qiur 2. Eash reporxt includes the mast apeurcolasoficution the
land ta.ttl, have only recently test deployed. Dota on the rportioig sensor con maot using the available parameters. A data

* efectiseneoss of these systems m jost now starting to become hoase entry with a Class on a path below the node in the, hierarchy
osslnbie. Itence. the presence of a solid empirical foundation for representing the sensor report ia considered a Candidate for
wash in this riosi. uilarratandabty. atbn.Correlation. Once alt the data bse entries below the sensor report's

lachin~.Class hose been tohousted then dara base etrites on a direct, path
otosce the, node of the sensor report ate Considered A direct pat'. i
'Sr. case meanis that the path only goes theogti Isoset -1
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Ifence, in figure 2 if a tensor report has a class 'tank', then it can 3. FIGURE OF MERtIT APPROACH TO CORRELATION
correlate soith data entries wsith class -arorned vehicles,7 bust not

.ihtonoth Class 'isfattl fighting Vehi1.1. The algorithm described in -t&e prevsoo section depends o
the calcolation of the MO10 btetee two reports. There Area
number of approaches td this calculation that havw been proposed
ond implemented. Moot of theoe art losted in [2]. However, the

_________________________________________ method of interest to this paper is the figure of mecrit (FOlt)
apoath developed by Wright 131, because it serves s the bass for

Importa nt Implementations of liDS. The udvontgits and
Sensor ttif orsdisadvaotages of this approach vxsi-as-is its competitors will not ho

List gives in the coaclosoos. Instead, the FOM opproach is takes as the

Use( ppropriate method for computing M100s, sod techniques ore

User _____ provided to strengthen sod extend it.

~ Mrioc Seosor reports arrive for processiog in batches, Let So
'--.---.. .ISt,, be ho batch of senior reports with t = 1, 2,.At

the hatches srrise, the elements are correlated with the eletments of
F~oJ0!~J~lo ars exstiog dots base of targets. Let Do = (Do,, D2,_... D_,) he the

et! A kisot of dota base entries at the time of arrisal of hatch $1. In order to
avoid the accumulation of sbscripts, throughout the remainder of
this paper a single arbitrary hatch of sensor reports is cosoidered sod
lohecled S,

The correlatton betoeno lbs lerseotos of S sod D is based on
t'e parametric dots is the reposrts, These dots ate osed to detertmine

- ______________the FOM's. Ilcoce, for correlation potposes the dota, matte: only
_______Inofar s their toe is the FOM cslcolotieds. Thus, this paper

m'Arc coosideris both the aensor aod dsta base reportso to consist of so
Vohi~esordered net of attributes, which label the FOM's. Is some, cases the

aensor dots sod the FOil loltels, or attributes aoc the sme. 'Time of
detction is son example. In other cases they ore different, Location
is so FOM label which corresponds with x, y sod coosilriee dots is

Fn (antfir T U31 te report.
ihtn)l\Let So = ($Ot- $

0
* 011) sod D3, = (dt,, d3....dj be the

S~r.1lC~sets oattrihoics for the Ith seoior report, lo= 1, 2 _.., tso djth data
hose cntry, I , 2_.^o respectively. There is no loss in generalityin~ Imn h ubroatiu"i oo n aabtrprsb

tid T8J ~equoal. It throe Ios amissing sttrhute In A report, the correlationI
procedures ate conducted only over the remaining attributes. henrce,
In the FONl approach the somber of ottribues is both typos of
reports can be considered Idonticsl. Iet FONIl(ij) be the figure of

Figuremerit hetoxs n soad d,,, t no , .e. Thie methods fsr
- Fiure tncssoq14jgoo~y -=calulating those FOM's ore gicor is 131. Two important properties

of l'omj5 ij) for I =~ s j =I1.^ nssd k .s I.e thot are
rerohirn the neat section Armr (I) F0015 (iJ) : 0, - 5oi J'.)

'The corrloltiss hotoreso So sod D, Is hosed so onoil, '-q

the, values obtained far FO.\I(lj), h am 1. 2,.. r. ltooe.er. thc.
\fre initial sereening of dato as etriois. the resolting combisation of those FOOI's is seoglited in accordane to %t

,awl,iste list is oirdered on the Wass of distance from the senos' importance osciheol to the attribute in measuring carrlatios
itaxted trorf locatlos A measure of carrelation (MOO) is then licoce, the measarte of coorrelation betweeno So sod D,~ is

derived for the first entry in the caodidate hot. If the MOO is shone
A poreopecified threshold, thea the dota hos entry is updsted to NIOC(ij) , w5 FON10 j) )
reflect the information in the sensor report. A MOO between this kost
opdated entry and the tkeut member of the candidate list Is computed obeste wf [ 0,11, h. I,... r sod E vw, =L It
and compsred to the threshold. If the MOO is these camparisons is

ove threshold, thern the nest entry tn the candidate list is
examined, This process t retpeated until the candidate lot is emupty. 010(ij) 2 r.

There ore two fesatores of this algorithms that reqluire closer
seroliop. The first is the method of computing the OlOC's anod shore r A. specified as priori, 4ien So sod D, oe correlated sod she
threshold foe use is discriminatiog candidate -xti 'The second is vasotot ord, ore updated.
the procedure fot matching senisor reparts to candidates using th, The weights, woo, to (I) are normully honed on Information
comovioos M00. These sire the tapics in the remaining sections of shout the sensors tn reporting the attrihuies. Bouth the oesghts sod
this loper. the threshold. r, ace criticol parametrs to the carelotios process

Alluwing the.s to be set sobjectovey loss its ,dvantages of the u-s
hon sufficient ,xiierae Nlsre than likely, users xilo to e able 1,.
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effectively adjust these parameters Additionally, if the pasete- Thorse propertes lead nauaolly to the traditionalt measure of
are net by, the developer using archeival data, then the isten well t6 enformateon, ertopy (4) o h egi n(),1() eie n

uoceptble toeron 'on the prenence Zf change in the environment. (
Thsi rtclproblem, because most current data in t6asd ;z I[(.) w w " (4)t

peacetime activity. During wear rmany, if not roost, of the repor t 1=1
p~oamreenos ca be expectedl to change. The procedures for netting
the weights ond thresholds must be adoptive. lence, if the POM where In is the logarithm to the hose e and 0 In 0 El 0. When

Aroach Is to work effectively, then a ineethod in requitedt for, mformata en owen a priori about the %eights, then a related
geerating weights and thresholds given eemplary data. measure of information, relative entropy, to med. Rtelative entropy

it defined as,

1(P) w ,w In (we/w'e). 2
4. MEASURING ATTRIBUTR CONTRIBUTfION 1est

'The derivation of weights for the Attributes in (1) is where we', foe 'A = 1, 2,-., A, is a prior estimate of we.

essntially an information Acqtuisition procema. An examples of With these measares it is now possible to obtain the we ftom
reports which sould and should not corlate Are provided, the information in 0 on represented hy M1 Thin is done by
informtion is obtained, which is relevant to dtermiolog the weights maximizing (4) subject to w E0 f. If a prior estimate of w en
md threshold There ore thre prolems which must be overcome in Available thee a minemezation s nperformed asing (5) subject to the

order to ase thes information for generat ing the desired values. The name constraints, tn either cane, the result of tbhn procein tna auneque
lirst is to formally defone the Inputs and outputs to a weight value for w, whech represents all the information en ft, andeso more.
generating procedure. The second is to represent the information in
thc correlation examples in a usable and concere format. The finat mitoThis process of generatirg the weights for (2) produces a
problem is to create A procedure that will antomatecAlly transform souinwhich is niot comiestationolly eupemive and is leaned on the
this enformoateon into the values Acqtuered in (2). principles of information theory. Wi~th regard to the first point, the

special structure of the optimization problem usng erthert (4) or (5)
Let em. (61, f2, . ,) be A net of examples, called a training es cony to exploit. In practice the solntion time for these neonlenear

net. The elements of this net are ordered pairs, 0, to (f,, St). The tograms is not much differentk front a comparably sired teneor
second member of 0. in a sieir report on defined above. The first programn using the simplex metleot. As regards the seond poentA
member is a net of Inilss. IrA particular, J c~e if St in from the description of inferential axioms that are satisfied by the dvghet
rome target on U1  genritating procdure propoosed hero wre In [4,.

Given 0, the problem is to geneento A= (or, ye5 ,.., w,) and Theb only remaining requirement before applying the
r for one tn (2). The w whith in produced mutt be within Ef, where deneiminstor In (2) in to prodate an estimale for r. This Isndoor by

E . (w ~Wml=.r5 1 ,I. )for Im1,2,._r). letting

em= max (NIOC(i,k)) (i

The properties listed in sectiont 3 for the F021, constrain C to beol
within [0,11. hlence both the Inputs, e, and the outputs, we aod r,
axe well defioed. It remains, however, to create a suitable, ghe 2100 salaues (6) are calculated when tie contrants en (2) are
representaeon fot the information to 0. nd Io describe, a procedeere formed. Ileoce, the ooly addetinal computational requierenment to
eapable of converting this Information, Into w and Y, which Is bo.C' fioding r in to compare, the currnt maximum value with any new
i tillable and traceable. \'lues founed from the 0'.

Olsen a training examople 0j A: 0, a net of Ioeqaaliry
constraints of the form, yIOC(iJ) > bIOCQt,1) for J C fj And k 9 4
,are generated. For each member of 0 a net of teese constraints are 5. MeATCHIING PRIOCEIIUMlS
formed. For a training net 0, We

At w 1. ieIOCIJfl> MOC(i'l.) for 36 % ,, h6k j4O wCE2) (3) A gonal problem with the algorithm presnted in section 2
loot iwIconcerns the procedures for matching an incoming sensor report with

a candidate report from the edata bone. Using the procedures
Tlee constraints geocrated by the tewoning net ace called consistent ef denerhes en that seui s an tery are emplemented en exitineg BUS,
ft In niot empty, Approaches to the problem of inconsistent there is porential for overeorreluewon. Overcogretateon in defined As
constraints ace discussed In the conelnaslous. For the remainder oef correlating a Raner report nubh a data bane entry, when the to
this deoelopinenit it in awuenned that the constraints am conistent. repara represent defferot target entities. tlaeercorrelat en faeling

to orrelate a Rsenor report nerh A data hone rorry. when both are
Weth thet represenratean is (3) for the iaformation provided deemed from the same larger. Of the two types of errors.

b) the, examnplra, the problem now as to convert thin Inlortmao into auroreclaliani is considered the mont sreour by mieletary planners.t
neeghts; and threshold for une in (2). Esswoenealty, a meoare isnaeded
to demsree the informration conleant in (3). This meonsur, 11(w), The reas onerecorreluleon en the more sereoun probtent ins ot
should satisfy the following reazonable propertes hard to underaed. If A data base record en cooitormstes weth

information from aoother report, this could ealily produce,

I 11(w) it a maximum when ft =o E, and nothing else an underestimates of the suenber and type of targt entitees en the
knon about w. environment. Setoation assovnmenlo honed on these contamenated
2 11(w) is a minimum when w. =o I for wne I, or wv equtals its data base records well weelead thea commaunder into expecteng fewer
pilot estiate , opposeng tystenon than .me Actually present. Ftte,
3. 11(w) increases nncomilly asee inctreones. ,vereorrelntionn are deffecalt Ne a humn onsynt to dect A,,-

-irrct is an automated s) sten.
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tlndecorrelnttoa errortsaio present riffitultieo for the The problem depicted ina figure 3 cam he corrected by modest
analyst. Thene errors contribute to the proliferation of opurious changes, to the 'algorithm in oectiona 2. The problem of figure 4
targeto irn a sitution ssesosment and overestimateo of the opposing requires more fundamental changes. EnnAitrully, the solution to both
forte It boo been our experienre An simulation tests of BDS that problems can he approachedi, but not solved, by tbe applicaron oft
undercorrelatioo are more numerous thou overrorrelutions by ai biparte matching Pronedureo A bipurtite graph as a graph ina which
order of magnitude in roms with lena than one boar of data. the nodes are Partitioned into two wets aod no two nodes, io the same
However, nndercorrelutions ar eacooer for anr analyst to detect, aet Wre ajaent. In the matching Problem no two waco ame allowed
because when reports are pooled the analyst cana note that the to be incident la the same node.
number of entities in a particular location is much higher than the
known order of battle would allow. Armed with this Information the There are at leant three classic objective functions used in
analyst ca Make moanoal corrections to the duta bane and prceiiut a bipartite matching problems [5]. The first finds the maximum
enore realistic palte of the situatin to the commander. Because number of ares in a matching. The other two are for problemu with
oscearrelatrous create contaminated records so the dara bane, which values or weights on the art. One of these seeks a musimum
are extremely difficult to correct, then typeoaf error is the more cardinalily matching in which the arc with the minimum weight is
important to guard against. maximired. The other objective for an arc~weighleil matching in to

maximum tOe sum of the weights in the match, Efficient algorithms
To understand hovw overcorrelotion ca accur, considr the are available for all of these problems.

targets shown in figure 3. The circles, in the figure depict error Unfnrtunately, none of these objective functrons completely
ellipses for the locations of a single sensor report (SA) and two descrrbe the objective for this problem. In fart the bipartite
candidate reports (CA and CA). If the lien candidates are at r~oughly matching problem does not completely fit the problem that the
the sme distanc from the sensor report, and 

0
r is from the saune agrtmi eto satmtn osle wvr h nih

target as Sr, while C, is ass, then there is the potential for plgroided by coseing2 iatemting prsove oer Is isigt
onercorrelatron. CA might be examined first, and correlated with S, poviedytonsieriodifiartitoe arthm prcdsIn sctintht wil
because of it proximity, Whenr CA, is updated the new values for the sugtasipemdfciotohelorhmnscin2tatwl
Attributes might not correlate with C,. This Is the problem improve its perloarcue.
Ideantirie by [5), and he showed that it is not difficult to create The proposed modification to DDS is called the Mlotch
reasonable scenaric where significanit oservorrelotrons cans occur. algorithm and is shown in figure 5, Some addiional notation is used

in figure 5, Let (S,D,A) be the bipartite graph which Includes S and
D. Then (ij) c A (iI..nand ja ~ )If and only If ldOC(ij) >
a. The values In this lust Inequality arc found using the procedires
in section 3. Also, CL, I ltr Pw OC(..ht)) .. (0"' iiIOC(t.hs)),
where (i,h ) 6 A for j -- I'., r, ad NItOC(i,) 2: MOC(Iht) : ..
MiOCOlZbrl Thus, CL, Is the ordered candidate list for S, E S.
CLI, is the J"a ordered pair In CL1 and CL,j is the I"' member of

I C11 ",C7" C

I'7 _ _AA.2_ 2_
0 t le S D, a t I A. Si I.X . 5

It (wr A S' I- A.. 4, 1.4 0.5,,

$wes Xhl.. W.

Lt..
A relate problem is $twwn in figure 4. In that case there C-.r Vem~., $' (, S

are two Wenso reports (S, and S,) and one candidate report (CQ. It V0as t feii1.r5,,
report Si and CA arc from the same target and S, is riot, then there uw A.
Is again the potential for overortrelulion. Is this case if S, arrives CA-s cuec... s.tsa s
first, and correlates with C, then the updated CA might not correlate I",. Vn in.. cvr Aue a. - -.
with S, when it arrives. Agoa, It is relatively easy to create a-,aoe vs,-vi u11 CA, kars. A 0 A-
seeasios that produce significant overcelutions of this sort. ~i.rn

CtA 8
I The algorithm in figure 5 can be summarized a follows.

Si "/ tFirvt, for alt members of S compute the MiOC with all members of
D. Is practice, thas is only dune for members of bulb sets within a
distance threshold. The threshold is determined by sensor

chreettc. Next, match the S,. Ei S and D,. E D, where I*
F ~and) ar e the values which muimire (a)) E A. Third, update D,..

eliminate S,. from the list of sensior reports ta S, and returnt to the
second slop af S to nat empty.
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served os the bas for the discussioo Io this paper of the ground Syrepanfte, vol. 1, Naval Att Deselopinent Ceoter,
forieos data fusion prohlem,. Two imptosements to this algorithm Wormnster, PA.
oete prestaodt (1). A method won provided for ohtaining the
atttibute weights and thteshould osed io calculating the measure of 3. Wright, F. L, 'The Fosin of Mlltsensot Data,e Sigu.J, Oct
corselation hetween sepott and (2). An Improved matching 1980, 39-43.
procedure wos descrihed fat reducing the potential for

ovetorttalon.4, Short, JE. ond Johnson, R.W., 'Axiomatic Desiiation of the

The procedurte fat acquiring weights asisumed a ooleort Ptinciple of Maxiteomn Entropy and the Pttnciple of immurn
constraint set in (3), It is resonahle to expect this assumtpion mall CrowEaLntropy," IEEE Trans. 1itfonstiou Theooy, IT-27, 472.
he violated hy errors In the reports, Rse noaccuracies, and other 482.
noise in the enoitoeamet. Wreece, methods ate tequired to cope with
Inconsistencies that coo mahe (I =o 0, Oncc apptoach which to Laclet, E. L., Co.,istodntI Optimireatsota Netoo,a o
conceptually simple, hat of questionable implementation poteotial is Mitrods, H~olt, Itinehot. and Winston, New Yotk, 1976.
to Identify and rtmoac teports creating Inconsistencies, The ptohlem
with implemoenting this apptoach Is that each report mast he
compared with tcoety othett 'on terms of its Impact on the coeittuintt.
The compaisort must he mode to ied the smalt mambes of areposta
casing incen'istrces with the remainieg tposts. llocenet,
intonsiitee'ies eon occut in a vatiety of ways, aed cheching diffetent
cosobloatians of teports fot diffetent types of Inconasistenacies raplidly
preduces combloatotial exploaion,

A mote efliitct approach to 0,s problem is simply to attow,
the inconassencies, The optliatiArV of (4) at (5) Is conductedl onto
disjoint sets. These sets eon he iefined sequenatialty hy the tixamples
in the taieing set. The solutio is then tahen to he the optimal
value from among these separate optimizations. This spproach has
promise because it is computatianatly reasonahle, Htowever, it daes
ptesent the possibitity that a spurious report mill tignificoolly affect
the reuata. Checking fot this effect is much castes than cheeking f.'s
secosta ohieb ptrMa-d the Inconsistencies. It swens libely tintl
tfticiesat algosithms cute he ieeloped to perform this type of dots
anal9 ,is.

As noted above this worh has concentrated on Improving the
existing correlatioo ptocesdures, tbodied in DDS. The Improvements
suggenletl wce significant and should enhance the pesfotmance of this
automsated data fusion system, Htowever, It seems unlihely that
teseachers and dtelapess will he able to gt many additional
capabilities oat of the lIDS self correlatian fraamtewol, Some of thes
additional capuhilities inclade the need to aggregate and cros
correlate reports, and prodact situation assessmeant& The fisst two
capuhiliesci are featares examined by the original BETA devOlopcss.
'Ther is also a cleat need tot increased procesing speed, blh Is
currently availahle In pasaltl mahines. To tahe adoaolage of these
architectures, nem algosithma fot data fusion are acquired. tHowevet,
this should nut he viewed as a coil to continue hlandty attempting to
apply resty new technology to the data fusion prohlem. Rlather,
these is an opportunity sum to cxitieoliy examine the performance of
(assenat approaches to data fuson and aam this emipisical evidence to
saggent prootiding lu.ptosements.
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AN APPROACH TO MULTI-SENSOR DATA FUSION
BASED UPON COMPLEX OBJECT REPRESENTATIONS

Sheldon Gardner

Naval Reiearch Laboratory
Washington, DC 20375

this paper we will discuss an approach to
Abstract the fusion of static images. The dynamicimage fusion problem can be treated in an

Automation of data fusion in C' analogous manner.
applications requires an understanding of
the mechanisms by which humans fuse In the HVS, image recognition
multi-sensor information. Motivated by the involves a blend of low level (early
neurobiology of the human visual system vision), and high level (cognitive)
tHVS), we introduce a hierarchical processing. Evidence exists that the early
relational graph JHRG) paradigm for the vision process can be modeled by a
representation, fusion, and classification multi-dimensional Gabor representation
of static images. Mathematically, at each (1-6). It is reasonable to assume that the
level in the hierarchy, image information Gabor coefficients are coded as data
is represented by means of a relational inputs to a form of distributed
graph (complex object) composed of nodes associative memory (7,8).
(simple objects) with edges (relations)
defined between nodes. In the HRG In the next section, we describe a
paradigm, a simple object decomposes into representation of a static image which we
a complex object at the next highest call a hierarchical relational graph
resolution level. We discuss application (HRG). In Section 3, using the HRG
of the HRG representation to image methodology, and the properties of the
representation, fusion, and HVI, we describe an approach towards
classification, automated fusion and classification of

static images.

2.Hierarchical Relational Graph
1. Introduction Representation

Although the subject of Motivated by the properties of the
multi-sensor data fusion has been HVS, we represent a static image by means
discussed within the C2 community for many Of a hierarchical relational graph (HRGI.
years, progress towards a unified theory At each level of the hierarchy, we
has been slow. The problem is a difficult construct a set of nodes (simple objects),
one which requires, for solution, a and a relational graph (complex object)
detailed knowledge of how humans fuse based upon the relations between nodes.
multi-sensor data. However, at the next lowest level in the

hierarchy (finer resolutic,), each node is
We define data fusion as the treated as a complex object, composed of

combination (averaging) of data in order it's own set of connected simple objects.
to produce an internal model. When Although, we describe the HRG structure in
multi-sensor data of different a top-down manner, in the HVS, data flow
dimensionality is fused, the nature of an actually takes place in a bottom-up
internal mcdel is unclear. However, when manner, since image information is first
data of the same dimensionality (e.g. 2-D processed in the visual cortex then sent
image data) is fused, the nature of the to other areas of the brain, such as the
model can be unambiguous. Once we have an cerebral cortex. Recognition of a face can
unambiguous model, and a Idistance' be used as a simple example of this
metric, we can measure the distance process. Starting with the placement of
between new data and the model (here we features (e.g. eyes, nose, etc.) we
use 'distance' as an abstract measure recognize a face as a complex oblect
related to corvelation). This enables us composed of simple objects (features). On
to classify new data, subject to the the neat hierarchical level we examine
limitations of the distance metric. In individual facial features.
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Fig. 1 illustrates the HRG model capacity corresponds to level three with
for a single level. Fig.la shows the pixel the ability to process up to 23 _ 8
representation of four simple objects. concepts simultaneously (5-8 digits) [121.
These simple objects are combined to form
the complex object illustrated in Fig.lb,
represented by the relational graph [RG] 3. Classification and Fusion of
shown in Fig.lc. The nodes-of the RG shown Static Images
in Fig.lc, labeled 1-4, consist of
internal representations of the four In a m, hine vision application the
simple objects. In this simple example the the description of objects within a
edges represent a mapping of the spatial scene, the number of hierarchical levels,
relationships between the simple objects. and the choice of spatial resolution at

each level are problem dependent. However,
The HRG for two hierarchical levels the processes associated with HRG image

is illustrated in Fig.2. Figure 2a shows representation, fusion and classification
the complex object of Fig. 1, which, on are generic. These processes are
the second hierarchical level is treated illustrated in block diagram form in
as a simple object. Fig. 2b shows the Fig.3. Fig.3a shows the HRG data
two-level HRG for this pixel image. extraction process. This process consists
Although we do not intend-to restrict the of image processing, followed by spatial
general HRG paradigm to this simple case, filtering at each hierarchical level. In
for purposes of clarity, we have chosen to Fig.3b. the HRG data is combined to
illustrate the HRG for a second level produce a model (normal image) . The
process identical to the first. Since the classification of image data, which
object relations in Fig.2 are identical to consists of measuring the distance between
those of Fig.l, it is easy to see how the data and a model, is illustrated in
continuatisn of this process will generate Fig.3c. In a machine vision application,
the HRG for a multi-scale self-similar these functions could be implemented by a
image (fractal) (9). multi-layer neural network computer

similar to Fukushima's Neocognitron (13).
The HRG paradigm is intended to

suggest a morphological model for image
representation and fusion suitable for Summary
machine vision applications. We do not
intend to propose the HRG structure as a Motivated by the properties of the VS, a
neurophysrological and psychophysical methodology for fusion and classification
model of the HVS. However, it is of static images, based upon an HRG
appropriate to comment on the paradigm, has been introduced. On a
correspondence between the HRG single level basis, the RRG is similar to
zepresentation and certain properties of earlier concepts of knowledge
the HVS. As visual recognition proceeds, representation based upon semantic nets
low level processes (early vision) [141. However, the HRG approach, which is
transition to higher order (cognitive) modeled afte. the HVS, inccrporates a
processes. In the HVS, the number of blend of high level-low level processing
hierarchical levels used for low level within a hierarchical structure. The HRG
early vision) and high level (cognitive) approach to image fusion may be extended

representation will be a function of the to multi-sensor data fusion, provided the
maturity of the subject. In the HVS the problem of sensor dimensionality can be
average number of cognitive levels should solved. The HRG methodology may also have
be related to the storage capacity of application to recognition and tracking of
short-term memory, which is a function of moving images, as well as in modeling of
the physical maturity (age) of the other biological systems, such as human
subject, speech recognition.

Assume that object discrimination
in the visual cortex is based upon a References
binary decision process. Following
McLaughlin [101 and Barrett (11, an 1. Gardner,S., Morphology of Neural
image class is defined by the presence or Networks in the Mammalian Visual System,
absence of attributes. At level 0, the International Neural Network Society
demand is for the system to process 2' - 1 Annual Conference, Boston, Mass., Sept.
concept (memory span equals 1). At level 1988.
1, there is a capacity to retain 21 - 2
concepts simultaneously. Class concepts 2. Gardner, S., Ultradiffusion, Scale Space
can be formed, but no distinction can be Transformation, and the Morphology of
made between more than one object and its Neural Networks, IEEE Annual International
environment (which requires at least three Conference on Neural Networks, San Dliego,
concepts). The mature short-term memory Cal., July 1988.
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ULTARM1RMCMG ANDTEMATEVALUA1ONVAIRMWRESURLLOME

Ad=Cax:5eC

ALPHATEH ee

eAat fomdffr arsos Not oely does L'usCans:
the operator's ention to be ccinsureed by the task of

12 this paper wc; define a rocssin- archit==rrr for an rnoiegand corLdng thes %- seocr oftiacks - a U~sk for
azbona =r-nuM c iy=er .4 ;==ts~ d~es the 4h- e(raylnmn enrral smrted - but it also cue

ublrtesofmalin-Ztaing ad tresevalcano We shoer hbeat - egiec his jrrircay dety of evaluin threa to the W-1,l
that the iffen ==t-e of the tv pnibloit canrbe zd&c~sd by grou - a task fee whbich beais betrersuired.
a pxrocesising rceec %+&b suports both nrmnfa aix
syrtbo&l processig- X~iricaI pnocessing algotithnis based To keep pace with this data-rich environment. a Hi,
on the mathmrerics of estimation tory =r applicable to the Speed Processor (HISP) which has large. data proicesing, capa-
problem of snliarge tracking. Sviabohec processing alga- bil*t has b=e developed and unoporated into the E-2C- This
isth=r based on the domtain kowledge of the. airbone surveil larger data processing capability on the E-2C piesents an
Lascx missio are. zpplicasL- to the pi ithrva evaluation. opportunity to incopxas adsanced data procecssing; algorithm
The- mrrlhiret zacking; algorithm has been.es-4emeted and &hich will bette support the E-2C sirveillance operatots and
.datrsstaad in FORTFZAN. Simurlation resiia obtatitoed with a thereby enhance t missin effctiventess of the E-2C system
prouotype of t threat evaluation algorithmt implemented in The objective of our effort is to develop a prozotype of such a
PROLOG shotw that the esalusir:d threat .zondition are con- datprocessingalgoihm. Nonce -th-,ttl datap-m-ng algo-
sisren with thote actually simulaxtd. tithm, is inteded to serve as a decision aid to the E-2C surveil-

lance operator and not as-a replacement for hims. We do not
forese that a human 6pcraior can be replaced for a funetion as

1. I[NIXODUClON citieal as threa evaluation in actua tacrical wafr -at least not

'The mission of the E-2C larwkeye is to conduct airborne he~in rna rm lwt~ tiie1M
surveillance for a Naval battl gioup. To car,, out this tnisioa, Thei objective, of this paper is to discuss ithe overall
the E 2C sinsillanc syste has a suite of onboardi sensors, atincureof tecision aid anxd to esatnin in derail= dithea
cotnrnuiciin systems linking it toother platfotrmssinthe battle esduatioti algoithmn. With this objriLtis in imind,. e. have.
group. onboardl data processing capabilities , and a crew of organized this paper as follows. Section 2 provides An overviews
E-2C surveillance operators. The onboard sensor suite includes of the architecturc of the decision aid. Pie Cotrelation and
a UBF radar, an idenify-frienid-or-foe (IF) systm sshich can Tracking. and the identifictin algorithms arc discussd briefly
interrogate friendly targets. and a passive detection system in Section 3. Detatlsof t. Threat Esaliason algonthmnare, pro-

iPS hich can detecit and identify radars on boatrd targets. vided in Section 4 an'd simulation results ashicl dennmrss. the
Tagttrack data available to other platformn in the battle group effectiveness of this algorithm arm provided in Section 5.

is accessible to the E-2C over the conmmication links. Using
the Senior data and the track data ov-er the commasunication links.
the surveillance data processing compLier has to track the 2. ARCHITRCIURE OF TME DECISION AID
poitbona-dvelityofaltgtssithin thensurseillanie volume
and identify the qtps of all tracded targets Based on this track The first step in the design of a data procsing algorithm
and identity data forall targets. tE-2C operator has toevaluaate is to clearly define all a priori knowledge A.i1dilAble rout the
atsseasurrofthe threat facedby thebatlegroup. process. For the E-2C airborne surveillance problem, this

Dtri.n-g the course of the past few years the amount of cal w oisokolde
surveillance data acxssible to the E-2C has increased seracl I . Physical Laws that model well understood phenomena
fold. This iran been a result of both the extended coverage such as t dynamics of target mutton (e g., Newton's
regions of the sensors nude possible by improvements in senisor L~a-. of motion). and the muauremexnts from the E 2C
and communication systems on board the E-2C. and the vast sensors (e.g.. electromagnetic propagation and
numnber of platforrm with associated electronic warfare; systems reflection laws for the radar signal). These also
(e.g., ESM, ECM, and ECCM) present in modem tacticl see- include statistical models which accunt for the, laik of
narios. The large amouint of sutvetllance data has burdened the pre ise knowledge of the dynarmc (c g,* effect ihaii
E-2C surve~llnee operators with tasks related to monitoring wind has on aircraft motion) and measurements (eg.I
the results of the current data processing algorithms. Such measurement uncertainty introduced by randomly
taskst inlude; maintaining track continuity of radar tracks and changing characicristis of the. micdiuii through which

the radar signal propagates), and geometrical
relationships which account for tensor-target geometryReucairn supre by0.Tolltce atRsarch tnde (c~g., Pythagorean theorem).

Cotnct No. N=01447-C0057.
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2. Mian-mtade laws such as doctrines used in tactical- tt5o form of procewiig w~ith the rumct5Ci rocessing aLo
warfare: (e-. flight corridori for friendly aircr-ft rithms on the one side aid the symbolic Processing algorithm
apoa-uctiz an aircraft carrier). man-made nuics for on t other. Thle numeicales algorithim =r constructed based on
evaluating threat (a ighter aircraft has tati1lair model-s and associated pamnezters; of the physical las. They

sueirt vra baomber), and knowin facts (r-.. the _roces the numerical ditai from sensor reports to evaluate
BDER il~er bobrwhc saisa i A_ nsiarsuls. Symboii. algorithms utilize rules and facts to

tail warning tadar. has a maximum spoced of B krtoa proes the- symbolic da-i. They evaluate the threat conditions
end is equaipped writh r~pe C antiship missiles which for the battle grotip. The two iformsof pnicessing are linked by
can be launched from a range of up to 1) neirrical a Common data base which contains intermediate and partial

n-dis).- rsults produced i-ither form ofjirocessinj and required by
the other. Specificallj'. the numerlical algorithms compute

Data p jc;sn algocraitm designed to utilize these two titinrL-l resuilts that entable certain rttles tofire within the sym-
heleofknowicdgeltavedifferenctcbanctenstca Foitefoe- bolic algoiih =. and the symbolic -algorithtms will request new

ecrbdy oflunolege, zimsy mabe sgn d ~uch an: results tu'be e-valuated by &he numetical algorithms. Epla-
based on a prectse, mshessiaal framework and which follow a nations foe gdrierated results are produced by the symbolic slgn-
fixed sequence of steps to proces the data Further, they are rithms in response, to E-2C opmratqueries.
e n: drr a im I in tha thecse- al gort -.msp m essnsnmer i ca Idata -a
% h il Leca nyi :g o ut ura n s forma t ions (dyr ia tn c, geco metric_ a ave r- A functional architectire of the decision aid is shown in
aginlg) to arrive at the resuL ig. 2: The two rectangles drawn with broken lines represent

3the numecrical and symbolic processing partitions discussed
For the later body of knowledge, one cannot fortmulate rbv~S eially, the algorithums ;or correlation and tracking.

pre,.ou- n..nrral relationships be,4.use either they do not exist andl target identtification are numerical algorithms, the remaining
or they are not known. Variables associateed with this body of algorithm are symbolic. We bave chosen titles for the modules
kirosledge aredesci a symboic or aggegated form. One (Level A. 2, and 3 Pro6essing)vand the'subnodsles (Situation
cannot formulate a fixed sequence: of steps to arrive at the Abstraction, Situation Assessment, etc.) which are consistent
desired result. rather one has to process all the available data to with the lexicon defined by the Fusion Siibpatiei of the Joint
desavcarecginabte patternfrom L Thisl0for fprocessing s Directors of Laboratories (JDL) C3 

Research and Technology
geneiatty irmbolc in nature. Since humans process data insa Program [1). The functions of each of the submodules are as
symbolt, folrm, they prefer to Litrfac with symbolic algorithms follows, the. (Mulirsensor Multitarget) Mucking and Correlation
rather than with numerical algorlifits. sibmnodule correlates the sensor reports over time and sensors

ansdevaluntcm tOe position and velocity of all targets, targets are
S ince: the E-2C surveillanice problem entilis both bodies of identified based on the senior reports by the Identification sub-

knowledge and since the data processing algorithm has to module, target sharaeteristica relevant for threat evaluation are
interface. with the, E-2C operator, the design of the data pro- abstracted by the Situation Abstraction submodule, the Situation
cesing algorithm requires bath forms of processing. A con- Assessent submodule 4valuatcs the hosile target threat and ihe
ceptual arlteiornre for the combined processing in the decision ability of friendly forces so engage the hostile targets effec-
aid is shown in ig. 1. The figure indicates apartitioning of the tively on a one-on-one basis, finally, the Threat Assessesen,

l~~t-I (Fnoj SttRICA L PR DES tSN

AND5 ALGORMBtt

SYMBIOUC S,'1JMEIRtCAI.
DATA "DATfa

OPESATR SENSORS

DEt5RS I INE NEW

ENA#LERJLES

TOFRS

Figure 1. Conceptual Architecture of the Decitbon-Aid.
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Fgure 2. Functional Architae of the Decision Aid.

submodulc evaluates the collective hostile target threat and the fact, such an algonthm has been designed and demonstrated in
abilityofthe battle group toengage theenemy effectively. real time using real data [6]. The same algorithm has been

incorporated in our decision aid, We wll overview-the
mathematical approach and the heuristics used to develop this

3 TARGETTRACK CORRELATION AND multisensor multiar.et tracking algonthm here, the reader may
IDENTIFICATION refer to [5] for a detailed description of the algorithm.

Both the Correlation and Tracking. and the Identification The correlation and tracking algorithm uses the math-
problems can be modeled fairly precisely. Based on these eratical framework of Hybrid State Estimation to formulate the
models, we have developed correlation and tracking, and iden- solution methodology The general hybrid state model consists
tification algorithms which follow a fixed sequence of steps to of continuous-valued states and discrete-valued states. Mea-
processthesrnsordata For reasons discussed in Section 2. we surements related to the hybrid state are used to evaluate an
classify these as numerical algorithms. We will discuss these optimal (tmnimum-mean-squared-eror or maxtmum-a-postenor)
numerical algorithms briefly in this section. estimate of the hybrid state. Variables in multsensor nltitarget

tracking can be identified with the generic hybrid model as fol-
3 1 Correlation and Tracking Algorithm lows: the state (position and velocity) of all targets constitute the

continuous-valued state; indicators for target status (constant
The multisensor multitarlet correlation and tracking velocity model, maneuver model) and sensor report status

problem has been studied extensively in the past [2]. Some of (associated with target, false alarm) constitute the discrete-valued
these, especially those currently used in operational systems, are state, the noisy neasurements of range, angle, etc. from the
based on heuristic rules formulated using intuition and expe- sensors constitute the measurements.
rience from actual surveillance scenarios. Such algorithms work
well in specific situations; however, since they are not based on The optimal estimator for the hybrid state based on the
a general model, they fail to handle situations other than those measurements is easy to formulate, hoever, the postulation ot
considered during the design, all possible values of the discrete-valued state (referred to as

global hypotheses) and computation of their likelihoods pose a
Other correlation and tracking algorithms are based on difficult problem In order to construct a practical algorithm all

principles of statistical estimation theory [3-51 These the unlikely global hypotheses have to be prmned away Thekey
approaches define a precise mathematical model for the system, techniques that we have used to pjrane unlikely hypotheses are
formulate the equivalent mathematical problem, and develop the outlined below.
algorithm to compute the optimal solution, Such approaches
work well in most situations, but they generally have large com- N-scan Apnmxr eni.son The optimal corslation and uacking
putational requireconts, Iowever, carefully designed heuristic algorithm requires that eah track postulated lot a target be asso-
rules may be incorporated within the optimal solution which eated with each sensor repori sime all sm.h associations may be
dramatically cut down the computational requirements of the possible In reality, we know that each target should have only
optimal algorithm without significant loss in performance. In one track corresponding to an assoctiion with the report it
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generates or to no association in the case it is not d&ected. The associated with a target with prior type probabilities P( Ti, the
N-scan approximation . for N scans befor it resolves type probabilities can be updated using Bayes ule as follows
multiple associations made for a target in a particular scaP

ts t.. : Gatingisa ceenitgtechniquethathminate sitkely P(,TilE )I p (ElT)P(T ) (1)
k - associations of sensor reports with targets The gating process

consists of constructing a region (gate) arond the predicted tar. YP(EITk)P(Tk)
get position, and selecting only those rep6rt which lie within k.1
this region to be assciated with the irget ticik. Gating proves
to be very effective in cutting down the number of unlikely Note that ambiguitres in emitter type measurements are modeled
target-to-report associations and has been used in most of the by a measurement confusion matrix, and emitter type switchings

I ~tracking algorithms, on any target are modeled through a dynamic model. Details of
the identification algorithm which utilizes these models are pro-

£ifiition:'Another powerful screening technique that we vided in [81.
have incorporated involves the selection of only a group of tar-
gets while foming global hypotheses. The selection is based on Sensor information related to a higher level of target
the critenon that the target track should have a likelihood greater identity (Category. Nature, Class) is incorporated at a lower
than a threshold. Targets that satisfy this crterion are referred to level based on the assumption that for each level of abstraction,
as Confirmed targets. The remaining targets are grouped as the subsets of identities at the lower level ate mutually exclusive
either Intermediate, Tentative or Born targets and each group has and exhaustive. This procedure can be illustrated with the fol
its own likelihood threshold. This form of grouping is tenaed lowing example Assume that there exist L target classes
Classification. p (I:5 N). The mutually exclusive assumption requires that each

target type is assigned to a unique target class Further assume

Cisette. As mentioned earlier, the computational compleaty that speed profiles provide information only at the class level,
of the con'elatton and tracking algorithm arises mainly due to the I e., speed profiles of all target types within each target class are
vast number of global hypotheses that may be formed. The identical ( e.g., all bombers have a speed profile of Sb, all
numbt:r of global hypotheses is an exponential function of the fighters have a speed profile of Sf, etc ) This assumption
the number of tracks postulated. If target tracks lie within dif- implies that
ferent regions of the sutrveillanec volume such that no common
reports are assigned to them, then obviously there is no need to P( Sj Ch() , Tt) P( Sj I Ch() ), e Ch(t), (2)
form global hypotheses across these tracks. Clustering is a
grouping of target tracks which avoids the formation of such hich is the notion of conditional independence introduced by
global hypotheses. Pearl (9]. Then if a certain speed profile S is observed, the type

probabilities of targets may be updated as follows:
3.2 Identification Algorithm (SICdP O

The multisensor target identification problem has also been P(Tl Sj) PT) (3)
studied extensively in the past. Methodologies generally differ S

with regard to how they model and account for the uncertainty in P(S ' )P(Tk
the sensor measurements 17). We have adopted a Bayesian

method since a Bayesian identification algorithm will be
compatible with the Bayesian correlaton and tracking algontm Probabilities for target identification as higher levels (class,

discussed in subsection 3.1. nature, and. category) may be calculated by summing the
probabilities of the target members belonging to that group at the

E.2C sensor data that can be used to identify targets ae the lower level. For example, the probability that a target belongs
PDS emitter type measurements, and the 1FF response mes- to a class can be computed by summing the probabilities of all
surcements. Correlation and Tracking algorithm outputs of target target types belonging to that class.

position and velocity profiles also contain information useful for
target identification. Ideally, we would lke to identify targets at P(Ch) Z PIT) (4)
a type level (Bear, r, 14, etc.): however, this may not always be P( e C
possible due to the fact that some of the sensor data cannot dis-
cer targets at the type level sinc, it is the same for a group of
targets. Examples of such sensor data are: target height infor-
mation which can only identify targets as being surface or air,
IFF responses from a target which can identify whether a target 4. TIIREAT EVALUATION

is friendly or neutral; and speed profile measurements of a target
which can identify whether a target is a fighter or a bomber. A brute force methodology for evaluating the hostile target

Lacking sufficient sensor information, it may be more appro- threat is to enumerate all tactical scenarios er..ouetered by Naval

priate to identify a target at a group level higher (more battle groups and assign a threat condition to each of them

abstracted) than the type level, The four levels at which the However, the tactical senanios that today's Nasal battle group,

identification algorithm can identify targets are Type (Bear. will ionfront are expested to involve a vast number of target,

Badger, .. ), Class (Bomber, Fighter, ..), Nature (Friendly, Since the number of scenarios is a combinatorial function of the

Neutral, lostile), and Category (Air, Surface). number of targets, their identities, and their relative positions
and velocities, it is virtually itposstble to enumerate all possible

To illustrate the Identification algorithm, consider the case tactiual scenarios Consequently, it will not be possible to use

where there are N types of targets (TI, .... TN). Assume there this brute force methodology Perhaps, this also explains why

exist a total of N1 types of emitters and the conditional there is no universally accepted procedure for quantitatively or

probabilittes P( Ej ITi ) of observing emitter Ej when target Ti is even qualitatively measuring the threat projected by hostile

present are known, Then if a certain observed emitter Ej is forces against a Naval battle group
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One way of avoiding the combinatorial problem is to 5. The velocity of the friendly tair-er
evaluate the threat hirarchically. Using a hierarchical approacli
target threat charaeteristics are grouped and aggregated at several 6. Theiodc m which the finendly target is operatng,
levels. Such an approach is attractive from the viewpoint that
it is similar to the approach used by experienced E-2C 7. The tahltary/economsc yalte orfte hostile target;
surveillance operators, and consequently they can guide the I
selection of the number of levels in the hierarchy, along with the 8. 'he air-to--i firepowr of the hos tagei;
grouping and aggregation at each level. A hierarchical approach p o sdt

has the added advantage that explanations for threat conditions 9. The atr.to-sarface firepower of the hostile terget;,
evaluated by the decision aid may be provided in the same
hierarchical order such explanations will be easier for the E-2C 10. The location of tse hostile target;
operator to comprehend. 11. The velocity of the hostile target;

Target corelation and tracking, and identification may be
viewed as the first level of processing in the hierarchical tlire.t 12. The mode in which the hostde target is operating.
evaluation procedure. Abstraction of the relevant target char-
acteristics and the evaluation of the individual threat conditions The firepower represents both the offenstve and detensive corn-
represent the second level of processing iri this hierarchical- potents. The mode or intent of the hostile target represents the
procedure Finally, the evaluation of thfi collective threat operating s-,ate or condition of the target and is evaluated based
condition for the battle group represents the third level. As we on the emitters used by the target and the position of the target
have indicated earlier, the definition of threat at both Level 2 and relative to the other targets.
3 is highly subjective and so a precise relationship between the
threat and the targei characteristics nay not have any iactieal 'Since the complexity of the threat evaluation algorithm is
significance Accordingly, ve define these relationships based exponentially related to the number of targets in the scenano, it
on the lines of easoning used by experienced E-2C operators. is beneficial to grozp (cluster) targets that act in unison. The
For reasons discussed in Section 2. we classify the resulting selection of targets that will be members of each cluster As based
algorithms as symbolic We will discuss these symbolic on their interactive characteristics. Specifically, members of
algorithms for Situation Abstraction, Situation Assessment, and each cluster should have small position and velocity separations,
Threat Assessment in this section. a similar nature (friendly or hostile), and the same category (air

or surface).
4.1 Situation Abstraction

Since we view a cluster as a number of targets acting in
The function of the Situation Abstraction submodule is to unison, we may aggregate the intrinsic characteristics of the

abstract target characteristics relevant for threat evaluation. individual targets. The intrinsic characteristcs of a target include
These characteristics include not only these evaluated by the
Level I Processing module such as the target's position, 1. military/economic value.
velocity, and identity, but also those associated with the target's 2. ar-to-air firepower,
warfare capabilities which am available in the target data base,
The former characteristics can be parameterized and measured 3. air.to.surface /surface-to.air firepower, and
quantitatively (e g.. the hostile target has a speed of 250 knots), 4. air/ surface category.
whereas the latter characteristics can be parameterized only
qualitatively (e.g., the friendly target has a defensive capabili The aggregation of each of these intrinsic cha teristis for he
of, say, low). For the purpose of evaluating the threat con- tagetin e oe the itnsc characteristics for thefor his s sot apreise athmancl reatinshi the~i~: tagets of each clustrets yield s the nsitiii /chaa iC o vale
dition, however, it will be more convenient to transform even c siste For example, the aggegation of the alitar /economic
the quantitative chamctersttcs to a qualitative form. The reason valuer of each ofe the agetin the nalitarysy / economic value
for this is that a precise mathematical reationship betiveen the of die cluster.quantitative characteristics and the threat condition is not known,

yen if a precise mathematical relationship can be postulated The grouping and aggregation performed by the Situation
(and such a relationship is likely to be quite nonlinear), there is Abstraction submodule serve two purposes, First, by grouping
very little empirical data that can be used to validate such a rela- the targets into clusters and treating them as single entities in the
Ionship The best we might e able to do would be to use pro- subsequent analysis, the computational burden of this
dictions of this relationship made by an experienced E-2C subsequent analysts is significantly reduced Secondly, by
operator Furthermore, an E-2C operator would, moAt likely, aggregating the intrinsic characteristics for a single cluster, the
parameterize all charactenstics in a qualitative form, synergistic effects of targets acting in usson (such as those of a

tactical unit) can be captured. For example, by acting in unison,

The characteristics of a friendly and a hostile target which two fighter aircraft may possess a greater defensive andlor

am relevant for threat evaluation are as follows, offensive capability than two aircraft acting independently.

I. Themilstary/economic value of thefriendly target; 4.2 Situation Assessment

2 The category (air or surface) of the friendly target , The function of the Situation Assessment submodule is to
evaluate the hostile target threat and the ability of the battle group

3 The air-to.air firepower of the friendly target (if it is an to engage the hostile targets effectively on a one-on-one b.in.
air target), or the surface-to-air firepower of the To perform this function, the Situation Assessment submodule

friendly target (if it is a surface target); form.s chuter.paira. Each cluster-pair consists of a friendly and
a hostile cluster. For each such cluster-pair, the relative

4. The location of the friendly target, characteristics between the friendly and hostile clusters are
evaluated (this represents the aggregation step), These relative
characteristics include:
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1. Value-Ratio. . 'jenemtion of explailations for evaluated threat condatidns: it is,
2. Relative Ai-to-Airand Asr-to-Surface capabilities, unltkely that a threat condition evaluated for a pair of clusters

basces.n twelve characteristics will be quickly and easily under-,
3. Proximity, stood by an E-2C operator. Once theagregatioin is pefsdnned,4. Sur tn however, the explanatio can be provided by the assessmentAir/Surface categoy of friendly cluster, nThivrl also eble the E-2C
5. Mde of the hostile clustel. operator to quay explanations at any desired level and detal:

'An example of the evaluation of these relative charar- 4.3 Threat Assessmenttceristics is the evaluation of the proximity of the friendly and
hosuleclusters Our definition of the proximity of two clusters The functton of the Threat Assessment' submoduldi's to
accounts for not only the distance between the'clusters, but also evaluate collective hostile target threat, and the ability of the
the time to engage (which takes into account the weapon friendly targets to engage the hostile targets effecttvely. The
ranges), and their closest point of approach. To understand why collective hostile target threat represents the overall threat faced
this is necessary, consider two eases where the clusters have the by each friendly cluster based on all hostile clusters which mght
same distance separation In the first case, the clusters are interact with the friendly cluster. A cluster is defined to i.temct
heading directly away from each other, while in the second the with another cluster if either of them imposes on the other a
targets are headed directly towards one another. In these cases, cluster.paithreat greater than a threshold.
the proximity would account for the fact that their'separatios ii'
the first case is smaller in a tactical sense, because their distance Evaluation of the collective hostile target threat is based on
separation is decreasing, and if their trajectories remain cluster-pairfthrests and the time to engage evaluated by the
unchanged, will become very small in the future. In addition to Situation Assessment submodule. This evaluation procedure
the distance separation and the relative velocities of the clusters, also includes the steps of grouping and aggregation of threat
the range of the weapons carried by the members of the clusters characteristics. The grouping itep combines all clusters that
is included in the evaluation of proximity. This is reqired influene one another's intemctons to form what we callsuper-
because two clusters which are separated by a significant clusters. The threat condition for each friendly cluster belonging
distance may still be within the firing range of each others' to a particular super-cluster is evaluated based solely on the
weapons. Finally, the closest point of appsoach is also clusters belonging to the same super-cluster. The aggregation
included, provding a measure of how close he targets could step combines the threat parsaeters associated with cluster-pairs
become if their velcties remain unchanged. A similar included in a super-cluster to evaluate the overall threat for each
aggregation of intrinsic characteristics (i e., weapon range in this cluster. S.nce each cluster within a super-cluster has an ufu-
case) and interactive characteristics (i e. physical separation, ence on the remaining clusters, the overall thieat or a friendly
closest point of approach and closing velocttq in wtis case) can cluster is related to the threat parameters of all clusters included
be used to evaluate the other relative characteristics lis:ed above, in the super-cluster.

The next step is to combine the relative characteristics to The evaluation of the net threat to a friendly cluster based
evaluate a threat condition for each cluster-pair. As we have on the cluster-pair threats of the clusters included in the super-
pointed out above, it may not be possible to derive a precise cluster may be summarized as follows:
mathematical formula, and even if we did it is not likely to be
meaningful. Therefore, it is more appropriate Lt relate the el et
alive characteristics to the threat conditoni in a tabular form.
The results of the threat evaluation will be qualitative since this is C denote the number of clusters in the super-cluster,
the type of information that E-2C operators will provide (i.e, an
operator would evaluate the threat in a given scenario as seriousrather than a precise number auch as 8357). In addition, we ?j denote the threat imposed by cluster i on clusterj
note that it is unlikely that the information required for threat (isj, ioC, C);
analysis will be provided for the complete list of combinations of tj denote the time for clutter ito reach region from
the parameters described above. Instead, it is likely that some
variables will become important only when other variables take which it can ergage clusteri;
on specific values, For example, the relative alr-to-surface OTJ denote the overall threat imposed on clusterj,
capabtltties will be irrelevant is cases where both the friendly d
and hostile clusters are comprised totally of aircraft, while the shold evaluate t a
relative value and military capabilities of two clusters may be Step 1. Forall ij>Tre. e h sfollows.
unimporant if the clusters are a long distance apart and not
headed towards each other. tij . 0. ifdlj < ri;tij . -, if dij > ri and CPAij > i

Benefits provided by the aggregaticn of threat charac- tij = (di -riohj, if dj > ri and CPAj < ,.
teristics in the Situation Assesment submodule are the same as inr
the case of the Situation Abstraction sublmodule. Specifically, as where
we have Indicated earlier, the relationship between the cluster
characteristic and threat condition must be summarized in tab- d9  denotes the distane between custer s and .iusterj,
ular fonrt. If the table is to have a ealistic numberofentries, the
number of independent variables must be restricted since the rt denotes the weapon range of cluster i.
number of entries will increase exponentially with the number of
independent variables. The aggregation performed by the Situa- rdoti denotes the relative tange-rate of cluster a with
lion Assessment submodule reduces the number of independent respect to clustcrj;
variables used to determine the threat condition from 12 to 5 (for
example the proximity evaluation aggregates four paratmeters CPAij denotes the closest point of approach of cluster
into one), thereby making a tabular approach feasible, An with respect to clusteri.
additional benefit that results from aggregation is related to the
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Step2. Orderthtijinasendingorder.

Step 3. Evaluate the overall threat level foreach cluster as 2 M 27mdn

St3. niiaize the ommtmentLevel for odch clusterbyclus
CJwthine super-clusterj to zero (CLj . 0)

Step 3b Stahe ing from the smallest tij, recurslvely update
h th Commitment Levels for clustri based on theprvosConutnt Level arid the thr~at

been by cluster i on clusterj as follows: X

CLj(new) -= f(TIJ. CLj(old). CLi)

Step4. Set the overallhhreat for all friendly clsters asorj - cqj.

The Threat Evaluation algorihmr discussed in Section 4 has
been imp~lemented in PROLOG on a Micro Vax 11 Graphics Figre 3. Overall Scenario.
workstatton. We refer to this implementation as the Threat
Evaluation Module (TEM). The preliminary implementation of
TEM is deterministic in that we assume that target tracks and are representative of these four stages are shown in Figs 4 - 7
tdenfiation are known with probabihty one This allows us to In each of these figures, the PDS reports are shown using radial
short imuit' the correlation and tracking, and the identification lines in the outer band of the figure, the target tracks for the
algorithms (discussed briefly us Section 3), and demonstrate the recent past are shown by short line segments, and the nature of
perfornsim of the threat evaluation algorithm. We plan to the target clusters (friendly, hostile,.. ) is represented by simple
implement the probabilistitc version of T M uing the same geomemc symbols surrounding the target cluster. The meaning
hicrarchical approach. This probailstic version will he of the symbol A indicated An the Target Nature lepend. Finally,
integrated with the correlation and tracking algorithms in the the current threat posed against a target cluster is shown by a
prototype E.2C decision aid, number placed next to the geometric symbol. The interpretation

of this number is indicated in the Threat legend. (On theThe determitnisti, implementation of TEM required 31 VR-290 color graphics terminal used to display the results of the
PROLOG rules and 89 Prolog facts, In addition, four routines decision aid, the threat levels are indicated using a color code).
which carry, out numerical computations are coded in
FORTRAN. We predict that for the probabilistic version of Figure 4 shows the first stage of the scenario. The hostile
TEM, the number of fats will increase to about 250, and the targets are asumed to have entered the radar coverage repon of
number of rules to about 50. the E-2C and are shown headed towards the Aircraft Carrier and

the Destroyers (surface targets). CAP aircraft are shown main-We have developed an E-2C simulation package to drive taming station since, at this stage, they have not yet been
the L-2C tactical decision aid. This simulation package, which assigned to intercept the hostile targets, The threat evaluation
we refet to as REDGEN (REalistic, Data GENerator), has the algorithm evaluates a htqh threat to the surface targets, a mod
capabilty togenerate E-2C sensor reports for fairly realistic crate threat to the CAP aircraft, and only a low threat to the hos
stcenarios that taught be encountered by the E2C. We have used tile targets, (Note that the threat posed against the hostile aircraft
RFDGEN to simulate the following scenano to demonstrate the is a measure of the counter-threat imposed by the friendly
important capabilities of the Threat Evaluation algorithm, targets.)

The scenario comprises several friendly and hostile targets. The second stage of the scenario is shown in Fig 5 The
The friendly targets fotming the battle group consists of a single CAP aircraft have been assigned to the hostile targets and areAircraft Carer (CV). two Destroyers (DD). six Combat Air headed towards the hostile targets The threat evaluation
Patrol (CAP) aircraft (F-14s). and the E-2C, The hostile targets algorithm reduces the threat imposed on the surface targets to
constst of three bombers (Badgers) and six escort fighters none based on the counter-threat provided by the CAP aircraft
tMiG-27s). Ftgure 3 shows the initial location and a track Threat to the CAP auircrdt themselves and the hostile targets have
history for all targets for the duration of the scenario. For the both been increased (as shown in the figure) based on the pre
sake of clarity in the figure, we have labeled clusters of targets dicted air engagement,
as opposed to the individual targets; however, we have shown
the indivdual target tracks for the entire duration of de scenario. Figure 6 shows ,he third stage of the scenario which
The racetrack trajectory at the center of the figure represents the follows she first set of air engagements All but two of the CAP
trajectory of the 11-2C. The concentrc circles around the E-2C aircraft and one of the hostile aircraft are assumed destroyed
are spaced 50 nautical miles and are used to indicate distance during the engagement The threat evaluation algorithm ree
relative to the E-2C ognizes that one of the hostile targets has temporarily succeeded

in avoiding the courter-threat provided by the CAP aircraft,
The scenario progresses through four stages corre- Accordingly, it sets the threat posed to the surface targets to an

sponding to dillerent threat levels imposed by the hostile targets, increased value. In the final stage of the scenario, the surviving
hreats evaluated by the decision aid for conditions that CAP aircraft have been reassigned and have managed to get on
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jFIigure 4. Stage I -Attackin~gIII dlaTargets, CAP Figure 6. Stage 3 -One osile Target Survives
Unassigned. Ensgagement,

Figure 5, Stage 2- CAP Patrol Assigned to Hostile Figure 7. CAP Patrol Reassigned so Surviving Hostile
Targets. Target.
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the tail'of the surviving hostile aircraft, Ac6ordingl ', the threat
evaluation algorithm decreases he threat to the sirifae targets, REFERENCES
However. as in tage 2 of the scenario, thothreat against the
CAP aircraft and the hostile targets are increased based on the 1. Data Fusion Research Suryey Report, 1988 Data Fusion
predicted second engagement These threat levels are indicated Symposium, John Hopkins University Applied Physics
in Fig. 7. Laboratory, Laurel, Maryland, 17-19 May,1988.

Itean be seenulhat the threat evaluatons made by 1BM are 2. Blackman, S.S , MaltnLs rTaet Tracking with Radar
consistent with those that arm actually simulated. For the simple Agnfll=, Artech House, 1986.
scenario that has been simulated, it may have been possible for I
an E-2C o,rator to predict the name set 6f threat conditions. 3. Bar-Shalom, Y.. Tracking Methods in a Multrobject
However, for a more complex scenario involving hundreds of Environment,' IE Transactins on Automatic Control,
targets, it would be difficult for an E-2C operator to prediet all Vol. AC-23, August 1978, pp 618-626
potential engagements and the associated threats In such situa.
tions, the threat'evaluation algorithm will prove to be a signifi- 4. Reid. D.B., 'An Algoithn for Tracking Multiple Targets',
cant aid to the E-2Coperator. IEEE Transnuetons on Automatie Control, Vol. AC-24,

December 1979, pp. 843-854.

6. SUMMARY 5. Kurien. T.,-and',R.B. Washburn, 'Multiobject Tracking
Using Passive Sensors,' Proceedings of the 1985 American

We have defined a prmcessirg architecture for an airborne Control Conference, Boston, MA, June 19-21, 1985, pp.
surveillance system which simultaneously addresses the 1032-1038.
problems of multitarget tracking and threat evalation. We have
shown that the different nature of the two problems can be 6. Liggins, ME., M.A. Gerber, S.W. Gully, T. Kunen, R.B.
addressed by a processing architecture which supports both Washburn, and M.A. Weiner, 'Multispectral Multisensor
numerical and symbolic processing. Numerical processing Fusion Development for Enhanced Target Detection and
algorithms are based on the mathematics of estimation theory Tracking,' 198 Tri-Service Data Fusion Symposium, John
and are applicable to the problem of mulsensor multtarget tar- Hopkins University Applied Physics Laboratory, Laurel,
get correlation and tracking, and identification. Symbolic pro- Maryland, May 17-19, 1988.
cessing algorithms are based on the domain knowledge of the
E 2C surveillance mission and are applicable to the problem of 7. Stephanou. 1I.E., and A.P. Sage, 'Perspectives on Imper-
threat evaluation. feet Information Processing.' EEE Transactions on Sys.

ms. Min. and Cybernetics. Vol. SMC-17, October 1987,
A description of both the numerical and the symbolic pp. 780-798.

algorithms has been provided. The numerical algorithms have
been implemented and demonstrated in FORTRAN. Simulation 8. Caromicoli, A., and T. Kurten, 'Multisensor Target Identi-
results obtained with a prototype of the threat evaluation aigu. fication in Airborne Sureillane,' ALPIIATECII Tmlhsical
rithm implemented in PROLOG have also been provided. These Memorandum TM-299, ALPItATECtt Inc., Burlington,
results have shown that threat evaluations made by the threat MA, June 1988.
evaluation algorithm are consistent with those actually simulated. 9. Pearl, J,. 'On Evidential Reasoning in a lierarchy of

In our ongoing effort, we plan to incorporate a more Hypotheses,'Artfieial Intellience 28, 1986, pp. 9.15.
realistic data base for the sensors on board the E-2C surveillance
aircraft and the targets which it has to track, We also plan to
integrate both the numerical and symbolic processing algorithms
in the prototype of the airborne srveillance decision aid.
Finally, we plan to evaluate the cotmputational requirements of
the decision aid and indicate how it might be incorporated into an
operational airborne surveillance system.
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AN ALGORITHMIC APPROACH TO MULTI-SOURCE IDENTIFICATION

Stephen L. Pendergast

HUGHES AIRCRAFT COMPANY, INC.

difference resolUtion as defined in ref 6are observed. The operator's principairole
The purpose of this paper is to provide is as arbitrator when conflict situations

an overview of real-time automated arise.
identification processing algorithms as
they will be implemented in the Advanced IDENTIFICATION SYTM OVERVt
Combat Direction System (ACDS) Block I as The ACDS design shown in figure I
described in refl. The taxonomy, system provides for a multi-level identification
architecture, and man-machine context in process. At the initial fusion level,
which ACDS will operate each strongly similar source integration (SSI) functions
affected the overall design and algorithm combine sensor data received from sets of
trade-off decisions, independent sensor data processors with

similar characteristics, and derive
classification alternatives and

AlDS( ITOCV I T..NITTPTMNA TON O7TREMENTs confidences. At the higher level, after
correlation by a Dissimilar Source

ACDS Block 1 will replace NTDS on Integration (DSX) function, the Multi-
carriers and non-AEGIS cruisers as the data Source Identification (MSID) function
processing software that drives Combat combines classification and confidence data
Information Center(CIC) displays and to arrive at fused alternatives and a
generates data link vessages. ACDS and "best" identification for the track. The
AEGIS C&D-ADS are assigned the function of two-tiered integration process has
organic tracking and identification by available to it a variety of stored data
ref

2
. Because ACDS will go to sea in the including: a priori presence

early 1990's, and will be the first system probabilities, libraries, speed/altitude
to automate the fusion of multi-source relationships, IFF code look-ups, and
information into the tactical environment, operator-modifiable doctrine statements.
it can be considered as the operational
state-of-the-art for automated * *,,*
identification and classification
processing of tracks. i

ACDS is required combine real-time and '*0*
non-real time track data to identify for
immediate display and threat processing all
tracks, cooperative and non-cooperative, in L UP
the Navy dispersed battle force (xTR 4 ..
surveillance volume using all available *.* ,,.
data sources in standard Navy computers I.oAN/UYK-431 using the Navy standard high ... "".. w. ' '' "

tactical real-time operational frame
These requirements make efficient use of ,K
computer memory and processing mandatory
and thus preclude some artificial Figure 1. Identification Process Overviewintelligence techniques. ALGORITHM DEVL

Tte ensuing track identification ACDS will be co,*bining data from
provides a level of detail that is useful multiple sensors of different types,
for c mmand decisions and is consistent lully densors or c icted ywith STANAG 1241 (ref ), the basi3 for the locally detected or communicated by
wit TAD 241 (ref as , impictly defin ir t tactical links (TADILS), to form an overall
TADIL J taxonomy as implicitly defined in identification estimate of each track,the fised format messages of the JTIDP-TE, together with an estimate of the
voluTe I, and volume V, (ref ,5). Data identification quality. A standardized
link protocols for ID precedence and identification taxonomy and quality
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descriptor for source information, and a The example libraries were constructed
method-of combining the information and based on parameters in typical ESM
ranking alternatives in a multi-level operational geographically tailored
dentification description is needed. The libraries used in the AN/SLQ to sho

algorithms and analyses developed in this different types- of ambiguities and overlap,
project show an approach to solving these including wide and narrow regions ofappblems. operation, and alternatives with partialoverlap, and total containment.

The data from multiple sources and Measurements were selected to show precise
multiple sensors of different types on and non-precise measurements with good fit
multiple platforms communicated by tactical and not-so-good -fit to only one or several
distribution links (TADILS) need to be ambiguous alternatives, as well as good fit
combined to form an overall identification to none but the unknown alternative. Two
estimate, together with an estimate of the sets of a-priori values were selected to
identification quality. Different sensors show the effect of uniform and widely
require different libraries of object varying alternative a-priori probabilities.
characteristics and distributions in order Theexamples demonstrated the confidence
to determine possibilities. Furthermore,
any library will be incomplete, and-must computation algorithm's capability of
allow for some level of ignorance. We wish estimating high confidence values fortlowr se ae t el no eora . Wprecision measurements with limited or noto separate the sensor error
characteristics from the library object ambiguity in the library. Low accuracy
characteristics. A standardized quality measurements could still result in high
descriptor has to be developed so that confidence classification if the limit of
information can be interchanged between accuracy fit within the parameter limits,
systems. A method of combining the and there were no ambiguous specific types.
information and ranking alternatives in a For low accuracy measurements with large
multi-level identification description is regions of probability falling outside the
needed, library alternative class parametric

limits, the confidence was allocated to thoSOURCE CONPineNCx eOwpn-TATON. unknown alternative, as opposed to being
force fit among the library alternatives as

A method of developing lists of the classic Bayes t- .nique would do. A
possibilities and confidences which permits further characteri.,.ic of the algorithm
partitioning of raw sensor data and the demonstrated by varying the a-priori
libraries necessary to interpret it into alternative classification probabilities
specialized systems, while providing was that measurements matching a particular
information which can be objectively alternative resulted in high confidence
evaluated and combined with information attributed to that alternative, even though
from other systems is necessary. the a-priori probability was very small.
Development of a computation algorithm
which allows inclusion of sensor PSM Classfication Alaorlthm-Features
characteristics, alternative a-prioris,
alternative parametric distributions, and
library degree of completeness will be Any algorithm to develop classifications
described. The ability of the algorithm to and confidences from Electronic Support
estimate relative degrees of confidence for Measures (ESM) should account for sensor
different alternatives with widely varying noise. We would expect precise sensor
a-priori alternative confidences, sensor measurements of an emitter with unique
accuracies, and inherent library characteristics to have less ambiguities
ambiguities and known gaps in a-priori and hence a higher confidence than
knowledge will be demonstrated, measurements with a large variance.

Conversely, precise measurements of
An analysis will be described which, emitters with widely varying operating

using ESM data as an example, demonstrated points, and a large overlap of mui~iple
the ability of the algorithm to estimate similar emitters should result in lower
relative degree of confidence in different confidence. We would further desire any
alternatives in a library with widely ESM classifier algorithm to use knowledge
varying a-priorl alternative confidences, of geographic area intelligence and sensor
sensor accuracies, and inherent library field of view to prune possibilities from
ambiguities and a-priori library the list of alternatives before any
limitations and ignorance. Results of confidences are computed.
multiple cases of varying measurements with
varying accuracies using different Another important aspect required of a
parameters and two different parametric realistic ESM classification algorithm is

libraries, and different sets of a-priori the need to account for incompleteness of
alternative confidences, each with multiple our knowledge so that we assign more
alternatives will be described, confidence to "unknown" when the library is

sparse. Furthermore, when the emission
characteristics are not unique, we need to

145



I V
collapse ambguitles upward when a lower If the n individual parameters of
level of derail is not justified. The measurement k are uncorrelated, then the
algorithm should preserve all reasonable multivariate density function becomes a
Alternatives exceeding-a specified level of product of univariate density functions:
probability, while at the-same time
thresholding out those which are impossible p(zIZ,,M )
(are less than the threshold) and can be
ruled out n

ESM SSIP-5',e Frnce Passive Electromaanetic Le( 2 U,.nik) ..... . (2)
Sensor Classification Data.

The ESM SSI correlates and fuses track rSM tibrary Charamterlz tona
parametric and classification data from r
local, remote, & non-organic passive em The objective of the ESM library is to
sensors. Its geographic library relates describe the tactical frame of discernment
measurements to specific types through in terms of the objects to be identified
emitter and mode linkage.it uses the and their a-priori presence in the tactical
intersection of multiple emitter surveillance volume, the electromagnetic
possibility sets to successively reduce emitters associated with them, the emitter
classification alternatives as data is modes and probabilities of operation, and
integrated. It uses a modified Sayes with the parameter distributions associated with
unknown to compute confidences to be the various modes of operation. With this
assigned to £possible alternatives. information, the ESM measurements can be
PSM Measuretenf Seauence inverted to estimate the probability of

each element in the tactical identification
We assume that the ESM sensor measures taxonomy having caused the observed data.

modulation parameters which define a Thus we need a relatively extensive,
complex data base to interpret the

sequence of measurement vectors , with measurements, including the following
associated covariance K. of a detected tables:
electromagnetic emission which may include; a. Specific Type a-priori presence

(1) Azimuth Bearing, (continuous, potentials in the sensor
degrees) surveillance volume,

(2) Elevation Angle, (continuous, P(typepisensorq & area).
degrees) b. Emitters associated with each

(3) Pulse Repetition Frequency Specific Type and type Mod,
(Continuous, Hz) P(emitternitypep).

(4) Frequency 'Continuous, MHz) z. Modes of operation and their a-
(5) Pulse Width (Continuous, psec) priori likelihood associated with
(6) Scan Period (of lowest scan each emitter, .P (mode.Iemittern).
modulatlon Rate, continuous, sec) d. Mode parameter distributions for

(7) Scan Frequency (of highest scan all the measurement parameters for
modulation , continuous, Hz) each emitter made,.p(zlmode.).

(8) Scan Type (discrete description) The multiple libraries, linked together

by pointers and indices create for each
The statistics of the discrete Specific Type and Type mod a complex,

measurements may be described with a multidimensional electromagnetic
probability matrix Pk with elements pi fingerprint, simplified as shown in figure
which describe the probability of i being 5, where the three axes are frequency,
estimated when J was present. We further pulse repetition frequency, and pulse
assume that the statistics of the width. Mathematical linking the libraries
measurements of the continuous variables together, the specific type Tp conditioned
can be characterized by a multivariate density function of z is defined as:
Gaussian density function (ref '), with a

density conditioned on the measurement mean p(ziTp) - p(zimodea)' P(modeonlemittern).
and covariance estimate given as: P(emitternITypep) .................(3)

Ruilding these libraries is a primary
P(z|.,M.) - job of the intelligence community, which

basically defines the identification")  
taxonomy in terms of taings it can detect,

(iZI)nfl|IHi) Since each sensor type has a different
discrimination capability, the ESM library
set of specific types tends to differ from
the Radar, Visual, Acoustic, COMINT, and
HUMINT sets. But from the multi-source
identification point of view, we need to
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drive all sensor libraries to a commontaxonmy snrmeasurement is correlated with a particulartaxonomy, track, we only have to evaluate the
In the naval operational context, where previous possible list to trim it down.

battle forces consisting of air, surface, This process rapidly reduces the number of
subsurface, and amphibious category possibles as shown in table I, where four
platforms can be- moved to any point on 75% emissions associated with a track uniquely
of the earth's surface, the basic set of identify it. Even fewer emissions may
specific types and a-priori presence suffice to select platform and category.
probabilities need to be re-tailored to the Raw emission data must be retained through
current operating zone. Furthermore, the this process, so that if emissions are
limitations of different sensor-types an. decorrelateddue to spatial separation orplatforms needs-to be considered for-range elimination of all possibles, the process

and altitude limits defined by equipment can be redone.
sensitivity, horizon, and field of view. Table I. Muitiple Correlated Emitters

In our system, these libraries are Intersect to Reduce Possibles.
included for selected specific types of I A
tactical significance, with additional
entries for "UNKNOWN". UNKNOWN has a
di5tzibution and probabilities assigned to
it uniform over all fields of view and I 1
parametric limits and discretes. The a- LL
pLu.ri likelihood assigned to the UNKNOWN
speciflc type iz a function of the expected
objects in the operational environment .
which are not contained in the set of 1 7,1P
defined specific types.

Emitter Mode Parametric distribution
fuoctions are described by upper and lower A LAa
limit fvL eadh parameter, and probability Is c S" - ",
values assigned to multiple steps within A-
the interval, summing to one, with the 1

density defined as uniform in each
interval, the probability divided by the 23 1 1
interval size. as illustrated in Figure 6.

Modified Baypsian Inversion

Given a set of possable specific twe
mods created by the search described above,
we then wish to estimate the *onfidena to
be assigned to each possible alternative.
This is done by computing a conditional

Platform ESM Sionature probability function defined over the
possible library alternative specific type

Possibillv Selection mods, and integrating it over the
measurement - ohability density function to

Gi~en a measurement vector zk and its yield the pruoability vector conditioned On
characterization with mean and covariance, the measurement. This is shown graphically
as given in equation (1), and a set of 'x- in Figure 7 below. The conditional
priori type-mod presence potentials, and probability function for specific type mod
platform ESM signatures as defined in Tq with a set of N possibles, to be
equation (3), we first define a possibility detected by sensor Sq in area A is computed
list about the measurement by defining a mathematically using Bayes law as:
threshold parameter error window defined by
the using the measurement mean and P(TlJz&S,&A) P......... ....... 4)
covariance and a specified likelihood of N
missi ng a possible alternative, say 0.001. Xp(z1T,).P(T, S,&A)
An indexed search using bit mapped q.1
techniquss provides rapid elimination of Note that the conditional probability
alternatives. As each successive function is conditional on the sensor,

147



area, andS Lsecific type set-, not the acroal cta-erssiaon process. -:-Is wzold
-eas rentm or cvaiance, he-ce prthamby be the CVpri= =eds far a--

could heoretcally o- jar of the Identification is
coud teort~ollibe ospted in adv-ance. coocere Bowever It would mot peri:

The prcbabilty corzditicced- on the first of the parasec-ric
measuzezest, k-I can be cocouted ty lirris and !:e aagorfth= woulId act be
srztegra~lxng tUM '-fadt;.-al p~ babi1 ty readily broken cp lots olpe proe=sors
function over the =easirze:Pect condi-tional As =-re and more sensor date was qzath-ered-,
density function: tb-aroen- of cc atatio reeni-red- at tte

central mode would grew poe -al.--hs
P1' ,ZS8A. 121i we wish to lock a-- alterncaive sethods

which allow PartitozLng of the
identaLficatioc process, witbmct suffer-ig a
large ascnt of depradation frco the global

This process =ay be iterated I'm a alesaz coubining.
pr-ecess similar to a P~laifiltbr as each
Successive ind epetmdent neas-urensan k Is
received: C1MC-MCv~T ZZ-

'C; ra~a~ s~ -A method of combining possible
- alternative and confidence- information fromJ~j~7~sS~,L& r..aF,.ip~rr.1%dz.(6) different sour-es which takes Intoacos

unique characteristic- of differe.nt sou-rces
Analternative approach would be to in terms o ' ignorance, partial knowledge,

aggregate Successive zeasureze-zs into a and detectabifty constraints to fuse. the
larger Observation vector, and the orl-5inal infoxrnation and determine source conflicts
possibility set binary search and reopeat an- asbigriities is necessary.
the Bayes inv'ersion. This a,-proach must be .1.rtn5ote-aoth
intd if ete.aueet r o Dezpster-55hafer evidence ccsbirins rules

ineroen.will be deczib and cocated with Bayes
Zc-e properties of this process match and another evidence omsbining algorithm,

the -esired properties encunerated above. tCe dW-iersit7 anbnn lgorithm derived
For e~.ample, with an OMA- value (denoted f zo signal processing. The confidence
as To,) defined foi all z, if the ccnbinilng algorithm analysis dez,=nstrated

narentdensity futction has fin~ite t.-e capability of the Depster-Shafer
area whichi does not match the paraie-tric combining algorithm to approach the
limits assigned to the library eni-tter performance of global Bayesian combining,
modes, this area v 'll be assigned to 

T
o. If while allowing source migratability and

an enitter nudIe has limited parasatric library conpartmentation, as well as
range, it uill requi;re a measurement with includin~g source ignorance (unknown, .o
covariance rigniftscatly saaler tkan the statement) and the intersection of evidence
operating rarre to get a high confidence in the ccnbining process.
result. If e,.zLc.ers have a common range of ESH4 SSI source confidences and RadarISSI
operation, thb -onfidence of a seasurewent source confidences were computed by thein the zange of coraun operation will be modified Bayes source confidenice algorithm
split between then proportionately to their described above using fictional M55
individdal total rances of operation. emission parametric and Target

Kineratic/Altitude characteristic librazies
~ ,-t~i 1 with ambiguity cha- ,cteristics similar to

those expected in a tactical system. These
I were combined using the Derpter-Shafer
I algorithm, and as an alternative, the~Diversity Combining algorithm, and compared

IIH.IIIwith the results obtained with a global
I I ~Bayes confidence computation dlgorithoa

S (having access to all ra - easurenns n
Ia-w--= .- E a global parametric library).

M C Perforna-nce retrics ur-ed in the
E9 comparison included:

I ~ ~ a. Fean square confidence difference
r~u 7.~f n~fia Tnes each of the combining algorithms versus the

C I nSeve ice global Bayes algorithm.
This Bayes confidence computation algorithm b. Mean Square ordinal (rane) dsfference
Could be used at , central node to process over the top five alternatives conputed by
all raw sens , inforra~xon through a global
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ezb f hecompared values will no?. be degr-aded wten "crined.

7be DerPrtez-Shafer algn.-itb= f=r_ _ _ __ _ _ _

evidince combining was originally dseveloped In Order to demonstrate the coparative
by Dempster (in refs 1. A1-^ am-- Shafer (in perform-aice of the differen-,t proposed
refs 22,

2
1_ Aplication Of it to t~~a algorithms, mutiple ezamples of typica-

data fusio was suggested by Dillard (ref expected tattica:, icasuremnets were .:sed to

13) =sin-g the spizial case where kowledge gen erate two confidence vectors, and the
Sources assign probability =aizes only to results com-bined. Fere we will describe a

-~ ~ ~ to smple two Variab~le zeasurenent where each
This is the version of the ccining law we veto and the results combined. The input
use here, where the evidence assSned to To measurement of variable v by source 2 and w
the Uinkinown, is applied as uncertainy. bysueoe is shown in Figure 8 below.
This as opposed to the coplet-e Th diferen type A-Z characteristics in
isplenentati1on of Despsterls 1 o of vr-w space ire shown as zhaied rectangles.
cobination0 (Shafer Theorem 3.1) ever the The measurement and its covariance is shown
se of ;-ll non e~pty subsets A *such that by the ellipse.
29-A..te combinatien of two probability UCLSIZ)
assignm-ents =_, and --2 is given by: MLSIED

i;j Ar r-r

1- XnA W =i(3j)a
i;j A~f'aEe 1< _ F

grits to -=ig tof onternlate hs toe re
conideed the umer of albteraidoley

consideredbi te set ofsubse Ts apid le
of combinatio for specific type =od t. -

confidence derived from evidence z and y '

________________________________________ Figure 8. Two Variable, Two Source Input
a Example

. ... ....................... (..82 SC

fiveqstry Cc-binnq o rih A'oo4 I

An alternative form-ulation for combining
evidee was proposed based r* the ~ -

algorthn for diversity combining ofv
ztltiple channels used in cormunicat-zons. m"
in this algorrtho-, confidence functions a
fron K sources were converted to a
likelihood type function, surmed across the *, ... ., .

sources, and then renormalized, using the
formula:

K Figure 9. Example Evidence Combining~ TT~.I5JRetults

'-m(TIz,)The confidence vectors generated by the

n(T~oz,k-l. .n)= kal . (.... two soarces, and the results of com-bining
the measurements using the Bayes inversion,

4. and combining the source confidence$ using~(T. 12. the special case Derpter-Shafer and
(T.12.)Diversity Combining algorlit'r are fhown in

E -1 Figure 9 below. The leftmost Column A.Stcs
n-l the a-priori probabilities of the different

This algorithm has several attract-ive alternatives, in this asec, uniform. The

features. For example, high confidenceseodwoclnsho te iusofCh
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source-cperating on its individual necessary is shown in table II, where
measurement using the Bayes algorithm. The sensor data Is ambiguous as to-Category as
last three columns show the results of well as Platform and Specific Type.

.=bim1n- the two sources using Global Table IT. Ambiguous Alternative Ranking
Bayes inversion of the raw sensor
=easurjtrets, Diversity Cc=bining, and Examle.

Lemster-Shafez ccbir.in-g respeceively- CAT PLATOR S TYPE ODIDIS oN

Xcu.ice thai. De:7ster-Shafer and Layes both A!R IFK1TEC I 'OO1
foias on alternative C. AIR j L A 003i

AIR FE415R ___001
p.-r. 1 - R-xs. A3E 4 0.032

Pesuits for all of the examples were AIR 0 0.03
crniiated for the two confidence combining AIR j B0
algorit*r.s. The results showed that the MR 0 06Lerpster-Shafer algorithm was closer to the AIR IO
global Sayes algorithm in 90% of the AR 1 rn 001
ezamples, with a Mean square ordinal AtR 1040 . 0 1 0.040
difference of less than 0.4 (one flip of I Y KRtA2 1 014
ad3acent alternatives), compared to the _ DYSM KRMA 1 0.048diversity CO--bining ordinal difference of W ciM 02OU MN00

i.4. Confidence accuraci was also better, L,, 0.250 U32=41 0.05 OInAm 0.050
with the Depster-Shafer having an rtis LI' oxc;a 015
Co. _ene difference of <9% com-pared MID MS&'LES-T SE _A I 0
tne Dversity Cobining algorithm res 0 0 1

confidence difference of 20%. [D = 10 t'2OM 0019
[A15 0.205ILOMNS 0.010 L"a0- 1 0010

Qualitative evaluation of the results F SSG _ ECHO2 0074
also showed the Depster-Shafer algorithm U 00 .PJ 0 021
to ie superior, in that it tended to .0, 0 005
e, inate alternatives which were obviously
1-possible when source measureents were - -

enbbined, while the divbrsity co=bining As shown below in table III, suming
algorithm formed a union set of all confidences at different levels and ranking
proposed alternatives, never eliminating r"sults in different, incompatible results.
anything. 1re area in which both algorithms The Entropy weighted rank scoring algorithm
seemed to be subject to error was in under- allows alternatives at different levels to
estimation of the confidence which should be compared, and the level of detail
be attributed to the -Unknown" alternative, justified by the data to be ranked highest.

ALTReeATTV- . AMNG AMYSTS The several ways sorting the

Cnce the alternative confidences are alternatives shown in table III above do

coVputed, and mapped up to the multiple not result in a top 5 ranking which gives a

levels, a method of ranking alternative set clear measure of the best alternatives. As

descriptors of possibilities is needed shown in graphically in the pie charts

uhich takes into account the Information (Figures 10,11, 12, and 13) below, sorting

conveyed by a description, together with by category, platform, or specific type mod

the confidence in a particular description disassembled confidences yields top

%hen nltiple taxonomic levels of alternatives which os-sit a significant
des ription need to e compared against amount of information contained in the

each other.Development of an entropy total picture conveyed by all the data in

weighted ranking algorithm for comparing Table IT. Entropy Weighted comb-ned
different level of detail and confidence ranking, on the other hand, as shown in
identification alternatives will be figure 14, selects a top five set which
identica, agive a clearer picture of the degree and
described. direction of the data ambiguities.

The alternative ranking algorithm
analysis demonstrated the capability of the
ranking algorithm to select the best
identification alternative over several
example data sets considering a multi-level
identification taxonomy. The algorithm was
ipplemented with several examples using a
spreadsheet to copute and sort the
alternatives.

e.,.l, Altornative RankIng Problen

An example showing the a-biguities which
rake a ultilevel alternative ranking sort
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Table Ill. Results of Different Alternative

ISRWYASELD1 0243 ALTERNATIVES SORTED BY
CAT PLATFORM SP TYPE MOD DIS CON PLATFORM CONFIDENCE

0,7 UOTHER CRUISER

CAOTEDBPLATFORM OFCICSPrPU0 SCO

CAT PLATFORM ISP TYPE MOD DIS CON;

5.05 0260 E 0nO% 00)!.% coos~O 0 0 1
LaO 0.200 LTO 0.019 LH0CA 0019 1SMISL
SOB 010 EL0cOb 10160 1002cW 00 C21 FiueS.Sr yAsmldCnIdEnea

CAT n PLATFORM SP TYPE MOO 0IR CN FATRNSSOTDB
AIR 0.402M 1V10R 0.10 0U00 .0 .9 ATGR OREC

LUN: 0 2 0 I5L SO 0.10 oeXOOTm0 01 1 109UN ON

LAND .200UW0M 0 .0(011 11 L00ND

TU-8 0 ODtwoli 005Iromi 00 21 Figure 12. Sort by Assembled confidence at
57 hE KREST the Clatgory level

SPTPMD01,01 iALTERNATIVERE SNTEEOT

AI 040 EIJ 016 amOF9 CNTIECERA CT.FAT.ENC PE
SLFF ~ ~ ORO ECH 50 :1 1 2 4
LAD0 0 us ST 0 o aLUo OJ2 2UKNW

FiRe 0 Sort b D6isassmbe C0nfidence
at the0 Soecif 0c tve leel

STA Figure 13. Te Sort byeb Confidence ate
OTtHERy Pl te atgory ndSec level
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currently in the Process of detailed
ALTERNATIVES SORTED BY - algorithm validation, specification, and

E14TRPY WEIGHTED COMBINED RANK development, and will be operational in the
(DISASSEMBLED CONFIDENCE) msid 1990's, together with enhanced

computers, displays, and data
AIR, communications equipment.

OTHER 1. CQ9 VMO!WT. 5 SVSl'CM LEVELT RROUTneweITS
LAND. L, Department of the Navy Naval Sea

rxOcET Systems Command, Washington, TIC, rev 4, 30
BOUSEMt September 1985 (Confidential).

O~n2. BATTLTE FORCE INFORMATION MANAGE=TN

DEPRT~NTOFTHENAYSEAS=A A', D AIR
SYSTEMS CO=NANDS, 9 JAN~ 1986.

3. NATKO STANDARD1 TOCNTTTY OSCRTPTTON
Figure 14. sort by Entropy Weighted Score S'TRIICT URR rO TACTICAT. VISE (In, NATO

Combining Category, Platform, and Spec Type SadriainAreet(TNG14
levelEDITION 1) - NATO Military Agency for

Pn,np-v Weghte Ranklng Standardization,28 April 1982 (NATO
Confidetil).-

!he entropy weighted score is determined 4 ,T~STcni:.l Interface Ilesion Plan
by weighting the con~fidence at each level -Test- F.8ton rITTF)P-TEI Voli-r IT.
of an alternative by the a-priori entropy Tt-rface SppecificatlOnlmisa, Wo,-,
(information) 14 available at that level, FlornAt1J fl, Joint Tactical Command, Control
computed using the formula:' and Communications Agency, Ft Mnmouth, NJ,

N Rev 1, January 1986, (Confidential)
N P -X(T. ISaAA)-1092 (P(T15 4&A)) ... (10) 5 ETTO)S Technical Interface Tesion Plan

-Test, Edition fITIOP-TEI VolumteV. aa

i-l ERleent, fictionaryihi, Joint Tactica
Then, using the H value at each level to Command, Control and Communications Agency,

compute the 1SCORE aa follows: Ft Monmouth, NJ, Rev 1, January 1986,
HSCOE -N,~n(Ct) +,1.m(Pat)(Confidential)HSCORE - pH.........................(11 6 7TTIDp-TR VOTL TIPT 1, op.cit.

+H~p,*mSp~) ................... 11) 7 Seber, G.A.F., "Multivariate
5e~,,lvi of Altern.I-ivp Rank~ing Agn-it'e Observations", John Wiley & Sons, Inc.,

1984.
The problem solved by the algorithm was somseAP,(96,"e

that of ranking alternatives at different Approaches for Reasoning towards Posterior
level of description: Category, Platform, Distributions based on Sample Data", Ann.
and Specific Type/Type Mod. For example, it Hath. Statist. 37, 355-374.
is necessary to rank the support for "Air- 9 Dempster, A.P., (1967), "Upper and
Fighter-F4C"I versus the alternative "Air- Lower Probabilities Induced by a
No Statement-No Statement". The
irplementation laemonstrated that for lMultivalued mapping", Ann. Path. Statist.
typical expected cases, the weighting 18, 325-339. P. (96),"
coefficients for the different taxonomy1 eptr .P,(98,"
levels could be adjusted so that with good Generalization of Bayesian Inference"with
support for a particular specific type, discussion, J Roy. Statist. Soc. B. Vol 30,
even tho'igh its absolute confidence value Nc,. 2, 205-247
wo,,ld be such less than that attributed to 11 Shafer,Glenn, "a mathematical theory
the unqualified Category value, could he of evidence",Princeton University Press,
selected as the "best" overall alternative. 1976.

12 Snafer,G, "Belief Functions and
DY~tpP'eNTParametric Models", J. Roy. Statist. Soc.

The set of algorithms described for B, Vol. 44, No. 3, 322-352.
identification fusion (MSID) serves as part 13 Dillard,R.A.,"The Dempster-Shafer
of the central Multi-Source Track Theory Applied to Tactical Data Fusion", pp
Management (MSTM) function for the Advanced 170-174.
Combat Direction System (ACDS) for major US 14 ShannOn, C.E, "A mathematical Theory
Navy combatants including aircraft carriers of Communication", Bell System Tech Jounal,
and non-Aegis Cruisers. The multi-source Vol 27, pp.379-423, July 1948.
identification function of ACDS is

152

A i



DECISION PROCESSES FOR LARGE SCALE RESOURCE
ALLOCATION PROBLEMS

Analysis of Problems with Random Release and Due Dates

Peter Breitkopf and Robert Walker'
Marc Diamond

Abstract aid terminal engagement sequences in surface-to-
air missile (SAM) defense-the analysis to date 11,21

We present initial work on the extension of the op- has considered the incoming threat velocity as con-
timal resource allocation techniques currently un- stant. In fact, the projected trajectory of incoming
der development to problems with random release targets has considerable error introduced by pos-
dates and due dates. In the allocation of terminal sibls maneuvers and uncertainty in the attacker's
homing illumators in naval anti-air warfare engage- mission. Furthermore, the velocity derived from
ments, this means considering threats whose ve- the radar can be considered to be noisy. Hence
locities may vary with time. For this discussion we the' arrival time of the "tasks" into the schedul-
restrict ourselves to the analysis of a single threat ing queue must now be represented as a random
scenario. Here the problem becomes one of deter- variable (i.e. we now have random release dates
mining when and/or at what distance to engage the and due dates on the tasks). This affects the inter-
threat. The problem definition and problem geom- cept timing and therefore has a significant influence
etry for this case are established. Consideration is on our past approach to modeling this problem,
given furthermore to a definition for the stochas- in which deterministic release dates and due dates
tic process that describes the threat velocity. It on tasks were used explicity to derive resource re-
is argued that a filtered Weiner process provides quirement intervals and generate a discrete state-
a reasonably good model for the threat and still discrete time Markov decision model [1]. To ac-
yields a mathematically tractable problem that can count for the randomness over time in the target
be treated within the context bf established theory. kinematics, a continuous state stochastic model is
It is shown that under these conditions, the solu- being incorporated into our problem.
tion to theproblem of determining when to engage We consider first a single threat scenario with
the threat to maximize the probability of kill can no resource conflicts. The analysis of this case is
be solved explicitly, necessary in order to provide the basis for an un-

dtrstanding of scenarios involving multiple threats
1 Introduction with inherent resource (illuminator scheduling) con-

flicts, which is the subject of ongoing work. In the
This paper presents progress and continuing re- sequel, the problem geometry for a single threat at-
search toward further development of the optimal tacking a ship is established under the assumption
resource allocation techniques, with a particular fo- that we are committed to launch only a single salvo
cus on the optimal allocation of anti-air warfare re- against it. Ir this restricted problem we are inter-
sources. For scheduling shipboard illuminators to ested in determining when and,'or at what distance

the threat should be engaged in order to optimize
FMC Corporation, Central Engineering Laboratories, the treat ofld be ae n ord robtm

Santa Clara, CA the probability of kill. This arises as a problem,
IFMC Corporation, Advanced Systems Center, Min- because of the fact that the threat velocity cannot

neapolis, MN be predicted with certainty means that, for a given [
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SAM launch time and threat distance one cannot
guarantee that the threat will be intercepted while

it is in the engagement envelope. The case in which U." t uaIoox eete
a single observation of the threat distance is made 50

is considered first and then generalized to the situ- 7' -,"% -ep

ation in which the threat is continuously observed.

An appropriate definition for the velocity process is 40

then examined. We argue that a filtered Weiner
process provides the best available model for the e so

threat. Finally, we conclude that when modeled 3 %
this way, the problem of determining the optimal 2 . -.

engagement opportunity becomes a function only
of the threat distance and can thus be very easily DMOPE

be solved. : ,

2 Problem Geometry to  to 50 35 45 so 0
5050

Consider first a single threat observed at time to Figure 1: DISTANCE-TIME PLOT SHOWING EN-
to be some distance, z0, from a ship and assume GAGEABILITY OF A SINGLE THREAT DEPENDING
that we are restricted to launching a single salvo ONGEAUNCH T I N RD

against it. Assume that there is no error in the
initial observed range, but possible error in the ob-
served velocity. We want to determine when we
should launch the defending surface-to-air missile pk(T) = pkJ~p.(T) (1).
so as to maximize the probability of destroying the our qualified objective is clearly:
threat. As per our assumption, we cannot predict
with certainty the future location of the threat for [Pl maximize: pi(T)

t > 
to but assume the the threat trajectory will be

in some "trajectory cone" as shown in the distance. subject to: T to.

time plot of figure 1. The rays bounding this cone For any given launch time, T, the SAM trajectory
represent an assumed maximum and minimum ve- intersects the threat trajectory cone at two points,
locity for the threat, which are respectively, 5/4 and (B and D of figure 1). It also intersects the engage-

5/6 "distance units per time unit" for this example. ment envelope at two points (A and C of figure 1).
Because we assume it to be constant (as a first or- Let us assume, for the sake of illustation, that the
der approximation), the trajectory of the SAM de- intercept point of the threat trajectory is uniformly

scribes a straight line on this plot. Given a fixed distributed between points A and B so the proba-
launch time, T, the SAM will intercept the threat if bility of intercept for launch time tl is given as.
its trajectory intersects the actual (unknown) tra-

jectory of the threat within the engagement en. pi(T) = d(B, C) (2)

velope. The probability of this event (which will d(BD)

depend on the assumptions about the distribution where d is some appropriate distance metric. Figure

of the random variable representing the threat ve- 2 provides a plot of pk(T) as a function of launch
locity as well as the launch time) will be denoted

as pi(T), where the argument, T, makes explicit Implicit in this is an assumption about the -tochastic
process for the threat velocity as discussed further below.

the dependence on the launch time. We assume in fact, there may not be a "reasonable" physical pro-
that the probability of kill giveti intercept, Pkl. is cess that wll result in this assumption being valid. The
constant, and since assumption is made here for illustrative purposes only.
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SUMPTION THAT TIE THREAT POSITION WILL CONE FOR ANOBSERVATION MADE AT TIME fto.

NOT BE OBSERVED AFTER TIE INITIAL DETEC-

TION AT TIME to.
of threat distance, Z(T) must then be explicity rep-

resented in the problem:

time, T, for the conditions illustrated in figure 1,
assuming that d is the standard Euclidean metric, [P21 maximize: pi(Tz(T))
and that we cannot observe the threat after the
initial observation at time to. For this example, it subject to: T 2> to.
is assumed that Plli 

= 0.8. In this case the solution
to P1 is clear. In fact, the only reasonable way in which the

problem can now be stated is, "given that I observe
the threat at distance x(T) at this point in time,

3 Problem Consideration for a Con- shall I launch immediately, or wait and continue to
tiluously Observed Threat observe it". In general this problem is very difficult

Assume now that we are allowed to observe the to formulate and solve. For example, at a specific
point in time T and an observed distance x(T)

threat after its initial detection. If the velocity pro- we can calculate pk(Tx(T))2 , but there may be
cess is assumed to be stationary, an observation at we canc e t (a t the a re

time t'o of a threat distance c'o results in a transla- of higher p at some future point in time. Under
elan of the trajectory cone so that its apex is at the some conditions, however, this problem becomes
point (to,z'o) (figure 3). If wt Ire not going to tractable For example, if we constrain ourselves to
be allowed any observations beyond time t'o then _ _ _

the problem becomes similar to that cited above. 'Note that once the SAM is launched further obser-
Otherwise, we can no longer ask when we should vatior, of the threat . avior is uninportant front the
launch to maximize Pk, because the answer to this standpoint of the system control. Itence for t > T the

es ituation ecerts, essertithy, to the case of a single Obser-
question will depend on the future behavior of the vation (miade at time T). Ience, we can easily compute
threat, which we can now observe. The dimension ph(T,z(T)) for all feasible points (T, x(T))
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description reflects as realistically as possible the
actual nature of the underlying physical process.

On the other hand it is desirable that the model
be simple enough to derive results in closed form.

4,.The most simple model would be to consider the
40 velocity at any point in time as a random variable

that is uniformly distributed over a finite interval,
in the same spirit as the discussion of the previous

2o section. Although this process is mathematically
easy to handle, it is not close to the actual physi-

So cal reality in that it appears unlikely that there exist
..o42-1 no physical process of a continuous time parameter

that is consistent with the stated assumptions.

Another more realistic choice assumes the ve-
* - locity of the incoming threat to be an indepen., 2$ $ dent Gaussian Process with non-zero mean and

bounded variance. This allows for a fluctuation of
the sample function of the integral process in time.

Figure 4: A CONTOUR PLOT FOR pk AS A FUNC- The integral of such a process is closely related

TION OF LAUNCH TIME, T AND OBSERVED DIS- to a Wiener Process or Continuous Random Walk

TANCE. AT LAUNCHt TIMP, X(T) FOR TIME EXAM- for which an extensive mathematical theory exists
PLC OF FIGURES 1, 2, AND 3. 14). The Wiener process has properties sufficient to

make the problem mathematically tractable. How-
ever, since the velocity is assumed to be indepen-

make observations at (e.g., regular) discrete points dent and stationary, its power spectrum contains

in time (as opposed to making continuous obser- very high frequencies, which means that the accel-

vations), then a classical optimal stopping problem eration becomes unbounded, To force a more pre-

131, which can be solved using dynamic program- dictable behavior on this process it is reasonable

ming, results. As another example, figure 4 pro. to perform a low pass filtering operation. This im-

vides a contour plot of pk(T, x(T)), for the hypo. poses a Markov structure by introducing statistical

thetical situation characterized by figures I and 2 time dependencies.

under the assumption of a continuously observed To avoid unbounded sample functions and keep-
threat. Note that the contours run parallel to the ing the process realizations inside a cone emerging
time axis, as will necessarily be the case when the from the initial observation point in time the intro-
process is stationary. Note also that the problem duction of a stationary independent velocity pro-
-P2 can readily be solved by a policy that says, in cess with uniform first density, appears to model

effect, "wait until the threat reaches a point, T the situation of a randomly varying threat most
such that pk(T,z(T)) is optimum (i.e. within the accurately. This process may also be low pass ll.
shaded region), and launch the SAM." Because the tered. Applying the Law of Large Numbers one can

Pk function is independent of time in this case, it is show that the first order densities of the derived in-
guaranteed that the system will reach such a state tegral process become approximately Gaussian for

large t and its dynamic behavior approaches that
of a Wiener Process. Hence, it makes sense for our

4 Consideration of Velocity Process studies to assume that an unfiltered independent
stationary Gaussian velocity process is a valid ap-

It is very important when modeling the threat ye- proximation and leads to meaningful results with
locity as a random process that its mathematical out extensive simulations.
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5 Computation. of the Probability of
Intercept

As has been pointed out above, maximizing the x X 0.1) VXX(,)

probability of kill is equivalent to maximizingo f
probability of intercept pi(T). The stochastic pro-
cess of threat position (integral of velocity process)
iobserved and the result of this observation is x

(fgr ) hsobservation restricts the number of b f 'A LApossible time functions to a subset of realizations of Ms -5 . s
the process thatlieroughlyin a cone that emerges
from the observation parameters (to,zo). A SAM
with a constant velocity Urn may be launched at
T : to. Interception is possible if there exists t
such that X(t)-,,(t-T) = 0 and a < X(t) :< b.
This means that the realization, x(t), of the pro.
cess of the threat position and the deterministic

missile trajectory intersect within the engagement
interval la,bI. It is therefore reasonable to com-
pute the probability of intercept p, in the following Figure 5: CALCULATION OF P, ASSUMING A
manner: GAUSSIAN VELOCITY PROCESS.

P; =(3)

P[X(t) - Um(t - T) = 0, a < .,(t) < b can be constructed. It can be shown that its inte-
IX(t0) = o gral has a least upper bound Al. Normalization of

the function 9(xotoTt) using M leads to a new

The assumption of a gaussian velocity process function §(xo,to, Tit) that has the properties of a

with mean ai and bounded variance leads to a probability density function. Using equation (2) the

Wiener Process (figure 4), whose first order den. probability of intercept can be computed by inte-

sity conditioned on the observation x(t0 ) can be grating the function 9(xoto, T, t) from -- + T to

described as + T. This leads to the following optimization
problem:

B
"O t,-,oO, max: p.(zo, to, T)

(4) J
B is a normalization factor and a is proportional +T

to the variance of the velocity process, As shown

in figure 11, if we strt from the observation point subject to: zo _ 0, T > to > 0

(to, zo), the first order conditional density of this
process is centered around a linearly varying mean which will be considered here.

E(X(t)] = zo - q(t - to) with a linearly increas-
ing variance. This position process is clearly not 6 Results
stationary.

If x(t) is replaced by vm(t - T), a new function It is very important to show that the derived prob-

ability of intercept contains enough information
9(ro, to, T,)= (5) about the underlying random process' dynamics to

_ e o4-1 t serve as a useful measure for optimization. Some

V/Tr I t - Luof the results will therefore show the variation of p,
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dependent on different process parameters, which
includes,.the special case of a deterministic threat
trajectory.

Figure 6 shows the variation of SAM speed. Con-
sidering pi as a function of v./77 attains a maxi-

mum which allows one to determine an optimal
launch velocity for each ci. This function degener- x

ates to a rectangular function for a = 0, which
corresponds to the deterministic case. Figure 7 x0 VM/ 1
shows that as a decreases to 0, pi becomes 1 if the
theoretical interception occurs within the engage-
ment interval and 0 otherwise. The case where
the missile velocity is held constant and a is in- b
creased is shown in figure 8. Here again it is shown
that if theoretical interception occurs within [ab]

the probability pi will approach 1 for a approach- a
ing 0 (upper curve in figure 9). If a theoretical
interception occurs outside [a, 6), pi tends'to go to
0. Therefore both results contain the determinis.
tic case. Figure 10 shows the situation where the
threat process is observed at to = 0 and a missile

launch is attempted after a delay time T. Given one Figure 6: VARIATION OF MISSIL- SPED.
observation, figure 11 shows a curve that attains a

maximum. This allows us to determine an optimal
launch time T that optimizes pi. If continuous ob-
servations (to, x0) are allowed and the launch of the

missile occurs at the time of observation, p,(tox0)
will remain constant as to changes. This is clearly
shown in figure 12. The value pi therefore is only T .o

dependent on the observation distance 'o and at-

tains a maximum which allows one to determine o

the optimal distance of the threat where immediate
launch will yield the highest probability of intercept
(figure 13).

7 Conclusions

From these studies one can conclude that to max-

imize the probability of intercepting a one dimen- --
sional threat whose velocity is an independent sta-

tionary Gaussian random process with non.zero
mean and bounded variance it suffices:

a. to observe the treat once and then launch the Figure 7. A PLOT OF p, FOR VARYING MISSILE
missile after an optimal delay time I' (figures SPEEDS.

10 and 11), or

b. to observe the threat continuously until the

optimal 
threat distance 

(figure 12 and 13) is
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VARIANCES OF TlIE VELOCITY PROCESS. LAUNCHI TIME DELAYS.
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reached'and then launch immediately.

Since pi is not dependent on the observation
time to, each realization of the random process
will reach this point eventually3.

x Possible ways to continue this work would be
(x0,I 0 )  to look~at a more realistic stochastic description

xo 0-T)of the velocity process allowing non-Gaussian first
order densities with final support (i.e. hard limita-
tion of the velocity) and impose a linear Markovian
structure by filtering. Another direction to extend

b this work is to use the results for the Gaussian den.
......::...::sity presented here to describe the probability ofintercept of multiple launches employing a form ofa -...- "shoot and look" doctrine. It seems reasonable

that a solution to the problem of optimizing a mul.
tiple salvo engagement against a single threat can
be solved using dynamic programming. For exam-
pIe, the optimal first launch opportunity in a two
salvo engagement would have the form:

Figure 12: CONTINUOUS OBSERVATION AT max: l-p(t~x(t))f4 pogt'o)(to)dt
(tOzo) OF THE INTEGRATED VELOCITY PRO-

CESS. subject to: t > to

Here, pm(probability of miss) = 1-pk, polt(t') is
the probability density for the outcome time of an
engagement initiated with a SAM launch at time t
(that is, the time at which we know whether or not
the SAM successfully destroyed the threat), and

11 f(t) is defined by:
r ... [P3) f(to) =sinp,(Ts(T))

-o6 4 subject to: T t'o.

Obviously, further details and the tractability of
this problem have yet to be established.
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ABSTRCr We cT-cy- a bnr yohsstaigmdl te

--o-- be genm-alized !P' moLre poel hypothresis MmgL-
Thispapr dels ithpWo~isrs of quantitative - problem -. exse are izew--- gezerie im, the siruation,

organ ito ein euo that the optimal xtitue assessment C
2 fonrto.. w-- ,viAd like to eve'LOP a

of even a very simple team of two decision mankers (Dxs) arazirativer lesiza metJbdosany zo de a th em.
performing binary hypothesis testing dergesels on variables
external to the team. On the ocier hand. there exist partieulsr We CCU.- -) seveal tI oet'issues Of te roblms.
probability' distributions forftr obiserations which lead io 9==zin with real-im deciston raing ine foedried
unambiguous optimal architectures in which the lberter hypothesi test4- The te=amnh.rzcin is the way the D.Na
decision maker makes the Mil team decision based unpon Of the tea =r set up. WCewat to -ibea4 t perfortinnenOf
finite-ttt messages f-cm the -woVse decision maker. Bunt, a g&-u M archit-emius (say rhe Prbamaliy of cmxlr and
eve, ;L these ease the results =.edifficult to generalize for comapare, the perforrtince Of aliezrzsve arctiecturres, WeC
teams with three ormoe DMSbecause of the complexity of also seek to esign an organiatsion to meet some global tea
the problem.X A beitrist algorithm for orgniZation design is performance specifcatices and said) the effect of adding a
presented. new DM to the team. Fisally, we wuld like to tiderstand

andi develop the theoretical aspCts and comptitational
1. INTRODUCTION,1 AND 31OTIVALTION comuplexity associated with this class of problems.

Otr main research goal is to develop batic Suppose that a team consists of N DMts. Esidently. the
understauding of decision making in distributed team may bave many alternative architectures and
organizations. As we shall see such problems can become communcation prsocoLs. I=o esturple. if N = 3. we cats se
very~ complicated because of the disributted (decit.7-alized) two different architectures in Figure ]a and lb. The
decision process. In order to gsin understading into the environment consists of several hypotheses. Each DM
bas'r fundamental issues Ae need a paradigm %hich receives a conditionall1y independent observation and makes a
represents simple- decision making. and whoie centralired tentative decision, based upon !is own measureirirnt and the

*adopted the problem of hypothesis testing aS our basic to him. according to some specified nrnmunieatton
paradigm; see referencet [1] to (41 for telated prior research protocols. The final teamn decision has some costs associated
in Jistarea, with it. We would like to determine somehow which'

configuration results into superior performane morro.er.
The classic decision problem in this setting relates to the given three D~fs and a particular configuration. , e would

desigr s team to perform target detection (no target vs target like to determine which DIM should be employed in each
present) using several disiributed sensors Suppose that each position. WVe would also like to test the effeesa of different
sensor hat significant comptational capability to process his communication protocols. Another type of problem is
raw returns and can performn local tar?,e detection. Because illustrated in Figure Ic. Given a team of D~ls which does not
of the useeliability and uncertainty of the observations there meet certain specifications,.w would like to detcrxrrne wh'at
its hig& probability of error associated witht each settsor's DM should be introduced to the team and in what position.
decision when he operates in isolation. Thus, it is desirable for tetam to meet the posed specifications.
to hav: many sensors to operate together as a team to
decrease the error probability. In order to achieve this, we In this paper all the hypothesis testing performed
have to define the architecture of the organization (ic. which assumed binary. In Section 2, we will discuss the optimum
tensor Comunicates with whom) andI derive a decision configuration of a team consisting of tuo DIMs. In Section 3.
protocol to fuse the 'tenlarive sensor decisions into a global %e examine the saire problem for the special case where th.
team deeisio.i. observations of the Dls are described by Gaussian
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WaSn es & u L pre a ir n of ivgeer .k 45wri FIGURE 2
10 yeScuSOCMk i u i r ceser TW IO DMN CaGAN-MkiTIONS

C-1=61-9d~a re=ks and SggeatSss0 fo. fss=t

-7LTWVODM ORGANI1ZATIONS YA 3. 7

NOCkfor tkCC,ns~ z~k 5lnC, stszly
eaanivey =d alyzan thetA .cScy. zTer are men v

2b==ne a=etlsee=e for this Wye Of It= f-smn (0.1t (rp e21~ S==e the DIUs i2 t Xind lirm iCtme 0,Can ail2ys Caploy the decison rules of tbc7DMS in t
fc~t:=== ~c v &-c-;-j v- im ts for FUSION TAND=Atheftia zchi ).tbcpce =z=of tetandcazuha'e isasy 21aY !Yt 2S as Ood as she pm-fotuanc Of

!!e fei r=5 mee,= Thus, Ue Uill eaks ouraejS to the
- tdy ofsh ex 2.2 The ROC Curve

FIGURE I Ib the bLnaty hypoliesis tesin probleci each DIN ranLONG RANGE OBIECFIV=S be chaaterized by his Receiver Operating ataricterisfic
(POC) Crve. This nave plorerh probability of detio asafenesio oftpbaiwoftAdeeaarn=

Tre probability of detection P,~ is the probabily that
the D-M decides it = I (indicating that H, is the tire
hypothesis) wbw aH, is indeed true and is defined by

I, s P, ,JA I H.) A (I)

()A(y) = pVIj,

p(Y I Hp)
is the lkelhbood ratio and n represents the decision threshold.

H ThIe probability of false alatrm P. is the probability that
the DMN decides u = I i~hen H0 is the use hypochesis and is
defined by

P, = P.~(~ (2)
DM12 D1 T .,(AIIQ4E ~I4E )+Thus, the ROC curve is expressed by two parametricequations. with the threshold parameter n vatying from zeroDM3 to infinity' in general, can not be expressed in a closed form.The ROC curve is com,- and it baa another useful property;.(b) Sutppose that by subsituting n* in equations (1) and (2), thepoint (Pr.*.P0*) of the ROC curve is obtained. Then, the

': LH slope of the tangent to the ROC curve at (Pv*.PD*) is noH (Figure 3). Consequently, if a DI performs detection with
some given n*. his optimal operating point is the point of the
ROC curve whe~e the slope of the tangent is n*.

In our research, we use the ROC curve to quantify theC[D~h13j-)relative expertise of different DNls. Moreover. since the team
?- DM2 ,,, DM peforac cn also em quatiye yothesi te ng tOcremDM2 MI U peof t c D cas also rom bqaiar y pthesisetestinguteam

IfteRCcurieo DMI A is higher than the ROC curve of
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DM Bdwc MYsi~ iszh -DM dhi 3. beezse fr The Prbe
C, anke C cbabimey Of f hls aaA sill hir a 2

St~i~ eikd ~~l ens -t~Sb~O Cons4=e a rea cossti=g of rxo DZAs in =6=es
jnoezwzs be==kd S any eC=-- ear OC ciuecear wticerkefns Wmay hypotheis tesing

- - ~~incd by fth team= t wb ei e z ad H ist uw
z-0 tjypodseit s a~d Ls tis ==cody for IeI= so

ce shito be -sirer-Tbe tiim ObeaifnVus9sO--'bi the
expem:d cost inctared bytsa.

Each DM receives a eonditioza~y independent
D obsewsn One DM%. called the Mnsun'rsst D!6. -,aes a

bLdny deciin (a.= Oor q= 1) based on his snssses
0D, y, ad rreaass it to thse orhe D.M. csied the gdnm=z DA.

Then.= primary DM has to make the te= decision (basedv tj~~~on his vsnj meaStnimes-Y, 2Md the mesag f-o te
* I en as) Su'nrh has to be either U,=O0or t=l Iindicaing

1that the cosrespcxsdasg hypothesis is ceesidered to be nce.

a-pThe opimal soltion for the decisionarules of thetuo
PrDMS is given by lielibood iazio tests ith esasu2ans u-'aesh'dS

[3]. For the peimaty DML

RANENDG DB=aON*MAXERS If ,=0: AL~v,) > - (3)

zu,= < -

A u=1

u,1 AC O > 4

A: ET~l Foethe consultant DNI
B: WRSE u=

Aky) > n (5)
u0 P.

Mid PD' (PI? is the probability of detection (probability of
Ifalse alarma) for t primary DIN %%ben u= i-wsreceived by

the consultant 6I = 0.1) and p0' ( Ps,') is the probability of
A detection (probability of false alarmo) for the consultant D-l.

when both D~ls are operated accordittg to the Optimal
D Bt7 decision rules of eqs.(3)-45). For example.

0 1 BMM i B ETHRFigure 5b demonstrates the form Of the Operating Points

p The ROC curve of the team as a A hole can be computed
Pr and is given by:

(b) 
7P1? - (1 -e Ps P~ + PF ' ()

POT = (1 Po')PI0 o + j'Ds Pot (8)
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FIGURE 5 25 A Counterexample to the Conjecture

THE PROBLEM AND ITS SOLUTION 13 Fig= 6. we presect the ROC crves o D.11M,.
one bet r the oile a&ording to 0er prior definitio.
Table I contains th discrete d ibasions of their

obsrvations: fth lcteee inbe matrix dent == 1Ite
For ciaple. the o -i" DM will obsee y =1 ithSProbablt if H is aean th probab ty 0. i is
me From TabMe I we can thelnse th9=tbcbetter DM.1 has as
goo or better d sation of t two hypothleses. zed of
corse this ii refloee in the domiaz of his ROC mve i2
F~igre 6.

.In order to establiO the courtUCeIMple we conmparld
the two ei-mtars using tedious. albeit sraight for-ad
calculations of the probability of error. The results are
illuns.ed in Tae 2. wlich contains the probability of error

(a) for ivro different values of n for ea2ch architecture - B
denotes the "etter DM. while W dmo:s the woeae" oe.
For = 1.0 having the better DM as the consultant is

PRIMARY DM CONSULTING DM FIGURE 6

_____M R~E OG CURVESI I

.1 ...

(b)

Note that the team ROC depends not only upon the
characteristics (expertise') of the individual DMs% but also Pr
on the particular way that they have been constrained to
interact (the team or organization arelitecture).

TABLE 1
2.4 Architecture Comparisons DESCRIPTION OF DMs

Suppose that one of the two DMs is 'better' than the
other. i.e. his ROC curve is higher than the ROC cu ve of
theotherD.M.TThereexisttwocandidatearchitecturesforthe "WORSE" DM "BETTER* DM
team; either make the "better" DM the primary DM or make
the beater DM the consultant DM. Recall that the prima y YH HH

DM makes the final team decision. We would like to y H, Hi y\
determine which of the two Lrchitectures yields better
performance than the other for all values of n, that is 1 0.1 0.5 1 0.1 0.5
whether the optimal architecture is independent of the
externel parameters of the problem (details of cost function. 2 0.4 0.4 2 0.1 0.2
prior probabilities) vhich detetmine the value of n.

3 0.5 0.1 3 0.3 0.2

The architecture with the better DM as the primary DM
was conjectured {3) to be better. This conjecture is appaling
from an intuitive point of view; given-two DMs one would 4 0 0 4 0.5 0.1

like to have the "better" DM make the finl decision,
independent of the prior probabilities and the cost optimal while for n = 0 38 having the better DM as the
assignments. If this were the case, then the optimal way of primay is optimal. This can be also venfied by deriving the
organizing two DMs would not change, say, as the prior team ROC curves for each architecture (Figure 7a). As the
probabilities of the underlying hypotheses vary.
Upfotaiteys we sho belown th ee cayb close-up of Figure 7b shows the two ROC ciirves intersect
Unfortunately, as we ow below. this conjecture can be near Ft.= 0.3. Thus, in this special example, the optimal teamfalse.
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TABLE 2this case are simple and given in a closed form [1J. A
TABLE 2 rrn-= yof this case is given in Table 3.

PROB. OF ERROR 3.2 The Firs Architecture

_______Suppose that the bet=e D11 is made the primary. Then.
E~] {~ from the solution of t probe and the property of the ROC

n 1.00 -- !.00 (optimnal) 0.215 Curve
n=0.39 0.1840,, 0.1833 (optimal)

FIGURE 7
TEAM ROC CURVES 1-1. 17t~ 1~ er P

12- r 7 o-- - o

aswhere the superscripts B (better) and W (wors) jedicate
02 Ahbich D~ls ROC curve is being differentiated. Solving the

P VM= Sx sstem of eqs.(9)-(l I) and recalling the concavity of the
D 0 ZZ=l D-1P)5R ROC carve. ve obtain that in this case

03(P'IP 0 ') (1)

021 which implies that whenever U,= I is received from the
___________________ consultant. the primary decides u=I independent of his owni
0,0 01 02 03 0' 01 CA 0.7 CA03 u 1.0 observation. Substituting into (7) and (8). we obtain that the

P7  
team ROC curein this case is gien by:

1 CLOE UPPDT = PDu+p0 . PDOPIt (13)

CA* for some (Pf0 0.PDO) (lP,,.P0')1 in the ROC curve of the worse

Ma ~[better) DMN.

073 BE:T=Dn P21 ;TABLE 3
COMPARING GAUSSIAN VARIANCES

0"01 02 03 04 as WORSE DM: BETrER DM,

PP Y,,Y2,'N(O, 0
2) Y,YN(O, o2)

(b)11 2=02H00= j
z:-shitccture depends on the value of n ei . the numerical 10 00:0
values of the prior probabilities and costs). On the other II, 02 = 0 ,2 H,: o

2 
= N o,2

hand, for thit example, both architectures have very similar
performance, since their ROC curves are quite close (Figure .2~ 2_

7a). Pun =. P

3. COMIPARING GAUSSIAN VARIANCES 0P,

3.1 General Remarks

Conuider special case of the problem presented in withr: a002<012 N> I
Section 2.3 above, where each DMI receives two independent
observations distributed with the Gaussian distribution with
dtifferent variance under each hypothesis. The ROC curves in
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3.3 The Second Architecture 4.2 Adding a New DM

Suppos that now the beue= DM is nrde the pnitemy. By introducing the "perfect' DM to the team, that is a
Then, we can arbitarily assign to the D.5 the following-, DM whso always knows which is the true hypotesis (Le. his

eaung po== ROC curve goes through (PPp) = (0,1)). the earm

(po
0

.p~:totheCossltau(Wce)DM probability f error will be reduced. to zero. Hence,(plj.Po6):to the Pimly (e:t) D IM NI u = 0is recesird cfications no nr==tr how srict can always be m
e

.

(1.1) t to the Primay (Beac) DM wfcit u. = I is received We would like o introdoce a trade off between the te-n
perfor-?ne and the quaity of the DM to be introduced. To

Substituting into eqs. (7) and (8). we obtain eqs. (12) and measure quality we need to rank the DMs even irs cases of
(13) again. Sisce for this arbitray assignment of opera ing ambiguity (Figure 4b). The measure we will employ is the
pomts. thea tecturewith the betterDM as theprimary a areal under the ROC curre. This measure is scalar and
achieve performance equal to the optimal performance of the pr -es the ranking of unambiguous simaions Figure 4a)
other architectue, the better DM shnn d altwavt be the the 'perfect" DM bas a measure of I and the 'worst' DNI
rimary QM. (the DM who is equally likely to choose, between either

hypothesis independent of his observation) hass measure of
3.3 Obtaining the Team ROC Curie 0.5.

Suppose that the better DM is the consultant. Then. The design problem will now be to find the 'cheapest'
from the system of eqs. (9)-(I 1, we can solve for P,- to DM hirlh will enable the team to meet the requirements. by
obtain:r cheapest meaning the DM with the smallest area under the

ROC curve.

,;' f-i.[st.,.'-i [ 4o"-' -['stn1
4

'r'a]' j 4 4.3 A Sample Problem

Suppose ware given a DM "old) with ROC curve:

This is an equation of just P,. We could have substituted for '

Poe from the equation of the ROC curve of the consultant and a set of requirements for tem performance (i.e.
(better) DM. bet did not do it because of space limitations. If minimum levels of probability of detection for specified
the equation is solved Ps. is obtained. Moreoe levels of probability of false alarm). We want to find the

n , "cheapest' DM ('new') with omiomorphic ROC curve to the,..[ -,;old DNI ttis:

By substitut:ng into the equation of the ROC curve of the
primary (worse) DM, Po is obtained. Finally by substituting which will make the team satisfy the requirements. In this

for all the probabilities into equations (7) and (8). the team case, the smaller the value of the constant K the chyar the
ROC curve is obtained as a function of n, the variances of DM.
the DMs and N.

The problem is the same as the one described in Section
It should be clear that the team ROC curve will not be of 2.3 above. The two possible architectures are to use the new

the same form as the ROC curves of the individual DMs. In DM as the consultant or to use the new DM as the primary.
fact. it is not even given by a closed form expression. Thus,
we cannot easily extend the result to the case of three DMs in In the following algonthm we use our theoretical analysis
a tandem architecture, which suggests that ftre better DM should be the 2rimarv to

avoid a completely our trial and error approach.
4. DESIGNING ORGANIZATIONS

4.4 The Algorithm
4.1 General Remarks

STEP 0: Start with two identical "old" DMs
Suppose that we are given a team of DMns and a set of

requirements on the team performance, which are not met. STEP I If the requirements are met. then the team is too
We could perform several changes in the team, such as good. Thus, the new DM can be worse than what
adding or deleting a DM or changing the team he is, which implies that the K of the new DM can
interonrction, or redesigning the communication and should decrease. From our theoretical analysis
protocols, to make the team meet posed performance we know that the new DM should be the consultant
requirements. Presently, we are employing a tral and error Thus, we decrease the consultant's K and go to
approach because of the mathematical complexity of the STEP 3.
problems; we hope for analytical insight from our future
research.
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STEP2: If te requirements ame not met, then ste tea isto [2] Tenney ,R.R., and Sandell. M., 'Detection with
Distributed Sensors"wAeak. Thus, the new DMI should be bette thani MEE Trans, ofAw ce and Electronic S3Mem .

what he is. which implies dial the K of the new DM E-P Jl18.pp 0-
can and should increase. From our theoretical [3] ,17 Jkulyi L 931, pOpi. De0g1o-D5tibte
analysis ue know that the new DMl should b h 3 kha.LK,"pia eino itiue
primary. Thus, we decrease the priiry's K and go Ph.D. Dissertation, Dept. of lc Eitg. and
to STrEP4. CDPUser Science

STEP. I al th reuirment ar me an or ismetMass. Inst. of Technology, Cambridge, Mzss.. 1982
STE3: f al he equremnt ammetandon isii55 143 Ekchian. L.K.. and Tenney R.R.. 'Detection

exactly, we stop. If the requirements ame met then tww
we decrease the K of the consultant. If the Proceedintrs of the 21a1 IEEE Conference on
requirements ame not met we increase t K of the Dcivon and Control. 1982. pp. 686-691
cons~ultant. We then repeat SIP3 [53 Kushner. H.. and Pa=ut A.. 'A Simulation Study of

a Decentralized Detection problenm"
STEP 4. If all the requirements ame met and one is met WtFiE Trues, on Automatic Control 27. Oct. 1982.

exactly.we stop. If the requirements aremet then pp.1116-1119
we decrease the K of the primary. If the []Car . n aaiePK,"pia aaFso
requireenctes are not met wve increase the K of the in utiple e nd asre Detect tialDaa uion Sses
primary. WVe then repeat STEP 4. iEE Mutino eor etectand Sysemtoncs" se.2

Our theo-etical analysis indicated whether the new DM - January 1916. pp. 98-101
should be the primiry or the consultant. Using educatedj [7) asitsstkha J.N., "Problems tn Decentralized Deciston
choises for the values of K its our trial and error approach our M1aking and Computation"
problem wvill be solved efficiently. Ph.D. Dissertation, Dept. of Elec. Eng. and

Computer Science
5. CONCLUSIONS Mass. Inst. of Technology. Cambridge. Mass. 1984

[81 Tsitsiklis i.N., and Athans. M., 'Ots the Complexity of
By a counterexample we have shown that the optimal Dcrtaie eiinMkn n eeto

team architecture may depend on parameters external to the tbes
team (prior probabilities cost structure etc). Hence, we ca IEEE Trans. on Automatic Control. 30. May 1985.
have ambiguity of %hether a particular architecture is optimal pp. 440-446
for all values of the external parameters. It is possible. [91 Tattsiklis J.N., "Decentralized Detection by a Large
however, to use the ares under the team ROC cutve to Numberof Sensors
remove the ambiguity. Mathematics of Control. Signals and Systems.

Vol.1. #2, 1988
Special distributions lend to architectural comparisons [l0]PeasI J., "Fusion Propagation, and Structuring in

that ame unambiguous. We demonstrated this in the case of Bayesian Networks"
comparing gaussian variances, in which thebeterDX Technical Report, Computer Science Dept.
should alwt~es be the inimalv JIM. Computer simulations Univ. of Calif. at Los Angeles, Ca. 90024
(not reported here) indicated that this result holds true for [ll]Papastavrou J.D.. "Distributed Detection with
comparisons of means of gaussian distributions, but the Selective Communications"
inherent comp lexity of the equations prohibited us from M.S. Dissertation. Dept. of lc. Eng. and
obtaining analytical results. Computer Science

Mass. InSt. of Technology, Cambridge. Mlass.. 1986
Even if the individual DIM R.OC curves are analytical. [l2lThoinopoulos S.C.A., Viswanathan R.. and

the team ROC curve is not. Thus, illis hard to generalize our Dougosliss D.C.. "Optimal Deciston Fussion in
results to teams with more than two DMs. WVe hope to obtain Multiple Sensor Systems".ome novel results to help us design more complex IEEE Trans on Aeresore and Electronic Svstcms, 23
organizations-, but, it is sot clear whether such results exist. Septemsber 1917. pp. 644.653

Il3iReibmsn A.R., anb Nolte L.W.. "Optimal
Finally, we plan so study the effects on the team Detection and Perforince of Distributed Sensor

perfotmance of different communication protocols as well as Systems"
of more complex (non-binary) hypotheses. IEETrans on Aerospace and Eectronic Sysems.g 23
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ABSTRACT system arch:t-cture. but is instead given an external
position as a',"user" of data or an input" to the rest of

matr In most C3 architectures, the human decision the system. This extrinsic view of the human has led
has a central position. He is frequently given some investigators to relegate human actvites to a very

role in which he is required to bring some sembtatce of limited domain.
order to a rapidly evolving" encounter which involves While a. mititary BM/C3 systems share numerous
groups of both hostile and friendly vehicles. On the basis generic similarities. different applicatirns tend to
of his understanding of the implications of different einrphasize the importance of certain aspects of the
events. he must make rational judgments on resource system design problem. To see why this is so, some
atocatin and strategy. insight into the basic issues which guide system design is

This paper presents a study of a model which required. The functions of Battle Management (BM) and
portrays the response of a person givei a situation- Command. Control and Communications (C3) are per-
aso -ssment taslk. The model is phrased in terms of formed hierarchically at many levels of miitary command
stochastic differential equations in oider that it be and operations. These levels range from individual
compatile with the usual modelling paradigm for weapons platforms at the lowest to the Command
describng dynamically varying encounters. This Authonties (CA) at the highest. The functions are
normative-descriptive model permits the intimate camed out through organizational structures and
interrelation of the operator and the rest of the C3 procedures spanning the rm:rtary force structure. Imple-
subsystems to be expressed. mentation is accomplished by the incorporation of equip-

The measured resoonse of a test subject has been ment, algorithms and communications into vanous
compared with the sampli response of the model. A time categories and levels of subsystems which range from
varying scene was presented to a subject who was asked space-based sensor- to field radios.
to indicate the level of confidence that a target was Even when the particular needs of a specific
vAthin the field of view. This response, along wdh the application are studied, virtually the entire domain of
actual locations of targets and decoys. was recorded end system components and locations must be considered.
compared with the model response to the same scenario. Consider, for example, the BMC3 functions required for
The model response did not reproduce the empirical the operation of an individual weapons platform. Data
behavior pattern any more than two humans would tram multiple sensors, both on board and remote. must
respond identically to the same stimuli Nevertheless, the oe processed in concert with weapon status information
model does manifest the *human" indecisiveness found in to determine whether and whe;e to launch interceptors.
the experiment. More generally, a panoramic view of BMIC3 includes not

only the individual subsystems, but also the communica-
tion links and the support that they provide in supplying
the requisite information to the control and management

1. INTRODUCTION centers.
A human has a unique talent for making decisions In the global system there are numerous interac-

and allocating resources in a dynamically varying tions to be considered and trade-offs to be made in the
encounter which is subject to significant uncertainty. For allocation of BM/C3 functions to lie different levels
example, if he is able to view the field of action, he can within the hierarchy and to different nodes within each
distinguish the highest pronty target in a cluster of like level This allocation is made on the basis of consider-
objects even in an environment permeated with a high atlions of cost, reduced sonsitwty to countermeasures.
level of structured clutter. Additionally, he is able to and uncertainties in the way that the encounter will
brng some semblance of order to observations of the evolve. A flexible architecture is essential to permit a
motion of interacting groups of hostile and fnendly rational mauraton through the incusion of advanced
vehicles. On the basis of his understanding of the subsystems and components.
implications of the perceived events, he makes rational The utilization of human decsion makers does not
tudgments on suitable st'ategies Indeed, the ubiquitous after this fundamental view of BMIC3 Many of the
role of the human in BMC3 testifies to nis oistincvo DM/C3 functions can be performed either by a human or
aptitudes. by an algorithmic surrogate. Clearly, any task revolving

Notwithstanding this general sentiment, the the expeditious processing of large quantities of data is
precise delineation of human tasks is a controversial of necessity outside the human purview A judicious
theme Indeed, the potential role of algorithmic Sur- aggregat,7 ;f the datahowever, can enable a human to
rogates has expanded as sensor and computer technology adroitly .i.-,e those critical decisions upon which the
have advanced In many analyses of C3 systems, the success of the C3 system depends The making of
human is not thought of as an integral part of the changes in rules of engagement, and the placement of the
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system o- alert status are inherently human decisions example, it is suggested in a discussion of the SDS that
ttat must Le referred to the CA acting in a direct 'the tactical system vail have to operate in an automated
management ro, mode simply because there is no time for humans to

To better urderstand the role of BMIC3 a broad evaluate the huge amounts of sensor nformation and to
descrption is useful. An epigrammatical definition is that arrive at supenor weapon engagement in the short tume
BM;C3 is the mapping of assets into capabiities. This availtble.:
definition emphasizes the fact that BMIC3 is manifest in This circumscribed place of the human is unsatisfac-
the system architecture. The arguments on the extent of tory in the SDI mission and in other C3 sytems as well.
BMIC3 (does it comprse everything from detectors to There has been a consensus from the beginning that
debris. or is it confined to the decision making environ- human involvement in strategic defense decisions as
ment of the CA) can then be seen to be disputations essential. Admittedly, there are significant practical
about the domain and range of the mapping, rather than lima;s on the role that can be played by humans. The
about the fundamental character of BMC3. basic issue is how to define and support the ro

t
e of

A recent workshop was held to explore the generic human decision making, given the charactOristics and
problems encountered in civil and military systems which limitations of the human information processing capabii-
share many features with C3, ( -, a wide geographical tes. If meaningful human roles are to be established in a
dispersal of activities, high communication data rates. C3 system, early incorporation of human factors analysis
unitnerupted operation for extended periods of time, i indispensible.
e Ic'] Not surprsingly. civil systems do share a range It would appear that any precisely defined tasks
of challenges with military BWC3 systems, but the range given to a human could be performed automatically by an
of permrisible reactions to these challenges is much less algonthm which mimics his input-output relationship. In
restrcted in the civilisn setting. For example, the truth, such algonthmic emulation has proven to be
American Aid,nes SABRE system has a bnttle unsatisfactory in many respects. To clearly display the
architecture, and has had to be completely shut down for unique contribution that can be played by the human. a
bnef periods in the past. It has evolved over the years clear understanding of his areas of proficiency is
that it has been in service, but this evolution has tended essential To provide a desception of operator behavior
to be based upon an ad hoc response to new needs or that will aid in defining the appropnate human role in
unexpected predcaments. Such a behavioral characterstic the system architecture, it is essentisl to have a
is unacceptable in the context of the most military C3 behavioral model which is both relatively simple and
systems. Such systems vail remain in pasce for a long compatible with the other constituents of the encounter.
period. A purposefully open architecture which permits Analytical models of human response have a long
the exploitation of advances in technology n sensors, history, wth careful development beginning in the 1940's
communications, and processors as essential if the system More recently, as the tasks originally assigned to the
is not to be outmoded long before its design lifetime, human have come to overlap more with those of the

In the presentations made at the workshop, it was inanimate elements of the system, humans have assumed
observed that the function of the human decision maker more complex roles and increasingly sophisticated models
Kept reappeanng in vanous contexts. The need for a have been required In [

3 
IJohannsen and Rouse propose

human presence is a controversial theme in discussions of a framework within which human actvities can be
complex systems. both military and civil. For example. organized. Their hierarchical perspective s amenable to a
the SABRE system us under the direct control of human quantitative computer-ike interprotation of human func-
dspatchers, and they are in turn svpervised by a 'super tions, but at the same time accounts for higher level
dispatcher, thus creating a classicai hierarchical manage- psychological and intellectual actities such as reftection
ment structure which involvesboth Ituman suJpervision and and planning. At the lowest level of activity, the
algonthmic data manipulation. Similarly, the space shuttle operator behaves in an essentially automatc way. Indeed,
is under human control except for phases of ascent and in highly trained operators, proper behaviors, once
descent In NASA, there is such a lack of trust in the learned, become reflexive and are probably performed at
ablty of computers to automatically detect of nominal the level of the cerebellum. Johannsen and Rouse point
operating conditions, that computers are not permitted to out that the events which elicit these activities tend to
turn oft other computers. This can only be done by a occur relatively frequently and the response becomes
person with the responsibility to make such decisions, instinctive.

The ambiguous role of the human manifested itself Rasumssen 14, continued the trend toward a

again in the NORAD system. The prncipal operating hierarchical representation of human control and decision
decions are all made by humana working individually or making behaviors The lowest level of actiity. which
in teams Although the anecdotal evidence suggests tal Rasmussen refers to as *skill based," occurs when the
some of the most untoward system errors have been operator s quite familiar w,th the environment in which
caused by misguided human irtervention, there is no the encounter takes place Thus, an experienced driver
ndicaoon of any intent to reduce the human presence in smoothly and automatically adiusts hs steenng and

the future. Instead, the proposals from both NASA and acceleration to maintain a desired pvsition on the road
NORAD would ,ncrease the human presence by providing Even the abrupt eppearance of a obstacle in the path
aids that would enhance his elfectiveness. elicits a reflexive response.

Rigorous reasons for this fixation on gvng a When conce centers on such composite problems
human an on-line role are frequently difficult to articu- as tracking of a dynamic target in clutter. the Optimal
late. One might infer from tis that the justification Control Model (OCM) of Bargn. Kleinman and Lovson has
rests upon simple anthrpoccaitnc apologetics. Indeed. in proven quite useful (see [ for a clear descrption of

many discussions of complex engineerng systems the this approach along with numerous references) Norma
human is given an external pc ition. This extnnsic view live descriptive models of which the OCM is a notable
of the auman has led Some anestigaters tO relegate the example have as their rationale the fact that "the
human to a very limited position in one of the magr C3 motivated expert decisionmakers strive for optimality but
systems of current interest, the SDI system In [ ). for are constrained from achieving it by inherent human
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perceptual lmitabons and cognitive biases.""[ When In tn:s paper, a recognition model somewhat
app ied to situations in which actions must be taken in different than that found so useful in the indicated
response to an evolving encounter, the OCM and its more references is proposed It is a nonlinear stochastic
recent counterparts have been phrased withn the Stimu- dferential equation which evidences the uncertainty that
lus/Hypothesis/Options/Responsy (SHOR) paradigm of an operator faces An recognizing the relevant features in
human decisiog making (see [I] and a recent example of a changing scene containing a high level of visual
its appflication 1 J). clutter. A test which compares the response of the model

In this paper, the relationshp between stimulus and with that of a human subject suggests that 'human" in-
hypothesis evaluation is explored in some detail wihin decsivenessswellcapturedbythemodel.
the context recognition and decision ma,ng tasks that
are encountered in C3 applications. In J WohI. et al.
discuss some of the generic issues v,hich must be
addressed. in the fomltofo the, Stimulus and
Hypothesis Evaluation portion of the operator model.
Paraphrasing these themes in a prototypical 03 task,
reconnaissance and situation evaluation, it is evident that
the decision maker may encounter a vanety of different
eventualities as he monitors a dynamic encounter. There
may be important targets of various types, decoys or
target-like objects of little significance, open areas
containing nothing of interest. etc, The operator
classifies these alternatives as different hypotheses, and
makes a choice between them on the basis of his
observations. It this decision is made contingent on the
motion patterns of the observed objects, then the | I
situation assessment block in the operator model becomes -

a bank of Kalman filters tuned to the various dynamic
hypotheses, along with a suitable combination of the
outputs to generate the conditional likelhoods of the
various hypotheses (this is shown in Figure 3-10 of (8]).

The apprcatlon which motivated this work involved Figure 1.2 The NOSC Teleoperated Robo
a study of a system built around the Naval Oceans
Systems Center (NOSC) tefeoperated vehicle (TOV) (see 2, DECISION MAKER RESPONSE MODELLING
Figure 1.1). In this system a remote operator s able to
project his presence into a hostie environment through
the intermediary of an anthropomorphic robot (Figure Since reconnaissance and situation evaluation are
1.2). The remote operator becomes the central focus in important roles for a decision maker in C3, it is useful

this C3 architecture, and a quantification of his action to be able to describe an operator's proficiency in

pattern is essential in determning the adequacy of the situation recognition, The ability to inter the mode of

system. In Isits application as in most C3 systems, the evolution of an encounter requires both a panoramic view
hypotheses which define the evolution of the encounter and an ability to place the observations within a well

are more dearly distinguished by their panoramic defined pattern. The human role becomes preminent
features than they are by their local motion attributes when the encounter involves sudden and unpredictable

For example, a tank (high peonty) may maneuver il changes in the operational environment. The appearance

concert with other vehicles ol less worth The remote of a target, the change in aspect ol that target is a
operator wil tend to identify the relevant object in the manner which indicates a threat to decision maker's
field of vew on the basis of is visual signature rather resources, an abrupt change in the terrain over which
than by its mohon pattern. the encounter takes place are all possible events that the

t t pdecision maker may experience and to which he -tust

respond. These are represented by a distinct set of
!iypotheses in [8], In contrast to the structure developed
in that reference, the currently realized hypothesis may
change in time; i e., the target may become obscured, the
terrain may change again.

Suppose that the operative hypothesis is denoted by
an integer valued "feature* of the encounter Indicate the
feature process by (r,) where the state space of r is

I.. . . . . . . . . .; te there are s different possible features tnd
rt is an indicator of the current one. A specific example
of this structure which will be discussed in more detail
in the sequel can be described as follows. Suppose that
the decision maker is scanning a region looking for high
prionty targets Within the field of vew there is eithar
(1) a target, (2) a target like decoy or (3) open terrain
The appropeate options for the decision maker are

.." contingent on the realized feature, The most important
event s that a target is within the operator's field of

view, and this is indicated by rt1- The events r .2 or 3

rigure 1.1 The NOSC Telcoperated Vehicle are interpreted in an analogous fashion and S={I,23}

171



For calclations, it is expedient to introduce an are changed. tihe effect that the rate ot change in the
altem.tive notation for the feature-process If rI=i. let encounter, the feature discernibility, and the level ofel.e,. Then ,(oil} s.a unit vector which indicates the exogenous clutter' have on hypothesis evaluation are

errent feature. Assume that (ri is a Markov process exhibited in the sample behavior of the ODM.
-h transition matrix Q,=[q-1 In Section 4, the measured respnse characteristic

Prr =l t 1=+q_8+o(5); ij (2.1) of an operator is compared with the sim.lated behavior
. =+ .ql-o(6) ; 14j of the model. A fine varying scene wa~s presented to a

Then {0t} satisfies a stochastic diffdential equation subject who was asked to indicate a level of confidence
.O t=. 0tdt+dm (2.2) that altarget (a tank) was within the field of view. This

where (in) s a purely discontlnuous mart.ngale with response along with the actual locations of targets,
respect to Ane natural filtration, decoys and open regions was recgirded A sample

Equation (2.2) is -a simple model of the feature feicton of the informatilon state (V) generated from
process, but it w:3 suffice for this introductory study. (2.6) for the same feature sequence was also recorded~For different sample functions Of the obsrvation nois,
Feature variation manifess itself in panoramic changes in the operator's perception o&, the scenano features will
sensory data, and the- operator attempts to identify change As a consequence, { } is a random procss even
feature changes from stimui piovided-by the suite of for a predetermind scenano { ) Thus one would not
senors avalable to him. Such observations may be quite epect the model to reproduce a specific human response
cuttered, and it is, difficult to eliminate the ambiguity excthemdlorpoueaSeifcuanesne

whichntura udtinterein the a y any more than a human would be unaffected by the

To be specific, suounds the inteiprelalion of the scene realization of the exogenous visual clutter, or indeed that
csuppose that each feature hns a dstinct two humans would respond identically to the samesensory signature. In keeping with the referenced stimuli With this caveat. (26) does indicate an appro

analytical models of human response,,this signature has priate indecisiveness in identifyig feature changes.
little to do with the actual physiological processes in the
human, but is rather a pseudo.stimulus used as the input
in the normatrve-descriptive model of operator response. 3. THE PLIANCY OF THE DDM
Let the signature of feature i be given by the real The model given in (26) ms intended to represent
number h The operator receives a cluttered measur. the behavior of a decision maker in a variety of
ement, {yt'. of the corrent feature. This measurement different situations, ard to do this it must posses he
will be represented by the stochastic differential equation -human' quality of formability. Thus, when the scenano

dy - h'¢tff+dn (23) is slowly varying and the clutter level is low, the DDM
where t is the indicat L s'vector. and-(nl) is Brownian should respond surely and expeditiously. Alternatively,
motion when the features which distinguish different hypotheses

(dot)
2 

- dt (2.4) lack contrast, and when there is considerable clutter, the
Equation (23) relates the operator's observation to a DDM may be confused and tepod initsresponse.
signal h'¢t generated by the feature. This modal indica. The operator model has two multidimensional
lion is contaminated by an exogenous wide-band duller, parameters, and each is related to a different aspect of
On the basis of (yt) the decision maker infers the the encounter. The rate at which the underlying features
likelihood of the vanous possible features. This structure of the scenario change is quantified by 0 If hypothesis
fits well with the SHOR paradigm, but since the motions i has a short mean lifetime, then q. is large. If there
give little information, the structure of the hypothesis are targets of different casses in ise proximity. then
estimator is significantly different, the transition rates q- would be large for appropriate ,1

Let (Yt) be the natural filtration associated with and so on The correct specification of 0 s dependent
(y,). and denote the conditional expectation with respect upon the dynamic structure of the encounter, and it
to (Yt by "^. Then the operators conception of the parameterizes the deft terlp in (2.6);A.e.
relative probabilitie-of different features is given by the E(d (Y, Otdt (3.1)
-information State- I) A In the same way fha/ 0 quantifies the encounter

(Q - E{f,(Yt) (2.5) dynamics, h quantifies both the sensory acuity and the
.[Pr' t, ) tM clutter. Equation (23) is phrased in terms of a norma-

The equations of evolution of i) are gwen in [10j, ized observation signal (y,) with the noise term (n,(
and they represent the first portion of the Decision having unit intensity (see (2,4)). The scale of h ,s then
Directed Model (DDM) used to describe the response of a contingent on the actual intensity of the wide band
remote operator engf 9 ed in directing the TOV in a cutter in the sense that if the exogenous disturbance s
multtaskenviropment| I ^increased by a power factor of four, th:s same effect can

do - dodt + (dtag h - h)€ dvr (2.6) be induced into (23) by mapping h..>h/2.
where (vt) is the inovations proces, To study the flexbilty of the 0DM it a expedient

dvt -dyi-htdt (2,7) to generalize (2.3).(2 4) slightly, even though this means
Equation (2 6) is a noninear stochastic differential over parametenzng the system. Thus, instead of (24).
equation. ft quantifies the way in which the information suppose that
state changes as the Operator processes new observations. (dnt)2 . r dt (32)
The components of { ) are the conditional lIkel hoods of Then r is a direct indicator of the intensity of the
the various hypotheses conceming the encounter. It is on observation noise Although redundant. (32) permits the
the basis of these quanl'ies that strategy is formulated effects of varying cutter levels to be separated from
and resources allocated, variations in the distinguishabqnty of the vanous modal

Equation (2.6) is an Ito equation, and considerable hypotheses The equation for ( t must be modified in an
care must be exercised in its interpretation In Section obvious way, and this has been done in what follows It
3 the flexib loy of the operator model is explored was further noted that the numerical stability of (26)
Different "versonalities" are created as model oarameters was inadequate for the simulation task A change ol

2
Denote the unit vector in the 0'th direction in R

S 
by er
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variables trinsforms (26)'inlo the 'Zaka1l form whch is, a __

linear stoclivtic differentrieuto o aimnormrid '

thisesoapplicatin.~ afd,the soruionswere reomaie fo t
presentation here. abveR ~

As pointed out abv.there are. three basic 0
constituents of, an encounter, each with a natural B
eoeosdsbac(r.adpeloractyh)To1paraet6risation' in the DOM: encou'nter dyniumics (01. A. ,
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To study the way in which encounter dynamics, consideredje.. the dimension ot 0t must be greater than
influence the personality of the DDM. consider Figures two. With two hypotheses, changes in h can be mimicked
3 2. 3 4, and 3 5. These figures show the response~of the by changes in r.
DOM to changes,in 0 with a fixed value of r (r.0.1) and To investigate separabiuty of the hypotheses, the
h (h =(1-1)) i addition to the 0 matex given in (3.4), feature state was three dimensional and the scenoe
two other matrices were stuied dynamics were fixed,'

Q-.0.5.0 02 0.h.9091 Figaro 3.4 (3.8).0 02-1.0 0.8 (38)
L.25 .25 -05

0dQ[05 05] (3.7) The noise had a constant rntensity (r=0 01). Operator
L
5 0

- Figure 3.5 acuity is delineated by h. Figures 3.6 through 38 show
The behavior when kt~et does not lary radically with the the decision maker's response for different h-vectors
changes in 0. In each case e is the long lved mode, h- (-1.0,0.0,1.0)in Fl. 3 6 (3.9)
and the detection of e is mase expedtiously. There is n-1.0,l0l5.1) in Fig. 3.7
an increase in uncertainty in detecting e2 when-the time (-1.0.- .0) in Fig. 38scale of the problem is changed (compare Figs. 32 wite In all or the cases indicated in (3 9), the features
3.5 for a time scale variaton of five). A short lived which define hypotheses a, and e3 are dearly marked
mode is diff u.lt to e'eivt in widp-huaid nolq- 1h-. 3nmo e f t 1- (h . O and h. 0). Based upon the results presented in

Fi§. 3.1, these two alternatives are clearly distinguishable
in clutter of the intensity Indicated. It is the' behavior ofP the DOM as a function of the signature of the second

R hypothesis a, (h2) that is of-most concern here. In Fig.
o t 3.6, each oT the h,,potheses has an easily perceived

A marker. The scenario Is that given by (3,4) with therenumbering of hypotheses z.->e3 . When an e@->e tIs transition takes place, both and increase. The
mean drift rate in (2.3) has citanged rom -1.0 to 1.0.

I The hypotheses evaluation block quiclkly recognizes that
T a change in drift has occurred (in approximately 0.25" !Y irfPni. i~0 sec.). but can't tell which of the altematives is thecorrect one since both are identified with in increased

drift. It takes another quarter of a second for the
hypothesis e2 to be discarded, Aflei identifying el, the

T hcthlf quiescent interval is relatively uneventful.
Figure 34 Sample functioeof '4 when the 'ifetime The et->.o5 transition at 1.0 sec. is interesting

in mode I is shorter (%1 -2.0 % 2 1.1 because the DOM responds so expeditiously. This would
not be expected on the basis of (3.7) since el is not a
particularly short lived state, The prompt response is dueprimarily to chance fluctuation in the ex9genous noise.

P The sample function of (n) is such that 01 has notably
R descended at t-0.96. Thug decrease is reflected In a

a hypothesis. Even though this change was
aIf uincorrect because the ostensible transition had not yet

I. t . occurred, the 0DM began to move in the direction of
i, hypothess 3, and was thus well situated for the actual

I ievent. Under these fortuitous circumstances, the DDM
" appears tobe omniscient.

Y In Figure 3,7. the distinguishability of e, and e
has been reduced. The same broad outlines of the DDA
response again manifest themselves, with the confusion
surroundr." the e3-.>e1 tr.nsi ion increasing signifi.

Time cantly. It now taes 03 sec. for the DOM to moderate.
gutie oThe same sample function for (nt) was used In all of

Figure 3.S S'uepte function or "t when ihe lifetime these tests. Hence, the anomalous behavior near t.1,0
in mode 2 is shorter (%1 -20 % r2 -0.2) reoccurs throughout these simulations.

The behavior of the DOM as image discernbility As the values f h and h2 become closer, the
changes is of fundamental interest. Expensive operator distinguishability of and e decreases with easily
enhancements are justified by an improved ability to predicted consequetices Figure- 8 shows the change in
differentiate hypotheses that lack definition in tne image. the DOM brought about by this narrowing in the
Such sensor-processor modifications directly influence h, differentiation of the hypotheses. When 1hf h.-r as it
and through this intermediary they are reflected in the is in Fig. 3.8. the probability of correct deecfion of the
response of the model. To study hypothesis distinguish transition to e1 becomes too low to be acceptable even
ability as distinc from simple changes in exogenous when the interval ovut which observation takes place is
clutter, at least three distinct hypotheses must be relatively long Collaterally, the identification of a

transition to e_ becomes even faster when the DOM has
5 S.{ 1,2,3) and 01 is in R

3
. not dearly idenifed the earlier transition.

6 In Figs. 3 6-3.9, f is shown solid and €'2 is shown dotted.
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jI n this section a simple parametric study of thehypothesis evaluation block of the 0DM- 'has been 4 OPERATOR RESPONSE CHARACTERISTICSpresented. An indication of the -behavioral flexibility of As stated earlier, the adequacy of the normative-the DDM is apparent. The next Section gives an andica- des pi) model of. a human decision, maker must beton of how this flexibility can be used to describe the escoptivmresponse-of a test subject. established empiricalty. The' revious section has indicatedin some detail the performance attributes of. the input-
" output model, (2 3)-(2.6). -In the SHOR paradigm the

l decision maker responds to new-data by modifying theP I l likelihoods of the various hypotheses which delineate the
R encounter. The DDM provides an algonthmic description0 f of the precise way in which this is done.

A IThe hypothesis- evaluation portion of the DDM is
difficult to very because this appraisal is an internal
actity, of the decision maker, and Is normall y reflectedLonly indirectly by his actions. Nevertheless, to betterI I understand the imitations of the DDM, a scene recogni-T! tion task of the type to be encountered ir the TOVStapplication was given to a representative operator. The

" }experimental facilities were rudimentary, and theoperational environment of 'the TOV operator could~notbe reproduced. The experimental protocol can be des.
m cribed as follows. A set of photographs were taken at

Time the Camp Pendleton Marine Base in California. They wereFigure 3 6 S nplc function of ! (solid) and 2 appropriately juxtaposed to from a panoramic view of the(dashed) when modal signatures ar terrain as soon from a fied location. The scene con.sisted of rather open terrain containing scrub brushqute distinct hT (-1.0 00 1.01 ) along with d scattering of discrete objects at vanous
ranges. The actual object set contained jeeps. Land
Vetc ae. Tracked (LVTs), out buildings, tanks, and various

p Inatural structures similar in appearance to the foregoing.R The vehicles had different aspect angles with respect to0 the viewer and had a variety of visual appearances.
D To test the dynamic response of a decision maker, aA single category of objects was made that of primary5 concern. In the expenment, the operator was asked toL identify the presence of a tank in a changing scene, andI to consider all other events as being inconsequential, At

FiTure one level then the operator could be viewed as companng
S l ua simple hypothesis (tank present) wih a stgle at era

n r ve (tank absent), Actually both hypotheses are com.lsd i '-F-1;.0.* . posute, wlth the lattoer ontanng many well defined
subsidary hypotheses. Hence, this simple structure wth
t-h1 oi not sufficiently rich to capture the scenaro as

oTitme for t .dehoen maker peorceivesiit.
rf of There was conseu erabt visual ambtgui y since other(due . asphed whetin oda sntresh) are o *bject classes share many features wth a tank when

ledstinct) wh ,oa s.1.0tures10rc viewed at a distance. Indeed, anything with an angular

to .'W - ,O bneceshape could be confused w th the primary target class atI~rst glance. It was necessary. therefore, to introduce a
third operative hypothesis (secondary object present) to

P account for the decoys. Surprisingly, given the intricacy
R of the scene, further additions to S were not found toO/ "' be necessary. It should be noted that the DDM permits

,'= / augmentation to the modal sot in a direct manner if theA actions of the decision maker warrant such an ancreaseD I in dimenion.
, "To inject scene dynamics into what is fundamentallyI. 'a static encounter, a movable camera was made to pan aT a ,. . honzontal slice in the picture at a fixed angular rate AT Ilocal image was displayed on a monitor for the operator

to view. Thus. static objects appeared in the monitor at,,-, . ~ .,. random times with random carity but with duration fixed
by the inear dimension, The scan rate thus determnedthe tIm' scale of changes an the eveats to which the
operator responded, A frequent modal change a achievedFigure 38 Sample aunction of (solid) J4'2 at a high scan rate At low scan rates, the operator has
more time to contemplate and distinguish the relevant(dashed) when modal signatures are objects from cutter,

indistinct ( 1T .(-1O -09 1 0 O
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an object sparse region. the operator vig concentrate on variation is represented in the 0DM by a 0 matrix with
an unusual shape as it moves across the screen, and high moa traniio rates. As the modal vanafion
make more definitive judgments on the proper dlassalica becomes mere frequent. the response of the DODl
5ir. Some of the thmin the scene are luite, decep- bcmsmr neae
live. Careful study is required to dlustirrri these decoys bcmsmr neiie
from targets. The presence of these 'near targets"
produces smanq gig fasena___

R I.

F1 0I

P
01 ii

z in

T.Te . . i

Figure 4,1 operator response to targets (dotted) and Figure 4.2 Sample functiorn for rft test scenario
decoys (dasbred)
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APPOfDMATS REASONING I NAVAL COMMA30AND C OM

R. Fratila

Space and Naval Warfare Systems Co=mnd
Washington, D.C-- 20363-5100

A could be light. However, there is
uncertainty about the success of the

Good Information stracture-, imply a mission. The target will be obscured
proper fra-ework for analysis. In the for all possible attack angles; direct
classical method of analysis one must hits will be difficult to achieve. By
elicit numerical inputs of probability approaching the target via the plain or
and utility with a high degree of range opening there is a good chance of
precision. This is often perceived as a encountering moderate to heavy defenses.
disadvantage. Through approximate Aircraft losses could be moderate to
reasoning the need for precise inputs heavy. The probability of destroying
may be relaxed. The deduction of the target is better since the attack
imprecise, yet meaningful, conclusions angles pose a lesser visibility problem
can be made from a set of imprecise to the pilots. The question to be
premises. Such reasoning is neither resolved by the mission planners is,
very exact nor very inexact. It can; WHICH ROUTE OFFERS THE BEST CHA;CE OF
however, play a basic role in decision HISSION SUCCESS AND FEWEST LOSSES?
making by providing a way of dealing
with complex pr~blems. This role is FUZY DECTSTON ANALYSTS
examined in a simple example where one
of two possible decisions-is to be made. We make use of 3 propositions from

the calculus of fuzzy sets. They are:

(a) The degree to which element a
Consider a Naval force preparing for belongs to set A and element b belongs

an air strike against a land target, to set B is equal to the smaller of the
which is a hostile cruise missile site individual degrees of membership.
blocking a friendly strategic sea lane.
The site is embedded within a U-shaped uA ab)-minjuA(a)'UB(b)] (1)
mountain range. The elevation and A A
ruggedness of the mountains provide (b) The degree to which element a
the missile site a natural protective belongs to set A or element b belongs to
barrier on three sides. The mountains set B is equal to the larger of the
open to a rugged, arid plain strewn with individual degrees.of membership.
large boulders and rock formations.

Defenses located on the plain are UAVB~ab)=max uA(a) UB(b)] (2)
estimated as moderate to heavy. At (c) The degree to which a belongs to
least 5 well-placed surface-to-air not A is I minus the degree to which a
missile sites are known to exist. There belongs to A.
may- be more. The defenses located in
the mountains are estimated, with much uA(a)l-uA(a) (3)
uncertainty, to be light, i.e., they
consist of possibly 2 missile sites. The above relations are used to

deduce the fuzziness on an output given
The mission planners decide that for the fuzziness on an input. In general,

the mission to be successful 75% or more if u(y) is the degree to which y belongs
of the target must . destroyed. The to the set of possible outputs and u(x )
strike will involve 33 attack aircraft, is the degree to which x belongs to the
each equipped with 4 air-to-surface possible set of inputs, then by (1) and
missiles. By approaching the target (2)
from over the mountains there is a good
chance of avoiding defenses located on u(y)=maximinlul(xl),u 2 (x2,..,un(dn)])
the plain and encountering only the
light defenses In- the mountains; losses y-f(x) (41
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7he bracketed expression in (4) is we begin the fuzzy set analysis by
the extent to which the set of inputs x q-antifyiag the descriptors of Figure 2.
belongs to the possible set of such Febership functions for s=all chance
-Ipats. It is only as large. as the u(p ) and god chance a (p.) "are
salflest of the separate degrees f men- rgadnedas s - in Figure 3. 3 (3)
bership of the conponents of x. -Since fair chance up(pP) is,
there =ay be a different degree of
nembership for each z stisfying f(x)-y, o(}l[opS}eP~pG!
the degree to which y belongs to the
possible sell of output values is the Similarly, the =e--arsbip functions for
maxi =m degree of aembership -of x over 'losses L., L., LL and success S are
all such x. esti-ated as bb-wn in Figurez 1 and 5,

Shown in Figures I and 2 are two respectively.

decision analysis diagrams which sup-ort
the ission scenario described above. --Al
Figure 1 depicts the classical etbod of
analysis, which subscribes to precise
estimates of probability and utility.
Figure 2 exemplifies the fuzzy set
=ethod of analysis. Probabilities are
reasoned as s-all chance, good chance,
etc. Utilities are reasoned as heavy
losses, =ission failure, etc.

Fig.3.

Fig.4.
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ig (4) the membership functions

wo he epecd G ae sotand notan

cOpted i ter's of aircrft loss o Cdoe
mision ofFuces. For i .4 A possid } aie o t c

e2..O1 1,l+(1l ) 1S ,G/l/ !

where inp d are shrthand notraits ji -3
for th() ad cpG) respectively. n
the iof taon eom~ple aes of the
vari esp a dl are selct fron the AA.
urves of Figres 3 ar d 4. I pssiblecomintions of the selecteh values form

the input set. The m-ax rules then Fig.7.
determine the respective memrershipfunctions of the computed outputs. The
expected values S and 5., in terms of
aircraft losses, eke showS In Figure 6.

Referring to Figure 6 the highest

shows 2 and 3 ailraft lbsses. In terms
s of mission success (Figure 7) the men-

ship function for expected value E is
(, interpreted to mean that about 721 of

the target will be destroyed. This may
also be interpreted as mission failure.
The success suggested by E is only

" "slightly better, i.e., 75t. t appears
that the plain route to the target off-
ers the possibility of slightly greater
mission success but at a cost of one
more aircraft.

Computations involving the prob-
abilities shown in Figure 1 yielded
results nearly identical to those
computed by the fuzzy set method. How-

Fig.6. ever, a sensitivity analysis of the es-
timated probability inputs of Figure 1
showed a marked change in outputs.

Similarly, the membership functions Changes in probability estimates as
for E and E with pp and p odifying small as j0.1 in several branches re-
input. s and y are dermine from sulted in outputs showing mission fail-

ure where previously mission success wasu(e).max~min|Up(ps),Up(pG),uu's}, the probable output. The fuzzy set
u PuM] method provided for a kind of sensitiv-

ity analysis at the outset by allowing
el-Psf, PGS+(1-PS--PG)f the estimated inputs to take on a range

of values. All possible combinations of
et2PsaePGn+(I-Ps-PG)f these values were considered as the in-

put set. Clearly, linguistic quanti-
Sample values of p, s and f are taken fiers as prescribed by the fuzzy set
from Figures 3 and 5 where, again, all method of analysis can play a basic role
possible Input tominations are formed, in dealing with complex problems.
The resultant outputs, in terms of
mission success (or failure), are shown
In Figure 7.
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ERROR BOU%4DS A)%ASY OCPRM~ACEU%DER
NU.ATCOF. I ENSOR DETECIO.\SYSMI~iS

D. Kittakos
EothrictlnmigDcpa-lsn

Otarlocsvii~e, VA 22901

ASTRACI~ is the "nximnathed log likelih'ood function of the bib sen-

We consider a binasy detction problem. vshcn the efr=,:
data are obtained from in distant sensors. and4 moele as a fr=0
stationary Gaussion processes, with differenlt spectra. We P.(f.Sn)= Probabilityof eroeosydciditg H,-m;
also assum that inaccurate versions of the tmue statistical (g) and based on nmeasuremsents.
tmodels ate utilized, and wc, develop tipper botunds to She We will utilize the Ciseroff bounding technique, mni
probability of error, based on the Cheruoff bounding susqunl relate thse bous to large -.atton theoi) .
approchl. Those bounds also conserge to the asymptotic gj[9J,-s n-.
probability of err as the numsber nof data points increases ebmchrofbunis
to ,. Conditions for sustaining. in spite of tinisssatcls, bscCenfon s
exponential convergence of the etror probability to zeoPofg.n Prttnu" E'zkT10
wvithi n am eernined. 1

INTRODUCIION
There bat been tuich interest recently in the signal A E. explutm'(4i-1)J (3)

detection probinn foe data available from multiple sensors
[11 - [M. in this paper we develop bounds to the probabil-

iyof error for binary detection frost tnlsiensor data, P1(fQ,n) = rr' Y, zk STI Hil
ttyn inaccurate versions of the actual statistics are incur-
pointed into the decision rile. WVe specifically investigate
the error probability for detection in Gaussian, stationary :5 Et etp[-t(m-I Z
processes; with inaccurately known spectra.W

SUMMARY 01F RESULTS El ~ esp [-tmt-(zk-~T)I (4)

Suppose that mn sensor., are utilired for deciding k.t
between two hypotheses. Ill, Hos Let XR=(tk kt .r) be frto xetto ne 1 oeta h on 3
the data %cctor for the ktis sensor, distributed according to fsors that I fo sexpctation und lif.oethttebon
the probability density function fAgx~) for j=O,I under t esta o oetO fadol f

ll0, Hi, correspondingly, Suppose, also, that g;,(x D is tihe Uri
-inaccu~rate' version of fjk(xi ) that iq used in the decision m W~s < 5
nile. We will assume throughout this paper that the data
fsom different sensors are statistically independent. This Similarly. (4) is less thin I for some taO0. if and osly if

assmption will be removed in a subsequent paper m7'cas of th neednebewe itntsesrteEr > T (6)

:ikelihood ratio test is:
-Deide 11t if m71 -Z qk(Xk) >T (1) Let, now.,

tat : = nt' log Ii(sX)/gsk(4)I (7)

where:
gi 5(ts)be the mismatched log-likelihood fuinction for the kth sen-

qk(X"D~)=I log-! (2) sor, and s=tn
t 

O. Straightforward calculation provides us
gpk(sX) with the following expressions:

Awmhi ,wr. t- .vou, by. avr -t Ito.' AV, On~kse E0 explttf'(rkTIf~(X)gkX k
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dxt -cxp(-T/m). -() Then. Ludurng the resut of Large Deviaraoo~Thcory, 191.

El jni t-!log P0(f~g-n)=

'7 - dxj x p(sffts) inf Gk!kgkjm-s T Q (2)
E0D 

2
k ii- jfeki~ () log Iis(4)Ig(xk)]dx (10) 1 k*

7~k ir, logP(f.g.n)=

Deieth uctoals:

is neesng to obsere that the bosiids (17), (1g)
fr' !ogff(x~k)[gk-(4)/g k(x')]- d.4 (12) beoethe exact asymptotic error probabilities asn-. -

* Tainglogailrss o (3. (4 an usig (), 9, (2).-Ibis is the esseinc of Large Deviation Theory 18]. 19).
findthe ound: 9We will now concentrate onl a nmajor class-of siatisti-

mCal models, for Which the limfits ( 19), (20).-(21) exist. Vh'i
-If log P0(fgn)5 O GkIf~kgkgok,n.sJ-T. (13) is the class of Gaussian. statio-r~sy randomt processes with

ket zero means and diflferent spectra. Consider three nailtivari-
ate Gaussian prohahility density functions

* ~ ~ ,If log Pe(f,n):5 Z Gd[fikk,gok.on.-sj~s.(4 f(x"), g(x
5
), go(x") with zero means ana covaniance

+ sT.(14) matrices F. C5, Co~. We calculatei integral of eq (12):
We ohserve that if Gkl denotes the derivative of G, with C.fg.go.n,01=r' log I f(x")[g, (xe)go(x')]

5
dx7=

respect ton, then. fro (10),(12).(7):(-1lgIj'O 
-Oo In7lgIF'I-Gk1fe.k.gk.gkn.0] = art 4 zk (15)oglj4C 1 0~ ~f o lj

GkI1ftk,gtkgW-n.0] =m nf E zk,. (16) - 'loljl+ i'olC l] (24)
Hence, if (5) in satisfied. the.slope of the upper hound (13)
at "= is negative, and the hound is zero at s-0. Similarly, Taking the limit as ni-we, and using the results of 110].
if (6) is satisfied, the slope of the upper hound (14) at s-0 is [1l1, we ind:
negative and the bound is zero at srd). Also. hoth hounds
(13) ad(14) are c6nvex with respect to a. -2GIf,,go, ,0jr'(2x)-1 J Io~'~4c'~-c'~

ebc tightened Chemoff hounds (13), (14) are: -n

0
~ lg P~f~~n)~in ~ x~fs~gk~gn~]-s.(l) -log f- slog elltQ.) + 0 log ca'Q(.))dX (25)

We where, fQ)c()cQ)are the three spectra corresponding

n- o~~gn:i to Q,go, and it is assumied that they are, strictly positive
0~tlogP1(~g~) sf Gkfts-gk-g~k,n.-sI+s7(lg) for all )41-7r,aJ. Using (25) for k=l,..m and assuming

ket that for the kth sensor the true spectra are (fck(X).ftkQX))
Suppose, now, that for the class of statistical models we under 11 1

,s and the assumed spectra are (gok(4). gik(%)j
consider, the lifis: under 110,H1. we cars evalsate the rarer in (22), (23).

A The necessary and sufficient conditions in order for
lim Gk(flgt 5,g0,n~sj Gk(fik,grk,g ,es) (19) Pu(f,n) and P, (fg,n) to converge exponentially to zero,

are that the derivatives of (22), (23) at s-0 are negative,
exist, fork-I,._mj~l which are, equivalent to (20), (21), The derivative of G

with respect toO0 at 0--0, is;
Suppose, also that:1

-2G'(f,gigo,=e.00](2x)' fWCI Mf~I~~-Ca')OF
uni- n 'Jf 0~ (Xs)I og[gtx(X4)/g(X)dXP<T (20) -

-logeo(x)cll()dX (26)
lim n-" Y fl)(xf) lo9 g Ikt(XP)g0k(X4)] >T (21) The condition of negative nlope at scO of (22) is.

(2g)yl J Z (fo(),)gj-Qk) -g3uQo]-

loggeM(X)gk().)I dX +2T >0 (27)
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- - We have obtained the rates of -onvergence of erro
(2x)- 1 fkQ Q)~'~() probabilities in multisentsor deie=o for a binarY

hypothesis, and %%v deterined the conditilins of exponen-
tial conergenice in the Presence of nmisinatch The condi-

log 9 LgjQ))d2 - 2T > 0, on a c necs aryan ~sfient.
Coniditis (27), (28) guarantee exponential convergence of
Pu,P, to zero.comcspondingly. It can be showni that if (Z7) REFERENCES
is not satisfied, then Po converges to I as n-a- Similarly, 1 ercR .adSnel .R 13)"eeto
if (8isn tsaifed. P, conveges to L. The proof of' thene.RR ndSnel .R (91 1eeto

(28)r a is -not ive ee tiailaperifh with distribted sensors," ]EEE Transactions Cn
later ~rc isot ive heebti itwil apearin heAES, July 1981, pp. 501-510.

enpndeverrnoftepaer.- 21 Tenekerzis, D. (1982) "The decentralized quickest
Let us define the spectral distance e==ao detection problem," Proceedings of the 21st IEEE

Corf. on Decision and Contr6l.
l~f~)=(e)" J f(2)g .)-1- 3] Srinivaaan..R (1986). 'Distributed Radar Detection

'Theory," lEE Proceedings. %ol 133, ptF, Feb 1986.
log fQ.) g-'Q.))d;L (29) pp. 55.60.

[41 Chair. Z and Varshucy, P. (1987) "Neymann-Pearson
Because of the identity x-l 2tlog x. it is seen that Hypothesis Testing in Distributed Networks,- 1987

l(fg)?0 with equality if and only if fQ.) = gQL) for almost Coof. on Decision and Control.
all 74e-.xJ]. After some algebraic msanipulations, condi- [51 Reibman. A. R. and Nolte, L U. j1987) 'Optimal
tin (27) is expressed as: Detection and Performance of Distiibutrd Sensor

it Systems,' IEEE Trans. on AES, vol 23, rno 1, pp.
l (f~k.gtk)-I(f0s goe) +

2
T>O (30) 24.30.

(6) Viswanathan, R. Thomopoulos, S.C A., Tumulura,
Similarly, condition (28) is expressed as: R., 'Spatial Serial Distributed Decision Fusion,'

1987 IEEE Conf. on Decision and Control.
W ~,, ~)(t.g 5 -T0 (1 [7) Reibatan, A. R and Nolte, L NV., "Design asd Per-

foirmance Comparison of Distributed Detecton Net-
Combining (30) and (31), we see that the necessary works," IEEE Trans. on AES, Vol 23, no 6, Nov

and sufficient condition for exponential convergence of the 1987, pp 789.797.
error rate to zero, is the satisfaction of the doable inequal- [81 aternoff, It. (1952), "A measure of asymptotic cffi-
ity: ciency for tests of a hypothesis bssed on the suin of

i .gk ~i.gk observations." Ann. of Math. Stat, vol 23, pp. 493-

> ~ ~f5x,(9] Ellis, R. S. (1984), "Large Deviations for a General
> 7 1W11 0 - l00k- 9t10- (32) Class of Random Vectors.: Annals of Prob., vol 12.

k-1 pp 1.12, 1984.

As long as the leftmost side of (32) in larger than the [10] IKarakos, D. and Papantoni-Kazakos. P. (1980),
rightmost side, we can always pick a threshold 'T ltween "Spectral Distance Mrasnrea Between Gaussian
those two numbers to achieve asymptotic convergence of P'rocesses," IEEE Trans. on Ast. Control. vol AC-25.
the error rates to zeiss. For the special case of matched no 5, October 1980, pp 950-959.
staties, we have f1k 8t91k f~k = 90k, and the condition 1111 Karakos, Ds. (1982). 'Statista.l Dtscriminatios
.(32) becomes: Using Inaccurate Models," IEEE Trans, on Infor.

Theory, Sept 1982, vol IT-28.

We note that (33) can always be satisfied for some T,
because the leftmost side is nonnegative, and the rightmost
side nonpositive. Thus, in the "matched" case, exponential
convergence hinges only upon the choice of T.

To evaluate the actual rates of convergence, we need
to use expression (25) for ktl,.es into (22), (23) and
minimize with respect tona.
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SECJRE DISTRIBUTED SYSTEMS FOR COIMMAND AND CONTROL

Emilie J. Siarkiewicn and Joseph V. Giordano

Rome Air Development Center (COTD)OriffiasAFB NY- 1341-5700

ABSTRACT correctly implemented and protected from

tampering.
Command and Control (C7)'systems are likely Assurance is achieved by means of some

to consist of hierarchically-organized processing combination of hardware protection features,
clusters requiring interoperability among advanced software design and implementation
heterogeneous components. decentralized real-time technology, project management and source control
processing control, very large database procedures, code inspection, penetration testing.
processing, survivability through reconstitution and formal verification. Functionality s usually
and reconfiguration. and same level of security thought to be synonymous with features, but in a
assurance. To address these concerns, RAC has an secure. or trusted system. assurance ox at least
on-going research and development program in the as important a part of functionality as features
area of secure distributed systems with the are.
premise that the functionality and security of the The degree, or level, of assurance is
C2 systems can be enhanced through the use of designated by an alphanumeric code as defined in
formal specification and verification technology. DD 5200.28-STD. "Trusted Computer System
The program's notable achievements during the last Evaluation Criteria" (1]. Level D denotes minimal
year are presented in a tabloid fashion. oeno protection. Levels Cl and C2 denote varying

degrees of discretionary (need-to-know) protection
anautnce. Levels BI. B2. and B3 denote varying
degrees of mandatory (clasalfication/category)

INTRODUCTION protection assurance. Al is currently the highest
rating. denoting Verified Design. For each of

Why do we need secure. or trusted, these evaluation classes, the Criteria specifies a
distributed systems Coemand and control systems detailed set of assurance requirements, as well as
of the future are likely to consist of a set of required security features. Thus "B2
hierarchically organized processing clusters assurance" means that which is achieved by
requiring Interoperebility among heterogeneous following the assurance requirements in the B2

components. decentralized real-tie processing section of the Criteria.
control. very large database processing. RAC's research and development program in
survivability through redundancy, reconfiguration, secure distributed systems has three thrusts:
and reconstitution, and some level of security distributed operating systems design and
assurance. prototyping. secure distributed systems

with increased hacker and insider threats, specification and verification techniques and
running system high is no longer good enough. methodologies. and secure database management.
Furthermore, security engineers have found. The rest of the paper describes sume of the
through experience, that the higher levels of work on-going or planned in each of these areas.
assurance must be designed in. good security More detail can be found in the references.
mechanisms cannot simply be added in later phases
of system development. DISTRIBUTED OPERATING SYSTEMS

What do we mean when we say a system is
multilevel secure (MIS)? A multilevel secure To address the problem of decentralized
system is one for which asaurance of the adequacy processing control and interoperabhlity of
of its Nirdware and software mechanisms, or heterogeneous components, work is on-going in the
controls, is sufficient to enforce its policy, area of specification and verification ot secure
that is. the rules governing its use for distributed operating systems (MDOss). In
simultaneously processing multiple classifications September A987. the first (Concept Exploration)
and/or categories of information by users with phase in the development of a secure distributed
various clearances and needs-to-know, operating system was completed, in which

The set of mechanisms is referred to multilevel security issues. as they relate to
collectively as the TCB, or trusted computing distributed opesating syatem design, were
base. Assurance is a messure of an evaluator's investigated [2. 3, 4). The Cronus DOS. which is
confidence that the security features ere described in a companion paper (5), was used as a
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S baseline. The gener_-c policy is based on the

The goals of the project were two-fold, proposition that message passing is an appropriate
First, there was the desire to understand better model for describing interactions in a secure
the problems .ssociated with developing an SDOS distributed computer system. The iastract nature
that demonstrates a set of high-level of the generic policy is useful for gaining on
-requirements, such as availability and intuitive understanding of secure information

scalabflity. There is a large set of problems flow. The core of the generic policy is based on
that need to be addossed in this context, many of th- property of restrictiveness. It places a
which are interrelated and cannot be considered in constraint on possible information flow passing
isolation. The intent was to qualitatively through 11S entities in terms of histories of
evaluate the relative importance and difficulty of message-passing operations. Entities that-satisfy
addressing each of these problems using four the restrictiveness property separately are
criteria: performance. functionality, assured to satisfy the property as a group of
feasibility, and usability. Such an analyi , was interacting entities. This composabzlity property
expected to yield insight into the trads-offs allows the system policy to be decomposed into the
faced by the designer ofany SDOS. policy on individual components of the system.

This project was viewed as a first step in The composability property is desirable for
the development of an SOS that incorporates command and control systems for several reasons.
advanced distributed system technology, including First of all, as mentioned earlier, as the command
high-±evel resource matagement and structured and control function becomes both decentralized
software architectures. Therefore, the second and integrated. there is a desire to protect the
goal of the project we to produce preliminary investment in existing soft,are and hardware by
security docmeontation in icoordance with the Al networking systems together.
(Verified Design) evaluation criteria and to Conversely, it is difficult to verify large.
explore possible implementation strategies. Thus complex systems. Being able to divide the system
the contractor produced a security policy. a into smaller components makes the job of
formal mathematical model of the security policy, specification and verification easier.
a functional description of the security features Thirdly. a characteristic of distributed
and DOS support mechanisms. a detailed top-level system io the presence of concurrent processes.
specification of the TCB, and portions of the which leads to a non-deterministic state. Current
formal top-level specification of the TCB. using specification and verification methods depend on
the Gypsy specification lang-age. being able to treat the system as a state machine.

Being able to view the system as a composite of
SDOS POLICY states makes proving the security of the system

possible.
The purpose of a system's security policy is Until recently, there have been two baste

to define the meaning of security within the approaches to stating that a system no secure.
system. That is. the policy defines the The first. referred to as the non-interference
requirements for the prevention of unauthorized property, requires that state changes initiated by
disclosure of sensitive information (i.e.. a given user not affect the outputs received by
confidentiality), the protection of the accuracy another user.
of critical system hardware, software, and data The second approach, referred to as
(i.e.. integrity), and prevention of denial of non-deducibility, requires that it be impossible
service or loss of critical services when required for a user, through observing events visible to
(i.e.. assured servica). Since every host in a him, to deduce anything about the sequence of
heterogeneous system will have its own definition inputs made by a second user unless the level of
and implementation of security, a global security the second user is lower than the level of the
policy is necessary as a foundation for allowing first.
different hosts to interact securely. The task of The non-interference property is only
connecting a host into SDOS involves reconciling composable for (1) forward branching architectures
the local security policy with the global security (that is. a process may not receive input from
policy. determining the assuredness of software more than one source and there is no feedback).
running on the host. and selecting the appropriate (2) deterministic systems. (3) uninteruptable
security attributes of the host. systems, and (4) systems with unbounded biffers.

A security policy may be defined at many Deduocibly-secure systems are tomposable only
different levels of abstraction. The more if unsolicited write-ups are disallowed. (An
abstroat the le.al. the closer the policy unsolicited write-up occurs whenever the system
corresponds to one's intuitive understanding of makes a high-level output at a time when there has
the meaning of security; the less abstract the been no high-level input requesting it.)
level, the greater the policy's complexity and the The ne restrictiveness property [6. 71
greater the correspondence between it and the overcomes the composability limitations of the
secure system's implementation. Since both non-interference and non-deduoibiloty properties.
understandability and detail are important, a The restrictiveness property requires that even of
policy was produced which has two parts: (I) a one pooled all information based on the behavior
high-level. goneric part that is independent of of the process at level I or below, one's ability
any particular system. and (2) a lower-level. to deduce the existence or non-existence of inputs
system-specific instantiation, applying the at higher (or incomparable) levels is limited.
generic parr to the particular case of SfOS. and That is. given a particular set of inputs at
iacluding other system-specllic requirements. higher levels, there-is at least one other trace,
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that tbe assurance of a coupcent. C, can be to Ks. Cos (bating assurance of at leas 32 snd
greater than the assurance of the copoens preferably 33 or better), sod them adding the
-below" C. Below. is loosely defined. Such that a appropriate security features. Thisnwould involve
compomont is below C if (1) C depends on it for partitioning the WOS into security-relevamt sod
proper operation (e.g.. C calls it). or (2) it is nos-security-relevant, parts. and cairg the former
able to access Cls databases (e.g.. it is in 8 part of the Trusted Computing Uase (153). T.his
lower. more privileged ring), strategy has tw* variants: Strategy 11-A involves

In a traditional. single-bost, layered writing a MS. COS that provides exactly those
operating system. the relationship between features needed to support. SW0. Strategy 11-3
components is clear, straightforward, and obvious. i-volves using so existing 15.5 Cos. and building
The components in lower layers or rings are below lIGS so top of ItI.
those in higher layers or ringc. In a distributed Strategy 1.1 has the advantage of being W5..
operating syatec. the rolatiorships between but it has the disadvantage of losing
components are ouch Core complex. Differen' L.-erogeneity and losing investment in existing
components can be physically located in. application software. Strategy rI-A has the
equally-privileged. sotually-suspitious protection additional disadvantage of long development time
domains (e.g.. separate iompaters). Further. the and hirgh coct for the COS. while Strategy 11-3
logical relatiwnship toetween components can be the avoids these. with zero COS development tine, sod
reverse of their physical ielationshlp. For COS development cost shared by all the customers
example. In a layered communications protocol, a who purchase rights to the existing MlS CCI. In
higher layer cay do encryption and then pass the addition, the existing COS would have at lest
encrypted date to a lower lawer that teed nor be aome software development tools that run son it.
trusted since it has no Security function. o~f sod possibly also come useful application
course, the lower. insecure layer oust not be able software. Strategy 11-B Lx clearly preferable son
to access ths higher, secure layer's databases, Cost grounds; Strategy Ir-A would only be chosen
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iff ma suitable exitrog XS C= could he foom. SThateu -7 7-ev..fex for !ereregecejx7
illrgy31 imrNc-ls tie Czo of xoo~re Intoc cucrring the cost Cf sc casosily
mrroso cezx cocio to cct- LEVsist C:5 eveiogment for several different- c.

T-rsrsd =r ;;ocos to so iosecore .octvh.
MIZfstr17 ccrisvidbe 1splemenzed i= tie MZS DO~C01XALIrA7ZC8
accs sactiier. shkile discrterizonuy cnrl
wrold- be folenotred = the CZ hoss. !This Given the above analysis preodoted dr= the
strstzeg kour the vsor-ex of Proeerig Concept Irplcraticm: Phase. the next ;base of tie
beerrcgorory and preesvg tie :E= ent development As to taxe, the reiolts sod

-the cEiii DIIS. !!*- snliccs, tha -- ca f. attempt to rmonstrate, and Validate then by'
sud anl the czsile scftiesre 4Veelc70enr tools =: evloi4 a 33 prototype.
applics:icn softa-s that runs ca, tie xsting 33 ms~ that the M~ containing tie security

Cs. It has ahe eitiZZal A&7sttn of lVM*-r ethcio o be isolated from the ret of the
=CS development coot. than either- altenative in opet-Zing systsom and ==t be small ecop to be
Strategy 11. Zooer. !t has tie disadvanzte cf xzijected to analysis and tests. it coot eforce
Mct PrViZding for soy ?ZS heast. LL T 23s ~rszooe mandatory sod discretionary access controls sod
classes of EMS *22licatica oysteno Very tritard. ssure object remse. it most support a trusted
if ot !=prOstibe. to isplemeat. cimncation path between itself sodA users for

Strategy 17 is a hy.i offi Strategies 11 sod coo Vh4su a positive To-zo-user ccoroctio i
111- It imovolves uso of a ICS CCs. cm wichs MOS requiied. su-ch s at login. it must record sod
. *wze o old be boit. ,,hicb colid serv e either ca=inti sodit dats. A covert ebsosel sosysis

s a secure frcnt-erd to coo=mct existing cost be ecodocred sod a determination mafe of the
single-level systent. dr sa Ms l SDOS hog-. nain:bandwidth of each identified channel.

rning SDOS oplicatiom software. This conbines The security policy. formal model. soda
the advsote af Stratigies 11 sod inI: detailed top-level specification from the first
Froervatiso ef berereg~eneiry sod iteitzen: in effort will he ref ined. sod so informal Proof sil2
exsting application softwrare. sod provisios, for he produced to zhcs, that the impleencted TCC
r-1, =DC hosts. - zpleoutation cart scold he corresponds to tie DTLI.
scoehat higher than that o.f Strategy 11 aone. The TC3 cost also provide ccnom security
but not sigoifi csotly so. if tbec-jbzid nature of services in the areas of coiate integrity.
this Strategy were in tie design from tie assured service, sod ccnpronise Protection.
beginning. This strategy has czo additional AX the sane time, the lSM =st provide the
advsotage over either of Strategies 11 or 111. distributed operating system functional serVices
existing. c-distribetod applications. that need described in the prevous presentation.
to he 4-sterfsat to a distributed sys-tn. but Proposals for this effort are currently (June
shich cannot he changed for reasons such s 1988) being evaluated. Wie hope to have contract
estr-ene age. scold require cot only secrity in award by the end of September 1988 sod the
the interface machine. hot also some demonstration by January 1991.
moc-seccriry--related processing, to co=- ert old
data formats and ccounication protocols into SPECIFICATIOVfIFItC.TON TtMUlXtOG
these coed by odern networks sod hosts. The
hybrid MS1 lOS machine provides heth capabilities Thbe creconi major thrust in otr secure
in ooe machine. distrihuted systems research acd developoent

Strategy IV has cu-o variants. corresponding program is in the area of specification snd
to 1t-A and XI-B. The hybrid software could be verification technology. This area includes the
built either o- so MS. COS written as part of SDOS devielopsemt of tools to handle distrihoted system
developseut (tv-A), or on so enisting MS. COS properties. integration of security engineering
07V-3). J4 with Stratte"y It-B. IV-! is into the software development life cwode. and the
preferable, provided that a suitable existing MIS5 accreditation of systems.
COS cana be found.

Sttatesies Ill a"d tV share so important TOOLS
advsotage: the ability to cocoect insecure DOS
hosts to the MlOS. There will always he some Correct specification and verification
specialized hosts. such as ve-y-high-speed CPUs. methodologies do nor adequately handle
or LISP machines. whose use is essential to the characteristics inherent in distributed systems
success of the application, hot which are unlikely such s temparal. properties, faolt tolerance. and
to ever have a MIS operating csten. The access adaptation. A process can fail to make progress
machine approach altows for concoction of such because it is continually bypassed. or starved, by
boots to the SOD1. the schedrler.

strategy iI 1-os the serios disadvantage of A troop of processes can fail to cakeo
loss of heetrgeneity. This means that the entire progress becaoce each is waiting for one or more
fOi cost beoconpo ed of one type of CPUI. cunning of the others to take come action and thus they
one 1.5 COS. All investment in existing becone deadlocked. A process can fail to cake
application is lost, unless they can he ported to progress when it continually chooses to do
the ccv C0o. No provision is cade for connecting itra cin n tp topig t
specialized, insecure boots to the SD01. (Porting counicate with its environment. This is rolled
S5 to -everal ILS COSs. and possibly -riting MS. divergence.
Coss for several types of CPU. would be A system of one or core procevses isf prohibitively "esnive.) non-deteninistic if the trace, or history, of its
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Ccuz eamoo.. be predicted with cerat&yZ frcm poice mader Which the system nay operate. and
the -- =a of its inputs. _ThSi cai catr probleiz if the actual change betwes policies is made

in sthciig precezzes and with race seuly
cozdiriens where triin of sc'-'lr zrnets Existing S~tCOsttd tools for the formal
predoces: a situation sinus:r to tbhe starvation specificationa and verification of secure systems

ecodiiez.are decigned for single-site systes. As
In battle nanagesent. the timing of events =emtiozed before. they do not adequately handle

will be a critical factor. It nay be desirable to characteristics inherent in distributed systems.
specify that some process will ts, ri t ever Nor do they Provide features found in =ost
others. or- that scams event most occur. ot softwstO engineering environments or database
complete, within a certain length of time. design tools.

Under one PJ= effort, the contractor has Bastad eo a study of existing tools and the
been investigating the feasibility o. osing the requirements of distributed systems. we would like
state-tranasition model segmented with tesporal to bring together the beat of these three

4 loic for specifying the temporal properties disciplines in a Single, integrated Secure
I requirements of distributed systems 181. Distributed System Designer's Workbench 111).

Fault-tolerance is a tern readily apaplied to Vithout ouch a workbench, verified distributed
hardware and is cftes expressed as system design is not possible, or at best. can be
ean-time-ro-failure. which is greatly influenced dlone for only relatively simple systems.
by environental factors. A measure of Some candidates for specification/-
falt-tole-ance w'Aich dopendi only on the systen verification tools include TO.l a universal
design would be preferred for a secure system. We Theorem Prover Editor developed by the University
cotend that there ere two basic approaches to of Illinois, the Enhanced Hierarchical Development
generating the fault-tolerance specification for a lfethodology being developed by SRI international.

firte t and the Gypsy Verificationa Environnent developed
The frt subumes the fault-tolerance at the University of Texas at Austin.

properties into other correctness concerns. One Possible candidates for software engineering
then verifies that the system produces correct tools include SR (Synchronizing Resources), a
behavior even In the presence of certain kinds of concurrent progrming environment developed at
faults. Thus the specifications for the University of Arizona. and PolyAnna. a
fault-tolerance take whatever form the other high-order specification language based on Anna. a

corrctnss rquienens tkelanguage for annotating; Ads programs.
retes seore approah to fault-tolerance Possible candidates for database design tools

specification attempts to isolate the include DIIEd/DBD, the Database Design end
fault-telerance property from other correctness Evaluation WorkhbenchlDarabase Designer developed
concerns. A system is fault-tolerant if its at Cosputer Corporation of America. ATV. the
b.ehavior in the presence of faults is acceptably Abstract Database Transaction Programning Language
equivaleit to its' behavior withcut then. A Transaction Verifier developed at the University
coparisen of possible behavior is needed, rather of ltassachusetts, at Amherst. and Exceletator
then a focus on the correctness of any one developed by Index Technology. Inc.
particular behavior. Using thin second approach
for formal verification will not necessarily SOFTWARE DEVELOPH~h'
require that other correctness properties he
additionally verified. This is an Important Software is rapidly becoming the larger part
advantage of this approach since the costs of the coot of major command and control systems.
involved in% producing formally verified software As a result, software development standards such
increase with the number of independent properties as 2167A (12) have been developed to ensure that
to he proved, and these costs can be significant, software toots its requirenents. Such standards,

The cooccacror working this problem has however, do nor include provisions for providing
prodsced a formal correspondence between assuranco that the software toots the security
fault-tolerance specifications produced under the requirements as per the TOSEC. Nor is there any
second approach and specifications for multilevel guidance as to how the two standards are to be

security that can feed into tools development used in concert.
efforts (91. One RADC contract, which is investigating

The third distributed system characteristic software life cycle issues with respect to
we are investigating is adaptation. Adaptation is security requirements, has identified eight
desirable to gua rantee survivability of nission leverage points in the software development
critical functions. The loss or addition of process that appear to have critical impact on the
system codes or processing componeors will result security of large command and control systems
in system reconfiguration or recontitution. ( 13, . These are visibility, protocols.
During battle. timely responne nay become coca downloading. configuration .,ntrol. mnnitoring and
important thon secrecy. These types of Changes mesurement. environment. communcation. and
are inpeded in conventional security policies verification.
where any change requires a new specification and Visibility is especially critical durang the
reverification. specification and design phases. Security

one study effort that is currently in requirecents are usually in competition with other
progress Is investigating how such changes in requirements such as functionality and
policy are allowable (103. The goal Is to be eble performance. Security requirenents are often nt
to call a system secure for all the different visible at critical decision times, -.ince there is
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no established tracking process doring the guarantee the orectnets of all tools aod
software developmet process. Visibility is coponets used in the software development
further cc=plicated by the fact that there =y be process. The result is a false sense of integrity
different co-atituencies for differmet sec=rity from careful control of what may be an initially
requirements. That is. oe agency ray be flawed module. To minimize these vulnerabilities.
primarily interested in asuring confidentiality it is important to define o overall configuration
with little concern about integrity or assured control policy. review the procurement of tools
service. while soother agercy ray be more for vulnerabilities. and consider using improved
interested ii assured service. One way to enoo;e versios of tools as the' become available during
that security requiremeots have appropriate the software development process.
visibility i to establish a security reie beard An important feature of a C2 system to ensure
early in the process, which is composed of health of the system is the monitoring and
representatives fro= all the user agencies. It is measureont functions. such as message
also importsot to rae an early determination of acknowledgements. These feedback chanonels.
whether the security requirements are within the however, ray violate the security policy. To
statre-of-tbe-art or not, which could have avoid this conflict of interests. it is vital that
uexpected impact on cost. schedule, or the monitoring and measurement functions be
performance. - designed into the system fron the beginning and be

Because C2 systems of the future will be subjected to the same kind of security analysis as
highly distributed, c==_unication will be at the the other eommunications paths.
heart of the system. Consequently, protocols will From a software security point of view. it is
be pervasive. Sore standards already exist. such desireable to use the =at qualified people and
as TCPIP and ISOIOSZ. but it is likely that re the strongest set of tools. From a personnel
protocols will need to be developed, which is a security point of view. it nay be necessary to do
difficult process. Protocols provide bridges software development in a closed environment with
across system and organizational boundaries, which a linited set of (cleared) people. Coisequently,
rakes the vulnerable to security attacks, to there is a delicate balance between security
facilitate security analysis at the protocol derived fro control over personnel and the
level, it is important to identify protocols early quality of the environrent in which the software
in the design, put protocol development under development takes place. There is a similar
configuration control, subject protocols to tension botween the mandated use of Ada (t) and
security design review, and subject protocols to the lack of Ads support tools. To maintain a
security analysis, testing, and verification. proper balance, it is essential that the selection

One of the cost vulnerable tines in the of computing equipnent and the associated software
system development process is at downloading. development environment be reviewed prior to
i.e.. changing over to a now version of the inclusion in the software development plan and the
system. The new version ray be faulty resulting software tust plan, and any linitation adequately
a loss of communication or frequent restarting. justified with respect to the integrity and
Since it is virtually impossible to distribute new confidentiality of the code.
versions of the syster to all nodes at exactly the Developrent of large. complex C2 systers will
sane tine, different nodes will be running necessarily be distributed across distance and
different versions. If those versions are organizations. Shared access to docuents permits
inconpatible, the result will be a partition of better version control and peer review.
the system. The downloading channel itself is Communication between developers, there, is
subject to penetration. Thus, special attention crucial to avoid divergence, but is often
rust be given to ensuring that only authorized inhibited. Formal and inforal reviews.
sources are permitted to download software. workshops. and networking can facilitate this
Conversely, overly suspicious nodes will refuse to communication. The networking can take many forns
be controlled, and thus downloading cannot be including electronic rail and teleconferencing via
accouplished. Consequently, special attention asynchronous foruns and synchronous
needs to b given to the development of "telemeetings".
downloading nechanism and proceures to ensure that Security anaylsis of large software modules
they do not contain secuity flaws and to ensure is too tedious to do manually. Consequently.
that certification and accreditation are verification of the coplete correctness of a C2
maintained, system is well beyond the state-of-the-art.

Two problens eist with respect to However. automated forma, verification is
conf iguration management which impact the potentially within th state-of-the-art for
specification. inplerentation, certain aspects of the code, such as inforration
certification/accreditation, and maintenance flow proprties and starvation states. These are
phases of the system development. One has to do important to ensure that there are no unintended
with the syster cooplexxty and the other with its signalling channels and that the system will not
sensitivity. A C2 syster is a collection of cease to function for lack of included in the
subsystevs. As such, no configuration control software development plan for critical sections,
oyster currently exists to handle conpound or functions, and for selected properties, such as
systers. Once software has been entered into the fault-tolerance.
baseline configuration, it is not easily removed.
This Is true for tools, such as copilers. as well ACCREDITATION
as pieces of code. Pew verified tools exist.
Consequently it is practically impossible to Systens that process classified information
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neat go though. a security acceditot~cn process sa ac~eeditstion plin based en- a stract zssr'
to detrne 'ether sufficient procadu~s. and itrch , tecture and an sppiiooar-jspecoici
mechasnisms are in place to protect th Interpretation of- DOD 5200.28-sm (51.
information. The accreditation decision is made
by a Designated Approving Authority (DM5) wb6o is:. ABAS
or acts on behalf of. the operational entity Daaaesystems ire !ina-integral, cqjzponent of
responsible for the system. -Da

-.he DAA is cst often the "ownerr of the curre-rt and founre C2 information i4nd decision
system. including the data itZ processes, sod =ust supr syztena. It is predicted that today-i
possess the abiliy- to cantrol 'the resources military comander or decision-saker will rely
necessary to maintain the- validitj Pf the upen dota and liifosnation stored in electronic

creditation. The DMA begins with inputs foe dtbs~fr battli management functions. In th
tesystem certifiers. who have evaluated the truest sen~se of 'the word. databasie technolo~y has

system against sane standard criteria such as DOD advanced to the point where it Is beiog, infused
-5200.28-STm.. 0WC Truated Computer System into operationallyro0riented systen environmennts.
Evaluation Criteria". and gives it a rating. The As ope and nore -data is stored in databases the
certifying agency is nsally NSA. probledi of protecting 4ata and information arises.

The DAA must then compare and balance the The recent West German hatker ,scandal is proof
mission functional requirements against the that our notion's ciciputer sond database systens
security assurance provided by the system. Are are inadequately protected _against: hostile and
the assurances necessary? Are they adequate? Do maniciousattacka.,
they inpede other iission critical functionsl How Within the Air Forc. as in the Department of
much risk is the DAA willing to take to ensure Defense an a whole, the rtznber of computerized
other functional capabilities? In the end, it is databases in use Is increasing 1161. A number of
a management decision weighing acceptable risk and misin which use database mnigetent systems
acceptable functionality. (Of KS) technlogy are involved with processing at

The complexity of a large. ccmplex command least sane classified data. 'te natural mixture
and control system and the amount of interaction, of data within these systems is such that the
with systens outside of its operational control various data nay be classified at different
makce it difficult to identify a single overall security levels.
DAA. The accreditation of subsystens and The problem of handling nultilevel data
components within a large command and control within tho DBMIS eizvironient is cospounded-by the
systen itself nay involve sultiple actreditors. fatt that typical comercial-of f-the-ahelf (COTS)
representing the different organizations involved DBMS's are not built with adequa te controls to
in specific subsystems. The determination of enforce DOD security doctrine . The current method
relationships among the various accred'iting by which nest organizations control access to
authoities and the subsystem DAAs ic vital to the information is known as "system-high" processing
success of the eccreditation program and must be node. In this node, all persunnel who have access
resolved early In the systen development process. to any database containing sone restricted data

The fact that nest command and control must be cleared to see all of the Infornation in
systes are developed in an evolutionary, the systen. It is a well-known fact that
Incremental fashion further complicates the nsysten..highe is both vulnarable and expensiva.
accreditation process. Current procedures dictate In response to the aforenentioned problems,
tha ory change requires recertification and, the Air Force Study Board ecrablished a Summer

thus. reaccreditation. Study on Multilevel Data Management Security. The

Accreditation is also complicated by the fact study was conducted 12-30 July 1982 at Woods Hole,
that the resources nay he distributed among fixed Massachvsetta. Group 1 identified three
ground, nubile, and spare-based facilities. In architectures with the potential to near security
parti~ular. sane fore of tenets upgrade and and performance requirements for the near-toem.
maintenance Is needed for spact-based and other The different architectures. Integrity-Lock.
unmanned components. Using an electronic tenets Iternelized. and Distributed. employ tha
upgrade/maintenunce mechanisn creates both great technologies of cryptographic scaling, secure
technical and nanaserial concerns with respect to operating systes. and bark-end DBMS's.
accreditation. Management of changes authorized respectively. Group 2 of the Summer Study dealt
for hunan-arcessible systen. is complicated but with the prublen of constructing a secure nilitary
can usually be handled procedurally. Mnagement eso system. Group 3 of the Sumnet Study had
of changes accomplished via an electron ic tha charter to investigate long-tore solutions to
nechanism becoes quite conplex. The key to the the DBMS security problen. Group 3
problem is knowing that the change nude to the reconadationo included developing a security
oysterv was indeed the authorized change. It model whereby data is protected at tho view level.
cannot be tracked procedurally. The group investigated potential strategies for

Another accreditation issue is that of dealing with inference and aggregation and also
adaptive policies, which were discussed earlier began studying tho utility of knowledge
and present accreditation problems sinilar' to engineering techniqoes to assist in naintaining a
c~olutituary development and distribution of secure DBMS processing environment.
resourcesf. Since 1974. the Rome Aur Development Center

xhibevezents to date on the accreditation (RADC) has been very active in sponsoring research
ody effoart Includ identification of isses '143 progress aimed at desiging and prororyping; a

and the development of a framework for developinig family of trusted DBMS5's. The research program
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Lsponsored by'EADC can be logically partitioned Al secuire DBMS whecodara is accessed through user
into four =jet areas! of empbaiiis: w ie'.,s. Thus far in 'tbe effort the contractors
architectres/echaisms.. smd and 'tolS. have produced a security poiicy. foimal model. and
auctmarid/expert database desug. tools, aod data fdrcal top level Specification (P2=.) for an Al

ontegety.secure cOlat,.onal DBM'S [20. 21. 22). Work im

prgrsing on the duvelopuent -of in
ARCITECIJPESMBQ3AIXrSMS ipoentatioo specification a4id proof-of-concept

deonnorationl
Early RADC work in the arcbitecturesa atea The Sea~iewarcietr is basically a

include the Hinke-Schaefei model [11. tti ,System two-level architecture. At the top-level is the
Development Corporation "Securei DBMS 57echniques" extended'4rusted coci ret base (TCB1 bhich is
efor 11) i'th nerty-L rooye eponsible for enfrcing2L retinary acces
The Hik-Shuer,'rk wio a t-audzisrk study' n control and consistency policiei for 'multilevel

kernl. BMSreltion wee ciisfie at he efpasil 'fogr'enforcing accessi~oi~trol policies
61=. (ttrbut) e-A wih ch tti~ue O stra s ojects. Simplistically, the

decoposd ino MLTIS prtecionsegmnts abtracionof ultilevel user views iod datab as
Concurrent with the infitiation of the, 1982 relationi is decomposed into single-lev~l storage

Air Force Smer Study. RADC signed s threyear objects and stora~ under the auspices aod

contract with Syste Development corporation to proiectian of the tamperproa.- &meeal- purpoe
develop a secure DBMS design methodolorgy. The TIE. .*The demonstration system plans to use Oraile
effort, entitled "Secuie DBMS Techniques". as -the database engine aod GEmIOS as the
culminated in a manual. to-down design underlying TIB.
metbodolvi7 providing a s ystem designer with a - SeaView's mjor accomplishments include: (1)
so' f or nskieg hbigh-level. architectural Zhoices a Se~crity policy -ad P'olicy interpretation that
independent of any security policy or COTS DBMIS define what security means for-a database system.
product. The final report ef the effort (2) a multilevel relational data model that can
identifies eight teperic secureDBMS armiiteuturea- accum~odtc-leent-le-e1 granularity of security
and4 eight key decision atcribstea with their labels. (3) a fornal,uodel that defines security
associated metrics. The decision attributoa are:, Properties that define a secure state, sod
ability to counter security yulner-abilitei. 11ctranition properties that further iestrir,
rotstive performance. sirpIcity of trusted allowable transitions.-(4 initial definition of
software. .sizplicity of untrusted software. mUltileael SQL database language. (5) rules for
minimizing number of machines/disks per security determiing the appropriate label for derived

Ilevel, security policy support. ability to support data. (6) rules for labeling incoming data, and
user authentication within the DBMS, and (7) the formulation ef the concept of
miniiation of R&D. The overall design polyinstantiatien which refers to the simultaneous
methodology allows a designer to specify key etistence of nultiple data objects with the some
decision and design criteria with the output being none, where tho multiple instantiations ace

a1 family of candidate architectures which meet distinguished by access class. tfiereby preventing
Certain critical design criteria, low-level users f rom inferring the existence of

The Integrity-Lo ck prototype effort [19) was high-level objects.
a 20-ninth contract with the MITRE Corporation. In Dicember 1985. RADC evarded a contract.
In the Integrity-Lock concept, a database entity, entitled "L0CK Dats Views". to Honeywell to design

3either a relation, tuple. attribute, or field, is a Class Al oecuro DBHS. for the Logical
tagged with an tmforgeablo. encrypted checksum or Copreceosing Kernel (LOCK). The LOCK provides a
asnature as the entity is input into the platform upon which the secure DIMS will boi built.
da!tobasi. W'hen a database entity is retrieved, it Simply, the LOCK can be described as a general

B is aken from the dikadpee oatutd purpose Al architecture which provides for
computational component which recalculates the security enforueent in a hardware kernel. Sint"
cntity'a checksum to ensure that the data has not LOCK is providing the fo~iodation for the secure
been changed or tompered with. MITRE developed o DBISapplication. it is believed that the "ount
proof-if-concept prot'otyge by retrofiting the of verified DBMS code can be kept to a sunmum.
Tntegrity-Lock mechanism onto a COTS-DBMS. Eased The secure DBMS architecure for the LOCK us
uPon the initial proof-of-concept, the structureI ouch that all access to the database is
Integrity-Lock is being implemented at on through user viewe. The heart of the LOCK Dots
operational Air Force site. Views architecore is the pipeline. The three

An outgrowth of the early BAt-sponsored system pipelines are the query/response, data
research on architctures as wall as the positive input/upda.e. and database dofiition/smetadata
results of the 1982 Air Force Sumoer Study led to pipelines. These r-'pelines combine with
the research in four other architectural discretionary and mandatory access control

approaches: secure distributed data views mechanisms to enoure the trustworthiness of

(SeaVlew). LOCK data views, secure datebase proessing. The LOCK Data Views effort
entity-relationship DBMS, sod secure bouk-end bas produced a security policy sod implementatiun

D BXS,.,In August 1985. RADC awarded a contract, specification with work continuing on the formal
entite "Secure Distributed Data Views" model and MTS.
(SeaView). to SRI International and their The secure entity-relatonship (E- ) data
subcontractor. Gonini Computers, to design a Class model effort completed in May 1988. Tho

192



-5-

contractors, Af) Sys s Corporation and Gemini conventional- data.
C=ypters. developed a 'secrity policy. fot-.i The second, area of importance is that of

el. descriptive top level specification. sod knwliedge- se mnagement syste s (MRB).
functional, description for a Cless B3 sicure, BMS Rcereus research has been conducted by DOD in the
[23]. oc're of this effort .'as the E-R. data area of ItYS's and some syste.s ach as the
model. This, mnodel is a seamtic data iodel and ay's Force Requirements Expert System. are
describes the iol world in' est- of etitui, beginni-g to see operational use. if IBYM
attrbtis. and relationsh- ps, technowogy is to be infsed into DOD op-:ationai

An entity is a daita structure %hich desc-ies envirosents it is i-pcrtant that security issues
s oe thing, concept., or phenoreia which c bn he be examined and that security-be design.ed into
named. - An attribute or property is . systems fren the beeinning.
charatiistic of an entity. For eiaplee. tb
-tity E"iOYEE, couldr have the following, A DXING1
properties: . IDA. NMAE. SALARY, and RAWE.
Finallya relationship is a daza strocture which In the area of auditing for secure DBMS
describes an association bet~een entities., For proceasing enviro-ents, very, little work has been
example. a simple -C-R database could haiie a done to date. Auditing is importat in terms of
relationship ?),:S-Ol which associates employees providing, the capability to coisduct independent

-and th-projects they work on. review and exzaination of system records and
The eifort culminated with a demonsttation of activitis [261. Auditingis a true challenge in

a sicyle E-R DBMS on top of the GEMIOS TC. The the database environment with its numerous
demonstration portrayed the funocti ality of the transactions and overall dynamism. For a database
lata mnode, and how a user could add, delete. and system t e ensidered secure it must contain an
modify various E-R data structures. audit capability that not only captures all

bnisys Corporation is under contract with security-relevant events and transactions but also
RADC to develop a Gecurity Volicy. tornal model, provides a security officer with the facilities
DTLS. and i-plenentatloln specification for a Class for reducing the otheowise voluminous audit trail
B3 secureDMS-architecture. This effort is based into a coherent and understandable system history.
orv the multiple back-end DBMS approach. In this EADC believe that the time is ripe for
approach, a multilevel database is physically developing prototype audit systems. Technology
segregated on diiferent back-end database advances in the areas of workstations. Iraphics.
oazhines. The backbone of this architecture is a windois. and expert systems provide the technology
secure local area retwork with all access to the baseline for designing and evaluating audit
database pausing through users workstations software. An important issue -in the development
interfaced to the network. of a reliable and efficient audit system is how to

For example. a usir at a workstation submits build a generic audit shell with extensible
a multilevel jory or request to the workstation, features to capture application-specifxc audit
The worKstation passes the query to a trusted requirements.
front-end computer, such as a Gemini processor.
which then examines the que:y and deconposes it DATABASE DESIGN
ir.to its single-level constituent, parts. The
singe-level subqueries are then passed to the Another area of extreme importance is that of
appropriate back-end DMS's where partial results providing Computer-Aided Software Engineerinsg
are computed. Partial results are brought back (CASE) support to the design of multilevel
into the front-end trusted processor where final databases 127). The exercise of designing
query processing and packaging occurs. databases is a very complex process. A database

This effort is based upon COTS eomponento and designer typically performs a requirements
it ie believed that this architecture represents a analysis. describes transactions .nd functional
fearible. "uable approach 124. 251. A major issue dependencies, and finally develops conceptual and
with this approach includes how to handle the logical schemas. The total process is extremely
interaction of DBMS. network, and processor TIE's. labor intensive and error-prone. When one factors
It is also inportant to esaine trw data in the implications of multilevel security into
replication issues impact multilevel query large-scale military databases it is easy to see
processing ani update capabilities, that the potential exists for making mistakes in

the database design which could lead to aggravated
EMERGING TCEVNOLOGIES inference and aggregation problems.

Over the pat few years. RADC has sponsored
In addition to the architectural research research in the area of automated database design

programs descibed above, two ezerging technologies tools. .pecifically the Database Design and
core to mind which have direct applicability to Evaluation Workbench (DDEW) developed by Computer
the military database environment. Each area Corporation of America. Recently PADC has been
warrants consideration in the context cf involved with efforts to examine the use of expert
multilevel security. systems and knowledge-engineerirg techniques to

First. is the rapidly advancing technology of analyze database design structures for inference
object-oriented databases. Object-oriented and aggregati problems (28).
databases are touted as being capable of meeting The goal of the RADC-sponsored research is to
the military's future database processing needs, design a set of tools which enable a database
especially in terns of handling multimedia data designer to logically design a multilevel database
types such as text. images, time, knowledge, and and based upon both the security requirements of
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the environment and the sema nics of usage to distributed operating sytems. trusted systemj analyze the database for potential security engineering, ad database management. Since the
vulnerabilitie. information stored in automated information

- syste=-is used to make critical national security
DATA INTEGRITY decisions, it is important that the data be

available'. uncorrupted. uncomprenised, and
-he final area of research is that of data correct.

integrity. Data integrity means many things to The noted military strategist Carl von
many people. In a C3[ en vironment. data integrity Clause-,itz developed. in the 1800's. the concept
is critical singe polluted or maliciously modified of "friction in war. In his classic book. On War

data can have catastrophic effects on the outcome [293. Clausewit states. -Everything is very
of a mission. As part of pADC's research program simple in war. but the simplest thing is
in the architectures ahd mechanisms area, data difficult. These difficulties accunulate and
integrity issues have been initially investigated, produce a friction of which no one car. form a
However. more research and experimentation is correct idea who has not see war." Friction can

required to better understand how data integrity be viewed as the uncertainty of war-based upon
fits into the secure DBMS environment. unforeseen occurrences, situations, or phenoena.

PSDC is currently examining. in-house, how, to One of the ajar reasons for automating our C2
test various data integrity mechanisms. including systems is to help alleviate this friction.
polyinstantiation. referential; entity. semantic. If our nation's C2 systems are to nest the
and Bibs integrity. The results of RADC's goal of providing correct and reliable information
internal investigation ,sill be factored into to decision-makers and thus lessen the effects of
upcoming architecture prototype contracts. In friction, it can be seen that the characteristics
terms of data integrity concerns, the concept of of confidentiality, integrity, and availability
polyinstantiation stands out. become just as important as other system

As 'stated earlier. polyinstantiaton is the architecture concepts and drivers. In conclusion.
simultaneous existence of -multiple objects with with accurate and uncompromised information
the sane name at different access classes. The in-hand, our nations key strategic and tactical
key and security label of the tuple actually decision-makers have an important asset by which
constitute the multilevel key. It can be seen to lesseu the effects of friction on the complex
that the concept of polyinstantiAtion, if process of military planning and decision making.
implemented in a secure relation DBMS. can result
in a number of similar tuples visible to REFERENCES
high-level database users.

This situation can result in a very confusing (1) Dept of Defense. Trusted Computer System
view of the database for a high-level user. Evaluation Criteria. DoD 5200.28-STD. Dec 85.
Therefore. user interfaces and multilevel query
language tools must be developed to allow a [2) Casey. T. A.. S. T. Vinter. D. G. Weber,
high-level user to browse a set of R. Varadarajan. and D. Rosenthal. "A Secure
polyinstantiated tuples and retrieve the correct Distributed Operating System." Proc 1988 IEEE
result. It is intended that all of the integrity Syapoqi on Security and Privacy, Oakland CA. Apr
mechanisms developed by RADC architecture 88.
contractors will be extensively tested and
evaluated before being included into operational [3) Vinter. Stephen T.. "Extended Discretionary
secure DBMS environments. Access Controls." Proc 1988 IEEE Symposium on

security and Prihvacy-Oaklaxd CA. Apr 88.
C S (4) Vinter, S. T., et al. The Secure Distributed

Command and control systems can be considered Operatin System Design Proect. RADC-T-88-xxx.
the nerve system of our nation's armed forces. C2 in preparation.
systems are necessary in all environmental
settings. namely peacetime. crisis. [5 Lawrence. Thomas P. and Richard A. Metgsr.
anti-terroriss. and wartime modes of operation. "Cronus - A Distributed Operating System (DOS) for
As computer. cosunication, and surveillance Future Command and Control Systems." Proc 1988 JDL
technology continue to improve. more deta than Command end Control Research Symposi., Monterey
ever is being collected and stored in electronic CA. Jun 88.
information systems. With an increase in our
ability to automate military decision-support [63 McCullough, Daryl. "Pon-Interference and the
systems comes an increase in the vulnorability of Coposability of Security Properties." Proc 1988
the critical data stored and processed within that IEEE Symposium on Security and Privacl. Oakland
system. The recent West German hacker incident is CA. Apr 88.
visible proof that our nation's military computer
systems are vulnerable to hostile attack. Also. 37] Weber, D. 0. and Bob Luaraky. "The SDOS
as evidenced by the Walker spy scandal and other Project - Verifyng Hook-Up Security," Proa 3rd
similar cases, the insider threat is real. Aerospac Computer Secrity Conference. Orlando

The realization that a threat does indeed FL. Dec 87.
exist has led RADC to define a comprehensive
security R&D program in the technology area of (8] Odyssey Research Associates, Inc. and
distributed systems. This program deals with RCA/Aerospace and Defense. Temporal Properties ol
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Distributed Systems." Froc -10th -Ntional Conputer
Security Conference. Baltimore M,1 Sep 87. [271 Conversation with I's Hillary Nosner (MITRE
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THE AT&T BT-100 PROCESSOR:
A SYSTOLIC PROCESSING ENSEMBLE

Richard R.Shively and Allen L. Gorin

AT&T Bell Laboratories

ABSTRACT circumstances mandate tight restrictions on
The ASPEN project is a Dpower, volume, and weight. Avionics and

multiprocessor architecture investigation, space-based applications are perhaps the
initially focused at evaluating the most stressing in physical constraints, but

effectiveness of the binary-tree form of these parameters are important in any

multilp essor topology at a broad class of deployed mobile environment. Indeed, if

structural pattero recognition applications, the premium paid to achieve compactness is
not significant, even applications in a benign

Several example applications have been environment clearly benefit from an easily
demonstrated on the initial processor portable, compact processor implementation.
designed and built as part of this project The processor technology developed as part
including: a) several real-time, speech of the DARPA-sponsored ASPEN project
recognition applications (with continuous provides an approach to meeting these
speech as input), b) K-means clustering, and objectives while providing a very powerful
c) several kernels of linear algebra as well as approach to implementing many of the
linear programming. Other applications kernels of processing required for CC
studied and simulated on the architecture decision aids.
include: a) bipartite graph match problems,
which occur in sensor fusion and target tio res reing f mdetracking, and- b) synthetic-aperture-radar application areas requiring fast embedded
proceing, processors are amenable to solution by highly

parallel processor architectures. The key to

Physical realization of the architecture has undbrstrnding a processor architecture is
resulted in the highest processor density understanding the class of applications at
reported in the literature, viz: 2 which it is targeted. A brief list of
gigaflops/cubic foot. By application of newer application drivers for the ASPEN project is
technology, including wafer-scale packaging, worthwhile:
a 40 gigaflops/cubic foot capability is
planned. This figure of merit is clearly a, Linear programming is the core of

significant for embedded Command-and- many allocation problems, and

Control processors. Gaussian elimination is normally the
approach for solving the set of

INTRODUCTION simultaneous linear equations
embedded in this process. A technique

Many Command and Control problems for achieving an N-fold acceleration of

require the availability of very fast this process with N processors is
computing technology, and often the outlined in the Applications section.

b. Several distinct Command and Control
This work was supported in part by applications can be abstracted as

DARPA under contract N0039-86- bipartite graph match problems.
C0173. Finding the optimal mapping of the

elements of one set (or graph) onto
points in another set according to some
cost criteria is the objective. This is
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exemplifid by-relating two or more noisy data items must be related. EWtarget fll derived from two different and large-area passive sonar
surveillance sensors i.e.sensor fusion, surveillance are two examples of where6r iniy involve relating objects the number of signal detections will indetected by the same sensor in geneal be much greater 'than the
successive looks. (Objects deteied in number of platforms generatin the
successive frames of an IR detector, or signals. Therefor l1inking items in the
in su ccive staghs of a mobile tactical data set (signal'detectioris) is essentialpassive sonar survey are examples of to understanding the information, boththe latter.) For these and many other for'reasons of grouping signals from
examples, a highly parallel pr sr non-threat platforms and deriving
structure that can support an further classification information as aassociative)memory mode of operation result of knowing the combination of
is the key to relating large sets of data. signals from a given.platform. In itsThis match process may be timplest form, clustering is the matchimplemented by distributing the process described earliei. More
elements of one set among several generally however, clustering involvesdistinct Parallel processors, and, then starting with data items represented by
broadcasting elements of the second set a scatter-plot in an N-dimensional
to all processors to enable' performing space, and algorithmically determiningsimultaneous match operations, the most probable number of entities
including detection of a "no match" (platforms in the examples cited) that
circumstance. Unlike the classical the measurements represent. "K-associative memory in which some means" clustering refers to assuming
form of exact match is sought, any successive values of K as the number ofrelationship definable by a stored entities represented, and finding the K
program can be used. centroids that yield minimum total

c. In what may be viewed as a dual to variance for each value of K.
broadcasting data to an ensemble of Signal Understanding refers to a broad classprocessors for fast parallel matches of problems in the automatic pattern
outlined-above, the fait determination recognition and interpretation of sensor dataof maximum, minimum, or more that encompasses many of these processing
generally the "k best" among a data set kernels, and was therefore chosen as an area
is a key kernel in many CC processing in which to implement demonstrations tosteps. Assuming the elements of the invesiigate the effectiveness of a highly
data set are distributed among the parallel processing capability. As described
parallel processors, the max/min search in [1], the pattern recognition process
can be achieved in logarithmic time involves measurement of a set of relevant
with a binary tree topology, and the features from the signal in question (speech,
search for successively ranked elements sonar, imagery, or radar), and then acan proceed with a new result each comparison of the feature set with a libraryinstruction cycle if proper hardware of stored reference templates also expressed
and software capabilities are included, in the same features. The unknown signal isRank order of threat evaluation in then classified as that reference to which itfast-evolving anti-aircraft engagements, best matches. This is illutrated in Fig, 1,and determination of the k best The comparison process may in general betemplate matches in support of hierarchical as a pattern may be expressed as
pursuing multiple hypotheses in a composite of many primitive elements, andstructural pattern ricognition are two may involve pursuit of multiple hypothesesrepresentative examples of how this as a multi-stage, sequential decision processoperation plays an important role, keyed by contextual information is

d. Clustering is an essential step in many implemented.
applicatiois where a large amount of
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i zeech recogteon aS- instatia tion 'is smallc with respect to both hardware and

of many of these concepts. Forexample, in .software, leading to compact, low-costspeech recognition one typically measures machines. •
features that characterize the -short-termacoustic spectra of the spoken words [2]; An important choice in the BT-l00n comparedltpmant waq Eplementing the PE withthesefe atre lib ar eo thea o p rd t a,.digit'siia p o so "( S ) -c
reference of statistical models that processor (DSP),
enable matching to ccur despite sinificant mcroprocessor that is Paricularly tffectivedistortion in'the rate of speech (specifically at fast floating-point aritlinietic. DSPiden Markov models), 'and classified as arc often perceived as serving a morethat reference that has maximumlikelihood, specialized functioAal market, but, whenIdn arkod models) bndlclassifewrd capable of both integer and floating-point
In axdirectedarithmetic and accmpanied by a full
models are augmented by syntax rules, such igherordernguag compiler/optimizer,that pattrn classficationoade notperformetht pattern classifications arc not performed they perform well in a variety of applicationsin isolation but rather guided by the K-best not restricted to signal processing. Thehypotheses regarding what is said before and AT&T DSP32 [4] which is being used as theafter the word in question together with PE for the BT-100 provides 32-bit floating-constraints imposed by syntax rules regarding point arithmetic, 8 or 12.5 megaflops inwhat sequences are allowable. This speech, currently available devices, and all of therecognition demonstration, implemented on software support items listed above. Nothe ASPEN system to run in real time, was support devices (co-processors, I/O chips,chosen to illustrate the concepts of Ptc.) other than memory are required for thecontextual pattern recognition and an DSP32 operation. The DSP32 has beenapproach to efficient implementation of this benchmarked on .c Whetstone benchmarkon a parallel processor structure as outlined at 6.5 megawhetstones, using theabove. 

compiler/optimizer described in [5].
ARCHITECI'URE OVERVIEW SOFTWARE ARCHITECTURE

The binary tree hardware architecture isThe AT&T BT-100 processor is a network of scalable in two specific senses. First, theprocessing elementS (PE) interconnected in a PEs do not change as the size of the treebinary tree. Each PE comprises a increases, remaining 3-port devicesprogrammable digital, signal processor, communicating with only a parent and twomemory, and a communications processor, -children. Second, the 4-port Leisersonas shown in Figure 2. Each board comprises module is also unchanged as the tree sizea 7 PE subtree plus an expansion PE. The increases, regardless of the number of PEs inexpansion scheme, as described by Leiserson the module. Moreover, the BT-100 softwarein [31 and illustrated in Figure 3, allows one architecture leads to an operating system andto build larger trees from identical application programs that are also scalable,submodules. The interconnection scheme is in the sense that the code is independent ofrecursive since interconnecting two modules the size of the tree.of the type shown in Fig. 3 yields a resultantmodule that again comprises a subtree and There have been many proposed softwareone expansion PE with a total of four paradigm for tree machines, the mostbackplane buses, just as the initial modules general and flexible of which program eachhad. Thus, a tree-machine has attractive Pe individualy in a MIMi mode andscalability characteristics. In particular, the achieve interproestor communications viaPEs remain the same as the tree-size tree neighbor protocols. One of the majorincreases, as do the board-level modules, results of our work has been theand larger configurations can be realized in demonstration that a restricted programmingthe field by simple insertion of modules and paradigm, described below, suffices formoving bckplane jumper blocks, many applications of interest. This result isFurthermore, the interconnection overhead important since it provides a scalablesoftware environment, in which processing
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and global communications are orchestrated' the tree is controlled by the hostvia function calls from a serial host program. independent of the size of the tree, and each
For a large, class of applications, this PE runs the same code. Therefore, theapproach provides a much simpler software sourcecode for 'an application (e.g. patternenvironment, in which the ,processors are matching) is essentially unchanged when
controled as a set, rather than indivdually, additional patterns and additional PEs are
nd thus the program compleiity remains the added. This software scalability makes asame as the tree size increases, tree, processor easy to program. For pattern

For fast, economical, and reliable recognition in particular, so long as the
implementation of Command and Control number of PEs is scaled proportional to the
decision aid systems, such an emphasis on problem size, it will be shown that the
simplicity in software structure is essential, execution time remains essentially the same.

The communications complexity grows, inThe major parallel construct is a sliced the abstract, only as log2N. In manyprocedure, in which identical programs are practical situations, this term appears only asexecuted simultaneously in each PE, but on a pipeline fillup time. Examples includedifferent data 'ets. The multiple executions block broadcasts and reports, in initiation of
of this single program can follow different sliced procedures, and in k-best resolve
instruction streams, (though within the same operations for large k. This leads to theprogram), depending upon the dita. These concept of scalable algorithms, i.e., ones in
potentially different instruction stteams are which the source code remains the same asforced to converge and synchronii': at the problem size grows, and in which execution
completion of the sliced procedure, (also remains the same if one scales the hardware
called a barrier synchronizatio i). This proportionally.
concept can be described as Single Program
Multiple Data (SPMD) processing. Within APPLICATIONS
the classical SEI) and MIMD concepts
defined by Flynn [6], the SPMD can be A brief description of a number of exampleviewed as data-driven MIMI), or applications is useful to explain some of thealternatively as coarse-grain SIMD. concepts outlined above.
In support of the SPMD processing mode, Before expositing specific examples, awe use several global burst communications comment regarding the use of an binary treefunctions that extend the concepts developed structure as an associative memory is inby Bentley and Kung [71. These order. In one-dimensional match problemscommunications are invoked by function (e.g. correlating radar returns with targets in
calls from the host and are exar, tes of track, with range as the only dimension), the
traffic-specific interprocessor processing load in a conventionalcommunications. The interconnection uniprocessor implementation can clearly behardware and software has been designed to reduced by sorting the lists to be matchedoptimize these global operations, applying prior to comparifon, and in the radar
the concept of "reduced instruction set" to example, range sorting is a de factointerprocessor communications. Broadcast consequence of the receipt of returns. Intransmits data from the host to enabled PEs, many modem Command and ControlMinResolve identifies the PE in the tree with problems, however, data items arethe minimum value of some variable. The characterized by multidimensional
Report command, typically following a descriptors (e.g, in signal detection:Resolve, transmits data from the identified frequency, bandwidth, stability, amplitude,
PE to the host. There are several variants of azimuth, etc.) such that one-dimensional
each, covering integer and real data types, lists do not suffice,
and irjge and block data sets. Solving a set of N linear simultaneous
This software design provides another type equations, as in the core of the simplex orof scalability to tree machines, namely Karmarkar approaches to linearprogram scalability. The data flow within programming, can be accelerated by the
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nurrb~r of Pa using a aradigm similar m loopre scanned to find-the minimum, i-e,th atused for-pattern recognition. Aume a, find the centroid,and hence cluster with,distin t equation is stored in each P8 (Thi which that data ector is associated.
'siiptioinis generalized b4 using t6e notion Centroids are then recomputed viaof virtual PEs whereliultiple virtuid PEi are summation of all vectors just'Vssociated withmapped oto each physical PE.) Then the each cluster. Convergence, of this processinnerlool~of Gaussiai elimination comprises leads to a solution for the K clusters. K n..ythe following steps: be stepped through multiple values, anda. Resolve to find the largest coefficient in these values are evaluated by computing thethe next colun of the matrix to be ratio of intra-clustei to inter-cluster variance,procesed (i.e. identify the pivot a Process also amenable to parallelizatin.

element); Assurting the, number of PEs, N, exceeds
the number of data items, again an

b. Report the equation in which that apprximate N-fold acceleration occurs.
coeffciint appiars to tlhe r66i PE, anid
Broadcast that equation to all PEs. Parallel dynan*i programming is applicable

to a wide range of structural patternThen all PEs,, perform simultaneous recognition operations. In [8], thepairwise eliminations of the variable in application of parallel dynamic programmingquestion (i.e. corresponding the to speech recognition is described. Dynamiccolumn selected) using, the resident programming applied to structural patternequation and that just broadcast, recognition involves a graph search with
The result after N iterations of the above 'following steps: evaluate alternative paths,loop is the complete solution, rather than an select the best, then make the, transition.upper triangular matrix. Evaluation of alternatives is performed inparallel on BT-100, and selection of the bestIf communication cycles to move a number path(s) is performed in log time by the tree.one layer up or dcwn the tree structure aspart of the broadcast and resolve operations Referencesoccur at the same rate as the arithmetic
operations (add, multiply), then this I. Duda, R. 0., and Hart, P. E. Patternapproach yields an acceleration of .65 N Classification and Scene Analysis,times as fast a single PE not required to Wiley, 1973perform these communication steps. 2. Rabiner, L. R., and Levinson, S. E.
K-means clustering is one of several "Isolated and Connected Wordalgorithms for starting with a scatter-plot of Recognition--Theory and Selecteddata (e.g. templates representing different Applications", IEEE Trans. onpronunciations of the same word in speech Communications, vol. 29, no. 5, Mayrecognition, detected signals in EW or 1981
ASW) and linking the data items intoprobable groups based on some distance . Leiserson, C. E. ,"Area-Efficient VLSImetric, The algorithm involves an inner Computation", Ph.D. Thesis, Carniegieloop as follows. Assume the data vectors to Mellon University, 1981be clustered are distributed across the PFs, 4. Boddie, J. R., et. al., "A Floating-and that K tentatively selected centroids are Point DSP with Optimizing C-held in the Host. (Again, for description Compiler", ICASSP88, (Sessionpurposes, the data vectors are held one each 31,V2), April, 1988

in virtual PEs, with as many virtual PEs peractual PE as the data set requires.) The S. Hartung, J., et al, "A Practical C-Host Broadcasts the centroids one at a time, Language Compiler/Optimizer for aand the distances to all data vectors are Family of Floating-point DSP's',computed in parallel in the respective PEs. ICASSP88, (Sesion 42.d8), April,
The resultant list of K such distances in each 1988
virtual PE at the end of this part of the inner
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,Itcomes complete with a body that has to be fed, watered An artificial network can be formed byinteronnectng a
andeoused number of neurons (Fig. 4) and-current research work is

direded to defining types of artificial network and network
So. in some military systems we need to augment the elements and investigating how such networks can-be

human brain or replace it. Here can I introduce my First adjusted or trained to do specific functions such as pattern
Law of Neural Networks: recognition. For example, the network illustrated can be

adjusted to classify a four bit input Pattern.
Human" Intelligence will only increase by improved

human teuching techniques and the development of real Artificial networks are not'constrained~to just mnimo
,creative nriticiakintelligence.- the network- and components of the human brain, A number

of types-of network have been postulated an d ev luated,Figure 1 shws the the human brain in partly exploded ianly by modelling on some form of.speatial processor or
form. There Is nothing else like it in'theknown universe. supercomputer which at some level uses serial Von Neumann
As this illustration shdv's, it has a\ highly complex type operations.
architecture. It has been studied and probed by specialists
from many dsciplines and a vast quantity of research papers Such networks (connectiontit networks) are typified by
and bo6os'written about it. their:

But if we ask the question: 'Do we realty know how It network topology
works?', the honest answoris that we only have a few dues, activation rule
fRets. 5 and 61. learning (programming) rule

One level at which some progress has been made is at the dynamics
level of the parts. p ticularly the nerve cell or neuron. There Is now a considerable but confusing amount ofThis little fellow (Fig. 2); which is just'abbto-resoivable by literature describing over thirty different classes of
the human eye, hasinputs, the dendrites, by which it networks, (Refs. 7 and 8).
receives Information and a cell body which s the processing
element, which processes the information to give an output The above discosslon has used the terms neural network
(in the form of an electrical pulse) whichit sends to other and neuroomputer without defining them. It appears to be
neurons and cells ang its single axon. The axon separates generally accepted that a neural network Is the
Into a number of small fibres.thal have terminals or buttons Interconnected set of physical components such as has been
Each of these terminals forms a functional connection to Illustrated In Figure 4, and It could be put in a black box
another cell, the synapse, with a set of input and output terminals. A neurocomputer

will contain one or more neural networks, but also provides
As far as we know a neuron communicates with other Its user with means of specifying, controlling, running and

neurons (or muscle or gland colls) only by way of these tiny monitoring the neural network. A virtual neurocomputor issynaptic functions. A given neuron In the brain may have similar, but the neural network Is modelled or emulatedseveral or many hundreds or connections to other neurons, rather than being a drect physical representation, and the

1: the human brain has l011 neurons modelling may not be In realtime

It might then have 1014 synapses RESEARClOgJEOTlE

It appears certain that Neural Network technology will
And factorial 1014 as the number of possibe connection have an Impact on future defence systems, bu where theysurrgomants, It appears that It Is In this massive potential will be best applied and how they will be realised technicallylnterconnectivity that the brain has Its ability to store and ts a maiter of some spectalon (Ref. 9],process Information I atro oeseuao Rt 1

One spproach to understanding how the brain functions wThe pragmatic designer of Command and Control systems
Is by omputer modeling at the neuron level, Figure 3to know:
shows a 'simiple model of a single neuron having four Inputs Where neural networks can advantageously be applied.
and one output,

Which type of network to use In a particular
The Inputs are connected to summing units through a application.

device that applies a set of synaptic weights, The output
depends on thu m.agnitude of the Inputs modified'by the How to design networks into a system and predict their
synaptic weights and the transfer characteristic of the performance (architectures, tools and design
*summer', which represents our neuron cell body or methodology).
processing element, The neuron fires with Its output going
high when the summed Inputs exceed a threshold This Now to Implement the networks In hardware and
neuroncould be adjusted or 'trained' to fire, for example, programming terms,
when ar"y two or more of its Inputs are in the high state. It
is a simple matched filter. Now to lest and quality the resulirag system.
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One approach would, be a, top-down furnctional virtual neurocomputer, and the design Is manufactured by
decomposition ofhe -systerir requirements, provided that replicating jdentical neural retworks and parameter values,
some means -of identifying the functions which lend it is often by no means apparent howthe network is
themselves to-neural network, Implementation could' be organised and what "algorithms it is using. If we igve our
established. The difficulties of dNtdin the C2 process into -quality controller a listing of, say, ten million
corponent parts were addressed by Levis and Athens last interconnections, what ,he going to make of it?
year [Ref. 10). However, the'simple conceptual.model of
FigS will serve our-present purposes We can anticipate We ourselves have-some insight'nto this problem, as
that in the immediate futuie-progress can hemade by people are o form oftneurocomputer-and-we-havebeen
contacts betveen people conversantwith C-2 design and training them and asessir their capabilties for years. So
people who aroebeginning to get an appreciation of the our neurocomputer canb trianed. tested, and~grdually
applicability of different ,ypes of Neural Network from promotd to having increased responsibility ina similar way
hands-on modelling; What Is,needed is an expfidtdesign to huma, operators.
methodology. As a contrbotin I offer my Second Law of
Neural Networks: So, I Introduce my Tlird Law of Neural Networks,-

namely:
*Any process which is better performed by a human or

animal brain than by a computer is a potential application *A Neural Network/Neurodomputer Is entitled to the
for Neural Networks', same consideration andoromotion as its human counterpart.'

I leave you to apply this law re.the Command and Contiri

pro t dessed, Neural Netwoik Iepi;hno!ogy appears to beThe rest of the system designers' requirements'are still Nera to techlogy app to be

in a process of evolution, and indeed some aspects and complementary to numerical and symbolic computing andiaprol e s n o ut l oen dfin ed so a s pTeyts and offers the potential of Peiping or even replacing the more

resea e ah aen deelope. Thtus creative activities of human operators In C3.1 systems.iqnm an area for research and development. Thib's not to Similar expectations were held for knowledge based systems,
saythal practical Implementations of Neural Networks are
not rAfready possible In fact, it lis been the success of some but~these have not been fully realised, Artificial Neural

S applicationsof nural-networksin areas where Networks, because of their analogy to the neurons of the
sybolic nd eraoputin has iuman brain, must have the potential for ultimatelyconvtntional A h and symbolic aedcumenc computig has producing artificial creative intelligence. The immediatebeen found wanting that has led to the current resurgence of

Interest In Neural Networkr techniques. future otters the possibility of mechanising.applications
which can be based either on a kov level of neiral network
Implementation or networks of such a size as can be

One way-in which progresscan be made Is to focus represented on available virtual neurocomputers. However,
expertise In Neuru"Networks onto one or more potentially our current dominant computer technology Is based on two.
real;sable applications. i'ortunately the second phase of the dimensional planar semi-conductor technology, which does
Europqan Strategic Programme for Research and nol lend itself to massive interconnectivity. Thus large
Development In Information Technology (ESPRIT) Is being fully.Implemented neural networks await major
launched In 1988 and a number ol consortia of Industrial and developments in component technology.
research organisations have proposed projects involving the
study and demonstration of the applications of Neural The brain Is highly structured at various levels, and
Networks. Among the applications proposed are datt; fusion. these higher level architectures are not fully understood.
situation assessment. decision support, planning and Most models of neural networks assume a uniform
optlimisation, all directly relevant to Command and Control homogeneous structure, and the significance of heterogeneous
processes. The UK Government js also Initiating a networks and higher level architectures has yet to be
programme of collaborative research, as a successor to their determined. Such considerations Indicate that the
earlier ALVEY programme, which Includes an Investigation development of Neural Networks to extend the areas of
of neural computing, In 1987 DARPA Initiated a study at mechanisation of 03.1 will be a protracted and difficult task.
MIT's Lincoln Laboratories Into the potential defence However, Neural Networks may eventually represent the
applcations of Neural Networks, with a view to defining a high ground of Command and Control technology.
major research programme,

The Japanese, with their study of automated brain
All these initiatives Indicate that most of the needs of functions In their ambitious 'Human Frontier Science

the system designer are likely to be researched and Programme', have quietly introduced the Sixth Generation of
developed. One downstream problem. which may not yet be computing.
receiving the attention It deserves, Is how you lest and
validate a system Incorporating Neural Networks. So I introduce ny Fourth Law:
Conventional computer systems are vulnerable to ailure of a
single computer component or software bug, leading us to 'There will be no further computer generations after
resort to redundant dissimilar software. Neural Networks, the Sixth, just extensions of it.'
by their massively parallel organisation, are Inherently
tolerant to single or even multiple component failures. We have reached a final frontier in man's computing
However, they are usually programmed by training endeavours. In a few years time your battle commander will
procedures, so that different neural computers trained for reach for his neuroaomputer, or more likely speak to it.
the same task, may not have Identical structure and whenever he has a tactical decision to make.
parameter values. Even lithe design is performed on a
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'Moeovr.an'urndsstaiding off2he mechanisms ofthe mnIcreases, it'Wilt become apparent that we
I ~oursetuesare just robots. complex andcapable as we are.

Hopefully by then the 'idea of resotu'gconfiffits by engaging
3 lr~'battles of robots against robots wit have become a thing ofthe past;,.and perhaps Conflicts will be- resolved by some

omnipotent asthority, Possibly In the form of, a multi-
triahonat nerirocompu6ter called Solomon.
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ROUTING IN RECONFIGURABLE RADIO NETWORKS

A. Ephremides

University of Maryland
Electrical Enginiering Department,

College Park, MD 20742
'ABSTRACT 1. VARIABLE CONNECTIVITY

In radio networks that are subject to unpredictable If the rate of changes in the topology of a network is
topological change, it' s necessary to develop algorithms for extremely high, little can be done in terms of choosing good
effective routing of broadcast and/or point-to-point mes- routing paths. The only alternative is flooding. Thus each
sages. source node broadcasts its message to all of its neighbors

and each of the nodes receiving this message rebroadcast
In the past we have addressed the problem of link ac- it once, and so on. Eventually, if the intended receiver has

tivation and shown that it is a NP-complete problem with not been disconnected from the source as a result of these
a good heuristic that cmi be implemented in a dittcibuted changes, the message will reach its destination,
fashion.

On the other hand, if the rate of changes is extremely
lnthispaprwconsider thcquestonoroutng First low, there exist several good algorithms [I) for point-to-

we show that the problem of routing is related to that of point routing such as the distributed version of the Belman-

link scheduling. Also we consider separately the cases of Ford algorithm, which can be invoked and utilized in the
broadcast versus point-to-point traffic, radio network. These algorithms, in addition to permitting

In both cases the problem acquires new dimensions alternate routing in case of occasional failures, have good
when the volatility of the topological connectivity map is overall performance properties, since they converge to min-
introduced. When the rate of changes is extremely fast imum distance (or delay) paths. The way in which they
the only available solution is flooding. When the rate achieve automatic and distributed recovery (i.e., routing)
of changes is too slow, there are several shortest-path al. from failures is based on a carefully ordered of
gorithms that can be used for extensive periods betwe-n control mesage exchanges that was first described in (2).
changes. The interesting ease is when the rate of changes The interesting and unsolved case occurs when the
is moderate, We develop an algorithm that is adaptive and rate of changes is neither too high nor too low. In this
deadlock-free that relies on a query-response exchang, pro- intermediate situation flooding is neither necessary (be-
Cess. cause there is sufficient time between connectivity changes

INTRODUCTION to permit systematic searches for better strategies) nor doe
sirable (because it creates unnecessarily numerous multiple

The problem of routing in radio networks differs from transmissions that overload the network, increase the doe
routing in point-to-point, hard-wired netwoiks in two im. lay, and reduce the throughput).
portant respects: 1) the topology and connectivity struo
tore of the network is more volatile and can change fre- On the other hand, the invocation of the Bellman-Ford
quently owing to a variety of factors, such as link/node or Merho.Segall types of "good" algorithms is not sufficient
jamming, antenna orientation, node motion, etc., and thus because the rate of convergence of these algorithms might
the routing tables need to be updated more frequently be too slow compared to the rate of topological changes.
and, more imp-irtantly, through the use of the variable Also, the rather substantial overhead in terms of control
connectivities themselves. 2) The implementation of a messages that the implementation of these algorithms re-
routing stretegy must take into account the imposition of quires would also tend to overload the network. +
interference-free schedules for link a,:tivation and trans- Thus, there is a need for creative new schemes to ad-
mission; thus, a particular path may cease to be preferable dress the routing problem in these intermediate situations
because of increased delays that the ichedule of transmis- of connectivity variations. Some algorithms that are based
sios imposes, in other words, the choice of a path and the on hierarchies and clusters have been discussed recently in
choice of a transmission schedule depend on each other, the literature (31, but none have been sufficiently validated
We examine the problem of routing with respect to these to enable an assessment of their suitability for the environ-
two new perspectives. ment of interest described here.
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A new algorithm has been proposed that is based on discovery of a loop-free path that by-paiies the location of

a simple idea that was described first in (4] and that shows the fault.
promise for the case of interest. Todeicribe this algorithm Both alternatives have been considered and are be-
it is useful to ditinguish two cases. First, consider the ing currently incorporated in the code that is under do-
ease in which the source node (say i) has zero 'connectiv- velopment in ths Communications and Signal Processigi
ity knowledge about the entire network when it wishes to Laboratorj of the University of Maryland. In both cases
transmit a message to a particular destination node (say there are minor variations depending on what infoimation
j). Second, considei the ease in which node i discovers is included in the query and reply message format. For
that the cnnecetivity information on xhich it was basing example,.in the query message it is possible to incorpo.
its routing decisions has undergone some unknown change. rate ofily the destination ID and the sequince number of

the search or include also the source ID. Similarly, in the
In the first case the idea of the algorithm is tb flood a reply message it is possible to include an estimate of the

lg.ymessage that seeks to locate node j. The first node distance (or, more simply; the number of hops) from the
that possess information about j's whereabouts responds destination in order to permit optimization in the sele-
by flooding a M& message that eventually reaches t (and, tion of routing paths. In both cases, it is essential that

more importantly, all other intermediate nodes which al- time stan ps be included in order to implement time-outs

though at the moment are not interested to locate ;,, do and deeisions about when to retransmit in the absenre of
so inadvertently, and therefore possess the requ redd kdnowl.

edge later on if and when theneeddshoulu arise. Subse- a reply.
quently, node i utilizes the "discovered" path to set up a To evaluate and validate a distributed algorithm such
virtual circuit for routing messages to node i (incidentally, as the one just outlined it is necessary to simulate it and
there may vry well be numerous alteramtive paths tlhit measuro its performance, but also to compare it to the
are so discovered as a result of the query-reply process) alternatives of flooding and fixed-topology routing. This
until it is determined (in a manner to be specified) that task is not simple. What is needed is a simulatidn testbed
this path is no longer valid (or, even, desirable), that is well-suited to the nature of the algorithm and, also,

This brings us to the second case, in which node't a vaiety of representative topological variation scenario in

possesses a wealth of information about overall network the presence of which the algorithm and its rival alterna-

connectivity (as a result of the ongoing query-reply phases tives must be evaluated.

in which it has p articipated), but knows that the path to Fortunately, a software tool which is designed to assistj is not valid anymore owing to eoie or more topological distributed simulations, called JADE, has been developed

changes that have occurred. In this case, node i floods a at the University of Calgary, has been tested on similar
new query, again seeking to locate node j. the tempting tasks by the Information Technology Division at the Naval
thing to propose is that in this case any node that possesses Research Laboratory, and has been acquired by the Uni-
what it believea to be valid information about j generates versity of Maryland and is now available to us. This tool is
a reply as in the original phase and thus node i acquires essentially a distributed interprocess communication pro-
a new path based on this reply. In fact one could argue tocl that has powerful monitoring and synchronization
that if the topological change was localized, the alternative capabilities. It enables us to perform preliminary simula.
path will be discovered very promptly and with very little tions of these algorithms in order to asseas some of their
overhead in terms of control message exchanges, However, basic properties. Subsequently, a full-scale performance
aure cam is required because this procedure can lead very evaluation will be needed which will take place at NOSC
rapidly to loops, unless special provisians and safeguards and which will be performed on the NASTEE testbed de-
are introduced. veloped there.

There are several possible provisions that cannot be 2. CONNECTION TO LINK ACTIVATION
comparatively evaluated a priori. One possibility is to
treat the new request message from node : as in the orig- In last year's Symposium we presented a study of the
inal zero-knowledge phase. The advantage of this simple problem of distributed link aativatiun and s heduling sub-

"fi" is that the danger of loops disappears, because the ject to non interference constraints and provided a distr-

original procedure can be, indeed, shown to generate loop- buted heuristic for good schedules, given that the opti-

free paths. The disadvantage is that it negates the very mal scheduling problem is NP complete, Any schedule of

intent of the first phase which was to "build' an informa- link activation in a multi-hop ralio network involves the

tion base that will be useful and relied upon when minor reuse of channel resources by nodes that are sufficently
perturbations of the network connectiviry map take place, apart and forces TDMA-hke transmissions among nodes

Aert r natiofe methork isouetheitrtr t h e that are only one or two hops apart. These TDMA trans-
AlI alternatve method is to use the structure of the missions inject delays between periodic uses of the channeltMerlin-Segall protocol [2) "in revers," in the sense that the

source, rather than the destination, generates a 'distress' by a given node, especially if that node has a high de-

message that is propagated acrs the network with a sue- gree of connectivity (i.e., a large number of neighbors).

a c areful or ri ng p o fa tr asm os ie n order to achieve the Q uite obviously then, the inclusion of a particular link on
Jar careful ordering of transmssionse i a routing path must take into account the additional delay
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induced by the schedule. Conversely, the formulation of tial state S1. Of course, an optimal sequence must exist
the scheduling problem must, take into aceount the end- since the problem is finite but there need not be a unique
to-end traffir requirements and the lik flows that these such optimal solution.

i the~n lin a ted ws~~r eg' i nie induce. In
[5], thelnkscheduling problem was formulated based on This observation leads to a classificatiofi of the pos-
si)plied k adhestng pro a s oremuated bae on sible states of the n'etwork in terms of layers Lh. I Istate

ftt belongs to layer Lk if it can r.ach the "empty" all-zero
tramissiog all nodes and took into aceount only on-hop state in a minimum of k transitions. Thus, the problem of

iAetrmming the minimium time for emptying the network

Here we attempt to provide the ultimate formulation from an initial state corresponds to finding the layer to
of thejoint routiiig-scheduliag problemh. As a first-step, we which the initial state belongs. Furthermore, the passage
start from the ease in which a given number of messages from one layer to the next is achieved by one element of
reside at the source nodes in the network and we wish to the schedule sequence we are seeking.
develop a schedule of transmissions and a set of routes The problem is again NP-compilite. The factthat a
that will permit the delivery of all of these messages to neural iet can be constructed to achieve the minimization
their dehnations in minimum time, for the much simpler problem of determining only a maxi-

The reason that this formulation is interesting is that mal mode A,, suggests that it may be possible to construct
the original scheduling problem considered in [5] proved to such a net for solving the combined routing-scheduling
be amenable to an efficient solution by means of Hopfield problem. So it is of interest to examine how the llopfield
neural nets [6). In fact, the formulation of the augmented. iiet can be constructed and what its properties are.
routing-scheduling problem seems not only to be amenable Of course it should be noted that selvng the "empty.
to a similar solution implementation (which, it coul be ar-

gued' has only limited interest because it is a centralized the-network" problem does not imply that the general

rather than a distributed one) but also to permit a dis- routing problem is solved. In the general routing prob.

tributed implementation by parallel use of multiple neural Iem there is a continuous flow of external iputs (or of

nets, each one performing its part of the computation at new packet generations) at each node, The objective then

one associated node. is to minimize the expected total time of message deliv-
ery to the destination. Of course, the two problems are

Suppose that a network described by a graph G = related ard it would be of great interest to explore ther
(N,A), whereJV is the set of nodes and A is the set of links relationship.
(ordered pairs of nodes), finds itself in an initial condition
s0 described as a matrix with enties x?,k,t = ,.,N, A llopfield neural net is a dynamical system described
where x, is the number of messages (packets) which at by the following system of equations:
time 0 reside in node 'with ultimate destination j. i 1

We are interested in obtaining a schedule of trans- - -- 4 + ,, i =,'.,+
missions that will lead the network through a sequence of 7 .
stateshss,sis,---, sk to a final state s in whichx = w(
0,V, k, for minimum k. A schedule consists of a sequence where the is, s, and the Ts (wil satisfy T T

C.n = 1,2,- - of triplets (A.,D.,d.), where A. repro- are constants and the function ,t-) is a nonlinear fun-

sents a broadcast mode in time slot n, that is the set of tion whose shape resembles that of a soft limiter, i.e., it

nodes that are allowed to transmit in that slot, D. repro- starts at zero at the origin and saturates to I at some

sents the set of destination nodes that corresponds to the value no of its arg'inient. The remarkable property of

set of transmitting nodes A. in slot n, that is it identi- this system of equations is that for any initial condition

firs by destination, the type of message that each node in [Un,(0,Us(0), ,uN(0)I the limit of 9(u,(t)) as t -- 0

A. must transmit in slot n, and d. represents the set of is either I or 0, for any i - 1,- -- ,N, Another impor.

immediate neighboring nodes to which the corresponding tant property is that among all 0-1 combinaions in the

transmissions should be directed, that is it represents the sequence g(u9),g(ns), ,g(u) the ones favored by the

set of next-step destinations for the single-hop transmis- system are the ones that produce local minma of the fur-tion
sions that will occur in slot n.

Clearly, we are interested in obtaining a sequence " - ) - -
S,S 1 ,S2 ,.--.,S. that does not have repetitions and 2 ==
achieves minimum k through the schedule sequence
C1,Cz,'--, C*. What is important to note is that the dy- for
namic programming principle applies. Namely, if the so- 0 V :5 1, i
quence C1, , -- ,Ck is optimal and corresponds to the se-
quence of transitions Ss,S, S2,--., Si, then the sequence To make the problem of link activation correspond to
Cz-C., , must be optimal if the network starts from ini the minimization of a function of the form we just exam-
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ined (and, consequently, to hope fnr a neural net imple- REFERENCES
mentation of the solution) w; need to identify that func-
tion. In the Hopfield model the index tcorresponds to one 1 D Bertsekas, L Gallager, Data Networks, Prentice-
of N interconnected neurons, and Ti. akes a value that -Hall, 1987.
corresponds to the "strength" Zf the connection between 2. A Segall, "Advances in Verifiable Fail-Safe Routing
neurons i and ). Inour problca we identify each node Procedures," IEEE TrIans, Comm., Vol. 29, pp. 491-
with a "neuron" and let 497,1981.

(.1, if i and j are 1 or 2 hops 3. N. Shachiam et al, "Study on Distributed Process-
away from each other ing System T6pplogy for Battle Managernet/03 Sys.0, otherwise tern," SRI repor:-project 1041, September 1987.

where a < 0, and we let 1, = I > 0. 4. M.Weber (Bates), A. Ephrenildes, "A Simulated Per-
formance Study of Some Distributed Routing Algo-

Also, we let g(ui) be one or zero depending on whether rithms for Mobile Radio Networks," Proc. Johns
node i transmits in a given slot or not. It is easy to see Hopkins Conference, Baltim ore, MD, March 1983.
then that if la[ > [Il the stable states of the neural net
are those that correspond to maximal independent sets of 5 A Ephremides, "The Problem of Dstributed Schedul.
nodes in the radio network connectivity graph. But finding ing of Radio Links," Porc. 0z 

Research Sympo-
maximal independent sets is equivalent to finding "good" sium, Washington, DC, June 1987, pp. 191-197.
link activation schedul i (see (5}). 6. J. Hopfield and D. Tank, "Neural Computation of De-

The interesting thing in this correspondence is that, csions in Optimization Problems," Biological Cy-
although the neural net function minimization tales place -bernetics, Vol. 52, pp. 141-152, 1985.
over a continuum and the link activation problem requires
a combinatorial maximization over a finite set, the prop-
erty of the neural net that forces its equilibria points on
the discrete set of binary sequences makes it possible for
the solutions to the two problems to coincide.

Also, since in a radio network a given node is not
affected by those nodes that are not connected to it or to
its neighbors, the equations that need to be solved (usually
by relaxation that simulates the net, which one could also
build in hardware) by each node are "local" since they
only involve the us's that correspond to neighboring nodes.
This observation permits the important conclusion that
the neural net solutions can be implemented distributedly.

CONCLUSIONS

In this paper we brought forth these aspects of the
routing problem that distinguish radio nets from non-radio
networks. We outlined an algcrithm for routing under
topological variations and we formulated the joint link
activation-routing problem in terms of a combinatorial op.
timization problem that can bo efficiently, and distribut-
edly, solved via neural nets.
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model A in the absence of nizgrz uis Lougithtct thusrinlleedae.
is 0.43. We consider a dynm:ic- insterconnection policy f:iy We consider immeion6 podkics for the zais-
the margia users% and wee then iniy the system perf-r &.9=crmodel d eribed 2ovc 0O-possbihsy cock! be the
Mustce. Specifically, a-e dacrmninec the stability region of fostOWng: Upon generation of a new packet eac u=e in
the system and The packet exp-ctd &elay. The proposedi class 3 joins the LSIRAI with probablirv p and rean
interconnection policy aceler== the marginal nuem tb MU hspckt is sucessfultly i ansned; with pro-
preseniting them wit. a sigttificain delay agew oiver the baiy. I-p bepis t lSRAA2 tstcad. The pxubaliffity
local user. T-is is desitable when the margial usets pt isthen Chosen so that the delays across the three dlasses
transmit high priority data, (classes 1. 2. and 3) ate equalized. The abovc policy is

-~ relatively simple. and compatible with all the existing
LSRAAS. The dsadvantage is that the marginal users1.L N1RODUMCON mutst know th a prioi aisigned! probabilities at all timecs.
In the prsec of the dynamically changing topologies

WVe Lmnider mobile packet radio C3 
topologies conieed heme those probbitns shoutld change dyni-

where dynamic user clttering evolves. The .1 i each calY as wcI and their values should be constantly known
cluster utilie a common single channel for transmission, tG the users. But thtis implies knowledge of the system
and they cottmnunicate with each other m-t a bio ses topological dynamics it all times, which is either very hard
ing randomt access algorithm (ISRAA). As th tspoz to obtain or requires a large increase in systetm feedback
evolves dytnamically, and for better system Ocncrvy infotmation. and thus in band width of the system feedback
neighboring clusters may overlap. users located in the channels.

* overlapping regionsarse then exposed to transmissions; and For the mobile envtronments %%- consider here.feedbacks iromt T*- than =e clusters. a generally time- dtynmic schemtes are mtore aprpit for~ the marginalvastying phenomenon do- to mobility of the users !trl users in the system. Sucb schemes only require that the
can he exploited for the iniprovemet1 in perfosmans cof the mnarginal users know the operations and cliaraetertis ofoverall system Let us, for esarple, considermoo -vrlap- the LSRA,%s they can jots, no increase tn feedback infor-ping clovters, and let us call the users in their overlapping msations is thus neesssaty then. In this Paper. We developregion tusrginaLmmsrs let us call the umu in cluster i, such a scheme for the isvo-eluster model, when the locali-],2, which am- not located in the oves;~1oing region. LSRAAS in each eIUsner ar an those tn [1]. We then deter-
1localuse for cluster i. 'The local users in cluster i .u ff,2 mne the system stability regton and ve simulate the delays
conmprise a Poisson traffic with intensity Y. i-1.2. and they for each of the three user classes.
commnunicate via the limited sensing random access algo.
rithms LSRAAi, i-1,2. The users who are margin.l to both IL. SYSTEM MODEL
clusters coprite a third category, which we will alto

- T. . ... F~vow otviljr byt useMW S-7Gd=isf We rnsider a two-cluster packet-radio system WeAFS5 6 21145CO107 assunme that in each of the two clusters, some, synchronous
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the two ISRAAs. for the taaeSaron of hris pZCker. Up-1 observes both feedack seqices (r())= and
tis 6ena=Wa he a==r 6C e = erinotis e mers of adflov tCiumo uhsetm
oey those feedacs tat coteespood to the ISRAA be scr:cs t.I an t(he 2 Cvi5Of bothck2 then ie

cbm- =a~I hi Pal= i sinocsiall ==kc?-slot tk(l)44 be enrsi aU wsRh ifin the LSRAA of cluster 1.
it is ssamad that toe mcbm~y cf~b ther inu s2he Ssz an trnsit hi pake suc2 uin t process If

tI:= is low cacia so that each user reans uithin the tt(l)>tt(2), istead. ta hejoins a CRT in cluster 2. in slot
sameW g eopz i00 o(lclodru mrgna) fromhe tme tk(2)+Il. If tk(i)=tk(2). then be seLc one of the lohal

be gercrte a ' ISRAM12 di ie iltispce ssc LSRAAs uitli probability 05. The above. describe ste first
gfd lylarsuc.tesca then rh igh pobiclstrf entry stales. for the local and the ntarginal users; that is,

gooddela cl terilic. thn Vth hgh robaili~l L~is how and %hen each newly generated packet first starts; par-
timeperiod iieaieyS I ticipaesijg in sott=eCRL Front the description cf the first

It is ansmed thai the local traffic generated in cluster etry -ale. it is clear that the niaginal users hats. an advari-
I. i=]. 2. is a Poissm n w prcsith intensity )6. i=1.2. ard tagp over the local usracs. In particular, their waiting titme
that the traffic generated by the is arginal users is another utiil they first enter some CR1 is generally smaller Mtan
Poisson prooess with intensty 13. As fottnd in (2). for a that of the local ascis, therefore, their total delays are: gee-

clar s as of RAAs. the- stalityr region of an algorithm as eraily smaller than those of the local users
t population size increases is detcrttined by its Cionider the algorithm in cluster j, an let it start
thiotghpttt under the Poisson utserrrmodel. operating at tine zero. Then, slot I is empty. In slot 2. the

arrivait in [0,1) are transmitted, and aiCRI begins. If the
number of arrvals in [0.1) is less than two, then xu2j)=NC,

IL TlE ALGORTIMIS th cRj lasts one slot, and a new CR1 begins wvith slot 3. If
the number of arrivals in [0.1 is at least two, then xu2j)=C

We assttne: that the two LSRAAs in the system an: instead, and the CR1 lasts as long as it takes to resolve the
identical. Each LSRAA is the window algorithmn in [1). colltsion in slot 2. The end of the CR1 can be identified by
which aclieves throughput 0.43 and operts with binary C all thtettser<,inthe sytemtt(as will be sent below) LeiTbe
veraus KC feedbackL This algorithm has simple opera. a slot that corresponds to t end of some CR1 Then, in

tiontal chaacteristics and is very insensitive to feedback slot T+l. all the users with current updates in (1'-A-LT-I I
chtannel exists traniLitIf xT.i1j)=-NC, then the CR1 which started with

Upon generation of a new packet. a maiginal ,se slot T+l lasts one slot. and a new CR! starts with slot T+2
imagines himself belonging to the systerm of both the if xTy, 0D=C. instead, then a collision occurs, whose reslu-

LSRAAs and follows their 2lgorith..ic steps, until thse first tton starts; with tlot T+2. No arrivals that dsl not paraci-
time that he enter a collision resolution event in one of pare in the collision at T+l ate transmtitted. uttil the latter

them. Then, be remains with the latter LSRAA system. ts resolved. During the collision resolution, each involved

until hit packet is successfully transmitted, user acts independently. utilizing a counter whose value at

Let imebe easued n sot uits whre sot ocin time t is eenoted ri. The counter valums can be either I or 2.
pie trime inteasturd Lt sl eotuntwee slthe focu aid they are updated according to the trtles below.

bock that ceinrsponds to slot I. for cluster j; j-1.2, where 1. The user transmits in slot I, if and only if rtwl A

xd)-C and x1(jW-NC represent collision and noneollisicon pocket is successfully transmitted in t, if and only if

slot t in clusserj, reopeerively. The local LSRAA in cluster r1=1 and xjwNC.

s intplemenred independently by each user in the system, 2. The counter values transition in time as follows
arZ tifilies a window of length A. Let some local user in Ia f x,t=NC aide1 =,thnr=
cluster j generate a new packet within the time interval () ~ 2 hnr=
[tj, it+]). linen, he inmmediately sparts observing the feed- (P If x,..1 C anid rl-,=2. %ben r,=2
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(c- 1s-.-andr -- then icen. In Figures 2 and 3. we plot expected packet delay, as
a funion of the Poisson intensity 2.3. From those figures.f. Iith poaiity 0.5 t

, with Ptrb-hty 0..5 we obser-e the advantage of the marginal users, in terms ofexpected delays. Even when the expected delays of the

local users increase without bound (saturaiion), the
A CR1 which stars with a collision. ends ub it becomes expected delays of te marginal users remain low, mever
lamow to all rsm that the zai4ij collided pakets have exceeding ten slots, f&r all the examined cases. The delay
been suceessfully -mateed. From the operamons exhi- advantage of the marginal users, as compared to the local
bited iov.e, it is nor bad to see that i,'cb a CRiends the users,i-"reases monotonically, as the rate of their traffic
first time (aftr its'bicemag) that two consecutie NC increases,
slots occ,.

V. COMMENTS AND CONCLUSIONS
IV. ALGORMIMIC ANALYSIS

In this paper, we studied a two-cluster interconnected
For convenience in notation, we willpcfer to the local system. Each cluster deploys the limited sensing random

users in cluster 1. the local users in cluster 2 Ind the mar- access algorithm in [1]. and the interconnection is due to
ginsi sers, as subsyser 1, subsystem 2, and iiibsyszem 3, marginal users, who dynamically select one of the two
respectively. In the algorithmic analysis, we adot the algorithis for their transmissions. The interconnection
PoiSon user model (infinitely many independent ide tical policy adopted is dynamic, and requires no a pnon
users) for each of the three subsystem In particular, we knowledge of the traffic populations and characteristics.
will assure that the three subsystem traffics are mutually and of the states of the involved subsystems. It only
independent, and that the user traffic in subsystem-j, requires knowledge of the algorithmic rles, and monitor-
j=1,2,3. is Poisson distibuted with intensity 71,. ing of feedbacks from the rime a packet is generated to the

We consider the evolution of the algorithms in the time that it is successfully transmitted. In addition, the
two-cluster system, and we assumre that the system starts adopted interconnection policy pesents a significant delay
opratmg at time zero. Let us consider the sequence in advantage to the marginal users. In all cases, It maintains
time of the CRIs reduced by the two LSRAAs in the sys- the value of the expected delay for the marginal packet
rem. Let the sequence (T. ho be such that. (I) For each below ten slots. This delay advantage to the marginal users
n, T. corresponds to the starting point of a slot which is the may be of high importance, when they transmit high pnor-
begti,,,ng of some CR1. We note that at T, two CRIs may ity data, and when dynamic cluster reconfigurations may
smultaneously begin, one for each of the. two LSRAAs in result in temporary isolation of the marginal users if the
the system. (2) T. is the first aflerT.t time instant which transmission of their data is delayed.
corresponds to the beginning of some CR1. (3) T0=2, and
't To two CRIs begin; one for each of the two LSRAAs in

the system. REFERENCES
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(D(,,, A) and contains arrivals generated by a Poisson pro-
cess with intensity 0.5 ).3. (4) The triple (DOI, j=1,2,3) For the Figures see next page
describes the state of the system at time Tb, and the
sequence (Sn}.).o=({D ,j=I,2,3)no is a three.
diniensional irreducible and aperiodic Markov Chain.

We studied the ergodicity conditions of the Markov
chain (S)jo. The latter determine the stability region of
the system. This region is plotted in Figure I. To obtain
resulti on the exiseeted packet delay we simulated the sys-
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GATEWAY ROUTING PROTOCOLS FOR ENHANCED INTERNET SURVIVABILITY

BRADLEYJ. HARNISH
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GRIFFISS AFB, NY 13441-5700

ABSTRACT re-transmission capabilities to ensure reliable
data transactions.

The probability that user dategrams will be 'delivered
to specified destinations In a potentially hostile Internet gateways (IGs) provide the actual
environment Increases with the number ot viable interlace between networks by implementing
delvery, paths betwean the source and destination
hosts. Therefore, the number of usable paths In a the physical, data link, and network layer
common user communications 'system represents a protocols of each network they interconnect.
measure of the survivahtllty of user data In that The IGs peer with the attached network packet
sysaem. switches at the physical, data link, and

This paper presents a discussion of the enhancements network layers and with hosts and other IGs at
to tnternet survivability provided by gateways. The the IF layer. A description of the protocol
Internet architecture Is described from a gateway

routing Is described, and the encapsulation between internet components can
primary features of o.'Ny routing protocols be found in tMIL-STO.1777T.
devefoped under Rome Air Development Center
contracts are presented.

o' hOST
INTRODUCTION 'IGc

The Department of Defense internet
architecture is based on a reliable end-to-end r)7
protocol, a best-effort delivery protocol, and -"
host level internet gateways to provide

interoperability across diverse packet N
switched networks (see Figure 1). The Internet
Protocol (IP), tMIL.STO.t7771, provides a
cornectionless packet delivery service for the ULP e Cvper Level Protocols
Trarsmission Control Protocol (TCP), TcP m Transmission Conhrol Protolco

IP m Internet Protocol
IM-.SYrD-t778, that operates between users on NET a Network. Link, & Physical Protocols
packe switched networks. IP defines the tGP I interior Gareway Piotocol

Internet addressing scheme, header tAP a Inter-AS flouting Protocol

Information, and routing mechanisms that FIGURE 1 -- PROTOCOL REFERENCE MODEL
allow packes to be treated as separate
entities as they are transported across network Survivability of user data in a packet switching
boundaries from source to destination hosts. envtronment ieters to the increased probability
With this approach, internet resources are that data wil reach its destbeatcon when

dedicated on a packetbyepacket basis instead communications resources are subjected to
of on a connection basis, and the term datagram failure. The IF, datagram approach supports
is used, instead of packet, to emphasize the Internet survivzbtlIty by dedicating internet
connectiontess nature of the service. TCP resources on a packet-by-packet basis, so a
manages the endao-end connections between datagram ca g be routed around faed

hosts with sequencing, ackdt owedgement, and components that t might encounter n-route to
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a particular destination, host or IG on that retwork. Therefore, from the

IIP perspective, IGs appear as hosts on each
lnteroperability between diverse internet network to which they are connected. Each one
resources als o supports internet survivabiity is assigned a sepa'rate IP address for each
by increasing the number of potential paths network connection, so every IG has at least
that can be used to reach destination hosts. two IP address6s.
The IGs' ability to effectiv ely discover and
utilize this aggregate connectivity directly The routing mechanism specified by IP is a
affects internet survivability. This ability is table look-up procedure based oi the network
generally enhanced when the gateways number portion of the destination address
collaborate their efforts to collectively listed in the IP header of each datagram. When
determine the global connectivity information an IG receives a datagram, it compares the
used to calculate internet routes, network number to entries in the IP routing

table. If the destination host is located on a
Without specifying the exact physical network attached to the IG, then the matching
configuration, it is difficult to precisely IP routing table entry will point to the network
quantify the level of survivability that can be interface module that can reach the destination
expected in an internet system. Many host directly, Otherwise, it will point to the
assumptions must be made about the topology network interface module that can reach the
of the internet resources, their administration next IG on the path to the destination host. If
in the operational environment, and the no match is found, a "destination unreachable"
scenarios that would stress them. There are message will be sent to the source host or IG
also many political, administrative, and legal
issues involved in a strategy for internet The IP module then passes the datagram to the
survivability, since the resources are owned by appropriate network interface modulo. There,
a multitude of governments and their agencies, the local address field of the IP address is
universities, and private industry. A discussion mapped to the network layer protocol address
of some of these topics is given In loAY). and the datagram is forwarded into the

network. The network takes over from there to
This paper presents a discussion of the deliver the datagram to the destination host or
enhancements to internet survivability next IG.
provided by IGs. In Section One, descriptions of
an interoperability model that presents the An important IP option is the source route
internet from an IG perspective and a gateway option, Hosts or IGs can specify the IGs that
protocol that enhances survivability within will be used for delivering datagrams to a
that framework are given, In Section Two, a destination. Those IGs are listed in the IP
description of the network partition problem is header in the order that they are to be
oven, and a gateway protocol that solves the traversed. When an IG receives a datagram that
problem of delivering data into a partitioned includes a source route, the IP address of the
strategic network is described, next IG listed in the source route option field is

used Instead of the destination address field,
I. INTEROPERABILITY AND ROUTING

The IP specification states a requirement for
INTERNET GATEWAY ROUTING the lGs to support the dynamic adaptation of

the IP iouting table to reflect the current
IP defines internet addresses for all hosts and status of the internet topology. Generally
IGs in the internet. Each IP address has two speaking, the support processes consist of
parts; a network number and a local address three main components IMCoUILLANi
field, The network numbers are assigned such a) a measurement process for detemining
that each one uniquely specifies the network to pertinent internet characteristics,
which the host or IG is connected. The local b) a protocol for distributing the information
address field is used to further specify the about these characteristics, and
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c) a calculation to determine internet a single gateway ,network aidst this diversity

routes, is no longer, practical.

The first component enables each IG to These factors led to the architectural creationdetermine tf~e status -of ihe internet topology in of separate and independent gateway networks
its local vicinity. Messages ;ire exchanged called Autonomous Systems (ASS). With this
between neighboring IGs to determine their model, presented in IROSENi, the internet is
current operational status and ,to measure the viewed as .a collection of several ASs, or
delay across the- link (network) be'tween them. separate gateway networks, that are overlaid
The second component permits each IG to, on the aggregate set of backbone and
construct a global topology database by subscriber access links (networks) as shown inassimilating the information it periodically Figure 2, Provisions for the autonomus
receives from other IGs. The third component operation and management of each AS were
operates on the global topology database to proposed, the concept of Inter-AS routing was
determine the best routie, based on some metric
(distance, delay, etc), to all other networks and
IGs. The result of this process is the routing
table used by the IP mechanism. 

4ATI AY$

Collectively these processes make up the AS 2 fPi
gateway routing protocol that Is layered on top
of the IP layer In the IGs, 'It generates IP
datagrams to communicate with other IGs,,Two
Peer relationships at the gateway routing
protocol layer exist only between IGs, See IGP
in Figure 1.

AUTONOMOUS SYSTEMS

As an introduction to the concept of FIGURE 2 AUTONOMOUS SYSTEM CONCEPT
Autonomous Systems, it is useful to 'draw an introduced, and a protocol design was
analogy between a packet switch network and presented. Each of these will be discussed
the internet. With the IGs being analogous to briefly below. This approach relieved the
the packet switches and Mre networks serving problems mentioned above while maintaining
as the backbone and subscriber access links, the unified view of the internet for IP hosts
the analogy shows how the internet can be and IGs by confining compatibility and
viewed as a gateway network. It Illustrates management concerns to a minimal set of IGs.
the packet switch functionality required in the
IGs for network control, datagram routing and An AS boundary is defined in terms of the
the gateway routing protocol. administrative control of ita nodes (IGs) and

the common gateway routing protocol that
Due to the sheer size of the internet, which has binds them together, The IGs that belong to a
grown considerably over tne past few years, particuiar AS subscribe to a common gateway
the single gateway network model is no longer routing protocol that runs only between
valid. Although all of the IGs in the internet member IGs.
implement the specified IP routing mechanism
and their gateway routing protocols are The name Interior Gateway Protocol (IGP) (see
functionally similar, the implementations that Figure 1) was coined to refer to any gateway
have evolved over the past two decades are routing protocol that is implemented in an AS
quite different, In addition, the diverse for internal use only. In terms of the threeorganizations that own and maintain the IGs components discussed above, an IGP defines the
have different service requirements, and the measurement, distribution, and calculation
coordination required to manage the internet as algorithms used by all IGs in its AS. Therefore,
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IP routing decisions based on this data will required to maximize compatibility bdtween

involve only the member IGs and the links the diverse IG implementations; A brief

(networks) that interconnect them. descripti(n of EGP is given below.

IGP boundaries have the effect of protecting After its initial debut, the EGP design was

ASs from each other while giving, each the refined in ISEAMONsONI and specified as a Defense

autonomy to optimize their IGP to meet their Advanced Research Projects Agency,. (DARPA)

particular service requirements. They have-the standard in [MILLsl. The operational

negative effect' of limiting interope(& bility" implementation relies heavily on -a privileged

and hence survivability, since no! all hosts are AS, called thecore AS, which iscontrolled-by

reachable from a single AS. 'To counter this DARPA. The core AS is used-as a transport

effect, and, complete the AS model, Rosen mediua, for all other ASs and serves as the

introduced an Itter-AS routing, protocol to central distributor of global reachability

route between ASs and allow hosts to maintain information. The EGP gateway in each AS

their flatIP view of the Internet, -The added builds and maintains reports about the

complexity intioduced by this model represents networks that are reachable by the IGs in its

a necessary evil required for the continued AS. These reports are sent to an EGP gateway

operation of the rapidly expanding internet in in the core AS. The core IGP is usedto combine
tf . these reports and build a global reachabilitythe absence of a single omnipotent governing

bodyov list that is then distributed to the non-core
ASs via EGP updates, The interpretation and

INTER-AUTONOMOUS SYETEM ROUTING distribution of these lists within the non-core

ASs is left to the discretion of each AS

Inter.AS Routing Protocol (lAP) is the generic administrator.

name for gateway iouting protocols designed The EGP measurement and distribution
for routing between ASs. It is ihe subject of ehanism aeasuchthtt a iltyits
several research efforts currently underway mechansms are such that the reaehability hsts

The Exterior Gateway Protocol (EGP) was contain loop-free paths through core IGs to all

introduced as part of the AS model and it Is the networks attached to the iteret. However, no

current operational lAP. Those under metrics are assigned to these paths to aliow

development include EGP II and the Dissimilar optimization of routing decisions, In addition,

Gateway Protocol which is described below, the number of networks in the internet has
grown to the point of causing a severe burden
on the core AS'resources,

lAP (see Figure 1) is layered on top of IP in the
IG protocol suite next to IGP, since both use IP
to deliver protocol messages to other IGs, DISSIMILAR GATEWAY PROTOCOL

However, interactions between lAP and IGP
-vary between the different designs currently The dessieear Gateway Protocol (DGP) s

under development, Only a subset (usually one currently being developed under a Some Air

or two) of the (Gs in an AS participate in lAP Development Center contract with Ford
They serve as the lAP spokesmen for the entire Aerospace Corporation, Colorado Springs
AS and are called AP gateways to distinguish Division and their sub.cor';actor, M/A-COM
them from the other lGs, Government Systems Division. The program

will produce a formal DGP specification and a

All lAP designs involve some form of DGP implementation for the Multinet Gateway

measurement and distribution processes, and Advanced Development Model,

some have a common route calculation as well
In addition, lAP requires processes for peer The DGP designers had the luxury of learning

acquisition and the negotiation and management from the operational experience of EGP The

of dialog parameters such as polling intervals fundamental difference between the two is that

and timeouts that will be used between lAP DGP includes capabilities for route calculations

gateways. They are indicative of the flexibility based on type-of-service specifications, route
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resfrictmans, nr multipe paths to a AS). For a givdn DGP dialog, the lower leveldestination network. Another mafor difference peer reports its entire database to the upperbtwe'en the .two is the flebilty -designed into per. The upper level peer; in turn, repots toDGP that derh uples adminisir aved y defined the lower peer the border gateways ot thehierarchical organizati n and ,AS peering AS(s) reported by. the lower level peer and therestrictions from the protocol, itself. ntok tahdt teTeeoe Gnetworks attached to them. Therefore, DGPAt least one IG in each AS will parlicipae in gateways at the highest-level in the hierarchy
At easne I i n~l serveacheAS yDlP spo~mart i have complete routing information, and hence a
DoP and it.wil serve as the DGP spoesman, or greater resource burden, than those at lowerone o the, DSP spoke-smen, for the ntire AS. levels.These IGs are called MDSP gateways todistinguish them from the- other IGs. Anadditional designation for some of the DGP >" "

gateways is the name 'border, gateways. As
Consider the example shown in Figure 3,where ASthe DGP gateways are circled, The border ,gateways of ASI are 2.2 and 3.0. Note that they ", .are not members of ASI but are directly 

A A3connected to a DGP gateway in AS1 by 
_____networks Y and X respectively, Bordergateways for AS2 are 1.1 and 4.0. IGs 1.0 and FIGURE 3 DGF TOPOLOGY & HIERARCHY2.2 are border gateways for AS3 and AS4respectively. 

Using the example DGP topology and the
assumed hierarchy shown in Figure 3, theDGP relies on the IGP of eacr AS to make following peer relationships exist, BetweenInternal measurements and to maintain a AS4 and AS2, 2.2 is the upper and 4,0 is 'theconsistent IGP database at each of its IGs. lower, Between AS2 and AS1, 2.2 is the lowerAlthough it does not dictate the measurement and 1.1 is the upper. Between AS3 and ASI, 3.0or distribution mechanisms to be used, DGP Is the lower and 1.0 is the upper peer, (Withir,does require that changes to the IGP database AS1, 1.0 and 1.1 are equal peers and reprrtare reported When they occur and it specifies their entire database to each other.) ', hethe format of the reports, database in 2.2 Includes a list of all AS,. IGs
and the networks attached to theri, theDGP is designed to operate on an arbitrary database of 4.0. and the networks aitched tohierarchy of ASs. The relative level of each AS 1.1. The database in 1,1 ircludes the entireis left for an administrative authority to database of 2.2 plus a list of all ASI IGs andassign. This provides the flexibility needed to the networks attached to them, and theaccommodate future growth while maintaining database of 3,0.compatibility with existing implementations,DGP is also designed to operate on The DGP database and route restrictionadministratively assigned peering restrictions information in each OGP gateway is used tothat specify which ASs may interact, calculate inter-AS routes. The route

calculation is a shortest path computationTogether, the assigned hierarchical level and (optimized for maximum throughput, minimumpeering restrictions dictate the hierarchical delay, lowest nLmber of hops between IGs, ororganization of the DGP database in each DGP minimum cost) that is performed on request, asgateway, The content of a DGP gateway's described below,
database equals its IGP database plus thepertinent information contained in updates it When an IG receives a datagram with areceives from DGP peers. Updates include a list destination address that is outside of its AS, itof IGs in the peer's AS, the networks attached requests a route from DGP. If the IG is not ato those l0s, and a metric associated with each DGP gateway, it can use its IGP to send thisnetwork interface (provided by the IGP of that request to a DSP gateway in its AS. The
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request specifies the source (requesting) !G, alternate paths through other IGs and networks

the destination address, type-of-service that can be used to transport datagrams to the
indication (max thruput, min delay, min hop, segments of a paititioned network. Since an I6
min cost), route restriction indication(s) must be attached to a segment to provide an
(packe .t size, reliable delivery), and the number external path, the physical configuration of
of alternate routes to be-.alculat ad. internet resources relative to the network

partitioni(s) is obviously an important factor.
DGP calcutates the route based on its database
contents. If the-specified destination is known Figure 4 shows a sample internet configuration
to the DGP gateway, the route consists of an with partitions in networks B and C. Because

ordered list of IGs in the path to betraversed of the location -of the partition in network C,1 from source to destination, Otherwise, the there is nothing that the IGs can do to restore
route supplied is an ordered list of the tGs in service to host C1. From the gateway network

the path to the nearest upper level border perspective, the partition in network B
gateway The requesting 6 storesthe route for represents a broken backbone link between i 1
use with the IP source route option for and G3 and a questionable access link to
subsequent datagram forwarding to th et network B hosts.
destination. in Figure 4, iGl and ip3 would detect the

network B partition when their IGP polling
II. PARtITION REPAIR BY GATEWAYS messages to each other were not answered. s2

Military packet switching applications have and 64 could detect the partition in network B

strong requirements for continued computer from IGP updates by noticing that d1 and 3

commniction duingcriss priod. Tese are reporting connectivity to network B but not
requirements led to the development of the t0 each other. These updates will indicate that

connecttontess datagrar service and internet network B is no longer a viable path between

technologies described above, and they continue I 1 and G3, and the backbone routes that are

to drive survivable communications research re-calculated as a result of these updates will

today. in addition to the lAP efforts described reflect this topology change.

above, many research efforts have focused on
161' designs to meet the service requirements A more difficult problem arises when an IG

of specifmc ASs. This section will address the receives traffic destined for a host on a

network partin problem and an advanced IGP partitioned network. As discussed above, the

called the Survivable Internet Routing protocol. IGs normally base routing decisions on the
network portion of IP addresses. The focal

THE ETWRK ARTIIONPROLEMportion of the IP addiess is used by the networkTHEuao NETWO R PA RT PROLM T Interface module to determine the network

A network can become partitioned into two or layer protocol address of the destination host.

more segments. where hosts in the same The physical location of hosts is generally not

tecnolgie decrbedaboe, nd he cotine co nyd by, n the baddroesses Thatrefoe

segment canr still communicate but hosts in ceyed by these s teefore
different segments can not. Partitions can be additional information andor processing As

caused by the failure of nodes andor certain required to determine which IG can reach the

finks in the network or by severe congesAon. In specified host. Once this is known, traftc can

the case of mobile radio networks, link failures be forwarded to that si for subsequent delivery

vn result from nodes that move out of range of to the host. This approach is consistent with

each other, the routing mechnaism specified by I tP.

As discussed in tcERIi, the t~s can play an To restore communications to hosts on

important role in restoring communications different segme s of a partitioned network

between the network segments. Given the (e.g hosts B1 and B2 in Figure 4), the hosts

ability to discover and expiot the aggregate could either piay an active or passive role with

internet connectivity, the ioGs can find the IGs in finding external paths through the
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MOST 1networks, compatibihty issues associated with
Sactiv/e host nnvolvement are difficult to,

resolve. However, the relative stability dfthe
1 3Gt strategic environment reduces the complexity

of the problem and enables the delegation of

partition repair responsibilities to the Ids.

RELATED WORK

In response to the discussions in (CERFI, Radia

FIGURE 4 *- P REPAIR EXAMPLE Perlman presented potential solutions in
IPERnMANil T1 poroposed approach is based on

internet. In the active case, the'hosts play an the dyjamrc association of gateways with
integral role In the route deternination named segments of partitioned network(s).
activities In the passive case,,the hosts' would Source hosts actively participate with the IGs
simpi' re-direct undeliverable traffic to an IG, to locate, by trial and-eiror, the segment where

and the IG would find the external route. the destination host is attached. Once located,
the sourca hosts insert a special IP address

In addition to issues regarding the division of for the destination host, based on the derived
responsibilities between hosts and IGs, the network segment name, in the destination
targeted AS environment is also an Important address field of the IP header. The IGs route
consideration in IG based partition repair the traffic based on this derived address as

solutions. In a tactical environment, mobile described in Section One.
radio networks can be both host access links
and backbone links in a particular AS. To avoid the problems involved with active host
Partitions can coma and go as the nodes move involvement, Perlman presented a revision to
about, and the association of cooperating the first proposal In IPEALMANs2 T h e
resources, which may be both stationary and modification provided for source gateway
mobile, can be difficult to predict and control, determination of the network segment names

Other problems such as link quality and for optional host participation, If a source
measurement, update duplication and aging, and host does not participate actively however, the
contention resolution arise from-the broadcast source gateway will send duplicate datagrams
nature of packet radio transmissir'ns. to each network segment.

In contrast, partition repair solutions targeted Another approach was proposed in Isut which
for a strategic environment have a different eliminates the need to name the segments of
sot of constraints. Here, communications are partitioned networks. In this approach, the IP

host addresses are expanded to include a nameprimarily transmitted over point-to-point whcasoitsheottoapcfc G
links between stationary resources. Changes in Thuh a Pcades a changed fro
topology during peacetime will occur primarily Thus, the IP addresses are changed from

as a result of resource failure, scheduled network centric names to gateway centric
maintenance, and occasionally by careless names and IG routing decisions are based on the
backhoe operators. After an attack, the IG portion of the IP address instead of the
surviving topology is likely to settle down and network portion, The approach involves active
become relatively stable. The duration of the host involvement where the hosts are
transient period will obvioulsy depend on the responsibile for associating themselves with
severity of damage and the IGs' ability to adapt an IG by using a 'gateway affiliation request.*
to the changes.

Only the IGs attached to a partitioned network
Since strategic networks are generally more (i.e. destination IGs) need to be concerned with
richly connected and diverse than tactical host reachability information. Other IGs

223



contirnue to operate as usual ,ithout regard to The SIR IGP measurements and distribution
network partition' When 'traffic fora'-trost on protocol provide a complete view of the AS
the partitioned netwo'k is received by a topolo gy at each MNG node. Updates are
destination IG, it will know if it can reach the distributed to alt other MNG nodes using a
hosl or not. If it can, it wilt forward the reliable flooding mechanism on a periodic basis
datagram to the host directly. If it can't, it and whenever a change is detected. The route
will encapsulate the datagram in a new IP caiculatiori is based. on the minimum distance
header and fo'ward it to a destination IG that to, the MNGs attached to the destination
can reach the host. That IG will strip off the network and the next MNG in the path. Unique
extra header and use the original header identifiers are assigned to each tyNG by the SIR
information to deliver the datagram into the IGP to avoid the confusion caused by each
network segment to the destination host. having multiple IP addresses. This gateway

centric naming scheme, used only for
SURVIVABLE INTERNET ROUTING gateway-to-gateway traffic in an MNG AS,

simplifies partition detection, update
The Survivable,lInternet Routing (SIR) protocol mantagerient, and source routing mechanisms.

is an IGP that was designed by Ford Aerospace
Corp, Colorado Springs Divsion under-an RADC Partitions are detected in all MNGs by local IGP
contract that was conmpfeted in November measurements and fr'om IGP updates as

1986. A-detailed description of the issues and described above. Once detected, the partitioned
rationale which led to the chosen SIR design network is noted in the IP routing table to
can be found In IMCOOWELLi. A follow-on RADC signify that traffic destined for that network
contract was awarded to Ford in September must invoke partition repair processes, With
1987 to implement the SIR algorithms for the this approach, this special processing is
Multinet Gateway Advanced Development Model executed only as needed without interfering
(MNG ADM), A description of the primary with normal IGP or IP datagram forwarding
features of the SIR protocol design is given processes.
below.

The SIR IGP processing that provides a generic
From Its inception, the SIR design was targeted partition repair solution is described below

for the strategic environment. Initial contract without further reference to the MNG. It is
studies focused on ways to incorporate the assumed that each IG knows of all network
desirable features of previous work into an IG partitions and all IGs attached to the
based solution with a minimum impact on partitioned network(s). The term *source IG"
existing protocol standards and with passive will be used to refer to the first IG to receive
host involvement. Considerable attention was an IP datagram destined for a partitioned
centered on the trade-offs between the network, and the term *destination IG" will
distribution and maintenance of host refer to an IG attached to a partitioned
reachability information and the amount of network.
backtracking required when traffic is re-routed
to appropriate destination IGs. Upon receipt of a datagram destined for a host

on a network which is known to be partitioned
The SIR development was primarily dedicated but a route to it is unknown, the source IG will
to the problem of delivering traffic to hosts on initiate special processes to determine which
a partitioned network. The end products of the destination IG can reach the specified host,
initial SIR contract include a generic partition These processes wilt build an IGP Probe
repair solution and a complete IGP Request message for each destination IG on the
specification for the MNG ADM. The normal IGP network in question The destination hosts and
processes, as described in Section One, were the source IG are specified in the IGP Probe
developed under the Multinet Gateway contract Request.
(awarded to Ford in 1981) and incorporated into
the SIR configuration. Upon receipt of an IGP Probe Request, each
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destination IG sends a- special IP message, re-direct intra-network traffic to an IG forcalledan Echo Request, to the host listed in the external delivery via the internet. The IGsIGP Probe Request. Obviously,, thciost -will perform theprbcessing described above to findonly receive the ones sent from IGs attached to a path to-the destination host.
its segment of the partitioned network. The
proper response to an IP Ec ho Request is an IP SUMMARY
echo Response. Echo Request/Response
messages-are short'IP datagrams that hosts are Inter-AS Routing Protocols, (lAPs) restore therequired to process/generate when they interoperability that was lost with theconnect to the internet. Upon receipt of an IP creation of Autonomous Systems (ASs) andEcho Response from the specified host, the internet survivability is restored as a result,destination IG(s) send(s) an IGP Probe -Response the Dissimilar Gateway Protocol enhances theto the specified source IG to indicate that it survivability ffered by the Exterior Gatewaycan reach the specified host. Protocol by providing near optimal routing

capabiities and distributing the lAP 'burdenUpon receipt of an IGP Probe Response, the according to operational need and Internetsource IG extracts the destination IG address or Gateway capabilities, These features will leadname and enters it into the host reachability to a more dynamic and distributed contrl oftable it has created for the partitioned Internet traffic that should improve lAPnetwork. If multiple IGP Probe Responses are robustness and operational efficiency.
received in response to a given IGP Probe
Request, only the first one to arrive is Internot Gateways can restore service to hostsprocessed. This refiects the assumption that on a partitioned network by finding internetthe first one to arrive was sent on the best paths between surviving segments. Thepath between the source IG and the destination Survivable Internet Routing protocol is a sourcehost. gateway approach to the partition repair

problem for the relatively stable strategicThe destination IGs listed In the host environment. Internet Gateways collectivelyr'jachabititv table are used in conjunction with determine Internet routes to segments ofthe IP source route option when subsequent partitioned networks. Host involvement in thistraffic destined for the listed hosts is process is limited to echo request/responsereceived. When an entry does not exist, the processing required by the Internet Protocolprobe sequence just described must be error service specification,
repeated. To avoid excessive host reachability
tables in each IG, the entries can be limited to
a certain number and aged accordingly. Care
must be taken when implementing this scheme REFERENCESz
to achieve a good balance between the numberof hosts for which paths are known and the NOTE. The Internet Engineering Notes (iENs) and Request For

Comments (RFCs) cited bolow are availai Irom the 0DNfrequency of which the probing sequence mtst Network Information center, SRI International, Room EJ29t,be repeated. Some guidlines are given in 333 Ravenswood Avenue, Mento Park. CA 94025 and also
lIrk VOWEt.t. onIe fron te ARPANET host SRI NJOARPA.Partition repair processing remains in effect [CERFi Corr. Vinton. "internet Nawg and Addressing in aTactical Environment,* OARPA Internet Working Groupuntil the IGP updates indicate that the partition Report IEN.-ie, information Processing Techirques Ol,,4,no longer exists, When that happens, the Deferns Advanced Projects Agency, August 1979.partitioned network indication is removed from (OAvI Oa, M. H. Lsckharr. 0 KI. "Surva"e Network Planningthe IP routing table for the network in question at AT&T Bell Laboratories, IEEE MiLCOM $6. AT&T Belso that the special processing will not be Laboratories, oc0 1986.invoked. 
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A C0113,11NICATION NXWOR1K 1MTM SOME HIGH PRIORnY SMSSAGE

witha lage umbe of cp~zd uers.An Lcial 2:- basest en bo~ecan pcnemk~ sco f
=fie uer(I.- ne bhories t ea meofausomo I a heb-- use s a~--: n y ti:uers emofve

comniscations resource) ca bi itn one of two possible and out of the range of Qyce systcrs. or meoe fromt =pgs to
states (H. Q. depmtdinz o his nat-r An /ot type of repott flast movintg ses y and to ceee shorte
infrmtionthzat hedaiisto cesncate. Usersiwhoare ddis ha the =.a!d-r o ts may1~ be =Ce5ay toitmake
in state H are gven scene Priority over those in as=-, L pce Uattsutzisi possible while the use is Sil inside
Users which ame in =t:-e H by ianc c6n b:e untander in the regiou. Alno. users that areclose to the bocidaties ofa
a msilitary environiment. User; s'tih Ucam iis state Hs -. fo region and =t going to move ow&id it, Should eapetine
the type of lf onthat they poewss can be; any use shortr delays. These users can be members of cass Hi.
who has a Critical information that desess fant tnsmis- In a ison-tilitary stattic useir cmiermnt members of
Sion to a central decision maker. The rric genered by class Hects be tiers who pay mare or user who csery eon-
the users in state H is assumed to ho small comspared to the trol infornation wihs is critical for the operation of ays
total traffic that the system can accommodate. tent, have high priority and shsould reach their desinaton

For the above system we develop a bisaiy.fcedback faster thans the regular ones. ffigh prrty packets can be
(collision / non-coision) random-access protocol icjh dise whiuch ar generated by high surty -se (ecp
serves all the users. -hmtighput analysis is performed and utttloftrit users, er users that can pay more for better set-
the stability region of the Sys=e is obuined. Mecan packet vice), or can he packets that ane generat:ed by any user of
delay results are also analytically obmaited for the cases in the sy)%=t but the information that is carrie is chmcacirer-
which the traffic reiterated by the usert in srate H is less izod as important and deseives high priority in its transinis-
than 30% of the total traffic that the system can accorsmo- Sion
date- The delay results show that the protocol induces In the next section we descrihe a comunication Sys-
much shorter delay foe the high priotity msessages. rt with two classes of msges (or users) in detail. 1n

the same section we also describe the proiposed random
L Inrodutionaccess protocol which determines the common channel alo-
1. lnrcslstioncation. In section III throughput and delay analysis are

briefly described, while in the last section the results of the
A lot of work has bees drected towards th deelp analysis at shown and conclusions are drawn.

ment of the multi user random access commtunication sys-
terns with a homogeneous population of users 1[51,J
There are many practical applications, however, in w~tich IL The RandsnsAccess Prntcol
some, or all utoms can alternate between to possible states H

aSs! L Packets which ate generated by users in state H Wie consider a large population of geographically
sotlanco given sonme Priority over those generated by separated users who use a single communication channel.

users in state 1. Users who are in the sanme ;.ar. dre con. User, wshich at certain time instant ste in state H have sonic
sidered to he in fhe same class. As a result two eisare of prionity over the rest of the .'pulation and they fonts the

uesaecreated ( , L) and the user population is gen- high priority class Hf. It is assumed that the packet traffic
ue all osm ogso generated by that class represents only a Small Percentage

of the total traffic that is served by the system. In other
words, it is assumed that the pactkrts that need special ser-

Research supported by the Air Force Office of vice are mmr and this is a realistic assumiptioni at least for
Scientific Research through Grant AFOSR 87-0095, the environments which were described above.
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L.2 I

I L ZL21 
I

Upper and lower bounds on t raiWn Stable
throughpur. ). and)., are inpackets per packet length.

Operation of the algorithm via the imaginary Saac4

H(LQ ane sheltigh (low) priority uset. Ied for some, values Of the input traffic; the results

scssiont length of imliplicity ( munu). by folig aperon-dleI
codttie5 similar to those that can be found in [4]. (7.1[8].1tt-ar_0n Ius_0.Is
The set of pairs N,7) for which such a hound wan V. _Reslt ad Cnllj

possible to obtain. is a lower bound on the stability region

of the algorfilhn. An upper bosund can be obtained by solv- The protocol that wve developed Mnd analyzed it

ing a truncated version of an itftttite dinenwsOitY lin=2 approp'riate for an environment where users ,An be in one

sytmo quatin wI respect to p. [ 14]. 'lt ~tf out of two possible states. Two different classes of users

ysiiis obtie ! by cni.rig the espectation ofte a rested to acoesmodate users in different states. Thus

tectirsre equations which describe the operation of the si's- the user population ts non-honmogeneoits and soess user are
tee. The1 stability region of the algorithm is P' 06d and it given priority to tranismit their packet. An algorithm for a

is shown in ig. 2- homogeneous user population that consists of user in state

The mean delay ofthe high znd lowPiiftypackets is H only and use binary' feedback inforesation and simple

also calculatedl but only for tnput traffic pairs QqX such splitttng after a collision, has been found to achieve a max-

that X1r,065 packets per packet length. For that region, imnn stable throughput of - .36 [13] The algorithm that

bounds on the tnvolved quaitities was possible to obtatn. we suggest for the non-honiogeseous population achieves

This range of pairs detertosa the operstion reg;On of ue total throughput, at least, between 320 -357 depending on

algoritht:re. the costributon of the two classes to the total isput taffic.

S '(.ssXt) -~-ooti ~ n Pig. 3, Fig. 4 and Fig. 5, plots of the hounds on D

S ),l .0hM05 (l0s uVj_ (jj and D1 versus X1~, for X~00,~003 and )+=0~.065
rsetively, are shown. Ths halmo coirepond so

where 4_N~s) can be obtained from Fig. 2. The delay an input traffic coming from the highl prirafiht ca bequls
analysis is performed by applying the regeneration theoty - 3%. - 10% end - 20% of the oa rfi htcnb

procedures that appear in 112]14],1, [.110, or by ustng served by the system. Prom the plots it can be observed

directly the strong law of large numbers, [111, [7]. Vety that the high priority packets (coming from users in state

tight upper and lower hounds on the mean delay of the high HI) experience shorter Mapi5 1han the packets of class L

and low priority packets, Di, ad 1i respectively, were cal- the difference is essential for l 4 5Xk,,u If the nominal
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each class of users assumd to be Poiss distributed c. = I .. th probablity 1

wi ntiensities 4 and ?I respectively th poisson mode C,.t3 wit probabiity l-o

is proved to be an appropriate model for the cLami ' "r - 2 .
traffic that is g cenratd by a lirg populadon of bursty CI-.r-+cht7+i. r 2.je(Lb)

use, wh# is assumed so be the case in the sm under (B) IfF,=NCthen
consideration. Messages are assumed to be pcketized and . I I
of fixed Icogth it is assumexd that time axis is slotted and c' =r- ci =r-I , al , je(aL)

that the beginning of a packet transmission coincis with The fist time transmission policy can also be
thebeginningofa soL described by using the concept of the counte, it simply

All users may access the channel as long as they have implies that a new user sets the counter equal to one at the
a packet to transmfit; th first transmission attempt takes end of the slot in which its packet arrival took place. It did

place at the beginning of the frest time slot that follows ft not seem to us reasonable t& develop different first tame

Packet generation instant. Becaus of the freedom that the transmission policics for the two classes of useis. It would
users enjoy in acc ssing the channel, a tanis.sion probably bi a waste of the channel capacity to give pri6rity
attempt results in either a successful packet transmission, to raIly appearing high priority packeL, before it becomes

or in a packet collision if more than one packet uanusmis- knivfi that a collision took place. Ifa conflict occurs, then
sios were attempted in the ame time slot. Thus it the collision resolution algorithm offers some priority to
becomes obvious that an algorithm is necessary in order for the high priority packets that were involved in the conflict.

the conflicts to be resolved and the channel to remain From the description of the algorithm it can be easily
usable. observed that the system is of continuous entry, i e. new

It is assumed that all users that have a packet to users enter the system at the beginning of the first slot that
transmit (and only these users need to do that) keep sensing follows their packet arrival, ui'hke what happens in the
the channel and are capable of daecting a packet collision; blocked accessalgorithms [2]. The limited sensing charac-
that is, we assume that a binary feedback infornation is teristic of the algorithm, together with the lack of need for
available to all active users before the end of the current a central controller to coordinate the users, increase the
slot. revealing ihether the slot -was involved in a packet robustness and applicability of the system.
collision (C) or not (NC. Channel errors are not taken into The operation of the algorithm can also be described
consideration and packet collision is the only event that via the concept of the imaginary stack. Users s.'hose

results in sit uns.tccessful tansmistion, counter content equals n are located in the n' cell of the

The first time transmission policy is kept the same for stack. Depending on the channel feedback and their loca.
both classes of users; it is simple and implies that a packet tion in the stack, the users move up and down as t ts shown
is transmitted at the beginning of the first slot following the in Fig. I.
packet generation instanL It is apparent that if the two

ilasses are to experience different delays, they should fol-
low different steps in the collision resolution procedure. IV. Performance Analysis of the Protocol
We develop a simple limited sensing collision resolution
algorithm. The limited sensing characteristic is apparently In this section we derive bounds on the stability
important for a mobile user environment since the users region of the algorithm and the mean -packet delay.

may not be able to know the history of the channel before Analysis is based on the concept of the session and the

their packet generation instant. We assume that the state of development of recursive equations to describe the opera-
a user is determined by the content of a counter that is tion of the system. A session is defined as a number of

assigned to each one of them; this counter is updated consecutive slots between properly selected renewal points

according to the steps of the algorithm and the feedback of the system, (6]. If It users tn state H and v users in state
from the channel. Users whose counter content at the L attempted a packet transmission in the first slot ofa ses-

beginning of a time slot is equal to one, transmit in that sien, then the pair (ls,v) determines the multiplicity of that
slot. session. It can be easily concluded that the multiplicities

Let cf(cf) denote the counter content of a high prior- of the sessions are indepeandent identically distibuted ran-

ity (regular) user, at the beginning of the i' time slot. Let dor variables.
also Fi, FI'.(C,NC), denote the channel feedback informa If for an input traffic pair (Xr, ),), the expected value

tion just before the end of the id' time slot. The steps of the of the session length of multiplicity (i,,v) is finite, for is
collision resolution algorithm consist of the following and v finite, then we say that the operation of the system is
counter updating procedures that take place at the end of stable and the pair (Xf, .) belongs to the stability region of
each time slot, the system. The maximum overall sets of stable points

(A) If F, = C then (h., Xt. determines the maximum stable throughput region

h with probability O and is denoted by S ,
ci- =I Cl'_.2 with probability 1-0 Detailed stability and delay analysis of the proposed

protocol can be found in (6]. For the stability analysis of

the system we calculate a linear upper bound on the mean
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Pon ofoeaino h ytm sstaon qX.
then the average high priority paeket delay islestahlf 4

theone ofthe otherclass.
In9tabl 1. the delay results of the suggestedslgorithm ID,

wecompared with the delay. D*, that the homogieonus
class -equivalent algorithm (as described above), induces
113J. Again we carfobserve that always Eit,.D* and psetic. 30

*ulaely Dh<5D* aeosed the nominal point, the latter being
defined as before.

'ic Apvsee ser-vice is offered to some users. tl'ere
has to be a psice that the rest of the population must pay.
The fleet consequenceis the snmall reduction in the total 20
throughput, as mentiosed before. The other penalty is the
increased average low prmity packet delay compared with
the one that the homogeneoss population equivalent algo.

* ithm induces. From table I we canseae that, indeed,
p1>D*, as it was expected. The increase is D1 is far frorti 10
catastrophic and it is realistic to consider that it is possible
for a system to tolerate these delay increases for the low
Priority class, especially if strict limitations exist for the
high priority users.

Mean packet delay of the high, p1, and low D, priority
classes (in packet lengths) versus the total input trafc

,~ ~ ~ ~ (packets/packet length).

.11 .10 1.829 2.369 -2.10
.01 .18 .17 2.186 3.815 -2.90

.26 I2S 3.095 9.922 -6.20

.31 .30 5.793 39.M9 -1600 4

.32 .31 8.718 78.748 - 23.00

.04 M0 1.632 1.678 - 1.66 DA.13 .10 1.951 2.571 -211
.03 .20 .17 2.389 4.312 -3.33

.28 .25 3.672 12.681 -8.33 3

.31 .28 5,453 28.961 -16.00
1 .32 1.9 7.113 45.905 1-2300

.075 .01 .0 1.878 -1.82

.165 JO0 2.234 3054 -2.70
.065 .235 .17 2.900 5.595 -4.33 2

.315 .25 5.801 23,101 -1800
- .325 .26 17.200 133080 .- 26.00

Delay results.

tEmreM4.
Meant packet delay of the high, P5 and low D3, priority
classes (in packet length$) "crsus the total input traffic
rate X~T (packets/packet length), for )j5w.03
(packets/pscket length).
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SURVIVABLE ADAPTABLE FIBER As unique matters, the standard ad-
physica1,layyer: communications issues

by CDR-Marc M. PolandUSN suich as data latency and the need to
Space and Naval Warfare achieve higher throughput (through the

Systems Comiand use of.light weight" protocols at layers 3
and,4); network manatement and net-

and work securx-y. Upper layers issues, spe-
cifically at theSession and Application

LCDR Rex Buddenberg, USCG layers (layers 5 and 7), are also of concern
Commandant (G-TES-1') but will not be discussed in this paper.3

SmaSAFENET I is the result of an interactive
and dynamic process ofjointly developing

SAFENET provides naval warfare system military open system standards with
designers with new tools and capabilities industry. The goal is to achieve standards
to achieve reliable, interconnection and which are suitable for military applica-
distributed processing, along with the tions but which originate from and are
potential for significant cost savings, compatible with commercial, non-proprie-

tary standards which offer the economies
SAFENET is the Navy's Local Area Net- of commercial off-the-shelf equipment, i.e.
work (LAN) Standard development effort, low development costs for the Navy and
which is being conducted under the aegis industry provided support. The result, of
of the Next Generation Computer Re- the process, will be standards which can
sources (NGCR) program. SAFENET be returned to the public domain for use
provides real-time, militarized LAN stan- by anyone with similar military or com-
dards based on the international stan- mercial requirements.
dards organization/open systems inter
connect (ISO/OSI) Reference Model, the SAFENET - The Product
process for creating these standards being
a dynamic, interactive endeavor involving SAFENET has its roots in the clear under-
the Navy and industry. Both aspects are standing by the Navy and Coast Guard
discussed in this paper.' that local area networks hold enormous

promise as an additional design tool in
SAFENETI providing reliable computer-to-computer

and computer-peripheral data communi-
SAFENET I is the first in this family of cations between weapon and warfare
LAN standards. 2 It is an enhancement of systems and subsystems.
the IEEE 802.5 LAN Standard and will be
suitable-for applications requiring high The existing practice of wholesale point-
survivability in military platform§, such to-point wiring is inefficient, expensive,
as Navy and Coast Guard ships. inhibits systems'growth, consumes pre-

cious space and adds significant weight to
our platforms. The LAN offers a solution
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tfoii~iducing theIN(N-1)Ydiscrete connec- and Wiken passing rings, the rings provide
on iprblemn of this pin tito-p6nirchi- the greatest throughput efficiencie. The

_te6ture (without the use of coily'and non- IEEE, .5 token passing rg standard
concurrent digital switcies), Thenot- was selected as-the basis for SAFENET I.
weiks must'meet our performiAn and See Figure (1). By their nature, joken,
reliability needs and be affordable. rings deliver data deterministically and

the IEEE 802.5 standard also provides
The principal deficiency in available com- eight 1evels of access priority. Further,
mercial LANs, from a military perspec- simulation modeling has indicated that
tive, is survivability - the ability to
continue to function in the face of elec-
tronic failure or battle damage. Another
is the inability to provide deterministic
delivery - the ability to guarantee deliv- Ne
ery of a data packet within a given time NI
frame. The existing ISO office automation
protocols and the stochastic delivery
characteristics of carrier sense LANs
make them unacceptable for the stringent
real-time data delivery requirements for NG )iweapon and warfare systems.

LOWER LAYER ISSUES (LAYERS 1-2)

The physical layer media decision was N5
straightforward since the advantages of
using fiber optics were obvious and there N4

was never significant argument on the
point. The key considerations were the
maturity of the fiber optic components and
their suitability for use in a military envi- M V= iMzcMCK
ronment rig. (1) Token Ring (33=-02.5)

Linear and star configurations were re- token rings are indeed stable under satu-
jected. Those which were based on con- rated loading conditions;
tontion media access protocols would not What remained to be addressed was
provide deterministic delivery. These achieving a survivable architecture. The
topologies also lacked the reqhired sur- theoretical gains in survivability that
vivability features, in that, even if redun- result from a set of dual rings have been
dant, a break in both paths causes iso- known for some time. Although some dual
lated partitioning of nodes in the network, ring products were commercially avail-
Finally, these configurations do not easily able, there existed no commonly recog-
accommodate growth, nized standard that was multi-vendor

supportable. To minimize development
On the other hand, of the various LANs, costs and achieve multi-vendor interop-

linear token passing, linear contention, erability, SAFENET I adopted a dual
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counter-rotating ringtopology.based on ways so that severing one path will, with
the IEEE 802.5 standard, shown in Figure high probability, leave the second intact.
(2), and assumed use of the existing Dual, The second level of survivability is ob-
Counter-rotatingToken Ring.(IEEE-802.5 tained by~the countei-rotating feature of
Enhanced) commercially available Texas the two rings. As indicated in Figure (3),
-Instruments TMS-380 adapter chipset, loss of a section of the ring through de-
which implements the network Media Ac- stuction of node(s) or complete severing
cess Controlf(MAC) and Logical Link of a node - causes the last remaining

node at each "end" of the network to wrap
the incoming data back onto the outgoing

_ NO.W~9Ni NO

-~ FAILED

NODE

II -I
N6 E N2

mAs NS 3 jI9& N

N4

U~U MPPLIA.IOc

Fig. (21 Fig. (3)

Dacuout.er-otating Token ing Coitnw-otating Token
(IRE-802.5 Frhanced) (1.-802.5 Enbanced)

Control (LLC) functions in silicon - no
wheel re-invention allowed! data path,reconstituting the remaining

intact portion of the network.
The first level of survivability consists of Additional damage to the ring will result
traffic shifting from the primary ring to in partitioning, but with continued
the secondary in the event of damage to operation of remaining intact sections. If
the primary ring. For shipboard applica- additional survivability is required, sev-
tions, this is a feasible damage state since eral expansions dn the theme are viable
it is practical to physically alt-route the including a complete duplication of the
second ring in a ship by different cable dual ring network. Other alternatives

include: back-up nodes or standby bridges
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between segments-of the ring which are This requires developing real-time Net-cohsidered mos vulnerable,'and damage work and Transport layer protocols to
control capabilities such as fieldsplices meet our needs, since none exist. Hence,and cable repair kts, the name lightweight" protocol.
An additional feature incorporated into One of the problems, predictably, was -the lower layer ofSAFENET is the use what is real-time? That is, how rapidlyof optical bypass switches at each node. If must data be transferred through thea node is inactive - without power - the -SAFENET. Some applications studies in-switch passes the light signal straight dicated that tightest current needs withinthrough the node with.only a small loss in the Navy require a guaranteed 5 millisec-signal power. Upto twelve nodes can be ond delivery time.
bypassed before signal regeneration isrequired. Aboard ship, that many nodes Armed with this assumption, we arewill normally be equipped with backup investigating a number of alternatives.power to support critical applications or Committing middle layer functionality toredundant nodes'to ensure continued silicon as opposed to software implemen-operation of the network. tation, e.g., the express Transfer Protocol

(XTP))Protocol Engine, is one approachAt this writing/he physical and data link being investigated. Other approacheslayer issues are well in hand, such aspossibly splicing in portions of the
General Motors Manufacturing Automa-Middle LayerIssues (Lavers 3- tion Protocol (MAP) - -into the middle
layers are also being reviewed. ThisThe SAFENET development effort has not portion of the SAFENET I standard is stillbeen confined to just the lower layers of under review at this writing,

the referencemodel. We recognized early
that to develop a complete SAFENET I
standard, several other protocol issuesmust also be addressed. LAN management in the SAFENET I

standard addresses three hierarchical"Lightwightbt-ols aspects; stationmanagement, dual link
management and network management.The first of these is that of data latency, or 'Key questions being resolved in the stan-expeditious delivery of vital packets of dard are; How many levels of manage-data in tactical situations. Although the ment should there be? Where should theyfull ISO stack will suffice for general be?; What do they do and what is theirpurpose use and internetworking require- effect on data transfer through the LAN?ments, it was recognized that an addi- And, at what layer should the dual ringtional stack of protocols would be required nature of SAFENET become transparentto achieve low latency/high throughput for to the user?

data transfer between weapon and war-
fare systems. In final implementation,
the additional stack would be co-resident
with the standard ISO protocols. The third issue is that of a security. Mili-

tary use requires that the networks be
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capable of carrying classified data. Corn- Similarly, we are finding that industry
plicating theproblem, the same network can also significantly leverage its invest-
should'accommodate users with varying me-nt by knowing exactly where we are
classification authorizations and needs. going and fully participating in the proc-
Most of the issues are identical'to those of ess of getting there.
other military networks and the
SAFENET efforts have been mostly to get Open Forum - Open Standards

in step with and supplement other re-
search in this area. As those standards The'SAFENET effort is under the direc-
mature, they will be'adopted. The goal is ,tion of the Computer Systems and Engi-
to establish security guidelines for imple- neering Division of the Navy's Warfare
menting SAFENET I and subsequent Systems Engineering Group at the Space
SAFENETs. and Naval Warfare Systems Command.

The working group is organized into an
The Output executive council, editorial board, four

subgroups that'are writing the specific
In final product form, the SAFENET I sections of the standard and general
standard is the first step in achieving the members-at-large.
goals of interoperability and multi-vendor
support through an open systems architec- U

ture and open systems interconnection in EXECUTIVE COUNIL
our computer resources. Additionally, we
are proving that these networks can be I o ARO

realized without creating new and unique
techmology for the military application - LAN STANDARD sUa GROUPS

the hallmark is adaptation of existing, ,

commercial standards and their support
products.

SAFENET - The Process-- JOINT NAVYIINDUSTRY
L.AN STANDA

Describing SAFENET without discussing WORKING GROUP
the process by which we are creating these MEMBERS-AT-LARGE

standards would be telling only half the
story. Through a dynamic, cooperative
Navy (Coast Guard)/Industry effort, a The SAFENET Working Group (aka
significant leveraging of a relatively small NGCR LAN Working Group) is only three
taxpayer investment is being achieved, years old, but has for about the past year
and a model for other similar processes
has been developed. The military and been a booming operation. The group
industry can cooperate to the benefit of comprises members of the Navy and Coast
the user, taxpayer, and our national de- Guard from various systems commands,laboratories and other activities along
fense, with a large membership of industry rep-

resentatives.
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The monthly meetings, which are corn- madeto the 802.5,Token-Ring Confor-pletely open,-are attracting well'over a mance Test Book (IEEE 802.5D) Drafthundred participants, including represen- and the Fiber Optic Draft (IEEE 802.5J).tatives of over four dozen corporations. Itis through, thispen relationship that we The goal of naking the standard not just ahave been able to obtain the material military one,, but a public one in the samenecessary to maintain rapid progress in spirit that TCP/IP hasbecome public isdeveloping the SAFENET I standard. achievable. ,Additionally, as we (the mili-An interesting offspring of this effort is tary) become part ofthe larger industrythat through our embrace of industry, market we will gain the advantage ofstandards for military use, we have seen lower unit costs and rapid capture of newrepresentatives from the federal systems technology as it evolves. We will then beand commercial divisions of corporations able to deliver combat capability at lessmeet each other for the first time at these cost to the taxpayer. A second advantagemeetings! is that the standard is available to anyone
who requires an equivalent capability andAlso, by pooling the knowledge of all these the military certainly does not have aexperts, both government and industry, comer on the need for highly survivablewe have minimized the technical risk and and fault tolerant networks.maximized the potenti,1 for multi-vendorinteroperability. Several industry partici-

pants have already es'tablished compre-hcnsive research and development efforts One of the keystones of the SAFENETto parallel the development of the stan- development effort is the commitment todard. As a result, we are getting assur- deliver a product that can be installed onances that everything in the standard is our ships soon and to minimize costs atbuildable, because these vendors are the same time. This was the principalindeed developing and demonstrating driver in the decision to start with theprototype products to the standard as it is IEEE 802.5 and capture the existing TMS-being written. 380 adapter chipset in SAFENET I as the
first SAFENET implement.tion.Another spinoff of the open systems devel-

opment is that our working group men-
bers are also active members of the IEEE,ISO, ANSI and other national and inter- We are aware of the Fiber Distributednational standards organizations. They Data Interface (FDDI) development andare providing a synergistic and effective that its chipset will soon be available. Themechanism to take the SAFENET stan- decision has already been made thatdards development efforts back for recom- SAFENET 11 (100 MHz LAN) will bemended incorporation into the appropriate based on FDDI. In anticipation of thisindustry standards. For example, the and also confident that the bandwidthlower layer SAFENET I reconfiguration demands will burgeon, the SAFENET Ischeme has been recommended to the standard has carefully considered bothIEEE 802.5 committee. Additionally, growth path and upward compatibilityother SAFENET contributions have been requirements. Approximately 80% of
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SAFENET-I-will directly transfr to
SAFENET II Upgrade to FDDI, will Conclusio
require only, a change in the lower layer
protocol. Also, by providing for a fiber 'SAFENET I, is the first of a family of
optic cable plant that will not-need to be survivable, fiber optic LANs suitable for
changed, and by specifying a backplane shi pboard use. It represents a significant
standard for the LAN Interface Units, additional,tool for the system designer in
where needed, we have made provisions solving computer interconnect and data
for ensuring easy upgrade from SAFENET communications problems. But SAF-
I to SAFENET II. The upgrade is envi- ENET and its parent, Next Generation
sioned as a changeout of a single card set Computer Resources program, represent
at each node. something substantially more - a new

way of solving military computer resource
A bit further in the future, we also recog- problems by adopting an open systems
nize the need for fiber optic networks architecture approach and using open
carrying data at gigabit rates. However, systems interconnection standards to
this aspect of network technology is still achieve multi-vendor support and interop.
maturing. There are already some Navy erability. This requires that we approach
efforts investigating high speed optical our network standards development by
data transfer networks, analogous to a ene-ompassing the full range of the ISO/
Metropolitan Area Network, which would OSI reference model. In the long run, we
serve as a platform-wide backbone to are working toward a complete migration
which SAFENETs would connect via of military networking to fiber optics.
gateway and we are watching them
closely. We believe the Navy will be speci- Finally, and perhaps most importantly,
fying, at least, some single mode fiber for SAFENET represents the realization that
use in the cable plant, in anticipation of an open and cooperative effort between
networks operating at these speeds. In government, academia, and industry is
this aspect of SAFENET developments, achievable and welcomed by all parties.
we are attempting to look carefully The result can be a more rapid transition
through our optic fiber - at our crystal of products from laboratory and commer-
ball. cal use into military applications to the

benefit of all, especially the taxpayer.
Platform or Ashore

About the authors:
The principal focus has been for platform
use of SAFENET. However, there is LCDR Buddenberg is assigned to Coin-
nothing in the standard that would pre- mandant (G-TES-1), Shipboard Systems
clude it from satisfying ashore require- Division (large Cutters) and is a member
ments also. of the SAFENET Working Group Execu-

tive Council.

CDR Poland is Deputy, Computer Sys-
tems and Engineering Division, Warfare
Systems Engineering Group at the Space
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and Naval Wa fare Systems Comand,o
Washigtoni, DC, and chairperson of th6SAFENET Worlkg.Group-Executive

Councl.

1. The information used to prepare this paper was
obtained by theaut ors through participation in
developing the SAFENWr I standard; presenta-
ions at SAFENET Working Group meetings and,

discussionfs with other Working Group members.

2. SAFENET I'Draft Standard, Revision (1) of
July 17,1987.

3. DATA AND COMPUTER COMMUNICATIONS
by William Stallings. The Open Systems Intercon.
nection model for layering is:

Layer 1: Physical. concerned with transmission of
unstructered bit stream over physical medium;
deals with the mechanical, electrical, functional,
and procedural characteristics to access the
physical medium.

Layer 2: Data link - Provides for the reliable
transfer of information across the physical link;
sends blocks of data (frames) with the necessary
synchronication, error control, and flow control.

Layer 3: Network - Provides upper layeis with
-ndependence from the data transmission for
establishing, maintaining, and terminating
connections.

Layer 4: Transport. Provides reliable,
transparent transfer of data between end points;
provides end-to-end error recovery and flow
control.

Layer 5: Session. Provides the control sturcture
for communication between applications;
establishes, manages, and terminates connections
(sessions) between cooperating applications.

Layer 6: Presentation . Provide independence to
the application processes from differences in data
representation (syntax).

Layer 7: Appliication - Provides access to the OSI
environment for users and also provides
distributed information services.
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IN'TERNSTWORIMG OR INTEGRATION OrF DEFENsE'-NFTWORXS ?

Philip M., Sykes

Rome Air Development Center, Griffiss AFB, Rome NY 13441-5700

i. ABSTRACT telephone network was Initially and Is still used for
access to packet switching nodes and for Interswltch

Current Defense communications networks face a trunks. It is easy to understand that many people
number of problems related to security, in the data networking community still consider
Perrormance. resource allocation, survivability, that the switched telephone network hs only a
management &: control and operation & subservient role to play In data networking. As
maintenance. In the majority of cases the circuit switched networks are reaching a stage of
technical solutions to these problems already exist providing complete end-to-end digital connectivity,
but their Implementation Is Impeded mainly by the the potential of such networks for handling data
large Investment In existing systems, followed closely directly or as an access system to packet switched
by the segregation of the long haul packet and networks, needs to be reassessed.
circuit switched networks. This paper looks at
Internetworling and Integration as two philosophies With the advent of cheap computing power and
for Improving Defense networks and how successful high speed local area ncetworks (LANa) much of the
each Is likely to be In addressing the needs of Interactive traffic has neen transferred from wide
those networks. A number of weaknesses In area data nttworks to the LANs. In contrast, file
internetworking are Identined and a recommendation transfer traffic has Increased on wide area networks
Is made for an cariler than plannedt deployment of causing one to question whether large file transfers
some key Integrated network systems, particularly could be handled more efficiently using a circuit
In the area of network access. switched connection.

Modern circuit switched networks are using out
of band signaling for call setup and control and as

2. BACKGROUND a means of providing network management.
Intelligent digital circuit switches now have the

Existing military communications networks are ability to communicate with each other using this
fragmented, each requiring unique access procedures signaling concept referred W0 as Common Channel
and with little or no possibility of direct Signaling. Thesn circuit switched networks are
communications between them. Users are dependent acquiring significant Intelligence with *hlch a user
on a variety of networks and technologies to can interact (via signaling) to enable provision and
transfer Informution and the potential for sharing optimization of the requfred communication services.
network resources and services Is severely Ilmilted.
Poor throughptit for data 0r the Inability X up Command and control functions are being
or complete a voice call are more likely to be decentralized to Improve survivability. This Implis
caused by saturated network Interfaces rather than a need for many new communications services to
congested switching or transmission systems. In be present at each command and contlrol site. The
this environment and particularly among data Idea of having multiple independent but
networks. InternetworkIng has gained support as a interconnected networks to provide these services at
means to provide connectivity and hopefully ac site Is unattractive. Integration of
Interoperabllity, between networks, commnlmtlon resources In this and other

environmeats will have performance and cost
Data networking developed at a time when the advantages.

only other Pervasive communications resource, the
ssItehed telephone network, was almost entirely
analogue and unsuited to data traffic. The

240



Wlth !tse ocmderazicem b2 mcd, the qcestasu =tust we 0*ratbng zZ tidr zraes: mmtkn
must be asXe* wbT DM y to =erg Deftrne keTV. crtewa~s: bIIzt= Oese rAetwrcb ame

oland data networks taw a erased or samift the - rowui= cc enn1M= oceitisrt
UPlte network Ib 2tTl~~ flte" ad as to other rc(= (dat enss b e POMLt owr
qulcktry posslie? EataS.x ec.. E2 this e=Ufr==m U is, =b ttli

tha the pubth u btoi %be zrAw~as is bet=t wed
3. 1Mi %7nVoRIlN( to avsd cearsioc cc 12 tvidcai getwa-is

InteeDturkIng Is a term used to dr6cfle ' be The collet~om of LAcroceted zetwocts; c=
Interconnection. "-a gateways of heterogeneous tXPCeAttt= tUeme3d Jeres of sarM tcoczbz aboot,
com3muncaaioa networks. The gteways terminate by zhnormajy hMO User -demanes cc tk/sxuite
the internal protoenis or each connected =.tork r22I=mS iesellin froma mz2non or ccttacks ona
and provide InternetAvork routng. The gatewa the networham The resh=s ritwork pusthha.nz
function an be realized by addlzm acftwz- Will cause &be izercetwrk -operatlo to 31=1&
residing In a connectid best &a by a dedicated r a, rce~ Sta-Ing mOde to a Serratl=t;
devie. mOde- In the a sah.C-3Y manoe the r=emn=

gateways and their links may be rmable to handle
3.1 SOLUnfO? PROVDED BY the Increased tran en ~iWith thrOughPC& and
InIERtNET ORIONG delay becombng u=eptable.

a) interoperakiity Socne neworks =y becomne transmison
resorces beLng msed by adjacenat networks to rrc~te

Gatew-Ays provide connections between uet-wkn around a network Mra . The questiont here Is
enabnp!. enttes to OMmun~cale Mnd whether the -transmission network' will allow :be
Interact. Hfowever. the Interoperabrty of two end ntrnal traic to enter through the gatewnys !n
Systems on different, networks IS a function of their oth-er words whkch traffice is more important. that
connectivity and the compatibility of the from the adjacent parttlond network or the
applications running on those end svuenta. tranSmtwSoW networkrc own Internal tramea There
IntsrretwrA king does not provide Interope-abllity Is some h.,pe or resolvin this questiont if the
but does-facilitate it. networks mse a common packet preeene/prioeiy

scheme. There is. however, a fut- woplicat~on
b) Survvabinly When the networkS are ONw and operated by

Survivabilty Is the ability of a network or dfeetette -,Djw/lrt rU/%AO

netwocrt or networks to continue to function (in f.,ji The Instability that may result, when a
or Pa=) after a Particular threat or dansa~e Partitioned network effectively applies a hIgh
C'32arlO, Survivability Is often stated as a rIajor transient demand on another network is an are

reason fOr wu2tin9 to Istercofflrt Letworks. The requiring further study, It. is quite trotnbe, that
survivability of the laternetwock components with such transients, a network's managemert
(gatew,%*s and their links) and procedures. appear function May become so active that information
to recei1ve little catsIlderation. throughput atuallAy decreases.

Internetworking as a basis for survivability is Each transition through a gateway results in
highly Questionable. InternetwoekIng provides some delay due to packet Procean= address
minimal survivablity gains due to the sparseness or translation, protocol conversion, security checking.
the Interconnection and the fact that the gateway etc. Gatemays and their links are the choke tolnts
lln*Ks are likely to share the same physical In a multlnetwork environment. When tbe
transmisson Paths as the networks they networks come, undzr strew., these choke points
Itterconnect. may degrade the overall Internetwork effectiveness

to the Point where the gateways themselves appear
e) Performance as a Partition. Packet vole') With Its low tolerance

to transmission delay Is unikely to be supported It.
Performance across an Internetwork is closely, the near term through multle networks sand

linked to the capacity Of the Interconnection gateways.
systems (gateways and transmision .links).
Capacity of the lnternetssork connection needs to d) Security
be considered in both the unstressed and stressed

ees. In the unstressed case the Interconnected Ntworks are constructed using different security,
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wtch=WC~ere t-zzseurtypoids,4. NXTWORK ]INTEGRtAION i
' cc Q*aate in 4eret mde (exg. s~stcza Miz or

=13t4rsd) A eccmsY =* sz'eflaes a snunter TOe Joz germ object've of network Integration
cr ntwr paintttsa Lnd,_ aces cots Is to have al1 networks convrge tow-d a unified
2000WMS4iY. IZ~rnillon Istezrit3. sJYse archteccure -Uhnd- does net Imply a

reacerifcatco aad cCo ration sinle network technology but an archltecture where
mansgemeni user eq'Poellt inchudng traditonal user devices

Iatrntuoh~g des ~ . ~ ~kaly (telePhoora data eqimn)and now Including
aa p) seaat ueromunlies that With a commMOn Wid are Information ntwork.

manozlat infor a having diferent security
cbsstictiot whll at th- sas Uwme ?'hawing the 4.1 43boearal Integrated Network
shartng of icermatllon of the sm dlasmatiloo.
The %fcti-lxved &ecure (MIaS) gateway coOcct; The wide are Informatiom network would be
Ccretly heteg develope will allow controlled copie of4cmpan
Inf=ora transfers; between networks haing
Cifferet security Cdaasiflcatlons. ihes :- data equipment. telephones sensors,

e) Reocti, AnOD. -al area networks.

Integrated wce= :- a common access point
The -load profile or ntleworks vasies thoghot and Interface sp~eiationt for a1l users.

the day a,> there are times when there Is unused
transmission bandwidth. A tidy I has sbnwon Integrated switching - a single switch
that the load peaks of the Defenae Data Network Concept handling voice and data
(DD-Q) and Defense Switched Network (DSN) do
om corree The concept of dynamicall sharing Integrated transission -,a single trunkinz

turnk capacity between the long hanl data and 3eheme handflng the Inter-awItch traffic.
c~ce Detworcw offer, the potential to ease current

demand for new trunks and prfers future saving:. This Integrated network wil have to be
InternetworkIng offers no potential for dynamically achieved In an evolutionary mitneer which makes
sharing trunk capacity. nst toe or existing assets while at the same time

znodlliyinz current acquisition plans to more quickly
1) Network Management -/ Operatlon achieve the end goo.
Adinlstralon and Maintenance (Nf,OA&%

Integration will take place In three areas.
Monitoring and control functions are becoming - namely access. switching and transmission.

far more -rompiex as the numbers of connected Integrated transmission occurs to scene degree todpv
networks grow. For example. DDN connected by p-h lng or multiplexing data and voice together
network growth Is In the order of 50% per year. on the same carrier system. Integrated switching
-he gains that wRould he realized from can he achieved Initially with eo-located parket and
Interconnecting many Independent networks will be circuit switches handling both data and voice users
determined by how wAell the collecion of networks and hyhrid switching architectures where a packet
and their Interconnection systems can be managed, handler function Is built Into a digital circuit
The distributed management and control functions switch. A single switch fabric Is the long term
within the constituent, networks and gateways must objective but as yet there Is no clearly leading
cooperate to form a unifled management atructure. technology.
In managing the Information nlow between networks.
four Issues are currently of concern. They are Iniegrated access Is a reality today using tire
gateway routlng, flow control, multI-leve! precedence .. CITT ISDN protocol architecture and offera the
and preemption (.%Li'l) and reconstitution and greatest potential F-sm a major near term. DoD
resio-al. These Issues have arlsen because of the network Integration Initiative. ISDN offera the nest
lack of a common network architecture, evolutionary step beyonld lntcriietworl.Ing. ISDN

can be viewed a, a general Purpose gateway
Itternetworking Implies multiple. Independent between heterogcneous networks.

networks and therefore offers no poentlal to
overeome the current duplication of OAk.% effort.
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"1

ISDN is characerzed by- The other Interesting survivability consideration
a) Full d1)" end-to-end €owneLvty. Is that of a major communications Intensive node)that may need to be. quIckly relocated to another

area. If this other area has ISDN access points orb) Integrated a over a ingle access a mobile ISDN switch could be Installed. It shouldmd ium to a I.itltude of network services be far quicker to provision the required services Inand capabilitles Including message. circuit the new location primarily due to the common
and packet switching seriems access loop and connector, presented-to all users.

c) Feature-rich out of band signaling capability C) Performance
between the user and the network and
acrcss-the network. The slgnaling capability Integrated accs will greatly Improve overallwill allow users to access the Intelligence network performance. A significant advantage for
resdlng In the network and therefore have a data users-Is that an ISDN accss systems provides
greater Involvement In the management and a 84 Kbps dedicated or i0 Kbps mulplexed
control or the network, connection to the switching resources (circuit or

packet) A 1.544Mbps access interface is also4.2 SOLUTIONS PROVIDED BY available. The need for moderns and dial upI fEGI'tATIO, - connections will be eliminated. ISDN Is designed to
handle existing X.25 accmes3 protocols, N'ew servicesNetwork integoration will be driven by usner bhaed on the Integrated nature of ISDN will also

demand. It Is therefore essential to offer the e available.
benefits of Integration to users at the earlest

Posible tlme. integraied access systems should be Portability of equipment and user control overImplemented lirst, to give users the facility of the connection of terminal equipment wi!l meanIntegrated v,ce and data services even though the quicker service provisioning times.
"etwocr beyond the access Point mj' be
comprised of Independent circuit and packet d) Security
netmorks. ISDN provides well defined Integrated
access systems that are currentl' being deployed In A unified network with a common ret ofthe commercial sector. Tue following solutions are Interfaces and a consistent management and controlbased mzdnly on the benefits of Integrated access strkitvre provides a more stable. controllasle
through ISUN. environment in which to handle the Issue o!

a) Interoperabilty security.

Common channel signaling between switches andISDN provides a new level of connectivity D-channel signaling between users and the networkbetween networks. Any application specific user will be the means by which network access isnetwork or user terminal will be able to plug Into controlled. A user acces point will have a
any ISDN access point and receive full network software defined security privilege. Commonservices. ISDN contributes to Improved channel signaling offers the potential for multipleInteroperabiltly through easier connectivity and levels of security to exist within an ISDN switch
through the Internetwork dialogue available with and accss point. The signaling network controlsCommon Channel Signaling. Individual calls and has the necessary speed to

enable user device "nd li, privilege testing duringb) Survivability the call set up process.

Some of tne greatest survivablilty gains for e) Resource Allocation
military communicatiols can be achieved through
Interoperablilty with the public networks. All The ISDN Interface allows dynamic alloation of
Regional Bell Operating Companlm and the long acces bandwidth. Via D-channel signaling a user
distance carriers have embraced ISDN as their may choose to configure the n1 Kbps access
objective network architecture. Since the CCITT channel for either voice or data. Packet data
ISDN recommendations specify a common set of access via the multiplexed l Kbps D-channel
network services it will be posible to maintain allows up to 8 terminals to be attached using a
thee services (with a few exceptions) when a DOD contention resolution acces method.
user traverses public ISDNs.
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Integrated s'.ltchlng (inltally co-located circuit administrators to step back and, assess where the

and packet switches) %IlI enable users to choose the current Defense communications network philosophies

type or connection that best suits their are leading. There appears to be two choles:-

Instantaneous Information transfer needs- For

example, a circuit switched connection 'for a large a) That Defense networks continue to.be viewed a5

file transfer or a packet switched connection for a Independent networks with the Defense Data

data base query. Network (DDN) trying to solve Its

Interoperablilty and security problems through a

As a near term Integrated transmission solution, complicated network of gateways while the

an int ' gcnt multiplexer 2 will be able to accept Defense Switched Network (DSN) concentrates

the output from co-located circuit and packet on voice users.

switches and dynamlcally -build- composite or

data/voice frames for transmission over a single b) That the coordinators and users of the DDN
bearer system. and DSN who have phllceophlcally adopted a

long term goal of Integration, modify and

f) Network Management / Operation, accelerate existing plans to achieve Initial

Administration and Maintenance (NM/OA&M) Integration at an earlier stage.

The greatest duplication resulting from 5.1 Proposals
Independent voice and data networks occurs on the

access side of switches. With ISDN access lines a) Equip all new DSN swltehes with a

handling both voice and daza, wiring complexities minimum number of ISDN ports.

and the time and cost of provisioning new services

will be reduced realizing significant savings In As a first step all new DSN switches should be

OA&WM. Network monitoring centers hill be able equipped with at least a limited number of ISDN

to -look down- (using the signaling channel) at Basic Rate Interface ports and the necessary

least to the ISDN access point to gather software to support aces to the DDN. The

Information on network status. Network collection of ISDN users around each switch Weiil

management functions vlil be distributed In form an ISDN network, however ISDN services

switches and perhaps to a small degree In a users' between these networks will not be possible until
equipment. Common channel signaling and the switches are linked by Common Channel

D-channel signaling wIll be used to exchange this Signaling.

Information In addition to supporting network

routing and reconstitution & restoral. most b) Shift resources from InternetworkIng RtD

Importantly, users will be able to acces network to Integration IfzD.

intelligence for the purpose of service selection and

to participate In reconstitution and restora. If ISDN hardware and software can be deployed

and used effectively as a DDN entry point for data

5. CONCLUSION users then some of the financial and manpower

resources currently planned for development of data

Integration offers the next step In the evolution network gateways can be shifted to ISDN access

of the interconnection of communications networks. systems. This shift of resources away from

internetworking toward Integration could be applied

InternetworklIng particularly In the data in two areas. Firstly, for the procurement z, more

environment has achleved a high degree or ISDN access ports on DSN switches and secondly

connectively between networks. However for research and development using exsting

Internetworking has developed as a means to internetworking knowledge, toward more

overcome physical network Incompatlbilltles. If sophisticated ISDN acces systems.

Internetwotking is pursued as an acceptable

solution, then Incompatible networks will continue c) "Connectr the packet handler function of the

to flourish. new DSN switches Into the DDN.

This paper has attempted to assess the merits The new DSN switches can achleve a reasonable

of Internetworklng and Integration as two alternate level of Integration through the use of switch

approaches to providing reliable, survivable, efficient software that provides a packet handler funetion

and well managed Defense communications y- M. within the switch (ATFZT SESS) or via an

It appears that a turning point has now been Intimately linked but external packet switch

reached. It Is time for network planners and (Northern Telecom DMS-100 family) These
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DIDN -s soon as posible.5. .ALMreanpacce~hanierfuntios ned o b c~iedto he . i. A MecerandW. L..Edwards, JM0_D_&hMirtion of'Mlitary Co Mmunicatons to an
d) tievelop an intellgent transmission 1=fr. IM8 IEEE Military Communications
inultiplexcrCofrne

Near term Integrate&~ transmission could be 0- H mUnlAtloSCmAurtFr Se mArhecueachieved by lntelilgtrne Ti ultlplexera tht Cojnionehl nfomtion Trser A pclcr
4idaicaY-'comblne the output Of ro-incated circuit ng atnTrnfApi
and Packet switches to mor e10ctvey7.
avalable trunk bandwidth. The RAIDC--Volce/Data 7 QUA/CI ~ I
Integrator programn 2 Is providing a technology Commnncationsomputer Syatems5 Archywtcturc.demonstration of this concept. vol 5, Local Informaton Transfer. April 1087.

e) Assess the cot 6f internetworkIng

The Idea or near term Integration as'-discussed
above should not be rejected on the basis of
Iacreased.-ccnt without an assessment being made of
the current and'ruture -cosr of internctworking In
the DIDN. The -cost- Includes both financial
reaources devoted to research & development and
Performance. The DDN should be investigating the
Performance penalties of information traversing
through multiple gateways. An assessment also
nceds to be made of the Performance and
Survivability of the network of gateways concept
when placed under stress. It may be found that
this concept Is Only' workable in an ubstressed
environment and that highly Interconnected public
netuorks offer greater opportunities for survivabilley.

The result of this &s !amcnt May be that
significant resources cz.-rently applied to
laternetworkIng could be sbifted to satisfy the same
Objectives but through Integration which after all Is
the common goal of DoD netuorks -or is it?

I. J. J. Salerno, nranrC eitS lcg

RAC-TR.85.173, Rome Air Development
Center. Griffss AFBI, NY.

2.Vie D tahtrao
Conrac IAF500587..O~n)Rome Air

Development Center, Grifilas AFB3, Ny.

3. CCITT, ineetdSriesIila ew r
03M~~f. Recommnendations of the I
Sceles. October 1984.

4. ft. Braden and J. I'eutei, H=lgZMM-&
1U M -aIwW Internet RFC 109, June
1087.
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WIDEBAND PROPAGATION THROUGH A FORESTEDMEDIUM

Boyd C. Fair

information Sciences an Techniologri Center

333RaesodAeu

ABSTRACT tdilfering tree heights. undergrowth characteristics. tree age.

The U.S. Army has developeda Wideband -Propagation and the like. tn addition, we obtained lInformation on the

Mfeasurement System (WPMS) capable of gathering the propagtion chtaracteristics of a tnink-dominafed forest, from

mrulrrpah-delay-spread end excess-path-loss dota necessary which the early theoretical models could be verhaed and

to characterize, and ultimately model, urban and foeee nhanced. We gathered data usintg a probe signal that

commrunications channels. This paper presents the results of produced a 500-MHz instantaneous outl-to-eatl bandwidths

two sets of very wide bandwidth measurements taken Inse aen ccneatced atre thehs foruattt had bee earcrier EXCES PAHaS

trunk-dominaterd forest at Fort Lewris, Washington, the second psudo-random noise code clocked at 250 M~az.

thinned by 27% (based on stem count). We define excess path loss as the difference betwreen

During these experimernts, propagation measurements were tha patth loss that occurs within the forest and the toss that

made at ranges up to several thousand feet., at a %ariou would occur In free space. From scattering theory we would

antenna heights between 12 and 63 feet, and at several carrier expect the excess path attenuation to very exponenttially with

frequencies between 400 MHz and 1750 Mf~z. Data were path length end the number of scatterers; to the chaxnnel

taken ait both vertical and horizontal polarizations for each Range Dependency
rangeihel~hrifrequency combination, The radiated stgnals Figure I shows the vertical and horizontal excess path taoss

consisted of an RF carrier bi-phase modulated with a dats obtained over several paths as tang as 1500 ft. at

psetudo-random, noioe, waxeformn clocked at 2311 IttHt frequencirs of 400 MHz before thinning. and ever the sawe

producing~ an instantaneous null-to-null probe-signal paths measured at 450 Mle after the trees were thinned by

bandwidth of 300 WHz, The received signal was correlated 21%. All measurements were taken at antenna heights of 38

with a time-detlayed replica of the transmitted signal In the feet. where the forest is clearly truink dominated.

receiving system to allow measurement of the relatixc Ltnear regression curves fitttd to the verticafly polarized

ir-of-artival of the radiated signal and Its multipath data hame a slope of 0.027 dB/ft before thinning and 0.017

components to a resolution of a few nanoseconds. he overall dD/ft after thinning--a difference that represents at 37%/
pathlot wa deermied y cmpaing he easredredaction an the attenuiation rate. A tianilar curve-fitting

ptssie pw eotetoareied copowr in the mereved procedure applied to the horizontally polarized data yields a

IF amplifier. The difference between the oteralt and the slopeof022ditbnrthnngad 0td/tafr
freespae psh lss as alclate sodetrmin th eaessthroning--or a reduced attenuation rate of only 18%. The
freespae pth lss s clcuatedto eteminetheexcssoverage reduction in excess path loss of approximately 23%*

path loss caused by the channel, compares faverabty to the 27% redaction in the stem count.
aud confirms the exponential relationship between the excess

INTRODUCTION attenuation and number of scatterers in the path.

The U.S. Army Communications end Electronics Frequency Dependency
Command (CECOM) has a prsgrem to develop a theoretical Figure 2 shusws the initial excess path loss data taken ox a

communication model capable of predicting radio 700-ft path at a height of 31 ft., along with the espenimental
propagation characteristics of mido-bandwtdth signals in e data recorded on the same path alter the wends %ere thinned
tactical (forested) environment. In support of tins proorem, The data obtained before thinning show a strong frequency
SRUIinternational (Slit) designed e'sd bailt experimnental dependency of approximately 8.017 dtfIMttr for the horirontal
apparatus for a seoies of field measurement programs that polarication, but very litte (it any) dependency for the
we condacted to velidaoe the new propagation modols.' vertically potarired data, The data obtained aliter the forest %s

We conducted two measurement campaigns in a Itined show that the horizontal polaricatin frequency effect

Os~sgtas fit forest located at Fort Lewis. Washington. knwn was reduced to approximatety 0) 008 d1/)fIttz--a reduction xf

s the South Perry Woodn. The forest wans nelectively thinned 53% (dO/MItt) from the before-thinning data The

between the two sets of measuremtentts. wich a"lowed us to frequency dependency is the verticatly polartzed data is only

gather a unique net of dats that shows the effect Of tree -0 005 dO/MItt. hut there is extenive data scatter making thit

density (stem count) on excess path Ions end mullipaths delay number suspect.
npread mwithot ntroducing the added CoanpficattO41 Of Height Dependency

i- -6DA-76 2 ?SCK0 The original data taken at the South Ferry Woods

its.urcmow.ti.euvewas o~mtcen indicated a slight height dependency as 80 M~fIt and 1050
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BEFORE THINNING' measurements. This effect shows that the 400 MHz igials
have a greatrer attenttation in the vertical polarizatian while the
higher frequencies are mare attencated when transmitted
horizontally. There- appears ,to be a eross over in the

-an . polaration data between d500 to 700 MHr.

* 0 BEFORE THINNING

1F *a I an1
*ma)

AFSERATE THININNNINGaa

'I~1 
a. .. 

.. 
..

2

~,0

F ate-ir dataas hwn

siguanreig eendPahets eA comparison of Rh aeiue2Ex sPt os saFntono rqec

intercepts determined by tinear regression curves fit'd to each
data set thows the vertically polarized data are reduced by 33%
(19.1 dBl vs 20.7 dli). wehile the hotizontally polarized data are MULTIPATH DELAY SPREAD
reduced by 52%. The larger apparent reductino r the NVide-bandwidth path-toss measurements tend to be morehorizontally polarized data is significant and surprising, given stable than narrowband measurements because at1 thethe forest seas nty thinned by 27% If we had assumed a individaal communication paths are totally resolved and- zera-hltght; dependency for the taunk-domlnated forest averaged to obtain the path loss meaturement, The complexity(harimonal curve fit), the Percent reduction between the of the communications channel manifests itself In the multipath* before- and after-thinning data sets would have been mach delay spread characteristics. The futly resolved time-varying
sntrt and ifore closely matched the 27% stem-count impulte response (TVIR) is not easily charucterized by a

F reiductin. Additional data should be taken and analyzed to deterministic function, however, Folly retolved TVIO
rePolare tincepany. c measorements are relatively new hence the wide variety ofPolaizaton Dpendncycharacterization schemes being used today by scientists and

FFigure 4 pretests plots of three sets of data. (1) all range engineers will undoubtedly undergo refinements that %ill allow
data taken at 4001450 lz at a height of 38 fit (2) all extraction of finer-scale details In the future.
frequenc; data taken on a 700-ft path al a height of 30 ft. and The WVills measured by the Wideband Fropagation
(3) all height data taken on a 1000-ft path at a frequency of Mteasurement System (WFMS) are complicated and highly
4001450 MHz Although the major polarlIzatIon dependencies variable in their detailed structure, as shown in Figure 5, To
were not affected by the thinning of the South Ferry woods, use these data to verify or improve thearetical scattering models
the magnitades of the depensdencea are smaller in the requires that some simple measure of the average delay spread
fess-dense forest Perhaps the most significant effect as the characteristics be employed. It is impractical to repat
strong frequency depenerency noted on the first set of mesorements a large number of times with small s-ert"c or

247



BEFORE THINNING atOIteeo Tnxeee

o

4(

45 2o a 2o l

5~~~* OA 08TOS 40u.S

AFE YAC -THINNING IA

Figure 3 Excess Pasth Loss s a Function of Height Figure 4 Excess Path Loss Potarization Dependency

horizontal displacemens to determine the average malsipash
char~acteristics of a corrsmunicatlxns channel, Some other S PERRY WERES tVIR 400 NH.
smooig pirocedure roust therefore be sed,

Because the scheme wo have used to determine the width -"
tf he measured eultipash delay spreads has no isherest

smoothing. it admits too rnuch fluctuation to allow' the fine
details of the delay spread characteristics to be analysed In ls
deta iT, Nevetheless. it can he uted for timple comoparisons of

the large-scale scattering characsrstica of the channcls being
meswred. Zi

'The delay spread measure urrd is hated on the timedifference between the firss and last crossing of a specifidreceived signal level. To provide a Commaon normalization. xechose a level for characteeration that mas four times the o an am nr ri r v an 4~
thofet fnieI h ytm butloenuht asr
the highly delayed (atkenuasnd) paths. This level and the Figure 5 Sample TVIII

resutin with dterinaion(offset horizotaly for clarity),
are howi onF~ut $.Figuare 6 shoxs both the pee- aod pxst-tharmong mutpath.
RangoDeponencydelay-spread measurements for the data set descrabee cxirtaer

Dlysrasfroa fews hundred nanosetonds to mxre 'The antenna heights used for the tavo measurements mere
that 1.5 Isx were observed dluring the first set of measurements ideshnial fandesfen the spe mfi foat o both aneatoersente
Except for a tingle data point. the Intisal vertacatll polarized withi at. fe seen the r e orer dheasreamth
delay spreads Increased muooncally wish increasing path A a esetetedo rae ea pedwt
length. The correspotsding horontatly polarazed delay spreads increarsi rangr exasts an both sets of measurements mith the
wets smatter and osomed a much wreaker correlatoa with vetically polarized delay spreads heing substantiaty greater
increasing path length. that toe horizontaty polared data Because of the limited
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number of data points and the noisy natuire of the measurement Frequency Dependency
of delay ipread itself, It %ould be futile to attempt to extract too Figure 7 sunuaades of the before- andater-thnig

muc dead romthedat. Nverhelss.4 te T~t Oftha firequency-dependent datta In jeneralthc scatter of tboth data
straught line fit to the original vericall neasrrenns (1.3 nrf) sets appears to bre grean thnaytedtatmyb rsn
were compared with the same metaruiments made after the Therefore. athourgh the delay spread or the after-thinning data4
thinnring (0.3 nts/ft), the (apparent) reduction oin delay sprja is oonsistendy, lower than in the initrat measurements,
caused by the 27% thmrting of the forest is found to be 77% determininrg a percentage reductron of delay spread coud cot

Comparing similar straight-tine fit data to the horizontal r ennfl eas ftelrevrarn1 aa
data obtairrid for the before- and after-thinning measurementsihteenec
(0.23 Wi/t vs. 0.21 na/fr) yields an apparent reduction In delay HigtDpne~

Figure 8 shows the onginal 400.MHz data taken on an
approximately' 1000-ft-lang path and a similar ret of 450.irtilc,

BEFORE THINNIING data token along the same parh after the forest 14c. thinned.
ma The lack of heright dependency is evident In beth sets of data
7. This frnding is not surprising, gieen that all the measurements

taken were belowm the canopy of the treet. Alrhough the
measu~red vertical delay spread Is larger than the horizontal

.3 delay spread on both sets of data. the ratio between Thiem Is

BEFORE THINNING

*3A- 3 - It

t0irsm3.vert Z0 .

AAFTER THINNING

I~e 5>

33 v:& I C.ZNA

Fiur 6 Dela Spead s aFuntionof ang

sprea of onl 93 Ibi larg diceac betee the two

polarization ~ ~ ~ daisT~N sesmyb u npr otedlysra

chrcerzto 93hiu.lov~,vsa xaiaino

the unrcse VRdtasosta h hag nte0WTCA f3OIOA

vetia dea spedcue3ytetinigI3infcnl

ofthee speay Sptreiadio atechniuoe, ug

spmread of oan T% This are cany betwe thtte wo h iia rpete ftefrs (rehih n rn
isalat aa fisres moeaytedion ptweto the delay spread dimeer fo th tw eso9esrmns

verutil dela srnead caueb te thnsingo t fotbeingAsrpiigcfetasteagdfeeneIyemgntd

tsameastd af fittore coreato betwee the delay spread a imtr o h w eso measurements. 'M nnl
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vertical delay spread niumbers. for, example, were about 1500 Summary
spreadf closer to 400 ns. These data would indicate, a show that the tree densty (stem cousst)has a srgnificant effect
delay-spread reduction of nearly 70%0. A ssodar reduction cars o thenmagnitude of the, excess Path Iota and multipath delay
be seen for the horizon~tally polarized data-. spread for a very-wide-bandwidth sgnal These effects result

One possible-explaston for. sn lrge, change us delay us a highser exceta path leiss fur horizontal polarization and A
Aspread is the presence of logging roads cat while theforest was delay spreads someomn greaser than the frey-space 4

beingthined. SRI experinenters noticed that one roaid was propagation sane for vetical polartion Little height effect
nearly aligned oath the communications path being measured. was noted for either excess Path loss or ulnipath d- ,lay spread
Morce research on the effect of this read on delay spread
characterisics would be valurable. 'These, data are now btmg used to validate, the wide

Polarization Dependency bandwidth model being developed. Wlen compleird this
Psgre glstrtesthestrng olairaton effct mode Iswill be an Invaluable tool for the Army to use to predict

encountered by a broadband UHFP signal passing throughs a tepromneo uaewd adss omncso

trunk-dominated forest, The scales ire 1800 ps maximum for systems.

both axes. eoessooo W eA toFgfr Vots reeseAin "

13EFORE THIINNING

Figure0 te ela Srea d Poaiain ependsencyr

0 55 40 So W

viuencs 8 FE DeINNIN Speda ucto fHih

Th laysrasmaue fehnigaecnitnl
smale thante those of5 simlardat taenbefre hiningrI
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A srAIE OF vEN A5T.ssEsS$IN NETY KkANUSING TBCHIQUES PXa ARTIFICIAL INTELLIGENCE

Michael'Bereschinsky Charles J.- Graff
US Army COCOM US Army CEOM
-Center for C3 Systens Center for C3 SystemsFt. Mnouth, NJ Ft. Mmouth, NJ

INROMION

This paper will present a state of the art analyst/researchers will use the system to
assessment of the Automated Network Management diagnose complex and chronic network problems,
System (ANWS) and the application of artificial and to perform research on network
intelligence (-AI) to the network control system/carponent algorithm.
problem. The paper will be presented in two
parts: first, a description of the AwSSwhich The ANtS collects data on the status of thewill provide raw, filtered, and processed data various network components in the the network
to the AI based network contrbl-algorithe i and and presents the resultant "monitored-
second, a discussion of the possible AY based information in graphical representations known
network control algorithus, which will use the as "views* on a Clr. There are topological views
data from the NM4S to make better global, which consist of detailed network diagras
network decisions and also to provide better indicating network component connectivity and
network performance in the uncertain associated information. There are table views
environment. The AS will be discussed first. consisting of network component status

information. Th use of lcgfiles of A=IS
S OVEMR monitored data in conjumction with the A=las view

capability permits detailed analysis of networkThe Automated Network Management System performance after the fact. This capability will
(ANlS) is an integrated set of hardware/software be useful in the development of network
(currently running on a color Sun 3/160 computer algorithms.
in C under Unix) that is providing an automated
network monitor capability. ASM SYSM iESI iIoN

This capability includes the near real time The AMiS design consists of two major
monitoring of internet gateways, packet radios software modules, the Distributed Management
of various flavors, packet switching nodes, and sodule (1m) and the Client rocess Moadule
host computers running the L)bix operating (CPM), and an interconnecting Network Manageent
systes. In the future the AS will be enhanced Protocol (lMP). The typical operation of the
to Include automated network control, Al ARMS consists of a CPM (which is connected to a
assisted monitoring and analysis, and Al single EM) sending queries or control coamynds
assisted network control. By network monitoring to the t514, and the 1114 sending results back to
is meant the collection and reduction of network the CP4 via the NMP. Also contributing to ANWS
status data, followed by graphical operation are other 14s and CPMs deployed
representation on-a CRr of the network status. thrcouhout the network, various network
By network control is meant modification of conponents queried by the 1114, and hunan users
monitored network behavior that is either querying the AS via the user interface
problemacic or nonoptimal. The AMAS will be used function of tho CPH as shown in figure 1. Otherby network operatos/aizinistrators and network DM functions include forwarding queries/controlanalyst/researchers. crraands to DM when necessary, and storage of

network management information in the database.Network operator/adainistrative personnel The other CE, functions include network
will use the system to maintain continuous management services as defined by the ISO
netwoxk operation when network probles/failures standards. Presently these functions include
occur, and to fine tune network performance when performance management and fault
such performance becomes nonoptimal. Network
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management. The A1SAS performance management APPLICATION OF At TaIQUES T0 NIWORK, OcilOL
includes the retrieval aid presentation of the
network monitor and control data obtained from A brief study effort was performed to
the network components. The ASI fault address the following two questions: to
management includes the detection and analysis determine the applicability of the emerging AI
of problematic or nonoptimal network behavior, techniques to packet switched network control
The NMP is also used for cossunication between algorithms, and to recommend a first-order
cooperating D2Mg. The NMP was created to permit implementation approach of the AT techniques
generation of query and control ommands that into network control structure.
were independent of the network ompo nentprotocols-such as H41 (Host Monitoring The study addressed the applicability of
Protocol). The Ni4p is an application layer the AT techniques to the following aspects of
protocol that is similar to the ISO Common the network control problem:
iManagment Information Protocol ((CMIP). The NMP
uses OD TCP/IP protocols as the transport i) link quality
protocol. measurement/prodiction

The A*S can provide a distributed i) network connectivity
automated'network management capability. The assessment
C(4s and Do5's can be radndantly located on
various host cosmpters in the network. Ay CPR iii) network/internetwork
can provide an AM1 capability by comunicating routing
with any of the I's located throughout the
network. The redundant 1M's and CIM's in the iv) network initialization
network provide survivable automated network
management. v) link and node failure

determination
Although it is true that many modern data

communication systems are self-maraging (once vi) network reconfiguration
initialized and running), there will be times
when network operation has to be modified by The study revealed that the most promising areas
actions external to the core operational network for future study ware network/ internetwork
itself. An example of this is the case of a routing and network reconfiguration. The
local area network (LAN) connected via a gateway decision to select these two areas for further
to a wide area network (WN). If, for aome study was influenced by the fact that a large
reason, the gateway becamo problematical and body of human knowledge and expertise exists for
started to flood the NAN with extraneous both these areas. In addition, the timing
packets, the As monitorin function would requirement for decisions tde by At deision
detects th conitionitrnthe ANt cntol tehniques can be met by existing technology.
function could remotely reboot the
gateway, or down line load new software over the Th network routing problem has been
net, or remotely turn off/disconect the gateway studied extensively for many years. The routing
from the net. function can be considered to have two parts:

one for network connectivity assessment and
Al ASSISISI) AS maintenance, and a second for path calculation

and packet forwarding. The connectivity
For such network problems, dMs are being assessment part of the routing algorithm must

developed that incorporate At techniques to deal with uncertainty in network information in
assist in network analysis. One Al assisted a dysanic network envirorment. Additionally it
network analysis implementation of the ANS is well known that distributed network
called the intelligent Network Manager (INN) algorithrs are prone to loop generation, aid do
that detects problems in Internet gateways has not necessarily provide optimum load balancing.
been developed. The IM4 consists of a relational it is in those areas that the use of Al
cache, a set of views, and a collection of techniques seems to hold most promise.
experts. The exports are small independent
software nodules containing a portion of the The second major area for the application
A CS network analysis knowledge. This approach of Al is the network reconfigutation problem.
utilizing multiple experts instead of one large For the tactical Army, the network
expert permits use of the appropriate reasoning reconfiguration problem is compounded by
method to be used In each expert, depending on frequent relocation of forces, (with resultant
the expert's problem domain. Monitored gateway conectivity changes), node attritn, and the
data is stored in the cache for efficient access pr connectivity environment dee to a arming and

by the experts as shown In figure 2. The experts terrain masking.
use their network analysis expertise in
conjunction with the cache data to detect and Furthermore, the network must often be
diagnose problems. Experts cosmunicate with the reconfigured based on partial (and possxbly
i54 operator by sending descriptions of erroneous) inforation by personmel under the

suspected network problems to the Alert View.
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stress of battlefield conditions. These M REOONFI(RATION
Problems puOint'to the neet have an automated
system to aid iior perform completly network The second major area for the application
reconfiguration. of AI to packet network technolgy is the network
x=ILLiG= wmbIN x=Rr4 reconfiguration-problem. A large body of

knowledge 'and expertise is available for the
network design problem. The basic approach is

Nile much work In routing has been done In to utilize existing techniques augmented with
the past, the majority of networks use mechanisms for knowledge representation,
algoritha that utilize a single rminimum cost reasoning, constraints for equilpment attributes,
path for a given source - destination pair. The terrain, and to, integrate the design of the
cost of the path is determined by the simple local assess and backbone into a single design
addition of cost of the linkfor each link in problem.
the path. The link metric is predetermined but
Is Ctrnputed based on measurements for each It should be noted that the reconfigurationparticular link. It is well known that the process will be running continuously, by taking
class of distributed algorithms performs best measured data-from the actual system in
for'networks that are cosposed of hoogenous operation as well as new ( future ) input
links where the connectivity changes slowly with requirements. In many cases the informatlon
time . In most networks, the route computation supplied as input will be partial,(and possibly
for each source destination pair Is done erroneous) and will include historical traffic
independent of traffic type. In most practical profiles as well as future traffic estimates.
network designs, the algorithm that updates the Inputs will also incude routing ndcogestion
connectivity assessment for a given node reacts parformance histories. Iotential jaming
an' responses to the dynamics of the network threats and possible future connectivity outages
environment, but do not predict or anticipate will also be an integral part of the network
them. design process. Any future clustering of forces

or mobility requirements will also be suppliedFor these reasons, it was decided to pursue as input. The outputof the reconfiuration
the development of an Intelligent Routing process will be a complete network topology
Algorithm (IRA). The IRA attempts to perform design, Including the backbone and area access,
global network optimum utilization as well as that will support current and planned tactical
loop prevention to provide an optimum level of needs.
performance. The IRA has two distinct
components: a replicated component that acts OOCvIOt/MMy
rmuch like a conventional distributed routing
algorith," and a centralized At component that This paper presented a brief summary of the
provides a form of topology control that yields work copleted to date in both the ANt, as well
global optimization as well as loop as the efforts to incorpoxate advanced Al
detection/prevention. The IRA Is presented in techniques in network control. The AnnS is
figure 3. The distributed routing component is currently an ongoing program. The AWS Is
fully replicated at each node in the network, currently undergoing test and evaluation at
The routing of packets is based on routing teatbeds at Ft. Monmouth, J and Ft. Bragg, C.
tables that are contructed in part from data The surmary of the application of is by no means
distributed by the centralized At topology exhaustive and indicates that much work remains
control. Each of the distributed nodes provides yet to be done. The utilization of At
connectivity and network states Information to techniques in uncertainity management, knowledge
the centralized AT component. The centralized Al representation and reasoning, offer clear
component uses this network state information to advantages over the traditional network
manipulate the individual nod, s view of the epproach.
network topology to provide some optimum load
sharing. Additionally, the centralized At Footnote
component will also insure that routing loops do
not occur. The results presented in this paper were

developed by BB.' LABS, Inc under DRPA contractUnder this scheme, it is quite possible for # MID 903-83-C-0131, and SRI International under
different nodes to have different views of the US ArmY CEO contract # i 0AB7-86-D-A035. The
network topology. The centralized AX omponent authors of this paper provided the program
continuously -nitors the status of the network definition and project direction/management for
to determine ,f the network is in or will evolve this effort.
to an undesirable or substantially stboptimal
state. If the network is viewed to be in such a
state or evolving toward such a state, then the
link metrics are recomputed and forwarded to the
distributed nodes to provide network loading in
a more uniform manner.
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A FACT-ORIN DATA DISTRIBInON SYSEM'

Eric G. Heilman & SMaule C Chdmberlain

USArfiiy E*IEf-P- eearchtaboratory,
AberdeenProving Grounds, MD 21005-5066

ABSTRAU F progzs wie webped to marztfale facts.These computer progam xkdud Working MpWith the inllw Of avaibie compuxter (WAAP). qrgarx~iai Cart (ORC-tM . andtecnoogy.-vast amounts of fomao. can be AepJla. T L VMPe im1pentation.-andmoved and mar§Lcited Currently, fonao s , ..,=s that sifmence these userexchange betwoe "tig-rgl forces (e., n=te-- eiveal rnative methods of battJefieldbrigade and below) is cotraed b, reatve y pPrs4t thrC-on Urgh the applation oflow freqcency tactical radios that do not support copteence tk-It4es.the htgh bandwidths common in most rr ocomputer networks. Cne potential soluvon to this INrhODUCIION
information flow problem is to reduce the amontof data exchanged by representing neary he Balistic Research Laboratorys (BRt.)information and concepts in their most basic, System Engireenrg and Concepts AnaPsisprimitive form. Transm-sion of abstracted niltary MsQn (SECAD) is deveoping a fire WWMconcepts requires less bandwidth Wt,, also application to demonstrate information dstibutionproviding battlfield information in a more concepts wh the US ArmIy LABCOMs Smartaccessible form. Weapons Systems (SWS) COOP project. The

The-Ba~sti Research L.=boratoy (BRL) is tactical theme of the 9DS portion of the project wil
developing an experimental Information 'revolve around the dynam acts of five keyDistribution System (IDS) based on primitive data artlery nodes (the maneuver brigade tire supportabstractions (termed "facts,) of marry element, a direct support field artillery battalion
concepts. The system consists of a RAM resident operations element. and N ee maneuver battalionstorage facility (tactbase), a connecoiess fire support elements) that are responsible for twocommun-cations protoco, (Fact Exchange key fire support functions: fire support control &Protocof), and an expiidt nethodology to coordination (FSCC) and field artillery tacticaldescribeoa battlefield in terms of conv.uterized operations (FA TAG OPS). Communications
cata abstractions. Further, a set of distribution between these five noes will be recorded andrules that describes situations in which fact examined during simulatns of various combatexchanges are warranted between tactical nodes situations Several tactical vignettes will beis being developed as part of a-security control- employed to croate critical combat situations.module (SCM) that resides at the heart of the IDS. Responses to these situations vJ,, require

impromptu plan changes, realignment of forces inIn order to present IDS battefield information the command chain, the use of a secure andto the sysiem operatot several "application" silent mode for battlefield informalion gathering.
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and an automate method of, tradmV~ and Pr These gs-%kV conCessugtte
reporftig b aui~iain construiction a ontainll lensive

Protocol that a2o'its ir5ormation transfers orgy
Ajmaior goal Is to develop tactical compxter_ wte adm m

502WC .k t'I that can~ su4port -fghin results. R=FIur1 shows the b=st structure of the
lever L laniderS anO soldiars %to must

conein, hgW i~yami.-Lrpr ahd faczba~e (DFB) is corposed 64t four concepta
IIOSntel 3a- emikonmenio. tnrei taial pd ~ '" ~ ~ 5if~Te6 triue

modules: t19e taCtbaSe for irifomation storar, the_
commsand and control systems~ support c~tal FaIct Excf ngeA= rtoocd Fpl. a Package

(character Strzags) or graphics syrnbols; --iat mus and app~ica o pograms. and the Securt
systems fat shord in two key respects: fst the aise
inormation _s not in a form that compuiters can
mardxiate in a soplisticated maimer :(Le.,

idestad") ad scon, he se f neficint The main purpose of a-. information
information exchrange protocols may exee th Cistilit system is to support the exchange of

ma~~~rxindea badrdt avaobtconVp-ts At the sraperficial evel this may
W-AM radios commvon to (and required -by simply be a uns: location, but unerfyinig.such a
!O~er echelon units. These in~tent protocols skr~e con~ceipt are the reasons for needing to
produce significant electromagnetic- siatures know a u"is locatiort and the freqjuenicy of thi-s
due to the large amount of overhead required in information reqirement. This reasonuing'process
the exchange of batttefield information and te cnb sdt en h t-tr ftcia

maimer ~ ~ ~ ~ ~ norato ain t~htepooo acmlse ho regulate its fow betweenmannr i %W-h te potocl acompishs tis vr_ isnode s (units) of the system. If A terse,
exchnge.computer efficient means of communicating

The BRL "fact oriented data distriliution between the uit nodes of the experimental
system' incorporates several neow concepts hn an system is to be developed. the incorporation of
effort to explore techniques that provide more military science is essential in the definition of
flexibIty and survivabity -to the information data abstraction primitives reflecting basic
distituio furicton-rn command and- control battlefield concepts. By using these primithres to
systems. Flexibility is enhance via a freeform exchange information between command and
distributed factbase (DFB) and associated fire control nodes, a more flexib!e and survivable
support control capability profiles (CAPs) that system results. However. a zignificant effort r~iust
defirn the standard operating procedures of a be expenc~ed "up front" as combat develOpers
node. Survivability is enhanced through miniir.zing and comnputer scientists work together in order to
electronic emanations, by: transmitting ohly build a canonical Eist of data abstractions
significant information (as determdied by the describing basic mrilitary concepts.
commander), transmit ing information in its purest
form, taking advantage of "overheard" Information, provided through the media of
information, providing a 'radio, silence' (Emission data abstraction, is maintained in a form suitable
Control, or EMOON mode of operation, and using for manipulation by sophisticated computer
multicast transmnissions when possible. A fact application programs. Using thi3 scheme, one of
.exchange protocol (FEP) is being developed that the tasks of the "high-level" user appliCtion
will exploit these and other features to create a programs becomes converting data abstrtCvons
streamlined, connectionfess transport layer into a form suitable for user assimilation and
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manpeabon. The man focus of thi paper s a first presented to prolde an expbnaOon e. the
des of these app cabm programs, f,-n"ct i einwonment on Wi, ich these
t-cwei. a rev&w of the basic PFB sofrotare is 3atiFlS depend.
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lists (a coliectin of any of the~abve data types).
Information pertaiin to a combat situation

is stored within a RAM resident, d~t~ue Every fact can be categorized as either a
factbase (DFB) as a col~ec~on of - an dynamic fact, reference mateuaI, or a meta-fact.
interconnected facts. A fact is an instantiation of a Dynamic facts describe changing battlefield
pre-defined tact type that can be structured to events or activties and are stated by a user or an
describe any item, activity, or event common to a applcation program Every dynamic fact is
battlefield. As facts are entered Into the DFB (or associated with its factbase of origin (host) by its
stated), each is assigned an unique fact fact id. Reference material facts describe static
identification number (fact id) that consists o1 the "reference" information (e.g., Tables of
four byte Arpanet host address of the computer Organizatio.n and Equipment (TO&E), vehicles.
on which the factbase resides and a tour byte equipment, and ammunition) and have fixed fact
integer controlled by the resident factbase. In ids that are common to all factbases. (Note. a
general, a fact consists of a header and one or special host address occupies the first four bytes
more fact items. There are five pessible data of the fact id of a reference fact). This
types that may be included in a fact definition. characteristic allows referral .solely through the
integers, floating piri numbers, character use of tact ids. thus significantly reducing the
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amoixit of data that mutst be transnited in many a spae]a cass of reference mnaenal fa-Is.

-cases. Reference material facts are-pre-loaded hMete-Ics are a sp~ecial version of dynanc facts
into each facthas before iitialzatiofl and are, that ale used to represent jOWentia ffiodicains
never created norupdated wzess the-re is a pf other facts. Vime the facts i the facbhass8
doctrinal-or eqcnxrt mnodfCatkxt The one -nmialy represen, the "real word situation, a
exception Is unit facts .wlich represent specf fact type must be aaable to describe fute
netasy o razationis such as the '1-51 Field modifications of current facts without modilying
Artlei or the -USS Ab6-. tit facts are never the !epresentaiOn of the current battlefield
created by the user (oiy Congress can do tht sittion. A meta-fact sh"nptcontais a reference

and so they too have static fact ids and are to anotheruexisi'. fact with a Est of afternatie
reference material. However, they can ob viousty values for items (fields) iottned withi the
be updated (e.g.. a unts location, diection Of referenced fact. Al-ypical use is to exchangje
travel, status of eqiipenL etc.) so thyprsn future battlefield plans and options. Meta-facts

UETA-FACTS OYNAIAC REFEREN1CE FMTERAL (STATIC FACT 1DS)
FACTS

WHAT IF-OGNZn S

EEI- TARGET VE

CONMLAND UN un VEHICLES

DISTRIBUTION EUIPMEN

RULES

BORDER

IN-1ER-APPLIC.
FACT ID EXCH. LIENTPDABE:

FIGURE 2: Data Abstractions (Fact Types) and Relationships

are also used to augment the rules governing An important conceptual feature of the DFB
information transfers between combat nodes, is its ai~lity to automatically initiate actions upon
Everything about a node (a mirtaiy unit) is stored the reception of new information whether the
as a fact to allow any information to be easily information comes from other DFBs or local
exchanged with any other nodes. Figure 2 shows application programs. The mechanisms that
the relationship between the canonical list of fact enables a DFB to take automatic action are
types (primitive data abstractions) implemented known as distributionl rules, (Previously, a simpler
thus far Arrows indicate references to facts of form called a t rigger was used.) A distribution rule
other types.
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is--monposed of -a set of crite0a that can be fragmentation can cause a comprehension
compared to incoming fact exchanges and a set probern since iormation describ a fact may

of actions to be executed when the criteria is met arrive in incomplete, meaningiess pieces.
Whnever a fact exchange enters-.the DRt a Therefore, no infomation transmission can be
compaison is made to the..criteria of each larger than the datafink layer MTU of the
dstri .ion r.e. 16trt ruies wig be explained cOMMunications channel. Snce.MW values are
further in the section about the Security Control easily determined in the low echelon tactical
Mod-ule. environment, this requirement is easily met. (In

'the BR! implementation, the channels will be
FACT EXCHANGE PROTOCOL Ethernet and FSK modems for VHF-FM-radio,

oa both with MTUs of approximately 1500 bytes.)
xchange be.a ,nddua Although unlikely, facts larger than the MTU wi

factbases is supported y the fact exchange have to be divided at logical internal boundaries
protocol (P.P). The PEP is a connectionless. before being passed to the lower protocol layers
reffablu datagram protocol (transport layer) that (transport and below) so that any overheard
can be wrapped in the standard DoD Intemet datagrams are meaningful.
Protocol (P). The initial focus of the
implemenatoh centers on reliability with Conversely, several fact exchanges may be
terseness utilizing overhearing, multicast. and packed into a single MTIU sized packet to reduce
other techniques to minimize transmissions. in the bandwidth utilization. A significant reduction in
past, commanders and their staffs have kept bandwidth usage is achieved by reducing the
themselves informed by simply listening to the number of radio transmissions because each
voice transmissions occurring on several radio transmission requires a radio "preamble" that is
nets. Similarly, the collection of "free" digital data often relatively large in comparison to the size of
(at no cost in bandwidth) is a feature of the FEP. an information packet. Making each packet as
The possibiity of collecting overheard information :rge as the MTU minimizes the number of
is provided to reduce retransmission requests transmissions required to send information, which
that consume limited transmission bandwidth. To in-turn, minimizing the effect of the radio
support this ability, the network layer protocol preambles. A A datagram no longer has a single
(DoD IP) must be modified to allow the passage of destination host address associated with it since
datagrams meant for other hosts. This produces every fact exchange contained within the
two categories of datagrams received by the PEP, datagram may have a different destination.
datagrams meant for the resident DFB and
overheard datagrams. Datagrams meant for the PEP datagram are sent between hosts (or
resident DPB are acknowledged, while all groups of host for multicast addressing). A
datagrams received are forwarded to the Security datagram can contain several fact exchanges,
Control Module (SCM) where user defined rules each with its own header that contains a 32 bit
concerning overheard information determine the fact exchange identification number. Fact
pertinence of the overheard information (for entiy exchanges, not datagrams, are acknowledged.
into the DFB). The connectionless nature of the PEP required a

Overheard datagrams must be meaningful. selective (out of sequence) acknowiedgment
However, standard network protocols, like the scheme for each fact exchange entity. The EP
DoD s IP, may arbitrarily fragment packets when decomposes incoming packets into separate fact
they exceed the maximum transmission unit size exchanges and returns an acknowledgement for
(MTL) of the datalink protocol. Arbitrary packet those fact exchanges intended for the resident
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host. It then forwards-all fact exchanges to the allowed number of unacknowledged fact
SCM tagged as either intended for the resident exchanges), "wait time-out" (Lo.. elapse time to

factbase ("direct") or overheard. Figure 3 wait for an acknowledgement). and number of
illustrates the FEP message header design. retry (before giving up) parameters are based on

a priori knowledge of the destination host and

Due to the wide variation in communication communication channel being used. These

channel bandMijdths (e.g., 10 Mbps Local Area parameters can also be set explicitly by the SCM

Net (LAN) and 1200 bps FSJK modems over the when it passes a fact exchange to the FEP.

VP-FM radios used at the fighting echelons of Eventually, the FEP will provide the SCM with fact

the Army), flow control concepts must be exchange timing measurements to be used to

re-examined. For example. "windowing" (i.e., the dynamica adjust these parameters. it is the low

0123 67 9 10 11 12 13 14 15 16 17 18 19 20 21 22 2324 2S 26 27 28 29 '10 31

DEST LST S!ZE ACK LIST SIZE MSG LENGTH

2 DESTINATION LIST

DESTINATION LIST
3 SOURCE

4 ACKNOWLEDGEMENT (MESSAGE ID) UST

ACKNOWLEDGEMENT (MESSAGE ID) LIST

UNUSED HEADER CHECKSUM

1 IFACT EXCHANGE ID

FACT EXCHANGE LENGTH I FACT EXCHANGE CHECKSUM

Hdr Hdr Hdr

FIGURE 3. Fact Exchanpe Protocol hleader

bandwidth communications channel and not the radio silence mode of operation to emulate the
hosts that limt information exchange, since a common voice communications practice of
single hop network (not an internet) is the silently listening to radio nets, even for messages
communications medium, these network intended for the listener. A node may enter into
parameters are relatively easy to obtain. EMCON mode and continue to receive information

Future plans include the implementation of a without returning acknowledgments. Upon
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d1contm unce of E4,,ON mode, a "bA-' rules- have the structure:
a c-bJn wedgmert scitaii w.-be developed to fact .type cdtorlia ctions
update only the. most re ntly re te'66d 1661c whereexchanges (fo-r a" paliular fact). Actual fac*'type is the rarne of a factdeftnition,

upate ssony th mosk tacknti,redaccotdmn c~i~w-bere trean fact yecieicin
transmission Io th, hulk acknbwledgeent " criteria -defines values to compare to
be a'compshed through the use of any incoiogtactitems,
approp;:ate media (e.g.. radio, folp disk and eins provte computer itrucions
motorcycle;.etc.). shou' the criteria be matched

There are currently two major actions: notify a

SECURITY CONTROL MODULE ioca application program, and send some
information to another factbase. -Two other

The Security Control Module (SCM) will actions are state trigger and kill trigger which
concentrate initially on-fact exclanges over the maintains backward-compatibility for a previous

FEP (information to/from other factbases outside mechanism, called a trigger. This mechanism is

the local host) rather than with the appication similar to a distribution rule except that it

programs. The SCM has four major functional compares its criteria to the fact exchange

tasks: one, to deternine when focal information is information after, rather than before, the
significant enough to be transmitted to remote information is entered into the factbase.
factbases, two, to determine if received fact
exchange information should be entered into the Status reporting is being implemented using
resident factbase, three, to determine whether to the additional concepts of reporting depth and
honor requests for information from remote value thresholds. Reporting depth constrains the
factbases, and four, to adjust FEP parameters type of exchanged status information. For
(e.g., window size and number of retry) based example, the traditional reporting depth of 2 is

upon communication channel measurements use by c oa reor eo it
used by commanders. Therefore, every unit

reported from the FEP (e.g., average factreporteacfro ledth e n oun (etg. rag ti . should have information about units 2 echelons
Angeyenowledgemetroundis trelipinties below in the command structure (e.g., brigades

A key tenet of this project is the elimination of track companies, battalions track platoons, etc.).
unnecessary information exchanges, to include This means that eacn unit sends status
unnecessary requests for information. To do this, information about directly subordinate units to its
a set of rules governing information distribution is parent unit (e.g., battalions send information
entered into the SCM of each DFB that keeps about their companies to their parent brigade).
pre-defined units informed of the battlefield Thus, a brigade would receivQ status infoimation
situation and plans. These rules insure that only Thu a igad e u d i status rmton
"significant" data (as defined by the commander about all its companies, and if a status repor

and staff) are transmitted. For example, it is about its battalions is required, one can be

normally not significant to report every round of compiled by executing a DFB rol-up of all the

ammunition that an artillery battery fires (although companies. A units' distribution envelope is its

this is currently done). More appropriately, purview based on an assigned reporing depth

ammunition status should be reported when it and any other special cases. A unt's distribution

reaches pre-designated values or rates. envelope can be dynamically moitied based on

Theoretically, if the dstribution rules are defined the desires of the unit commander. in a tow

correctly, one unit should rarely, if ever, have to bandwidth tactical environment, ar increase in
the distribution envelope Will dez reas. the usabie

query another unit for information. Distnbution
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bandwidth available toother units and produce a ihto-the SCM of cach DFB. This information is

larger electronic signature. The distribution stored in lire support controlcapability profiles,

envelope concept wil also be used to control the or "CAPs", and basically djascrib s'the standard

ent;y of overheard information since, for obvious operating procedures for information distribution

security reasons, it would not be wise to of that unit. The CAPs, ike alt other information,

incorporate all overheard information (i.e., should are ultimately stored as facts -to facilitate
a node be captured). information exchange. Two ',es-of patrameters

are currently included within tilo-CAPs; 1) a data

The exchange of information is also dictionary that defines every valid fct typeTheexcang ofinfrmaionis lso acceptable to the lactbas, and 2) the
controlled by value thresholds that appear in the fct a 2

distnbution rules that limit the flow of information
criteria-6f rules. Thresholds are defined for fact on the network. The CAPs can be modified
items (fields) within fact types and may be dynamically (even from remote locations) allowing
compared to the current value in the factbase, or all the items previously mentioned to be
more often, to the last value transmitted to other maintained as best appropnate for a particular
units. For exampte, an threshold value could be situation. For example, specific CAP sets could be
placed on an artillery unit's ammunition count to developed for offensive, defensive, special
identity when less-than 100 DPICM-rounds exist, situation, or training scenarios and locally stored
or when 20%. of the original basic DPICM load is at each host. As battle conditions change, the
reached, or whenever the ammunition count CAP defined to regulate the new situation could
drops by 200 rounds of DPICM from the last be loaded into the SCM thus easily adjusting the
reported value. The rule to automatically initiate operating conditions for the DFB. It is envisioned

an ammunition status update to a commanding that the CAPs, which basically implement the

unit could have the following format: standard operating procedures (SOPs) for a unit,

F t.F.F.F Crieria Aions should be developed by experts on doctrine and

unit type ammonum < 100 SEND tactics (e.g., US Army Training and Doctrine

&& ammo = "DPICM" TO: PARENT Command schools) and perhaps modified by
specialists in the upper echelons of a particular

This states: "when your DPICM ammunition gets unit (e.g., corps, division, or brigade); the CAPs

below 100 rounds then notify your parent unit of would not normal be modified by the soldier in

this fact". Information is exchanged only when

these threshold values are exceeded (i.e., the
;nformation is determined to be "significant") thus APPLICATION PROGRAMS
conirolling how often valuable bandwidth is used Since one cannot see" a factbase o. me
to transmit facts. The use of reporting depth and FEP application programs were developed to
threshold values will provide the commander with demonstrat the capablites of the system.

a method to define and control the exchange of Application programs permit controlled access to
necessary information to reasonable bandwidth the information stored within a DFcB. Infomation
usage levels. (facts) can be retrieved manually using queries or

CAPABILITZ PROFILE S (CAPS) automatically using DFB tri'gers. New information
may be entered by stating new facts or updating
existing facts. Further, application programs

Node initialization requires that the previously depend upon the DiB for all local or remote

described information and constraints be entered information exchange. Applications do not
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transmit information to other applications or understeridable by the user (often in a graphical
factbases; rather, information is entered into the form). There are- four applications programs

local factbase and distributed to other hosts only p nned in the BRL IDS. effort to support the

when a distribution ru!e is satisfied. Direct DFB preparation, maintenance, and dissemination of

queries and triggers constitute the only the information associated with a fire, support plan

informatbn gathering methods, availablb to in a'maneuver operations -oider (OPORD). The

application, programs. This is a radical -change creation of an OPORD is an excellent vehicle to

from the typidl-way of handling information, but 'demonstrate the system's capabilities in a

allows a dsfired set of distribution rules to dynamic, real-time environment.

-regulate information exchanges. However, if the One primary purpose of appication
users wants to send.a free-text character string, programs is to serve as an interface between the
this can be easily facil~ated (although user and a DFB. Through applications, the user
discouraged). Hopefully, combat developers may display or enter DFB facts. Since facts are
(military scientists) will eventually have data data abstractions of military concepts in theirabstrction abtroton all suchr situatios so, thheir
abstractions or all such situations so' that "purest" form, they must be converted into a
free-text messages are rarely, if ever, required. form appropriate for human assimilation. The

Applicaticn programs have two main implementation experience of the BRL suggests
functions. to manipulate facts (i.e., create, update that any difficuity in displaying a fact correlates

and kill facts) and to convert facts into a form directly to how "correctly" the data abstractions
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FIGURE 4. Scenario Ddiser Fact Type Comersion

of the military concepts are represented. That is, phrases, such as "target".and "border", have
if the data abstractions are correct, then it is easy more subtle (and often simpler) meanings than
to develop ways to display that information, and spontaneous intuition affords. The current set of
vice versa. Many commonly used terms and
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fact types are constantly being scrutnized and panel supported in ORGCHART to build a task
revised based -on implementation experience; organization (changes in unit fact attached links).
fortunately, they are getting simpler and more The current status of unit vehicles, equipnent,

-general. and ammunition is provided through a "roll-up"
In order to accurately portray real-time procedure. A "roll-up" is the compilationof all

combat situations, a Scenario Driver program significant items assigned to subordinate units
was developed (see Figure 4). The scenario making up a unit under examination. A tabular
driver converts tactical input data into facts and listing is also provided that compares the current
enters them into a separate factbase for status with original unit conditions.
dissemination to the command and control nodes The Working Map (WMAP) application
being exercised. Thus, in light of the experiment displays and manipulates geographical
currently under consideration, the scenario driver information detailing the locations of friendly and
will serve as many non-exercised (simulated) enemy unit, sensing, line (fire control measures),
units in a typical US brigade. The tactical inputs border, and target facts are presented to the
for the scenario driver were developed under user. All graphical output can be superimposed
contract and provide an unclassified, 60 minute, onto a topographic map background representing
Fulda Gap battle between a friendly mechanized the Fulda Gap in Germany. The WMAP interactive
infantry brigade task force and an enemy tank panels allows a user to create geographical line,
dMsion with one minute resolution down to the border and target facts and to modify unit
platoon level. From this master event list (i.e., the location. Further, special features, such as a the
"scenario"), events are selected to build a ability to generate a range fan for any weapon
"vignette", that is, a particular bue perception of within a unit, are offered, Finally, communication
the battle; many vignettes can be built from the of proposed unit actions and movement may be
master list. During an exercise, the traffic sent between independent IDS nodes. This
exchanged between five nodes (factbases) will be "conversational graphics" capability is provided
collected as well as data on the information through the use of the "what it" meta-fact types
exchanged between the application programs (as previously described) that refer to existing
and the factbases, This data can be analyzed to facts for the discussing of potential or required
study and evaluate the efficiency and worth of the unit location charge. it is hoped that the
factbase concepts, the FEP features (e.g., communication provided by WMAP will avert
overhearing), and the appropriateness of the data duplications of effort in the planning of future
abstractions. In addition, subjective information coordinated unit actions.
will be obtained from the users concerning their
ability to use the applications and to understand The Fire Plan application supports the
the situation that was presented, display and creation of dynamic unit operations

orders using the mission fact type that contains
The Organization Facts (ORGCHART) much of the information normally associated with

application displays unit echelon diagrams and an operatons order (see Figure 5) Currently,
Tables of Organization and Equipment (TO&E)
This apphitation provides the ability to modify & Fire Plan is being developed to enable. During the

observe unit and organization fact types. The development of the mission fact definition, many

organization of any unit within the battlefield postulated mission concepts were expressed in

command structure may be examined via terms of already existent fact definitions. For

graphics output. Commanders may reassigned example, a unit mission objective can be

their subordinate units using the interactive work expressed as a line fact (or a series of line facts)
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FIGURE 5. Fire Plan Application Uses Existing Applications

on a map while the mission task organization applications to reside either on the same host as
could be compiled as a list of unit facts. As a the factbase or on a separate processor
result of the developed mission fact, OPORD connected by a reasonably reliable data link
generation and presentation by Fire Plan became medium (e.g., a LAN). Although inter-factbase
dependent upon both the ORGCHART and information exchange compensates for unreliable,
Working Map applications. In o;der to facilitate the low-bandwidth data links using the FEP,
compilation of included information within the application to factbase information exchange is
scope of a unit mission, the development of an designed to operate most efficiently over reliable,
inter-application communication system became high speed links (e.g., a dispersed command post
necessary. A new meta-fact type, called a using a LAN). To facilitate this capability, the
commo fact, is used to exchange fact IDs "package protocol" utility was developed to
between application programs. Much of the handle most of the work in establishing the
information required to build and display an factbase interface (TCPAP socket) for application
operations order is created and man;pulated program developers. The "package protocol" is
using the ORGCHART and WORKING MAP available to any machine supporting the standard
app!ications in conjuncton with commo facts. TCPP protocols and a "0" programming
However, an interactive Fire Plan user input panel language compiler.
is included to control this input or display and All applications make extensive use of of the
record items such as the mission starting and Sun Microsystem workstation's graphics
ending times. Thus, the Fire Plan application capability for both display and input These
provides a common ground for the association of application programs will be used together to
otherwise disjoint information generated by both demonstiate and evaluate the aforementioned
other applications and itself during the creation of DFB features and to assist the soldier by
an OPORD. identifying incoming information and alerting an

Standard TCPAP sockets (standard DoD operator, extracting current situation information
protocols) serve as an interface between from the factbase, graphically depicting unit
applications and the factbase. This allows the mission and situation information, insuring that
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appropriate information is in the fact base, experimental system that is responsive so that the

-controlling the dissemination of fire support plan user, will still be prefer it during degraded modes
information, updating the prescribed CAPs, and, of operation. At the fighting echelons of the
making maximum use of graphics "tools" and brigade and below, information distribution is
other software -available, from. the various SWS limited by the low bandwidth communications
packages. systems required for highly variable terrain (e.g.,

non-line-of-sight conditions). Hopefully, new
CONCLUSION information d*stributibn technology concepts such

as the distriouted-factbase, capability profiles, the
Through the careful consideration of both features of the Fact Exchange Protocol

military and computer science concepts, a (overhearing, and listening silence), and the
canonical list of fact primitives is being derived, applhcation programs, when combined with
While the list of primitive fact types has changed carefully developed data abstractions of military
throughout the implementation of this project, it is concepts will provide the capability to operate in
hoped that every type of military concept will spite of severely limited communications. If not,
eventually be represented by a data abstraction the equipment will be thrown aside during crisis
rather than text. situations and commanders and their staffs will

The goal of this project is to develop an continue to huddle in circles making figure
drawings in the dirt when the battle begins.
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OBJECT ORIENTED TACTICAL GRAPHIC DISPLAY FOR ARMY COMMAND AND CONTROL
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A- It brought system planning capabilities to the
user.

This paper describes graphics research that was
performed to support and manage the tactical display - It showed the state of the planning system and
of an At based prototype Command and Control (C2) database to the user,
decision aid for the staff of an Army corps
commander. Graphical data representation, - it allowed the user to provide textual and
requirements, common access techniques, screen graphical Input.
control, and future areas of research are discussed.

- It permited the user to asynchronously modify the
situation, goals, and resources present In the

I THE RESEARCH DOMAIN various knowledge bases.

A. CQ.Pf! MANEUVER CONTROL PLANNING - It presented a computer mediated planning
environment as close as possible to that In which

The US Army Communlcattons-Electronlcs Command con ontlonal, manual planning activities are carried
at Fort Monmouth, New Jersey, has been performing out.
exploratory research to apply artificial Intelligence
technology to the problem of maneuver control Additional Interface functionality, not yet
plannlng for a corps commander. One project, called Implemented, will allow the user to control the
ARES, consisted of a group of coordinated research display of Information and graphics on the tactical
efforts In object-oriented tactical graphics, displays.
man-machine Interface, terrain reasoning,
planning, plan recognition, knowledge acquisition, The prototype was configured to use two display
and representation. monlitors. A monochrome screen displayed a command

menu and four plan.edliting windows, for textual
R. THE DEVELOPMENT ENVIRONMENT Input. Each window type was customized for a

particular planning function. The user was able to
An experimental ARES test-bed was constructed, use the command menu to select a particular type of
consisting of a network of SymboicsTM Lisp window for display. The second monitor was a color
machines. This provided a state-of.the.art At graphical dlsplav of the battlefield background,
development environment In which the capabilities overlad with symbology.
of an object-oriented approach could be explored for
tactical graphics and decision aiding. In this D. THE PROCESS MODEL
environment, an Icon on the screen was able to be
directly linked to a database object In the Lisp With regard to machine reasoning, the maneuver
world, having access to Its graphical and reasoning control planning problem was seen to be best
attributes, as well as its functionality, via message expressed In terms of a collection of asynchronous
passing. cooperating processes. The user himself was

considered a process. The processes were to perform
C. THE MAN-MACHINE INTERFACE different planning tasks and communicate with each

other directly through message passing and
To the user, the prototype system was an Intelligent Indirectly through one or more shared knowledge
plan editor. It monitored his Inputs during plan bases. They needed to work in parallel, just like the
development and provided critiques. It was designed corps command staff. Each type of editing window on
to support planning, not to do the planning. the monochrome display was associated with a unique

reasoning processes and provided the-user Interface
The prototype's man-machine Interface provided the to It.
following functionalities:
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For the reasoning subsystem, user control visa Aft&r studying standard 'Army symbology, a
causal. Reasoning wasdata driven by modifications to distinction was made 'between Icon shape and
the tactical database. Plans were evaluated as~new location. While many Icons 'were best drawn as
Information arrived or as old Information changed, bit-map Images, the locatlon of all single tactical
and other processes were Invoked or spawned to Icons were represented as either a point, a polyllne,
evaluate plan consistency. asimple region, or a compound region. This was used

in the heirarchial definition to facilitate the merger
of a graphical classlticatioti of all Icons by tactical

IIAREASOFGRAPHICSRESEARCH functionality together with their classification by
- shape. The functional.oriented definition enabled a

smooth Interface between theIcon and the reasoning
A. OUTPUT AND SERESENTAT112N subsytems, as Is shown In Figures One and Two.

The oblect-oriented environment provided, a In Figure One, one scheme ,of attribute Inheritance
powerful development tool. Critical display for friendly unit Icons, Is depicted. The middle and
parameters were able to be stored-In the database right top-level classes were used to provide
and referred to, instead of being passed as graphically related definition of the class of an
"arameters. -This greatly facilitated, debugging, as artillery unit's Icon, pictured on the bottom. The
these attribute values were easily'accesslble. There left-most 'parent' class of this unit was used to add
was, however, a perceptable trade-off In reasoning-related and non-graphic attributes and
performance, as the support environment heavily -functionality. It was found that the most concise
rolled upon memory paging. While Ideal for representation resulted when icon attributes were
development, It appeared that a conventional or a defined at the highest practical level and when the
smatter, customized run-time object-oriented merger with parent classes occurred at the lowest
environment would be better suited for the rapid possible level.
graphical needs of the battlefield.

Figure Two shows a scheme of functional or
The prototype's color graphical display required the behavioral Inheritance. The heirarchial approach
overlay of tactical symbology on a map background. permitted top-level definition of functionality,
Utllizlitg the object-oriented FlavorsT M common to a large set of Icons, to be made once,
environment, relational-type record structures and separating It from low-level functionality, relating
functionalitles of Icons were classified and to a specific class of Icons. Thus, the move-Icon
heirarclally defined, function was defined once for all Icons, It relied

ATTRIBUTE INHERITANCE

basic-pianigobjct c basic-tecticel l Vlse-nmap I basic
V. 'lactlcel-icen

tactical tactical tactical tactical tactical single multiple
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location = ND39
- echelon . Corps

Usnit Six
Figure One: Selected Attribute Inheritance for a Tactical Unit
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Figure Two: Selected Functional Inheritance for a Tactical Unit

upon erase and re-raw functionalities, defined on An lrnp~rtant icon attribute was visible-on-maps, a
an Icon class-specific lower level. This provided a list of l[is. If no process requested the Icon's
rapid and easy method of adding additional lcon display, the list was niL. Otherwise, each sub-list
classes. By merging leon iocation type at the lowest consisted of te name of a map display, the name of
;.ssiola level, an effective type chocking mechanism the color(s) that were used to draw the Icon. and
was easily Implemented. the Lisp atom t or nil. The latter was used to

designate whether the user requested the Icon's
B. OVERLAYS AND MULTI-SCREEN CONSISTENCY erasure, for deelutter. Every map name was unique.

Virtual overlays, together with the Icon attribute
Conventional, manual battlefield graphics and vlstbte-on-maps, provided an easy way to manage
Interaetion was used as the design baseline. In the multi-screen displays. This capability was required
battlefield, the commander and hIs stall do their to enable the user to simultaneously view an area of
planning on a large paper map collage of the area of Interest on different screens, each screen being
Interest upon whtch one or more layers of clear drawn on a different map scale. With Icon r ribute
acetate, or overlays, are fastened. Somne overlays are and display devtce specification being sev abely
prepared beforehand by support staff to hiight represented and managed, Inter-screen consistency
areas and features of Interest. Others consist of was easily maintained.
Icons, sketched by the planners as they consider
alternatives. To provide this functionality In the This provided a way of determining whether an icon
prototype, a virtual overlay, a Lisp object was was already visible on the screen. This attrl~ile was
designed. It provided a grouping mechanism for used tominimize cails for screen update, ,mproving
assoctated Icon objects for collective operations and eflictency.
was alto used for attribute and value Inheritance. As
pictured in Figure Three, an Icon object was able to
be assoclated with one or more overlay objects-and C. UNIFORM DISPLAY FUJNCTIONAITfY ACCESS
sn overly object was able to be associated with one
or more msp objects. Tactical-map Lisp objects The project was a group effort, spread out over a
provided the link between the overlays and the year. White the mechanisms for graphical
physical display devices. These associaions provided functbonaity were not Immediately needed, the
a way of specifying default output devices, aCCess language for this functionality Was required
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In tile project's early stages. This translated to the Five classes of functionality for Icons and overlays
definition of the minimal graphical -functional were Identified In the Display Access Language,
requiremnents for corps maneuver control, and sumrrartzsd In Table One. The first two, display and
logically expressing them as a language, the Display hillghlng. were provided for all processes that need

Access Language. to Interact with the display. Screen clutter Is a

DISPLAY ACCESS LANGUAGE

For T.actical Icons ELa -1cl~ca aya

Display: Show-Icon Show-Overlay-icons
Erase-icon Eras e.Overlay-icons

Highlight: Highlight-Icon Highlight-Overlay-icons
Dehighlight-icon Dehighlight-Ovitrlay-icolts

User Override: Declutter-icon Deciutter-Overtay-Icons
Restore-icon Restore-Overlay-icons

Grouping: Associate-lcon-With-Oyerlays Ass ociate-Overla y-W Ith- Icons
Dissociate-icon-Ftom-Overlays Dissociate-Overlay-From-Icon3

Clear-Overlay-Of-Icons

Utility: Move-Icon Mount-Overlay-Onto-Maps
Remove-Overlay-From-Maps

Table One : Diaplay'Access Language for Tactical Graphics
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inaoeconer' (3.So =uch SO that -for tactical C~c1=01M When a Process n :eager requlred a
apploctsons, the transwton to ADP'syses depends, srmbol to be seem on the screen, at neded to ISsor a
LaD pant o03 a Vizbt resolIU!ion to the clutter request fcr Its ersure, This created potential
Problem" - 21. User-override caplbitles were, conflicts, bnc.enw tothsPoes

lbsanoter vSta functional requIrement. Overlay another process was reyin2 cc the icon's visibility,
grouping, =nrouioed abnve. and general utilities on the screen. TOsisimizat user Overtload. an
added the nueede functionality to round act the automated mechanism which sup-port Inerprocess

-toolset. - cooperation snd display control was needed.

Figure Fazr perovides a detalled s=ampe of the To provide this control, the contextual data
Show'ic~n function. Using Zetalisp'e optional associated with this operation were stored In the
keysrord arguments construct, the user was able to icon'S visiblifty-reaSCAS attribute. The reasons
specify argument.s In any order. Alternatively, the cor~oatned the m~ap(s) that the tcon Is visible on, the
user could omi!t one or all arguments and use the processfes) that requested the operation, and
defatult values. The map-sbu argum~ent permitted the wherer the, request was for the 12=f to be dlsplsyed
caller to specify the map that an icon Is -to he or wheher it was for the overlay that the Icon was
displayed on and the coior with which the Icon Is associated with to be displayed. The attribute value
drawn. ii omitted. these crucial argument values was a list of lists. Each sub-isat was for a unique
were Inferred from the overlay objecgs) that the tactical map display that the icon was visible on -
lcoan Is associated with. or from overlay(s) that The sub-lists were of the form (Uap-name
were specified In the function cali. The (Vi-reason) (VIsreason)_.). Map name was the
conditional-show argument provided a mechanism name of a tzctical-map ~object. Vie-reason was of thewhereby an Icon's display was -able to be posponed, form (Ob-name Process). where ob-name was the
waiting for Its associated overlay to beco~me na m of either the Icon or an overlay object and
*m=unted7 on the tactical map. process was thre name of the process that requested

the operation. Every Vis-reason for a given map was
Current resea.ch at the Communication/Electro Ics unique. This structure enabled an Icon-related
Commanmd Is Iwresigating the possibility of designing graphic operation on a map to be made and Identified
a comn-,on display lan'guage across diszimilar dispiay foe more than -one process, and it enabled more thanI-systems to provide a communication ctlannel for one overlay-related graphical operation by a single
graphic screen updates. process to be made and Identified. The laiter could be

used In cases when a given process had more than one
D. INTERPROCFSS COOPERATION AND DISPLAY reason for an Icon to be seen, In which case It could
COTROLQ1 make an overlay for that reason, associate the

overlay and Icon with each other, and have the
On the lestual display. decluller was a minimal reason utilized for further graphical operations.
concern, as there were always four visible windows.
When contention arose irom conflicting requests by With display reason attributes, erasure control for
reasoning processes, the user was notified and a given tactical map was provided by enforcing a
decided. This was not distractive, as It related 1o the rule that an Icon would only be erased If Its display
reasontng Itself, and provided valuabie Insight to the reason attribute for that map was nil. This relied on
user about how the system was processing or viewing an agreement between processes (and respective
the problem at hand. For the tactical display, system developers) that no process would use
however, screen content needed to be kept at a another process' name or overlay.

SNOW-ICON

(Show-icon ICOiN (&key (map-alu nil) (Overlays Is-everiays) (conditional-show t) (caller owner)))

Retoired Arguments : ICZON, Niame of Icon object,

Optional Arguments:

Dots Type Default

Map-slu List of two elements. Ft.'. to the same oi a Nil.
map object. Second Is the Indicator ef icon color,

Overlays List of nanes of overlay objects. Overlays that Ices Is associated with.

Conditional-show T er nit. T.

Caller Hame ef process. Name of precess thut ownslcreated Icon.

Figure Four :Show-icon function
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F m = W.,~ ve l a r q e t by p o e t 5 FleallY. althoug h n t A t s coctpac t grsbcs engineCOC ~ ~ ~ ~ I Hhc ise viileo mpU.i wreason ttat could', -rlge a lange number of bit planewasa. embr o th sb4Ws for M Ins the o'i&6"y Was delsireabie to demonstrate fieldingIcoas's vlsiblily-reasons attribute, thens It a capablity.
recaovedt. i there we no more vs-roesors for M.

tesub-fist for M In the Iccons visibte-on-maps

WAS remved apniadlt tofcnwste eae rmfrdiplay screen. A similar role was followed forarequestit erase a overlay that Cwas L Thus. a hsefr rvddIsgtIt h plcblt fnot conflict wit~h the display needs of other techniques, notably those Imbedded In the Displayprozesses. Access Language, and defined areas for future
research.P-O PtT 7f~AL FEttAlf"MVNT AREAS

Several Probiems arose during the project. refiating 11t~~,EltltoM an ld conwu-ter graphics.

The author wishes to acknowledge the support andUntsymbols frequently overlap on, large scale encouragement of Dr. Martin Wolf* and Mr. Edwardmaps, requiring repostioning and offaci Indicators. Beach, of the US Army's Ccaimunlestion/ElectronlceA mechanilsm for automated repositioning -.that would Command. The author also wishes to acknow'ledge thebe sensitive to optfimul location and that would contibuflon of Dr. Norman Sadler, University ofInsure that the repositioned (con would not cover Pennsylvania, who provided valuable Instght t0 thisanother icon was a desirable enhancement for the effort.--prototype.

Queries relating to troop movement rely on terraincharacteristcs. Symbols like lb-a-venue of approachicon, in Figure Five B. are used 10 ouline the III H. Black, ~hTcnlg nlale nC1appropriate area and movement, drawn as a polygon Washington DC: AFCEA International Press, 1986,In figure Five A. Given- a digital terrain database, a Part IV, p.-249.binary coded two-dimensional array can beconstructed to represent the query ares wvith the [2] J1. Chanon, D.Ciccone, and M.Samel, AEtamstgtkportIons, of the area which support troop msovemfent. frteOvloeto mrvdTcta ybloThe capability to efficiently automnate the drawing of Alexandria VA: US Army Research Institute Technicalthis Icon for any region, Irregular or compound. was Report 403. August 1979, p. 4.another desirable enhancement for the prototype.

MOBILITY AND DIRECTION AVENUE OF APPROACH

Figure Five A: Figure Five B:Region of Mobilitly and Desired Direction Resulting Avenue of Approach con
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USakt NTERFACE MANAGER FOR C31 APMLICATIO\S

Jamcs B. Nelis

Lockheed Austin Dision
(O-10. 2130F. 6S00 Burleson Road. Austin. Texas. 78744

(512) 4Zsig4SS3

The construicen of user interfaces for computer- Over the past few years. these costs have motivated
based systems is often one of the most troublesoe and the development of Softwate packages to provide the soft-
costly aspects of a system. This is because requirements %are developer, and, yes, even the user. with tools that
and functions often change during the design, develop- can be used to create, modify, and evaluate user inter-

ment, and implementation phases, and because most user faces long before they are embodied into a system. Al-

interface toftware is constructed using traditional pro- though there are several software packages for providing

granming techniques. Thus, each time the user interface user interface protot)ping on the market, most of them are
must be changed, the software must be redesigned, ardware denendent or focus on either the prototyping
recoded, and trested. This is very costly to the developer aspect (all ng a user to draw or create screen displays
and the user. that do not connect to an application) or on the program-

mer's subroutine libraty approach to manage objects on
These costs have motivated the development of user the screen. Few of these packages combine capabilities,

interface softmare packages that can be used to prototype that is, creation and management of tne display Even
user interfaces long before embedding thm into a system. fe-r are extensible. portab!e. provide tie capability to
Although this is an excellent start, most of these packages specify control relationsbips at the screen-creation Ievel
fall short of providing a ume user interfaco manager. Most without software de%elopment. or provide a logging fes-
of them provide either a tool for drauing displays or an -ture to assist'in identification of problem areas.
applications subroutine call, but not both, and very few
are portable, extensible, and usable by both programmers 2 T REOUIREM-NT FOR A USER INTERFACE
and nonprogrammers. R

This paper presents the Iockheed User Interface Because a flexible, portable, broadly usable, and ro-
System (LUIS). a user interface manager system that Js bust method of constructing user interfaces can signifi-hardware independent. prtable, fleiblej:extensibie, and gnifnanesfl-ed~lomn ndrdc css
usabler byntehndecal porammesan opxeertinasersan cansly enhance software de~elopment and reduce Costs, ausable by tprhmal programmers and operational.users requirement exists to-develop a User Interface Manageralike. LU S provides rapid prgtoD-ping of user iptrifa~ci OU]M). The ULM must be able to do the following
that can be moved easily into operational environments. (UI).TeUMmsbealtodthflown

t ce* 
Pie'vide a basic set of primitives or building blocks

1from which a wide variety of interfaces may be con-
structed without restriction to a particular style

The user interface aspect of a softwsre system is
one of the most problematic and frequently one of the * Provide facilities for-logging user interactions such as
most cosily components of the ystem. This is due in pan user picks, keystroke entry, and operational events

to requirements changes dunng thi typically Iorg develop- S-parate user interface management functions from
ment phase and due to the use of traditional programming aparat in functions
techsiqteS to prodence the man-machine interface, applications functins

i Contain mechanisss for interprocess communications
In the past, most user interfaces have been created that allow the VIM to manage applications running inby computer programmers using tra,Jitional programming separatz processes in a distributed environment

methodologies. hus, wheri requireMents- or design
changes occur, the software developer must redesign, * Support extensibility to add new features and new ap-
ricode, and retest the interface. Further, if daring the, re. plications
view process the nei; irterfice is found t6 need modifica.
tion, the entire process of design,.code, and test-must be * Support portability to other hardlware environments
repeated This can result in significant costs to the devel. and be able to communicate with other softare com-
oper and to the user, ponents
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Figure 1. LUIS provides basic objects to allow the designer the freedom to customize user interfaces.

e Provide direct use of applications LIS consists of a set of subsystems that support
user interface specification and management. The subsys-* Support a variety of interface styles tems facilitate the efficient implementation of user inter-

* Be usable by both programmers and nonprogram- faces consisting of a set of basic objects types. These ob.
mers. jects provide different visual and functional effects in an

interface system, can be combined, and can be tailored to
implement a wide variety of interface designs. Both the

3, THS APPROACH subsystems and the objects are at a sufficiently high level
Ove'r the past 4 years, the Locihced Austin Division that the LOIS UIM can be used effectively by both pro-

has becn 'developing a UIf for use in C31 systems: the grammers and nonprogrammera.
Lockheed User Interface-System (LUIS). LUIS is a soft.
ware tool used in many applications that provides rapid 8a LUIS Obiects
prototyping cpabilities and'functions as a mature user
interface manager, licurrently operates within the UNIX The LOIS object structure provtdes bosh graphc and
operating environment on both Sun and Silicon Graphics textual user interfaces and consists of two object classes,
w6 statiofis and" within the AEGIS operating system on visual and funct.nal. Visual objects provide graphic and
Apollo workstations, -It is currently being portecd to the textual components panels, popups, options, text,
ULTRIX operat.ing system on the MicroVax GPS worksta- textields, and analogs Panels areindividual displays in a

ntih usfn.- X Windows and to the UNIX operating system user interface and consist of sone combination of other
on the Hewlett Packil 330 using X Windows. " objects. Popupi are windows within a panel in %%hich re-

lated objects can be grouped. Options represent altema-
The-LUIS UIM is based on a dialogue model ap. lives from which the usei can select, either within a panel

proach to user interface management. Dialogue models or a popup. Text objects are character strings that are
consist of basic user interface objects and operatiofis that used for the display of textual messages and instructions,
are versatlile Dialogues can be created'and executed .with- and textfields are regions in a popup or a panel %here the
out writing code in traditional programming languages. In user can input textual data. Analogs allow a user to spec-
a later phase of systems implementation, the LUIS-er, ify values in a direct and natural way. Figure 1 tllustrates
ated prototypes can be integrated with other applizati'ss the.lzsic LOIS visual objects.
programs. The d;alogue approach has enabled theLOIS
ULM to construct functional prototypes, modify them, and
move them into operatlional systems, all very easily.
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Figure 2. The LUIlS subsystems allow rapid development and full-scale management of user interfaces

Functional objects within LUIS control and allow bj LflS,.%sbsvstmg
the user to produce the desired effects after the input
event. Five basic fuanctional objects exist: implications, The subsystems in LUIS are used to construct and
states, acions. transfers, and logical sets, implications are exeute the basic objects. Subsystems for interface or dlia-
lists of interface operations that are carried out in so Isgue specification allow user interfaces to be built with-
quence after a designated event. They are used to deline out conventional coding. Figure 2 illustrates the LUIS UIM
the semantic be havior of LUIS objects. Example impliea- subsystem functional design.
lions include: enablingldisabling objcets, invoking applica- (1) The Language Parser processes object defini-
tions subroutines, moving the cursor to designated points lions contained in a dialogue specification file The object
on the screen, and taving user inputs. States enable more definitions are constructed-with an English-like authoring
conditionality in specifying wvhen implications are exe-
cuted, These are logical expressiosij that are used to test language that provides an abstract, device-inoependent
what the etid-uter has selected or entered in the user *n spcification of the user interface, The goal of the Parser

terf ce iffe ent i m pl cat ons ill be c rri d ~is to gen rate a com pu taton ally efficien t represen tatio n o f
terrae :Dd e presstion i tre orae, u depend- the textual object definitions. This representation is re-

ing n whthertheferred to as a dialogue modcl and consists of binary data
Aetiont are used to establish calls to applications strctures that are acessed by LUIS to execute the spect-

subroutines from the user interface. They describe charac, lied user interface.
teristics of the subroutine that are necessary for successful (2) The Language Editor subsystem is used to spec-
invocation Transfers provide a vehicle for interpanel cam- ify objects interactively through menus and single key-
munications in LUIS, transferring the states of options and stoecmad.TeLnugEiorpvdsanle-
textfields :n one panel to options and textfields in another native to the Language Parser as a dialogue specification
panel Finally, logical sets are used to define mutually ex- method for developers. It supports direct creation and ma-
elusive andlor associative relationships for groups of up- ipulation of the functional and Visible objects in a dma-
lions withhin a panel. logue model, a what-you-see-is-what-you-get approach

It can be invoked when the user interface is executing to
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Fgure 4. Different architectures for definin8 interaction with application programs allow developers to use the
method best suited to the spplication.

Applications code can be interfaced through tmo al- user interlaces and the easy migration of those prototypes
temative types of architectures, allowing the developer/ into operational systems. The LOIS eUm contains all of
user great flexibility when specifying the methods for in- the significant UIM features,
terfacing applications programs with the user interface.
These alternatives are based on the distinction between Extensibility. Steady growth over 4 years into multi-
tightly coupled and loosely Coupled applications. Develop ple architectures, map graphics control, data base inter-
ers can use either architecture or combine the two archi. face and managemert, and decision-aid applications
tectures to integrate applications into the LOiS IM
Figure 4 illustrates the functional use of tightly and loosely Portability. The LIS elM is written in C program-
bound applications prot lomss ming language and is based on proven kernels that supply

graphics and operating system level functionality Current
(1) Tightly coupled applications routines are bound haidware. Sun, Silicon Graphics, Apollo Soon MicroVax

into the LOIS UIM executable image. These routines are and HP.
linked with the other routines comprising LIS and exe- Usability. The requirement for ease of use was
cute in the same process as LOIS. started in 1984 and has continued. Both nrogrammers and

(2) Looselycoupled applications routines provide a nonprogrammers can use the LOIS UIM to produce dis-
true parallelism of operation- LOIS and the external proc- plays and to manage the screen Applications program-
ess operate at the same time. A loosely coupled applica. mers and developers find it very quick and easy to use,
tions program operates in a separate operating system permitting them to concentrate on the application, not the
process or window from the LUIS process and executes display.
concurrently with the user interface. Data between LIS Performance Evaluation. The LUIS UIM provides
and the applications are sent across the operating system logging/Imng of user inputs, thereby permitting evalu-
interproce.s communication channels Applications use a ation of specific user interfaces for partadar applcations
subroutine interface to send and receive messages across ation of s se ierforacl i
these channels. These messages reflect changes in the and evaluation of system performance.
user interface, obtain the current status of specified ob- Flexibility. the LUIS UIM supports a variety of in
jects us the user interface, and notify LOIS of the applica- terface styles kmenus, forms, graphical interactions) and
tion's status, input devices (trackball, mouse, touch pane) and provides

complete two-way communication between the user inter-4. THE RESULTS face and applications.
The LOIS UlIM is being used very effectively in

many applications where a ULM is the most efficieit, least The LOIS tIM has been used to support Govern-
costly, and fastest method of producing a wide variety of ment contract work in the following areas Command &
user irterfaces for a system The LIS UIM applications- Control, Weapons Control, Battle Management, Commu-
oriented approach has enabled the rapid-prototypig of mncations. Intelligence, aad Human Engineering Evalu-

ation, Weather Display, and Crisis Management
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A Priority Driven Approach-

To Real-Time Concurrency Control

Luil Sha1, Ragunathan Rajkumar2 and John P. Lehoczkv3
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Abstract
Sc t sother transactions from accessing them-in order toThe concurrency control of transactions in area- maintain consistency. In p real-time applicationtime database must satisfy not only the consistency such as tracking, the consistency is still uporiant,constraints of the database but also the timing con- but it is also critical that the values of the-data ob.straints of individual transactions. In this paper, we jecs are timely. If an object being tracked is moving
focus on the issues in the integration of a locking fast, very stringent timing requiremcntg will beconcurrency ontrol protcol and a priority driven placed on transactions that update the object loca.c ure ncyme scontrol protocol. ande presnty dren tion. Failure to meet these timi% requirements willreal-time scheduling protocol. We present a real. render the tracking exerese a ailure, because thetime concurrency control protocol called the data-will be out of date.rw priority ceiling protocol "which not onlyPrevents mutual deadlocks but also tightly bounds TO satisfy both the consistency and real-time con-the duraon of blocking due to concurrency control straints, there is the need to integrate concurrencytheadutratinli g dataase tooncurency onaitol, control protocol with real-time scheduhng

o , Protcols. In this paper, we focus on the integration
we investigate the application of this protocol in a of a locking coneurrency protocol with a static
distributed environment," priority real-time scheduing protocol, since both

ticese two types of protocols are widely used in prac-tice. A major source of problems in integrating theS 1. Introduction two protocols is- the lack of coordination in thedeveiopmem of concurrency control protocols andof real-time scheduling protocols. In the design ofmany real-time scheduling protocols, a commonly
11. Motivation used assumption is that tasks are independent.Real-time databases are used in a wide range of ap. Owing to the effect of blocking due to concurrencyplications such as aircraft tracking and the monitor. control, a direct application Of a real-time scheduing and control of modem manufacturing facilities, ing algorithm to tasks (transactions) may result in acondition known as unboanded priority inversion,In a real-time database context, concurrency control where a higher priority task is blocked by lowerprotocols must not only maintain the consistency priority tasks for an indefinite period of time. Con-constraints of the database but also satisfy the the management of task prorites durmntrequirements of the transactions acessin tas synehrorzatin is a major issue in-our ive -the eaabs. In standard database applications, suc9 ts'snhoizto samjrisuinoriiaas banking, one can lock data objects and prevent tigation. On !he other hand, in the design of concur-

as bnkin, oe ca lok daa oject an preent rency-cd'ntrol protocols, it is often assumed that themore concurrency offered by the protocol, the betteris the performance. For example, the two-phase
locking protocol with read and write semantics is'TNs work was sponsored in pan by the Office of Naval considered to be superior than two phase lockResetrch under contr, -N0014-84-K-073 , in pan by Naval protocol using exclusive locks. However, as weOcean Systemi Center under contract N66001-.87C-0155, and will see in Section 2.2, a direct application of the

in P a rt b y th e F ed era l S y stem s D ivisio n o f IB M C o rp o ra tio n e d a d w i e s m n i a n a t a l l a o p o
under Oniversity Agrecment YA-278067. write semantc can actual y
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schedufabilityb. The sharing of a read-lock can an- action is called a compound transaction. The model
prove real-time performance only if. certain con- of a compound transaction in this theory allows us
dritions regarding the priorities of readers and wnters to addreos real-time scheduling of a mixture of
are satisfted. In this paper

- 
we will addrss these non-database operations, elementary tasks, and

issues arising from the integration of a concurrency database-accessing activities, elementary
control protocol with a real-time scheduling transactions, in a single task.e Each of theielemen-
protocol. -However, before we address the integra. .tary transactions in a compound transaction main-
tion issues, we give a brief review of the concur- tains the consistency of the accessed atomic data set
rency control protocol and the real-time scheduling when executing alone on the set. i addition, the
protocol that we aim to integrate. post-condition of the compound transaction is as-

sumed to be equivalent to the: conjunction of the
post-conditions of the elementary tasks and trans-
actions of a compound transaction in any execution

1.2. Related Work path, Since compound transaction is a model of our
Both concufrrency control

2 
3.4.5,6,1,., 11.12 tasks, we will use the terms "tasks" and "compouird

and real-time scheduling transactions-interchangeably in the following dirs-
algosithms 1 3.14,15.16.17,18,19.20 are active areas cussions.

of research in their own right. It is beyond the scope Hawng decemposed the database and the trais-
of this paper to examine the possible combinations
of concurrency control and real-tine scheduling actions, we use the setwise two phase lock protocol

d

protocols. Rather, we limit ourselves to the integra- to make sure that elementary transactions are na
tion of two particular protocols: the rate monotonic senalizably with respect to each of the atomic data
scheduling algorithm

7 
and the modular concur- sets. It was shown in

21 
that the resulting schedules

form a supeiset of sets of serializable schedules. Inrency control protocl 2 1.  
'Me rate monotonic addition, these schedules possess the properues ofscheduling algorithm isa simple static priority adionthssceus p 2

scheduling algorithm fs pe tasks aic as- consistency, correctness and modularity
21. Com-

signs higher priorities no tasks with shorter periods. pound transactions and atomic data sets provide us
Itasi shng pnits that this i anhoptimal stics with a useful model for real-time database apphca-It ws sown 17 hatthisis n otima sttic tions such as tracking, and we illustrate their ap-
priority scheduling algorithm. This means that any plications in the following example.
task set which can be scheduled by any static
priority scheduling algorithm can be schtauled by Suppose that an airplane is being tracked by two
the rate monotonic scheduling algorithm. The rate radar stations, and the collection of data objects, 01
monotonic scheduling. _'j'ithm-has been extended and 02, represent the local views of these two sta-
to address a wide range of practical problems, e.g, nscheduling of apenodc and periodic tasks '

2,  tions. These data objects might include the current
scheduling of apeicaond edic tslocation, velocity, and identification of the airplane
schedulng of ommunication meda

13
, the handling as seen by the particular station. Each of these two

of transient processor overloads*
-3 

and the use of bi- data objects forms an atomic data set. This is be-
nary semaphores for mutual exclusion

2
. cause the consistency constraints associated with

The concurrency control protocol examined in this
paper is the modular concurrency control
protocol

21
. This protocol offers reduced blocking cAlhough the onsinal theoy 

1 
did not addess non-database

tme through the decomposition of the'database and operatons, non-database operaions such as data-processing
the transactions. The decomposition approach used tasks can be viewed as a special elementary transaction which
in

2 1 
has two aspects. First, data objects in the locks some dummy data object thai no other transaction will

database are decomposed into disjoint sets called either red or -ite. Hene, no special treatment is needed from
atomic data sets (ADS). The consistency of each a concurrency control point of view. However, from a real-tme
atomic data set can be maintained independent of scheduling point of view. it as amportant to distingish the data
the other atomic data sets. The union of atomic data processing and the database operations, because an cirmentar
sets is still an atomic data set, and the conjunction task will always be preemterd by the execution of higher
of the consistency constraints of all the atomic data pnority tasks, bt an el~mentary transaction can block the ex
sets is assumed to be equivalent to the consistency ecution of higher pnonty ones, Ile blocking of high priorty
constraints of the database, Secondly, each trans- taski, as we will see. has important implicatons to the
action is decomposed into a partially ordered set of sehedulabdity of a rel-te syem,
elementary transactions and tasks, The entire trans.

dtinder this protocol, a tsannion cannot release any lock on
any atomic data set until it has obtained all the locks on that
aomir data set. Once it has released a lock on any atomic data

bSrhedulabi ity is the level of processor otiluaion at or set, it cannot c ,tan a new lock on that atomic data set. The
below which the deadlines of a ct of penodic tasks can always transaction can, however, obtain new locks on other atoi data
be met sets.
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each track-can be checked and~validated locally. ad then updates the global track if the correlation isEach new scan creates a new version of the data ob- sticcessful. The following is the pseudo-code of theject, and in the Course of tame, the values of 01 and transaction Global View.0 2 form two correlated multivariate time series. The Compound.rsca,.eion Glob.. Via.w;correlation can be used to create a new atomic data AtomkVlablt objnnvctor: TrackVYator;set consisting of the global track, represented by legilSerial
data object 03. The global ADS, i.e., the union G =Begn.a
{01, 02, 031, represents the,global and local views Euegtar .y as ,,oa..1ooelazof the airplane being tracked. " LockTrack.1

obj new msector :-o-i- Trac s 1;The notion of atomic data sets is especially useful Coosalina-U.sock ioc'an -iTe.for tracking multiple targets. Before the formation Endsel -;of the global atomic data sets, weneed to correlate
all the local tracks near each other to find out which ..tracks are associated with which targets. Oncecaglobal ADS associated with a particular target is Elementary'rnsacti.. 1.d.a A, Sformed, the information from the global track can be Begli Setlal
referenced as a global context to aid the local opera-tions, In addition, the knowledge of a set of localtracks belonging, to the same global ADS helps to EndSerreduce the number of correhc!tion operations. Whendata from new scans are used to update the local EndPsattle;tracks of a global ADS, we will correlate them first.If the correlation is successful, then the hypothesis Rlessntry Taskthat all the ADS's in G are tracking the same target Beglst'-W"is considered to be valid and there is no need to fur- Corr1a.t. data in ewc or;ther correlate the data with the tracks from other EndSerlal,ADS's. This may substantially reduce the computa- I corttlaton ... ful rb, 5tion time required in trackinge Conceptually, the Beginbirth (the creation of a global track), growth. Elegnta.qyn-oacIIon Gloiov(adding/deleting local ADS's in G) and death (the elglobal track is invalidated by new discoveries) of Lock Global-Tr.k;

global ADS's model the dynamics of a tracking V-at ClobaTracts;atabase. t d Commit *nd Unlock Global Tratck
In real-time tracking applications, an instance of a End;dela];
periodic task consists of both non-database opera- Else BegintIons and database operations. In fact, the non- Corr.l.t. th. data ,'Lth narbydatabase operations such as signal processing is of- tracts. fr es thr AS'.ten more time-consuming than rea ing and writing Ed;the tracks in the database. The structure of a com- Endseert;,pound transaction provides a useful model for suchtasks To illustrate the syntax of a compound trans- This example illustrates the following charactensticaction, consider a simple distributed tracking of our approach. The database is decomposed, anddatabas,: consisting of a lobal database GD and a the compound transaction models a generalized taskset of local databases LEI ... , LDn . Each local which has both database and non-database opera.tions. In addition, elementary transactions are ex-database is associated with a particular sensor, and ecuted serializably with respect to the atomic datathe data from the sensor is processed to create local sets.f Having reviewed the protocols that we want totracks. Compound transaction GlobalView readsthe local tracks of a global ADS, correlates them integrate, we now outline the organization of therest of the paper. In Section 2.1, we examine thepriority inversion problem that must be solved in thedevelopment of a real-time concurrency control

It is important io emphasize that while the A s to protocol. In Section 2.2, we develop the read-writeLnked by correlation. the degree of coieton is ot a conGs. (rw) pr:ority ceiling protocol for real-time concur-tency constrain: Consistency contrannts ar re latoups be. rency control in the context of a centralizedtween data objects that must be maintained by all the trans.
actions. On the other hand, transaction, lo not have any resporsibility to maintain the correlation between the ADS's in G. Infact. if the initial conelation is due to anne signal processing t

f'e atomic vanables arm global vanables of a compounderrn, then the global ADS will bec me invalid and must be transacuon and arte shared by the elementary trnsacuons and
eliminated, the sooner the better, tasks.
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database. In Stctionc 23. we zd-erS te rea-time ob~ectfre c d tsps isIdannacere0
concrency cozzrol eroble in a (5snileed en- pes I .=ma ;g =.-x faI i' =vironn=L F=14ll, Sonj 3 p th=oci- rane, rou aemo fcec l q C= te eai
sin0. asitedad 6-- dinMir of KOSca i pg=

Of Pi &E a=e is We agb Wo2. Real-Time Concurrency Control Issues bound t=he= &_d'M caued br i lack= n

Vha w -- task 17S Zt inb_ shr
deica tasks. is esecrtes trs etcnnnci =SaME=2.1. The Prioritv Ins-ersion Pr-oblem ee2 .j F r T-Thie major p.robei M icte=rail a Icrg oocol by T. -To 1:-; i!=', I:: rs z:V inis

with~ aczdq priority is tb-t .. ;q L'otwo Lzxi . ea sk S =Sns-
to ccu~wb 2 ighp-oriy :as is blocked =601 aneT. is blxcied hI tatk -.;s ==z:dT 3 .T=

lower prio=i_ tasks. Proinvrsion is =nstbe Piiyitei proccl rzems C= s m-
in transaicui systems. However, to acbme a high acinT3 eeci t :tnaticna itsk ;S pdcil)
degree of scliedulabilitv in real-tinnc al-liticniS As a result. task -: r-431 be embu-i to preempt vzz-we must overcomie the problema of un~conzrolled tin 3 ad- __

Priority itiversion. -here the 1tioit inoaio Tc3 zz il__eftV L413m-%
curs over an indefinite perioo time This i ,- tzgh- p riccy, task - u rzi -t for the c6 .e
lustrated by the following caple. tary tranacio of lower pcmriiy taskr to be ex-
Examule 1: Suppose -.. -, and -3 are ieree tasks ezd b= se transaction T3 thestep y
arraziged in descendingt order of priocity -At -1 of Vaskn. O'b-is-_1maybe faxdto .h fort* tocomPete. When task -shaving the ighest priority. Asn=umth cl ;S~ akto -,lm m r
tractons T, of task T and T3 of'Z =f ccsst tranSaction T3 comnpletes.3 reen=i to its asiened
same data object 0. Suppose. that at timze. 1 -. s- !0wes= p:r Zty an wakens trasacion T., w6-ain
action T3 obtains awriie-lock on 0. During the for the locko srdan obeiat0. T.J)-_=Z the
execution of T3, the high priority task -.,arsives, highest priority. imiatezeyn preempts -. and rms
preempts T3 and later atreipts to execute T, to ac- to completon. This enables -, and 3 to resumez in
cess the object 0. Task -. will be blocked. since 0 succession and run to completion.
is already locked. We would expect that -.1, being As we can see, this simpl priority inheritance idea
the highest priority task, wrill be blocked no loge reduces the blocking ti-s ofa pfee riority task
than the. time for transaection T3 t omple ad in from the entire execution times Bf lower pirity
lock 0. However, the duration of blocking may, in tasks to only the duration of lower Priority tasks,*fact, be unpiedictable. This is because transaction transactions However. this s Il idea
T3 can be prdinnpted by the intermedtaic priority is inasdequaste fox two reasons. First the roM of
task -. that does not need to access 0. The block- deadlock has not been solved. Second, the blocking

duration for a task, though bounded, can still being of T3 , and hence that of -,,will conizeuntil r2 substantial, becouse a chain of blocking can beand any other pending intermediate priority level formed. For instace, suppose that task ej needs to$ tasks are completed. sequentially access objects 0, and 0-. Also sup-
The blocking duration in Examnplc I can be at pose that -. preempts t3 which has already locked
bitrarily long. This situation can bepatal 02 Thn Ulcsojc . rnato 1 neremedied if transaction r not allowe to b
preempted. however. this solution is only 3p- at this instant and finds that the objects 0 1 and 02
propriate for very short transactions, bsecause it have been respectively locked by the lower priority
creates unnecessary blocking. For instance. once a transactions -,2 and -.3. As a result. -., would be
long low priority transaction starts execution, a high blocked for the duration of two elementary tram-priority transaction not requiring access to the sanme actions, once to wait for -, to release 0, and again
set of data objects may be needlessly blockedt. An to wait for _'3 to release 02_. Thus, a c;Wan of block-

ing can be formed.

The above two reasons motivate us to develop therty 0 porny cnvrton problemi was fim diseongtd by rW _prioriry ceiling protocol, which not only min-
Locopson and Redallis in the corton of nmuor Mthy sugs inazes the blocking time of a task T to the duration
thai cash Montor bW atv.ays ecedn ai a piority level highber of at most one elementary transaction but also
than all lasks this would evr call the mnonitor. prevents the formation of deadlocks. The under-
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T1
==n ~e ftisrso be FZTO == dc The is to hge level Cbm t a the ask as Tezentge

=v-=r - to ~~Rcall- ziodwth proi Czfstraci o Tfdi VCO b
1  ipst at ed

Jf0c-nca" esci Tis s t tbe k -, is in tion Md , F tets~ theos
-2 =9-that %- hin' L S-c Tsk -.0, -;

Exaumi=e d izi desCendingZ Order of priorty. How1 diviibl S~se al to en~- oc(,,Te
addii n thee e two data o*=ct 0, 2nd 0, scbeduler v6 il find that task, -.,'s piority is norto the sm-.-,ADS A. We de R = te- hihrt=the priocity ceiling V, locked dat objectp'eu rg Of 2 datz-onjzctzs the pcioiy of the ssedbi-"s in rnacin~ O ~ 0- Hee the scbt&ed uler - aun~onjecl 7F-e Priority ceiline of an ohj~t0 represents vitou: locking 01. No-- that -., is blocked outsidetoe hirbesi P.;i-,-_ tnskthas a2 tactjo that has its eLnneniar)ty szction. Thnisacto T2 nowlok- 0--- Ji rhri z the =Lers&- priority of tak -.1 end resumes execu-

te:t-ee 21 0s aas follows: Lan Since -.1 is denied the lock on 01an
T.- - Lrom. wbk~>,. suspecded instead, a potential deadlock betweenT

and T2 is prevented. If 1 were granted the lock onT~ (-., ockO~I,.~,0
1 J'hen -. would later wait for r.to release the

lle~~ot* ~ ~ loc onebe~, ~ 02 wile -, would wait for -1 to release the
T-( Le( 2 ,-. ako).. lock on 01.

L~eio~,--- twxkt 3 ).On the other hand. suppose that at tine r3. while T
is still in its transactioa, the hitpriory askr

O~nie ATd aa.'smpts to lock data object 00. Since:the priority oft-0 is higher than the- priority ceilingA~i~o OsO ~of locked data object 02. task t0*s transaction To
0 bOd. 0 Woti will be granted the lock on the: data object 00,Task

t 1-will therefore continue and execute its trans-
bi O o.02 action. thereby effectively preempting T2 in its

tranisaction and not encounttering any Alci~? t
time 14. To completes execution and'l2 is1 L...J J~jjiawakened, since T1 is blocked by T2. T2 continues

/0-- ~ execution and locks 01. Attime 5.T2 releases 01.
At time 16, when T2 releases 0, task -, resumes its

_________________________assigned priority. Now, TI is signaled. Having a

i i higher priority, it preempts T2 and completes execu-
t7 tion. Finally. T2 resumes and completes.

Note that in the above example. -r0 is never blocked.
-. 1l was blocked by the lower priority task z2 duringFigure724: Sequence ofEvents described the intervals ['2, t3) and [:4. O However, these two

in Example 2.
The sequ6nce Of events described below is depicted -_ _ _ _ _in Figure 2-2. A line at a low level indicates that ih ner t Ji o ouudt eabo~gsthe correspondintg task is blocked or has been va o 1. i wa tonoy pcnudned obe da 1%;e9Wt tnoterPreempted b a hger priority task. A line raised to UskI b tel~erpot

281



znte~2l corespnd o tedernontha T2 eed to X and Y in parallel. We assume that each stream of
lock the iwo data objects in A. Thus. the blocking a.tiv ksi vi anyio;. sl er over t ed to mpri o

durziw o I-Iis 9=1 o th d~tl~n. Ofa'sbl& dfie ranidom requests from.an operator, weT can
=ln~)t5szziot ofa lower prol U=S buffer his iput afid use a periodic server task to

atnT..even though the actua blcking occurs resond to his requests ribdically. Sinze tracking
o%=r disjoint time intervals. It is. indeed. aoery pations consit of both - signal processing and
of bhi prooc thai any task can be blocke byVv ctdtbs cesn.w assume that each inslaic of
ios n elwrrortel tytrsatouni a periodic task isSa interleaving of data-prloceSSing

ifoLopee.Tispoet sfr code and eatabase opierations modeledi as elemen-
teiusM edytefloigeape taly azksr-elemnentary trasctions or a comn-

______= ~ A, pousid transiaion respectively. We shall a-sstrme
Examile 3: Suppose that A, (01) an , that the databiie isiicdcomuposed into atomic data
1021. Conside the example where a chain of sets, and the setwise_ two-phase lock protocol is used
blocking can be formed. We assumed that task TI belemienitary transactions for concurrency control.

We, assume that the rate-mnonotonic al orthmin
needs to access data objecis 01 and 02 sequentially. I . asg sp0o1]t eac ts.T ISg-
while s, accesses 0, and T3 aXcsses 01. -Hence, rithm assigns bsicr priorities to tasks with shorte
the- priority ceilings of data objects 0, and 0, are periods and is ain optimal static priority algorithm
equal to P,. the priority of -.. As before. let -.3 lock for periodic tasks 

17 . If two tasks are ready to rn on
0,at time ro. At time tI, task 'e, arrives and a rcesr the higher priority task will run. Equal

preepts-.3 Howver attimert~ientask-,,at- priority tasks are rim in a FCFS order. We also as-
preepts'ti Hoever attim r~ whe tak 5t sume that a transaction does not attempt to lock an

tempts to enter its transaction T, and lock 02, the object that it has already locked and tus deadlock
rim-time system finds that the priority of -. is nor with itself. la addition, we assume that in each

lockd ~ processor the rumtime, system will serialize the ex-
higher than the priority ceiling P, of the lokdo- ecution of syntactically parallel elementary tasks
Ject 0,. Hence;%2 is denied the lock on 02 and is and transactions. For example, in a uni-processor if
blocked. Transaction T3 resumes execution at - s a compound transaction has the constructionJ

whe i stllexcutng2S BeginParallel ElementayjransactionJ:;
priority. At time t3 , whnT 3 issileeuig 1 Elementary - ransatction..Z EndParallel ... ), then
arrives and preempts T3 . At time ;4. -. attempts to either Elementary Transaction I completes before
enter its transaction TI to lock 01 and is blocked by the start of Elementary-transaction-2, or vice versa.

whc od-h These two elementary transactions will, of course,
.3 whc od h ock on 01. Hence,.3 inhrits execute in parallel, should they execute on different

the priority of -,. At time t5, task -.3 exits its trans- processors. A task can suspend itself during its ex-
action, resumes its original priorit) and awakens z,. ecution of non-database operatiolps, e.g. waiting foe
Task -1. having the highest priority, preempts -. UO0. However, self suspension is not permitted when

no it holds locks on database objects. This also implies
and runs to completion. Next, -,2, which is no that we do not permit a transaction to lock across

longer blocked, completes its execution and is foil- the network. We also assume that either multiple
lowed by -.. Again, note that -. is blocked by -&3 . read" lucks or a single "write lock can be held on
during the intervals [t4, t5] which corresponds to the a data object.
single elementary transaction. Also, task -.2 is Notation: We use the notation (A]. , A 0 to
blocked by _- during the disjoint initervals (t2, 13] denote the atomic data sets of database D.
and [t4, t~] which also corresprond to the duration of Notation: We denote the gives tasks as an ordered

tas j Cer~eitrytrnsctp.set (i' .... [n)~ where the tasks are listed in des-
cending order of priority, withqr having the highest

2.2. Thre Read-Write Priority Ceiling priority.
protocol Notation: We use T. J to denote an elementary tranis-

Having reviewed the basic concepts of our ap- aceon 3f task TI that accesses ADS A~. We will also
proach, we now formalize our approach. Before weesipfedntioTw n L ettyf
begin the technical investigation, we first list our as. use the ipiidntto ~we h dsiyo
sumrptions and state the notation used. We assume the ADS is not important.
tat we have a set of loosely coupled uni-processors.

In each processor, there is a set Vf statically al-
located periodic tasks., A task can execute in paral.

Idon more than one processor. For example, taskz t For &n addvi~ leeir of aperiodic laik. reoderi s
cnupdate an ADS and its replication on processors rfdt
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4

No'tl d We use the notation si to denot- the -aaction, it resumes its original

P r o it . io iity inheritance is n na The lock on a daa object can either be a sithlL Finally, the Operations of
ora rit~toi. hs hldspriority inheritance adof the resump.

• ! r .a-tocx ori c-lock. A task -. that holds a read-mnym iac ado h ~ p
lock (write-lock) on a data object 0 is-said to have tion of original priority must be in-(write-locked) object 0. Thdivisiblepriority ceiling of a;data object-is deltned as thehighest priority task that may write this object. The 3. When a task - does not attempt toabsohae priority ceiling is 'defined as the highet ter elementary tnsaction, it canpriority task that may read or write this data object, preempt another task aT executing at aMon a data object 0 is write-locked, the lower priority, inherited or assigned.absoluteJriorityceiing ofO. Whna taobject Remark- The objective of thisyrotocol is to ensure
0 is rea -locked, the rw-priorio ceiling of O is eiaci elementary transaction is executed at adefined to be equal to the write pnority ceiling of 0. higher priorty level than the priority levels whichH vis st.dour objectives and our assumptions, Can b-e inherited by preempted elementary trans-Hv now edr b.weriority ceiling protocou s ti actions. When a task . write-locks a single objects used eneachpr6cessor y c.the rw _priority ceiling of 0 represents thehighest priority that - can inherit through 0. ForL.Task e, having the highest priority xample, when T write-locks 0. it can block theamong the tasks ready to run; is as- highest priority task ".H that may read or write 0signed thE proce sor. Before task and hence inherit zH's priority. Therefore, theenters an elementary transaction T, it rwpriority ceiling of a write-locked object ismust first obtain the locks on the data defined to be equal to the absolute priority ceiling.objects that it accesses. Suppose that Alternatively, let a low priority task -, hold a read--, attempts to lck data objct 0. .Let lock on a data object wand let task .w be theO be the data object with the highest highest prioity task that may request a write lockrwpriority ceiling of all data objects on 0. Task r can block -,, and inherit -w's priority.currently locked by transactions othe Therefore, the rwpriority ceiling of a read-lockedthan those of--,. Task -c will be data object is defined as the data object's writepronty ceiling. A read-locked object 0 can be, ofblocked and the lock on an object 0 course, read-locked again by a task -r which haswill be denied, if the priority of task - priority higher than that of Tw However, in this

ingof data object 0. Inthis case, task case, !ask r has preempted or and there is no block-
'r is said to be blocked tw- the- task ng.whose transaction holds the lock on Remark: Under this protocol, we need not explicitly0. If task -'s priority is-higher thin cne-cr or the possibility of read-write conflicts. Forthe ,wpriority ceiling of 0*, ihen - is 'instance, when an object 0 is write-locked by a task', the swpriority ceiling is equal to the highest
granted the lock on 03. Whe a task pnot tasktat can access 0. Hence, the protocolexits its elementary transaction, the -will b ock a higher priority task that may want todata objects associated with the ans- write or read 0. On the other hand, suppose that theaction will be unlocked, object 0 is read-lockedby r. Then, the rw priority

ceiling of 0 is equal to the highest priority task that
* 2. A task 's transaction T uses its as- may write 0. Hence, a task that attempts to write 0signed priority, unless it is in its trans- will have a priority no bigher than the rw priority

i ceiling and will be blocked. Only the tasks that read
action and blcks higher priority 0 andhave priority higher than the rw-priority ceil-transactions. If transaction T blocks ing will be allowed to read;lock 0, and read-lockshigher priority tasks, T inherits PH, are compatible.the highest priority of. the tasks Under the rwpriority ceiling protocol, mutualblocked by T. When task exits its deadlock of transactions cannot occur and each task

can be blocked by at most one elementary trans-
_ _ _action until it completes or suspends itself. We shall

now prove both these properties of the rw priorityl oUnder thi con&tion, therm will be no rcMd-wiitc contfht on ceiling protocol.the obw-t 0, .nd we need notcheck if0 h been locked. Sce Lemma 1: Under the rw._priority ceilingthe tecond r'iark tha follows the protocol definizoi.
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protocol. each transaction will ex ut at a priority of is assumed to be higher than or
high-- priority level than the level that the equal to that of' 1 . Since a lower priority

empted transactions can inheit. task cannot block a higher priority task un-

Proof. By th definitin of the rtw priority less it is already in its trnsac6on, tasks 1 .
ceiling protocol, when a task - locks a set of .... ; must be in their nasactions wlhen
data objects, the highest priority level T can arrives. By assumrtiofi, -.,is blocked by -..
inherit is equal to the highest rw-prioity and -,. inherits the priority of -. Since - can
ceiling of the data objects locked by 1. be blocked by n&. task t's priority canot be
Hence, when a task " H'i priority is higher higher than the highest priority P that can be
than the highest rw_priority ceiling of the inherited by t . On the other hand, by lemma
data objects locked by a transaction T of 1. task -&..I's priority is higher than P. It fol-
task , the transactions of -.H will execute at lows that task -,,'s priority is higher than
a priority that is higher than the preempted that of task -,. This contradicts the assump-
transaction T can inherit. tion that -,'s priority is higher than that of
Theorem 2: There is no mutual deadlock tasks -...., " .
under the rw-priority ceiling protocol. Corollary 5: If a task ri suspends itself at

Proof: Suppose that a mutual deadlock can most k times, then the above theorem holds
occur. Let the highest priority of all the tasks with the duration of blocking equal to k+I
involved in the deadlock be P. Due to the elementary transactions.
transitivity of priority inheritance, all the
tasks involved in the deadlock will even- I tei The rw.priority cilingprotocol is seec-

tsrld e-e trictive on the sharing of read-locks. The
tually inherit the same highest priority P. reason is that a direct application of the read and
This contradicts Lemma 1. write semantic can lead to prolonged durations of

Lemnria 3: Under the rwpriority ceiling blocking. For example, suppose that we have a
single write transaction at thle highest priority level

protocol, until task - either completes its ex- and ten lower priority read transactions. If we let ten
ecution or suspends itself, task T can be transactions concurrently holding read-locks on data
'blocked at most once by a single elementary object 0, then when a higher priority task arrives
transaction of a lower priority task %, even later and attempts to write 0, it has to wait for all

has m elementary transactions, ten of these transactions to complete. That is. some
multiple mforms of concurrency can lengthen the worst-case

Proof: Suppose that task -, is blocked by a duration of blocking, resulting in poorer
lower priority task % . By Theorem 2, there schedulability.

will be no deadlock and hence task % will We now develop a set of sufficient conditions under
exit its current transaction at some instant t. which a set-of periodic tasks with hard deadlines at

Once task 'CL exits tts transaction at time i, the end of the periods canbe scheduled by the rate-

task -L is preempted by %, Since % is no monotonic algorithm
t 7 when the rw.prionty ceiling

longer within a t-ansaction, it cannot inherit protocol is used.
k

a higher priority than its own priority unless We quote the following theorem due to Liu and
it enters another transaction. However, "L Layland which was proved under the assumption ofrnsctil Homees Cindependent tasks, i.e. when there is no blocking
cannot resume execution until -z completes due to data sharing and synchronization.
or suspends itself. The Lemma follows.

Theorem 4: Under the rw.priority ceiling
protocol, a task "' can be blocked by at most Theorem 6: A set of n periodic tasks

a single elementary transaction of one lower schoduled by the rate-monotonic algorithm

priority task until either r completes its ex- can always meet their deadlines if

ecution or suspends itself. C1  C.5

Proof: Suppose that %e is blocked by n lower ri r,
priority transactions, By Lemma 3, ce must
be blocked by the :ransactions of n different kAn apeodic task c= be conve'd to a penodic task by the
lower priority tasks, co..., r0, where the u ofapenodic wyer ta d bufferm the penedse lebobih
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i

where C- and T are.th- execution time and Theorem 8: Suppose t a task does not
period of task r eisly. susend itself from initiation to completion.

_Tber 6 offers a sffielent (worst-cas) condio A set of n periodic tasks using thetat chascteizes the ramimonotnic schedulability i._p'Onity ceiling protocol can beof a given periodic task set. An exact cliaracceriza- schedild by, the rate monotonic algorithm iflion of rate-monotonic schedlability can be found the foiiowing conditions are satisfied-
C, C. C B.

When tasks are independent of one another'and do T,- 2(2 -1)not access shared data. Theorem 6 provides ntuith
the condition under which a set of n periodic asks
can be scheduled by the rate-monotonic algorithm 1  

Proof: Suppose that for each task 'i theAlthough this theorem takes into account the effect equation is satisfied. It follows that the equa-of a task beingpreempted by hi iority tasks' it lion of Ther= 6 will also be satisfied withdoes not consider the effect ofblockMg caused by n=iand clower priority tasks upon schedulability analysis. n i lacedby " =(Ci+Bt). ThatWe now consider the efect of blocking. is, m the absence of blocking, any instance
Toerioc in oftask ,i will still meet its deadline even ifitTheorem 7: A lower priority write t - executes for (Ci + Bi) units of time. It fol-action T can block a higher priority task ly

with priority P, if and only if T. may write- lows that task, if it executes for only
units of time, can be delayed by Bi units oflock a data object-whose absolute priority tie and still meet its deadiine. Hence the

ceiling is higher than or equal to P. A lower tre follws.
priority read transaction T can block a theorem follows.
higher priority task - with priority P, if and Remark: The first i terms in the above inequalityonly if T, may read-lock a data object whose Uo suitte the effect of preemptions from all higherpriority tasks and cisown execution time, whileBwrite priority ceiling is higher than or equal is
to P. of the last term represents the worst case blocking

time due to all lower priority tasks for one instanceProof. It directly follows from the defini- of task-.tions of the rwvpriority ceiling protocol. Corollary 9: A set of n periodic tasks using

Let Z be the set of elementary transactions that the rw-priority ceiling protocol can becould block task ;. By Theorem 4, task -, can be scheduled by the rate monotonic algorithm ifblocked for at most the duration of a single element the following condition is satisfied:in Z ifit does not suspend itself. Hence the worst- Cs  C. B, B_.case bl6cking time for r is the duration of the _+-. - "  15.(21A- )longest elementary transaction in Z when r does not .)T, TiI'Tl1suspend itself. If the task r suspends itself k times,
then the worst-case blocking tune is equal to thesum of the k+1 longest elements in Z.We denote Proof: Since n(2 1

ln-1)<i(211
-l) andthis worst-case blocking time of task i as Bi. Note B B Bthat given a set of n periodic tasks, Bn = 0, since I " ) :  

, if this equation
there is no lower priority task to block",. holds then all the equations in Theorem 8
Theorem 6 can now be generalized in a straightfor- also hold.
ward fashion, In order to test the schedulability ofTi, we need to consider both the preemptions caused
by higher priority tasks and blocking by lower 2.3. Distributed Database Issuespriority tasks along with ;,'s own utilization. The In this section, we investigate the use of rw priority
blcking of any instance of; i is bounded by Bi. ceiling protocol as a basis for real-time concurrencycontrol in a distributed environment. While a lock-Thus, Theorem 6 becomes ing protocol is still an efficient method to ensure

consistency within a node, holding locks across the
network is unattractive. Owing to communication
de=]ay, lcking across the network will only force theloIa_ copy to be as outdated as the remote copies
and this is counter-productive for real-time appuca-"That it, the conditions under wich al the instances of aLl lions such as tracking. It is better to have an uo-,o-the n luks willmeet theirdedlines date local copy and let the remote copies be sieori-
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calversioi. Thtt is. we will adopt a mnupt lever-
csIo a ta for .mirc o rol=for dis- .. . . . -.mbttte data objects. The pTioriy d-iien -and lock- Ek.W.a.

in..basedn cacyraen va control protocol %All O usedwithineacchnod~meinfeth, ne'tork Inaddition, we - 4 k O .
assume a single writer and multiple readers model 0.- ,for dist.but a data objects. This is a sinsl, model ;" otat effectively models applications su as dis., Eas.. ;tributed tracking i which each rad.@ station.ipain-
tams its view ad makes it available to other nodes Ek=Iy, Irm-a-oo-t.in the network The extension to multiple wri'4siB%-14,0
presented at the end of this section. Lock O,
In a distributed database environment. an atomic U,.toIk 0-data set is a logical unit of data btjects for distribu- - - FMISd1W;ion, because it represents a logically consistent-' E.p,-utid;view. An elementary transaction operating upon anADS represents an atomic unit of operation for con- While atomic data sets provide us with logicallycurrent execution. For example, a gobal ADS G can consisent.views, the copies of the logically consts-be the union of many local track ADS's and a global tent views could be, owing to the-delays in the net-track ADS. Each A.DS in the union can reside on a work, temporally inconsistent. That is, some-of the,different computer2 To address the problem of views can be out of date. There are applicationsreliability, we,can replicate an atomic data set 6n where a temporally consistent view is better thananother processor. It may seem thit the replicated just the latest information that can be obtained atADS .and the originkl ADS are part of a single each sit., In anapplication like'tracking, a localatomic data set, however, they are two atomic data .k would be uprated peiodically in conjtiictonsets if one is allowed to be a historical version of the withrepetitive scans. Hence, in order to provide aother2t

. Fur example, supose that we have two temporally consistent view in a distributed environ.ADS'sresidingontwonodesinta nt work. hA to ment, we can utilize the periodicity of the writer asaADS's residing en two nodes in a network. At= time-stamp mechanism. For example, given an101) and its copy A2 = (02). If we insistthat A, ADS and its replication, if for each data object thereand A2 must be identical with respect to all is only a single periodi writer and if the deadlinese of this single periodic writer can be guaranteed on
references, i.e. 0 = 0 , then these data objets will all the processors, then all these data objects will be
be part ofa single ADS. The updates to them must updatedby the end of the writer's period. That Is, onappear to be an instantaneous event with reect to each rocessor, during period n the versions ofother transactions that access O and Q1. is 'can perio (n-I) are consistent. It is, of course, difficultbe accomplished by using Ahe setwise two-phase to observe identical deadlines on local anf remotelocking'protocol to performsynchr6nous updates to processors because of the network commumcation0 t and 02. However, locking them across the net- delay. Typically, the versions of the data objects atwork can lead to long durations of blocking, be- remote sites will lag behind the local site. Thus, thecaule of the communication delay. To satisfy the problem of ensuring a temporally consistent viewrequirement of one being a historical copy of the ecomes a network-level real-time schedulingother, A 1 andA 2 can be modeled as twoAS's and problem in which the time lags in the-distributeS'i s ad versions are controlled. Once the lags are con-beupdatede a co usly. To owin g iasath trolled, distributed tasks can read the proper ver-Pseud6-code of the compound transaction sions of the distributed data objects and ensure thatUpdate..Both that mamtains:a historical relationship their decisions are based upon temporally consientbetwen A1 and A2. Note that there is no attempt to data. When all the tasks in each scheduling elementensure that other transactions will read identical ver- in the network, e.g. processor or communicationsions of 01 and 02, medium, are scheduled by the rate-monotonic algo.

rithm, the version lag between two replicated data
objects i P network is bounded by the number of
sneduling elements on its update path.

Lemma 10: Let A(v) denote the version v
of an ADS residing in processor i. Suppose
that ADS At and its replications, (A1 ....
An;, are distributed in n processors. Assume
that a real-time scheduling algorithm
guarantees that max(vi,vj) < k, 1 i, jn.
That is, the maximl lag between the ver.
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sicai of thee ADS's at different processors are separated by n periods, the version lag is

is bounded by k. At period n, we have atmost (n+ 1). When therearek nodes onAl[ ]j = A2[n-k] ..... Aron-k,n > k) the path, A5 will'be updated by the end ofavailable at all then processors. the firri period and A2-wil be updated by
Proof., Itiirectly follows from our single the end of the A~ peri6d. -That is, they are§ witer-assumptiOn and our assumption that se11arated by at most (k-I) periods. It f61-
the maximal lag isk. lows that the version lag between them is at

-Remark. Sinc we do not have deadlock within each most (k-I) + I = kj/is rend-locks are not allowed to be held Corollary 12: When all the tasks in everyacross proce ssor boundaries. we do not~have thepqb~em of distrbuted deadocks. element of the network are schedulable bythe rate-fonotic algorithm, the time lag
To calculate the version Iags, each scheduling, ele- between the information provided-by twomeat on the pith is counted as a node.2Thus, if two replicated ADS's in a network is bounded by--repliteat ta objects reside in two processors con-then
heted by a comm unication medium, we consider th rdc ftewie eid dteh
that thei . three 'nodes on the path: the local ber of nodes on its update path.
PRemark: This aproach can be extended to addressremote processor.- for example, suppose that we M9 ..'i~aproac ca d eetne oa~sha t f or 'example. buppo ha t w- te muiple readers and writers problem when ahave a s eaiat l h processors et d om m unica- hom e site of an AD S can be defined. W e frst re-tion bus and th he processors rand comnotic- quire all the writers to write the ADS at the hometion bus are scheduled by the rate monotonic site by following the setwise two-phase lockingalgoritm. L.,e ADS A, and A2 reside in two dif- protocol with rw priority ceiling. This ensures theferent processor's and A1 be at the hone site. The logical consistency of the ADS at the home site. For

rate monotonic algorithm guarantees thatA1 can be remote copies of this ADS, we can let the highestupdated by theend of the first period. That is, we 'fruency writer TH to copy the home site ADS ver-can initiale the send operation no later thaii the start- Sions over to the remote sites. For example, supposeing time of the second period. The rate monotonic that the latest update to ADS A by 'rH produces A(5)algorithm on-the communication medium ensures and the next tpdateof A by TH produces A[71, i.e.,tar1e message will be deliveed to the receiving sme other, transaction-updated A once during theprocessor by the end of the second period. It fol. interval between rH's updates. In this case, r willlows that,the "update A2" request is ready at the in. copy over both A16] and A[7) to the remote sites.itiation time of the third period and can be carried The time lag for the information between the homeout by the end of the third period. site'and remote sites is given by Corollary 12. Since
Theorem 11: When all the tasks in every T

H writes all the sites periodically, a logically andelement of the network are schedulable by temporally consistent view can be obtained by read.
the rate-monotonic algorithm, the version ing the properly delayed versions produced by 'H.lag between two replicated ADS's in a net-
work is bounded by the number ofnodes on
its update path. 3. Conclusions

Distributed real.-time database is an important areaProof: Suppose that replicated ADS's At of research with applications ranging from surveil.and A2 can be updated within the same lance to reliable manufacturin& and production con.period. The- lag is I, because ADS trol. In this paper, we have integrated a modularversion aSocurrency control theory with a real-time schedul.A, can be.updated before A2. But both of ing protocol to create a real-time database concur.them will be updated by the end of the same rency control protocol, the setwise two-phase lock.period. Thus, the lag between the versions of tag protocol with read.write priority ceiling. We
these two ADS's is at most 1. By introduc. have shown that this integrated approach ts freeIfrom deadlocks and bouStebokn noning each additional full period delay between red bak at houids the blocking encontered by a task at each processor to at most one
the updates of the two ADS's, the version elementary transaction until it suspends itself orlag increases by 1. That is, when the updates completes. In addition, we have provided a

schedlabili analysis for a set of periodic taskswith embedded transactions. Finally, we examined
the problem of ensuring a both logically and tem-"'Readers who &m interested in the schedulmg isues of corn porally consistent view in a distributd environ.nunramion Media am referred to ,% ment, where multiple versions of dati with different
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AnncnnACT - Ability for scheduling cell to icerfors hant if arlysis.

Th. ae ecie h ryAvainMsinPosigSs * Accurate Corniacnd/Staff integration of crew. aircraft, moor-
tecui(AAMPeS), ad~~bxdei aid dt elapc forArry Ani. tecre. iissioci, an.d dootcjual data.

Atirrc-DOperatiost Maaagercc n AiP isi aap Otoci r tex. * Aiicty toucnderstand expicitly the relationship bcetwreen uhed.
Aricy-DAPA~itr~ccte Coccrcnnictioo anlProessig La in cocctrairts acnd tice ability to satisfy tcccutcor

peric.ect(ADDCOMIPEY testbMd Tice deciso. aid -eas develped
With conisiderable input foan rd is crireitly resident witic,jhi demiand,
8l2nd Aviatlena d rgd(AvR Bde) St ort Bragg, NC. Sciedatciigconstraiats can be doctrinial, ikie the nyiedrl

Ticepaper will be dioidedrintotcreerectioans. After anoeeee arrf related, tihercheduled tcconterionce which is A function ofof tict paper, we Wilt discuss tite miotivation for lice decision aid, fliglit tiac, or oitw related, icke crew tnduaoce. Ticese sonic re.lice dovorpaent strategy we are pursuing nod lice operational co- eltieets carry over ts peacetli garrison operations, to allow forcept for rcsplenientatirr Neat, we discuss the tecnical approach nmore efficient ore of assts and to niocctis readiness and trainingand describe tice toxilgrrttoii nf lice decision aid, Or ithnical
approch cissiutn cfcncnhinis co.rtraInt directed reaaoning with levels,
stochastic rclcdulcrg arItinisn. The iniplentatroA of the del-. Tice current ticansutln rytei fo perations ici...geccienl of aa.
siou ad eixploits interactive software and weorkstation technology, taist, the Arspnde tate hih iianiiAOlecti itdv ptingd
and is distributed at the conipany, bcattalhon, ad icrgade level. mriio h Un il.Ti n . ytxc~c otn
Fialy, we oail dincuns nut results and observations ta date. and updates of tratur/update hoards, developicicnt of nissuion aas

signncent ticrough snull pcucil analytis, detailed niisoiois planning
through the use of theecichts and mcanually developed worlIshets.
Aviation activities ate i neently, distrihuted And current'doctrine
calls for single and tiultilcand voice commiunications with Icicited
tlitype (data) capahility, Aviatiou unitt will in general have toI Introduction eoordinate activitie cWith not nly uuppoted units hot also, for
enanple, air defence, attey, and overflown units. as well as Jontr-

Amny Aviation will play a nmajor conihet nnd support role in the nully With iniainctc cOaponents,
future Airf~aod icattlefield. Aviation is a highly capabcle resource The design of the ldan/Machioe Interface, As well no iciuch of
ridding to the effertioenes of cocoht oleraions. 'yct they are the fuctiocishly o( the aid. were drioen icy 82nd Ann BWe per-
scarce and eapentlee, reirnag carefal bs~arnetiy Cocino., $*onti, Currently, the itctin aid as resident with the 82nd Avic
dtrs Effective Coisorod and control (0r) is a prerequisie to tide, and they are providing as with feedback which wilt allow or
s.ins on the Airand Bttlefield, haxt Atcic studies and revws to iccdiy lice op-rtiomnal koept and enhance lice fnnclcoaliy of
indicate that the current 01 is t. enefection than inight he the the deisioc i od. This Will cOntinu through the test Ad eAa.-
cane. This iaper descrihesa autonmated, distrihuted decision aid tioii phase cci as ctctatiee faulicc to allow the roteractioA between
for Auratisoc Operations Mtaoagenment. technology and doctrine to reach a steady ttatc.

Operationt ltasngencen fot Arncy Aviation ii an entrecicely The rest of this section pcouides a fraiccewoi acid Acotivation
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Land Battle doctrine The AirLand Battle dolCiro requre Arccy thn rote of Ascation is esploced and tuirnt iciethods for operations
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ir, andr"tar area, In patticolar, Aracy Aocatco Operations blan. iionshqcs are deurid The -..ond patt of this paper .nadiscus-
agencent requires sicA of the techical approach, The approach used is a concinmation

af constraint directed reasniog, utocicastic scheduling theory, and* ta~id, accurate aircraft nohednde generatioa in the face of a i41t -,ctve fricie based solt-eate The taut part of the payer is a
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for aircraft support, rT. eiiinracaa enne n ne fiemc ch-Wl b, i

.1r Of StaYlnd.Con Prati, M-D 2074 2
tT h.s name 5....lin Anoh tori aewsrrCupeir mi
-~iad C...,r D-i, Viensa, VA 22180

290



1. Ar-ad atl D tie Aerat i re quired to provide both voertical suid time dt-
'lm irs rovde Bat. crddsi a ofteAlysA sesto iad batle Operatios Army wsio can proide

.issecionproide a ackroud dscusio oftheArm's ir- rapid movemenet of fore,, add speed. tirme ConrPrerias and wio-
bard Battle doctrne, aid its relationship seith Armsy Aviation. Com- ronton. to U.S. forcs Ioibtary operations. It cars sigmficantly er-

arad and control (0?), It idiho6 the key area of the Air-ad hauteo key AirLand battle rstons. For e"ample, in close comnbat,

73 itle doctrine th at are. imcporta~nt to the falfilis-errof Armay avis- Armay aviatiorr call pe6dd quick daiperiuS1 anl rrasigOf forces,

su itonthe ADIOCMP icla'e ..3. ness eLd ateaiaprive sod secserty, a'icd unrdertahe offensive actions rapidly IsI
beLDDOME egbe ae LEN8),IL LPI 5 fire support,'Ar uy -o ae ats ea cetoot targets rapidly, Provide s.

The AIrbood battle coicept of-etesiag the battlefield is depth ae revapoyserto destroy eneory targets, provide aerial

aod time, with a focus s three sioroltasots, battles-deep, clone-ir. fire surpport adjustm ent capality, aod rapidly transport vreeopoos

raseassudied toteosiyely aod forulatedl ito a written opera- system,, sspphies, and pmeroe abost the battlefield IsI air de-

tronal coscept is Mdatch 1981. The AirLand battle doctrine became fense, Army aviation rorssioni include engaging catily ir eleimeots

a formal part of the Army's tactica] doctrine weih the reVvios of wihart-i ecapons, aqciie aod engage mesmy air defense

the hey Field Mdanucal (FM) t1l0-5, is 0Ober 1982. The Field wecapoos, provide -a-,a idetrtficatioo of enemy msailnis to grond

blooAl was reied-again is Mida 1988,j aitncstainrs the AirL.od air defense msrs, sod rapidly transport air defense personnel and

Battle as its cenrtral focss. eqoiproent about the battlefield. in cooibat,snpport, Armry avis-

The einoe of AirLand battle is the deep attach of enenry see- tion ncissious are to move alt types of support acros the battlefield

ood echelon and follow-os force.u a asol-ste necessity. Airtard 4 ne tltiido n ev-i eioteadrpdytas

Battle reqaire the attach of enemay fores to their foil depth simal- uiguiiy nduadlcv-ithlcpes n ail rm

tanco sywhldeednagissiilrenyacinSt&d pots air asault forces and mrateriel into deep attach est arlar
sly tbie dcendg aains siilarentIT ctio- S40kThe above are exnriples of Armly aviation mnissioss oo the Asr

deep attach required tight coordination with the decisive 0105-ils Land lateil.The hey pornt is that Army aviation otters re-

battle and weih the rear battle to that scArce resories (siesa") sacsta a eapidi opn fon oivo ra Array

of attach weould not be svile on targets that had little !inpuct helicopters. If employed properly, coo be a highly effective reaorire,

onse the ten res The concept ofArjood, battleclarly tedeeip sadin, siicantly nto theeiatiels f odatnbeoiataedte on necs fcoratoertospatcasnyth eemaniacgedirote na arcsth iterdeyrcarae ai ncn
battle. At each echelo, times are specified for brigade, dision, trolled by Corps and Diision luoaA lsar for xnsrn payof
arcd corps coocmcanders to attach respetive elemrents of the err- Htoveter, Armcy stiles sod review, indicate that the anaeireo

Corp second echelon frmcatin,, it should be nctod here that the conitrol, and overall attlitation of ltcp eisanisioned is A it-

Corps Conmnander bec-ami the cental. toerdinatiog fig~nit In Air- Laod battle operations 1, muach less than optimumi and miust he

Land tactical operations. To miake AirLand battle work, the Corps ,Prvd
wouaid control sensors ad deep attach weapons and wonld ner.ocst'tl

dricite closely with the Air Force to develop a single, integrated

Ar and isnd inttdiction caoipais to defeat follow-ce forces. As 1.3 Cutrrent Methtods for Oper-atiorid Manage-

.ill he discused below, the Ahirld battle concepts and doctineli trieit

haoe triajon niriatioris (fo the planning arid eciployrnerit Iof Atliy The section discusses lie-s the XVIII COrIN, 101st Airborne Diiion,

A'adsio ansets. s2nd Airborne Djivision, and 28th National Onard Division are Inc
The Airbend battle s he Inflenced by tare, distance, ad plerrientrog; AirLand battle doctrine in their control aed scheduling

smaler as battlefield wshere, the enemry is attached to thre fell of hilecopter: anvis
bept ofndnse cen-tionsly op ds~ eteratos nd ig t ondaiations Th. XVIII Corps Aviation section's proacIy actility is to task

Le ondisticalreainsly tinahveity watre cr itcniticaotrc $- su~ tbordinate nits,5 atry oat miis-si-o$ Ir bath peace ad war,

plercat1in lsniaty, the Air1and Ba-ttlefield han the follo- Tasnop.a.Itios t ecerie i teavsiati in rfie A 1 otS.

mgoaalrsticn, alt of which point ant the need fot effectioc, C9  rn op ot htaercie i h osinofc.Aicrn
mg(Watirlledger system As used tn resord all ef the pertinent ocinsicor reqsest

infornmation, Once a req-st is logged is, telephoncic procedtare ar
sed to tisk A aviation unit (e"g, 26911tl batalion) to talry eat

rNonliea is flow, the rummies. The 269114 sill accpt or reject the i-sisal-sathsed or,

Iligly ynaic.factors such italsraft aoahilrty. The Corps aviation section does
highly dyaicic.nat specify to the lashed Aai-c Unit rsh iteris, as the airetalt

C tiaa peraticns tail ncumbier or h-sw the Irisainuis lto he flon, The tlsed aviationr

Itipl nirtnitaeossengagrirets.Unit wrs oat the details of tie rmission diretly with the sUnit

trfitats r"questing sapport.

1,2 ~~~While Corps Aviaition perforis the cdrrstavisation at-

I,' ole of Aviatont location fanction in 1 ieAW liii, wartic! planing On the ise of

The saet fesate of the AirLand battle concept is naeoer irs Aoiation asceTts V-said be atecoirithed iiin os rcl0rccdiost with

ahc sato prtions play a riiajor role. Snenenfal applicatin lice G-.3 eprtn/ls)stalf sectiorn. The nesalt of thc cot-
of ,< vat re i lton c d - r apid -rio ff r e ,s e d, s r iv ,d ati n would he the Corps' ta lhing Of specific sana iort unit to

si, owrad deception tn obtain a significant adoantage at the fulfill coiibatloibat napport/coicibat serene support niiissirs

deciiocpoit Istherea, niae-n, r dep bttl. ReereceserrAirspace Inanagenit/foutrol is a prohlemc area of niorl coos-

A"vintio pais th e cn arest clu ut-fiO. O elbattd Rtfi" i cerns to the Corps. ision decolifuctionsunt safety of Air Porce
AviaionOP"tiol" anaemen at JP17-0),andhigh porforniance aitrrft and Array bebsePteS in the air corridors
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musnmandatory nnder Arriand hattle doctrie. Specific imnpact, Of grease pencid chrt. Updater are provided eeattimesa daily due-

AirLand hattle doctrine (c g.. rirutiu battler, Initwes be- mug the euetc..e by the aviation battalions.
yond .i..a ran..ge) o. Army avitioii ftuictious/acttis~ have not The 28th National Guard CAB is orgnised under the Array

yet heen addressed at the Corps level. A general requareoren for of E-cet.... (AG&) structure, the saoie as the 82Mo CAB. Ulf-ls

aeration logitic activities to have automated rapport has been are assigned to the unitr instead of Blaclihaltis. The ryrtemr to

identfied hy the Cuti to trik repair/apace pact. and job orders tivuh... p..4 to worsloosis o ttly ...a...aI TlieG.3 of shre dru.-

and to uihediile roajoteiranco on aircraft, sio tals tire 28th CAB to rarmy rout iiiots that sukordinate

A .iacra view uf corps aircrafttreadioessi (aircraft avilabitity, its have requested Theme is no apparent priority systemc to fit.

by type) is the hey factor a. helicopter pliassog astiies. bis- t the liisins 1t the heticopser comiparny cannot perforri the

urun planing take, piaco based on these availability Aviua sod hisori due to belicoptem availability, crew status, or other reauir,

subordinate a...ation unils are talked MAY out specific irrissioris tbe roorpavy intiri.s the Brigade 8-L. Tbe tabskuystemr a.1o

Airrf assets are not uentraW controlled/vArAn.&ed in the 18th ros irrssior requerit foriis 'irrlair to those used iv thu 82.d CABt

CJmps aviation section ra peaceltie aud no iechclinsi appears to Comircuicatiual of thre eqirerts to the 3MIN is either by ansevared
carat to mirodily this for rarttrnre operations, telephone or courier. At the comipaay level, niosros asArgoiriests of

At the 82nd Comibat Aviate,, Brigade (GAB) there is us- helicopter arid crews for eaercise activities ace erode the nirh h be

tiable deriivad for helicopter aupport within the divsion daring fort the orillsicoA ito he flown, Problemrs atils itlongoinig ioioas

peacetoie. lucah of this denrund As cause'd by the requirerment go longer thaii eapected aud force changea in helicoptern or crews

to provide 7 day. 24 hoar per day suppvrtsuo the three nrurceuver The 28th CAB hias idenltified reqirirelts for ADTP sapport

hrrgader, as they pioveed through the standard Aiirisu, rapport, for operations scheduling anil to track hey C
0 

dota scht as pickup
and traiuig rycler, In addition, imany IMquts fOr aviation W-ti I ti"e, rover, crew status, mraintenancce utotus. The type, of Ais-

port are also recived frons the division atllery and division cp i nn requerted tu be flown, concrns (c g., imaintenancne), need for

psoit cooriond. The current ucheduliug systenm iv rerrci-autoiratedi responsive planrning rv feaires, ard oveA4 lack of an effrcient

thu G-3 establishe, e prioritre, aud approver unit Rqoets The celuhnfig sysem airs rilcl r. a siiraile scaler to that of the

aviution brigade attemrptst itsy Al 'itiuOo through uircralt 82ad CAB.
availability cuter. Corrective isAinterionie scheduling, pdlot/trew
avaitahiity/rlivrtnies, and indniduui/moit flight training meituice 1. ei ece
meeit, hove beeu anaolyred and a daily availablity rate has been Ttna infcn leC ytrl'.~' eo
rtablished by the division goriniiiader.. Terrrlvgiiai e ivro h assei r ae eo

The current aeia4aatoIoute cSupport used by the CAP' dice, amdi aritili, respect to thet Anlandl D.on. The listed deficris.%

riot provrde adqauate inforrmationi to project Aircraft Availability cies srve, as a miotivatiou for AAMdM$

(en g , 8 Blaibhawhs/day) with an acceptable degree of fteaikil. ~ kosfi~temhsso ryAitinC ntec~k
ity And tonfideiice. A apecific treed eoists to iiioitiiflt all rduiit of A ao baitt trrpainrinr otv 

5  
hecu

fixatiou of the Blarhhaisk (U11.68). Currently thre 2 Blacbuh dr fAcwcdhtielaiig

conmpanier, of is aircraft each cannot effectively support the divi- rErcphtiss liv arraio tlma on pearet operation, cod readi.
Pn'svi integrated training cycle without miajor deiauds oil aircruft nRa Whth than on tainiiig for the enecutroli of Airiarrl
,,hedulicg/aUlocAtion pejjjrrorioinitilaiie workisads. aird Jag. battlreraiis

gloig cret aiii/viniess Because of peacetimie scbestuhirg

prohieror, lile tnipias i taseet placed on how AirLaod battle . Rlesponse tiiis Ail planning a",i1 Acootrt11ig hvlicOlItr a-sst

operations r'iissons should he cuirdocted. that -are inrieqate is preacetimie arid ace pirojectecl 1o be

The 1010t Division also focaose, priar..ily on iiacetiirie Oper 'A, sriously deficoii l usaortimie.
tiour. Little infomnratioul waa asailable On carrying Out uoiiibat 4114-

twyu nperatioiis Eiirplnsis is on aatoniatiogiifoirration for miir lemiane i onpdt vocirtionani misiov yit erl stat are
teirune/meadinest purpoua.s The 101st Aviatian Battalion eniAnw Iberie ii un. idaogcrital o miisvomi, heicpte atus.aii
tains a daia base gullS0 aircraft. The priomary use of the data base othernn hey isvriitrou rqiedfrrrlos hlcperii
is in asist ila schedfuig saitenanne asil to update flight hoursgeietaidsieoig

for each aircraft. The large vuiiier of aircraft in the divisioin 41 * iwe iecpcosv required to nittt lietiolitn ilsmoir plininrg

lows the CABS stat! to allocate riioins tn flt aviati.on batruliov. cyrlva.
Anid the btainethr 1iemfoiii the Imoslios or requvu~t that the

CAll task antother unit, fIhe CAB stall eiher tasks aii1t111 Ainit to Inlaility to deal Ath dynaically chlgig fyi tors suicha

porforns the iiiissiou or direit$ the erigilially tasked unit to tierfomi aircraf status, crew aoadAlbilty/rtatris, iiiaitice repoistiiciei airiraft lyniig hour Requrocit. flusoi ainger, aid
the mission ill her of a lower priority rmissionvir.... a cags ox.npe

The Joist CAB doe vol have. the saiie psobleii as the Mind iirriiitlhugfocaipe

CAD an fpelnig the Reqatire rapport to She division's lotegrated Army aviatroir has then -iir o in pport Airtaint hactl oper-

traioing cycle. Les tkain 20 percnit (68 of 380 aircrat) are re- alions by hecomng a lne iiultiplied ru two dianisloiis-anrApane
qriRed per day to support training meu-uireieot TPhe dis,ion also and tmie Army ana i ainvmo temm niipediiiils to

has vvt participated folly in field voeruis in which the range of support Airtand niiisioni aid can react xiiah iiore rapidly than

AiRt.d battle operatnoosl (i. o ,lose, rar, deep battles) have b-e gmound furies to plac, combat psuc t de;nruir. porots i. the battle
pAiasdi Where dutep batile edcse, have been held . detadled Hlowever, the Aurirpleortie of Airfand bauttle lad Ariiy Aviationi

planing was conuated weeks mu adv.ac At the 101st CAB IMcuel, et~~mo l dcaeta tsotw 2 ytmi h

rtatus of aircrafi/crena duriog enectliser is miaiiitained. on a large kiieiyntoatioa ots dicat ta,, epovv ~cstnii h
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.5 problemi Statemnent 'he = -ertis 4 mianarn t probleo is inherently dintnrt.

Ons approach to the Alms Aviation soanogenrt. cooosotd. and liinon mndi gee r;tes throughout the itiion d colp,

control wcas to ideintify . hns'ted sense probtosts whchl captured .a status informaution fe.c the Aicraft is geete in the asi'

as otc.o teesnta dfficutR.anposb, l l e te r ining tion comspanies which eeute the mitioins And rmintain the ai-

ssa~l ....ngh to take to comnpletio with'* the Rope no"? etflt. craft, 'These facts scetisated the initial Operational concept calls

we were to identify a line Arnmy Aviation nnlt to stork nitb, and for AAMdPS, which is a functionatly diatuited insplensentotion of

with their ioput develop a prototype dtrhtddeso.n aid. 'Tile the 'Jtime eiidision id,,with nod, at-ocpasy, hattahon and brsigade

aid oo o h jetaild ad ealoted n te nn n, snith the level At tha brigade level, the decision aid would pefons a Mo,

aiwse pattio te ins vll ion nIat is th gRIno na field =I% filtering and 'nt assiguncnt function. The mcission filtering

Pnvroen anta function, in basically a cpacity Analysis and allow$ the brigade to

'The lincited sCope probleme we chose is to do operations raan- decide if it can support the mcission or not. 'Typicay, the brigade

ogeoen fo Bnchawl Avaton ensanes, and tice nnit we a- han a planning hstison of sic weeks in peacetimoe, three to five Jtayn

working with in the M2d AvA Bde. Speciially, we haee developed Sninc

pssntye dstrhetd dcisonaid tot Operations ncanagensot' At tile hattaion level, the docisisn Aidl would he nsed to sched-

fion'Cuaidl An calld the /2d i Assay l Avain Biat tanin STende ning horizoe of two weeks in peacetcime, two days in wartinme. The

(AA~tIPS).battalion [evel includes inputs front the suhordinate mraintenance

'TheS) oetis cngletpoeitwfrsate asa c5 omcpany on aircraft stats. At the coccpay les..t, the dciio aid

nete allocation prohlenm inshodded to a constialot directed reason. wonld he used to schedale croon ad to receiv ordern in tice forics

i"m frcecrl eojective fenction tot the resoerce allocation sf schednles. 'The Comcpanies typically have A pl"Aciog horizon Of

problema b. two tayers 'The felti goal Wan to select a flight aciced' on0 efi caeicoed3 nwrice lo h itnifr

ole which aliniaczed the neucher of Ucnscheduled icissions. Ansong ioation o rews and aircraft are generated nd eeter the systeme

rooe nsiateecita*seniiheprosynrcue at the coctpaoy tee. 'The snto deciscon aid would he esed at all

'The seonld foal was to rscaxnicie the readioess (availahility over levels, but for diffesent puwposcO. Also, therle is a single datahase

tsoe) f he ircaf fet. rlatd galwas te I'iccnnire the mni-cs whchl is shared ancong all ueer. 'Thcs icctial operationall concept

he aod total fighct hosts used to rscet the alssio demcand, 'Ta be tttedeae i rndslpdi ojnto ihte8n

Acceptable, the schedule has to ho within a11 of the eosrss And a wc r pxpect itsl a o ctatge As nae ic tlcette

c.nstsaiots I-ank, calegorised As hasdesr soft. A soft constroitct veloptccent strategw oeti ocag sw aneprec

is ounta (ant he relaxed, up to sonme linmit, in order to Produce with it,

a sehednle which is within all constraints. When a hasd contsttaicit

lsose that cannot ho relaxed, organizationl.Coslants art to 2 Technical Approach
Amspleu of soft constrants, Liocits on car&o loads is alt ecliple

of a hybrid constraint. 'The maxaincen cargo .satl os -A Aircraft it has keen shown that thle kind of schedulcng Activities involsed

starts at the 1csAominsnate toad, accd in retaable s4 to the mtaxl- in Aviation Operatisos idl.nagensent in a constralnl drsn pro-

nc.. load allowed by lift capacity nf the aircraft- An, examcple of A cms. our decision aid in predicated on thin asooctiso accd in

hard cons is sthke physical hocitation Of aircaft, to do only site an iccplemsentation of the constreant discted reasonincg puAtflccl

thing at any istant Of timce. Many constraints (As ho thou~ght of Courlrocnt directed reasoning All ows the uses tn see explicit set.-

o As decision vatrahlen for the op.rtisns mcanagenment Iltls and tiocishipa between constraints and unsAtited mcission deeaicd 'The

the se-aaisau eta coiistraint "Au he Wist ted As a coicmscnd user cue then relac the ionstraint(s) in question if the seed (us-

decision, stsfied icisios deiccanif) so warrants, By icaking the retatiosicucp

'The Operations osatcageiaent problems thus becomtes the follow- betweuren constraints and unsatisfied denmand explicit, the user can

tugS ake qsantiiatloe judgmtents ahout altocating [mre",rcs

I. podue acanidae fghtschdule asng he wo ierd ot. hs The scheduling algos-tibis we nsed Ate based on stochastic msod.
f.Po u.Cnddton gtsheue sngtetoti"o: for the avadilailiy of asn and far pottent: j deancd 'They

je(cti ucton are iotisvated by iindex rate approach fox scheduling ncany joha us

lItiniosise the numaber of ansehedold acisuisis. many parallel independent mtachines, We cannot use the optimial
Itt ntitisethe eadneosof he arcrft fet.results for eut problems becasse of theituleeiccaintenance models
M..iuls th redinss f te arcrft ~tinvolved. it, the course Of oar itfoit, we discovered that the alg-

2. 'The cnadidate schedule imust nbey all nf the (onstiaints. Ittin' witheswe deselopesd, icotisate by stochatic operations resarch

niana which could .ut b ho ctdItd mcust produce a ist nIan ideas, were sicmilar in structure to the approach used by the opera.

tive ecntraints whiish prohibited their scheduling. sod tug' tiojcs officers we rpoke with, 'This is becasoc the avulahiitty Itiodet

gesti94s As ta which ooisitralts should S rlxdis order to we anseUte are strongly stochastic irk nature, Acid tdill ref ecn actual

schedule the isaiun, eprrc

3. 'The fight seheduling officer nan do -,~at if analysil s aing 2.1 Stochsastic Modielinog

thusggestiom and his/her own inisight. 'Thin proces, loll-

tiees in an itertlive fashion untl the fight operations oft'- An Pinedo, I(INEII correctly paints out. these so a ftndaicceitat

ocr eaces balncebrteenseheahn costraataandthe diffeence between deteosittistic and stochastic schediuling prob.

each"c a deca., teicis~ crstilt.adth q, ofteis (FORE78J. [PAT182), (CLAZtO), (GLAZ79) stochau
tic sohodalig probleicta %ith exponentil (ia Continuous ticue) Or
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ORGANIZING EV INFORMATION TO SUPPORT NAVAL TACTICS

John T. Egan

Naval Research Laboratory, ,ashington, DC 20375-5000

Donald S. Lindberg

American Technology Corp., Fairfax, VA 22031

ABSTRACT sources 'outside the force, and the latter are
reports from sources controlled by the force. The

This study examines the problem of organizing former tend to be more strategic or technical and
EV information to support naval tactics. EV broad ranging. The latter are more detailed and
information is fused from intelligence, security voluminous. Normally the principal tactician does
(cryptologic) and organic sources, and is needed not control the sources from above, but exercises
to successfully conduct broad EV tactics (EMCON, full control over those from within since the
OPSEC, C3CH, etc.) in support of forceobjectives. information is provided by means organic to his
The problem is-presented from a system perspective echelon.
where it is partitioned and discussed wlthin a
coherent framework. This decomposition results in As one proceeds downward along the battle time
three different assessments dealing with the line information must be organized to confront more
nature and flow of the information, the proper way definitive threat possibilities, leading ultimately
to organize it and the extraction of relevant and to engagement. This means that at the lover
timely information to support tactical actions. A echelons the tactician must be presented with
general theory of combat tactics is presented tailored products relevant to his needs and of
leading to development of models which guide the appropriate quality (accuracy, timeliness,
organization of information. A general EV fusion coverage). How sell the structure handles the flow
system is postulated which should be capable of and organization of its information and determines
analyzing those conditions for the successful relevance is a measure of its effectiveness. It
commitment of EV tactics and countermeasures. An must be able to coordinate disparate sources of
example is given which Illustrates theproblem and information to focus upon the same objects. It must
illuminates the conditions for technical be able to manage information so that its

orgatization reflects the nature, status and trends

of on going operations. Finally it must provide
information of the right type, of the right amount,
at the right time, to the right users to determine

INTRODUCTION windows of tactical opportunity and vulnerability.
The result will be the selection of tactics and
countermeasures optimized for success and impact

The ability to acquire and apply information against a threat in clmost any tactical situation.
concerning enemy combat forces is a central problem
of command and control. Because tactical EV
resources collectively comprise a primary means of THE NATURE OF EU INFORMATION
threat observation, this report examines the problem
of EV information handling as it supports the There are essentially three basic categories of
employment of tactical actions in combat. The tactical information that are available to a
problem consists of how the EV information should be tactician at the force level and in some cases the
handled to reflect the dynamics of the operational platform level - intelligence, security
world in a manner that is relevant for planning, for (cryptologic) and organic. EV information is a
recognizing the conditions for tactical commitment, product drawn from these three types as well as from
and for providing the conditions that permit control other classes of information which forms a bounded
of the tactics execution. The focus of this study set of information needed to formulate tactical EV
is to expose and address key issues affecting this plans. As such, EV information contains data both
problem so that technical solutions may evolve, from above and within. The kinds of IV tactics

supported by this information are broad in scope and
One way of explaining the problem is to do so In are intended to impact the thinking of the enemy

terms of the flov, organiztin and relevance of the comander. They include tactics to:
information. consider a simple model oa general
force system (fig. 1). At each echelon, the - gain information (dixected observation)
tactician is required to deal with the flow of two - withhoid information (ECON, OPSEC)
fundamentally different kinds of information. - provide misinformation (OPDEC, Countertargeting)
information flowing from above and Information - disrupt information (C3C, Offensive ECH)
flowing from within. The former are reports from - protect information (Own-C3 protect)
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and have been previously discussed by Layman Ill.EMTRDTCIO
Terminal defense jawming and other isolated V~EITR EETO

actions are not included. PARAMETER AND OA MEASUREMENT.

These tactics share otber cbaracteristics, as NTTP

well, they require persistence In their execution EMITTERIP 1'(T --- N

and consistency in the operational patterns that 
CLASSIFICATION CLASSIFICATION

*tbey expose to a hostile force. This implies a need PLTORW0ACIM5 NET SUBSCRIBER

for further information to evaluate the EMITTxERC~ONI WST

effectiveness Of the tactic and to replan,

reposition aod refocus effort shao required. PTf~t5ORKATIW=sAYA~

* figure ~. At the topof the figue, dataYintheLASSFICATON ROIRttIIATO

form of emitter detections, direction of arrival and UATO

modulation parameters usually furnish the ..rs 
Irc~~~E~cNIsTs

subjects for assessments. Upon initial assessment TT00-P-s OFUNITANDELEMET OPERATIONS

these fall into either of two categories ELlINT and - -
COIT where further analysis w Ill lead to the STATUS OF UNITANDELEMENTREADIESS

identification of platforms and facilities, In theFRC CONFMRATIcOeA

cane of ELINT or the identification-of nets and

ro:oands in the cane Of COMlINT. As the fusion 
FRCE OPERA110055551U

process continues, and further technical and combat UFRA* RNFRSAU
informatin is brought to bear, the quality Of I~eAITTA5E5A5

information reaches a point where It is possible to DETECsTIOTHEAT ENT WnsION

gauge the progress Of an Ongoing threat tiactic 1t ASS-
should be emphasized, however, that the figure A5ESSMENT OFTItAEATOiT PsRESS

represe nts an, Ideal situation vher6 all of the data

is available and that there is enough time for EW INFORMATION STRUCTURE
a$sess~entS. In the vast majority of canes, the

information will be Incomplete. 
Figure
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specifically for EV support, information about analytic tasks must have laid the groundwork for
events and' for the specified contents of their that.
analysis *files. The information that flows through
these three-channels would reside in the indicators In essence then a case represents a "snapshot"
data base organized by "case"

.  
of a tactical situation and a series of snapshots
will contain tactical patterns. Open cases will

A case would be a problem fot analysis of reside in the Tactical Indications Data Base; closed
evidence about a tactical entity to attain a cases will be stored in the-Tactical Situation Data
specific sot of assessments. For example, a "case" Base.
could initially be to evaluate data concerning
detection of platforms new to the scene and to As this information accumulates in the Tactical
classify same. The-analytic objertive then Zould be Situation Data Base, it will form tine-history
upgraded to determine the tactical organization to patterns exposing the nature of change of tactical
which a detected platform belongs and the type of functions and indications of achievements. The
activity in progress. And so on. Information would nature of change and tactics yield provides a
be saved in those indicator categories with context for assessing the significance of the
relevance to solving the icquired analytic problem present status, projecting the probability of forns
Sources insofar as possible would be kept-advised of of activity for the future. The problem however is
that problem, that these patterns are implicitly represented in

the stored information. A means must be found for
The Indicator Data Base is that set of first - extracting this information and converting it to an

level inferences relating to "cases", from which expliit format shere it can be useful.
second and higher level Inferences may be drawn
regarding the analysis' of tactics. Files and codes
must exist in the source data base for the case EV INFORMATION ORGANIZATION-EXPLICIT PATTERNS
definitions and recording the possible first level
inferences so automated techniques of query and The effective organization of the information is
aggregation may be employed. Reporting centers must dependent upon a proper perspective of the threat.
be required to report in the vocabulary of these The operations of the threat maybe viewed as a
codes. In situations of uncertainty about the continuum along the battle time line shown in the
implication of data, it would~be assigned to more first figure. It deploys, organizes, surveys,
than one case, or to more than one analytic signals, postures, targets and strikes. All of
possibility within a case. these activities are connected and would form a

continuous explicit pattern if they could be seen.
Two fundamental reasons are advanced for On the other hand tactical EV information is

recommending that the primary EV analytic data be fragmentary. It deals with indicators -- bits and
organized this way. The first related to the basic pieces of evidence. Different observers see
differences among the three categories of data that different parts of the component activities.
would flow into the EV Data Fusion System source
data base. Each of the categories are generated by In order to maintain this perspective, it is
a fundamentally different observation perspective submitted that there are only a few basic tactics
regarding what is happening. There Is essentially components and all combat tactics are made up of
no correlation between then of the parameters of them. They are:
related observable data about the underlying
tactical phenomena. They are idependent and Searching and Analyzing
analysis of one category will tend to provide Monitoring and Tracking
validation of the results of analysis ftom the other Targeting
categories. For example, intercept of the Strike
modulation parameters of a missile control signal
could be an alert of a missile firing about to Upon analysis and discussion of these generic
occur. Track data of platforms in the area can components it is found that they apply equally as
independently confirm if a launch ia reasonable in well to offensive and defensive postures. In
terms of platforms in the area and if a missile is addition, there are a small number of major
physically present. Activity data will reveal decisions that must be made as the battle progresses
independently the possiLility that the essential along the time line. They are. (1) decisions to be
pro-launch coordination has occurred. If activity alert and maintain a monltorird and tracking
data , structural data and track data do not posture, (2) decisions to accept the possibility of
reasonably relate, the presumption of the analysis combat and to prepare for targeting; and (3)
is not correct, decisions to strike and engage in combat. The major

thrust ?,f EV information and collection should be to
The second reason for organizing input data in obtain evidence for making any of these decisions,

this way is that analysis must be purposeful i.e., or determining if they have been made by the enemy.
case oriented. EV tactics must be committed
according to a plan of action against a finite The dynamics of the situation is captured sn a
entity, hip-shooting will simply draw the enemy and simple model shown in figure 4. The model simply
the isolated actions that ensue, will provide tells us that as the threat progresses along the
ineffective results. A main purpose of the EV data battle time line, he will provide us with the
fusion system is to perform the analysis that will opportunity to observe and understand his
alloy the plan to be selected and put into effect, activities. Oath the proviso, that we can place his
This is the ultimate analytic problem, and all prior individual actions within the context of an
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progresses by succbessful civn eiso
ATACICALINFRMATON MDELIS SGGESED bjectives. In the surv'eillance phase, for example,

the objective might be to find the general location
of the battle group. 'Once thii-is-done the next

W objective might be to identify major 6ibatants and
1Tsslast.E Sootn u~ossm 5 on. Each objective is achieved by the'ik-cessful

1 $C completion of Individual steps or functions that

E i ed t h achievement of the objective. Each

T M TA fun tion generates as tAi.~ wh ich _ a be
osre. The successful cumpletien of a functio

is teme an event. An event Is a measured change
In thetctica it~Tuation. It could be signified by
the cessation of a current activity and/or the

-$TUC beginning of a new one. The functions affiliated
with an, objective form a grouP. It Is possible to
affiliate a status Indicator with each group which

ooconeasenw~neoeno~ventells us how far along the enemy has progressed
toward the achievement of the group's objective.
The figu~re also shows that each function In the

Figure 4 Pattern also has an appropriate countermeasure.

in addition to the serial aspect, combat
historical pattern of activities. If our own operations also exhibit Cyclical patterns. This
t actical information is arranged properlyp,e should occurs when a decision has been made nut to progress
he able to follow his progression step-by-stop and into the next phase of operations, hut to either

coentermeasures to delay or thwart his Intentions, previous one.
coon model also tells us that uoless the hostile
tactician reacts Irrationally and, let's say, jumps The-patterns we have descrihed represent hostile
directly from search Into strike (as ho night do it activities enplicitly. Unfortunately the tactical
complete surprise wan desired) then he will information emee in various reports, do not
transition seqoentially and predictably until ho directly lend themselves to this form of
either engages or the tactic is broken off. representation. It was shouwn that they must first

undergo assessment and then form implicit patterns
hat The is thenature of the pattern that will in the Tactical Situation Data Base, A data fusion

allow bus to 0efollow ezsemy activities and to determine technique Is needed to extract the relevant Implicit
whether it is prop,-. to apply a Countermeasure? patterns enbedded in the Tactical Situation Data
Figure 5 shows a genetic pattern and a model of how Base and convert them "cto a dynamically changing
It might work. It states that a combat operation explicit pattern.
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EV INFORMATION RELEVANCE Since these patterns lie buried within the

Tactical Situation Data Base, it is desirable to

There are many different forms of patterns construct modules that can operate upon this file
depending on the level of the threat condition. and extract the six patterns for further processing.
During a confrontitlonal-phase, of special interest
are the few main patterns, of functional activity, According to figure 6, there are six such
organization and compositions, deployment and modules labeled "Combat Assessment Modules". The
stationing that expose the combat situation i.e., following are definitions 'f those modules:
the ItatO$ of attainment of the principal, combat
related objectives. In a general situation a. Surveillance/Targeting Readiness Module:
involving forces and commands, there are six of Organization of the recent history of evidence on
these basic patteres. These are (1) the surveillance and monitoring activity to enable that
organization, resource utilization, deployment and activity to be assessed, and in particular the
activity to gain knowledge to enable targeting; (2) attainment of a state of information readiness to
the deployment of 'suitable targeting units into position for targeting and engagement shen desired,
targeting positions and dissemination of to be detected.
instructions ' for targeting to a suitable
organization; (3) the accomplishment of targeting b. Command Direction/Engagement Posture Module,
and dissemination of target assignments and Organization of the recent history of evidence of
coordinates by suitable targeting and command dissemination of intelligence to combat forces,
direction units; (4) movement of suitably configured comand direction of those forces, and intercommand
units into firing strike positions; (5) the command liaison among forces and between forces and
interaction necessary to establish authority to headquarters, ' to enable the nature of that
fire/strike; and (6) employment of weapons. collective activity to be assessed, and in

EXTRACTION OF RELEVANT INFORMATION

0 0 G
COMOAT ASStSSMENT MOOUt5 BASIC PATTSRNS EXPI PATTRN
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Figure 6
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particular the existence of a state of requirement are given by appropriate command elements and that
to target and engage, to be detected. tactical events are carried out by tactical

elements. Conversely if we know the type of element
c. Deployment/Engagement Posture Module. Involved, we may be able to guess both the orders

Organization of the recent history of evidence given and the event that will ensue.
concerning deployment of units and organizations,
relative to our for~es, to enable deployment posture The operational relation allows us to guess with
to be assessed, and in particular the existence of a some efficiency what function is being prosecuted if
deployment posture meeting the requirements of we know~vhat activities are in effect and what event
targeting, or of strike for the weapons involved, to has occurred. It also allows us to guess at the
be 'deteoted. objective if we know the function and to guess the

status of the functional group if we know what
d. Targeting/Strike Posture Modult.. events have been completed.

Organization of the recent history of evidence
concerning targeting and communication of target With these rules .of thumb (as w2ll as human
data and targettassignments to enable assessment of assistance), it may be possible to fuse the basic
that activity, and in particular the achievement of patterns into a dynamic explicit pattern which may
an information state of readiness to strike, to be be the best information we have to go on. The final
detected, step is to compose the evolving pattern against a

template pattern in tho known doctrine of the enemy.
e. Weapons Free Module. Organization of the Once we know where we are in the tactics trajectory,

recent evidence on Intercommand liaison and the we can estimate objectives, determine further
overall context of activity to enable assessment of information requirements, trends of usage and
that activity, and in particular the estimation of deployment that enable readiness.
the intent to release weapons.

f. Strike Action Module. Organization of the
recent history of evidence on weapons action and AN EXANPLE
veaponsosupport action (ECH and other combat direct
support) to enable assessment of that activity and Consider the example shown in figure 8. The
in particular the determination of the status, question arises as to what is actually conveyed by
thrust and targets of each component of strike to the reports. Do they signify a transition from
be accomplished. surveillance into targeting? Or do they merely

indicate that a targeting resource is being used to
Next we seek a strategy for grouping these determine new locations for continued surveillance.

extracted, basic patterns to form an explicit Since the messages are out of time sequence, how do
pattern that will create the best possible chance they relate with respect to progression of tactics?
that the true situation will be apparent from the
pattern that results. Figure 7 shows too ways of To some degree all hostile activity can be
relating the Information embedded In the six basic obseved, but many observations are not definitive
tactics. of the underlying capabilities, deployment or

objectives, and in general no single observation is
The temporal relation states information decisive in terms of analysis of what is really

collection and reporting activities will always happening, and so by itself does not enable a
precede commands or orders. Events will follow coherent Cii oct. Observations generally create a

commands. The relation also indicates that commands fog of knowledge.
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Figure 8 Figure 9

This fact Vas noted by Clausevitz (21 who Figure 10 demonstrates how the contents of the
stated: Tactical Situation Data Base might look for the

three reports after case assessments have been
"Many intelligence reports in Var are completed. Earlier cases are not shoUn nor will the

contradictory; even more are false, and most are data be actually encoded in the manner shown. The
uncertain. The tactician Must possess a standard of picture shows that there are two cases labeled
Judgment, which he can gain only from knowledge of "SAG-3" (which is a surface action group consisting
men and affairs and common sense.

"  
of 2 cruisers and 2 destroyers) and that HELO-I is
grouped with them. The implicit patterns are

Most reports that can be generated in a combat embedded sequentially in the data fields. The event
situation are essentially comentary snapshots and analysis history file, for example, suggests a
aDe very limited in scope. If we are to make the Vattern which shows that events have progressed from
best sense possible of such reports, they must be determining the general location of the blue force,
grouped as they relate to functions in progress, and possibly using long range sensors, to established
the functions, as they relate to overall tactics. coRntact with the main body.
Individual reports must be viewed in the context
established by both groups. Having formed these The information quality suggests that while
groups, the information they contaln needs to be operations are being conducted under a cloak of
interpreted to determine 0Tse elements of security, the tempo of operations, the frequency of
information needed for our own purposes. data refresh and the operational readiness do not
Accomplishing this requires knowledge of the basic suggest that an engagemeat is immnent.
hostile information-building process and a process
for systematically analyzing an organized data base Finally, in figure 11 the combat assessment
formed by these groups. modules opeate concurrently upon the Tactical

Situation Data Base to extract the basic pattErns.
Let's show how this can be done. Starting with Applying the temporal and operational rules r. them

the case of the helo, we first create a case with alloys us to create a functional entry or record
the helo as the entity (Fig. 9). An assumption is into the growing explicit pattern. This pattern is
made that the helo Is being used to target the then compared against a doctrinal template which is
friendly force. Upon roceipt of deployment, essentially a list of expected progressions.
organizational and activity indicators fi. m the Projections, assessments, countermeasure Selections,
analytical centers, assessments are made. etc. ensue.

The deployment and organization indicators
support the hypothesis that targeting of force
elements is under way. The-activity indicators CONCLUSION
howevere do not support this premise. The OTC net is
not notmally used for targeting operations and coded There are three objectives that this report has
format 123 is used primarily to transmit position tried to achieve. The first of these is to take a
and track data rather than stationing or fire very complex information management problem and to
orders. Further, the quality of information does articulate it within the framework of a systems
not suggest tile high tempo of operations that would concept. Vhen the problem Yas decomposed into the
normally accompany a poelude to combat. flow, organizational and relevance aspects, distinct

technical as well as operational challenges emerged
Conclusion: Ve reject the targeting hypothesis. and were exposed. It is hoped that this will be

It is assumed that the action supports an attempt to useful in organizing efforts to attack the problem
mtintain contact. Case closedi in a coherent manner.
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TEAM COORDINATION L DISTRIBUTED COMMAND AND CONTROL

Daniel R. Sullivan
DavidL Kleinman

C~erl*Dpanz.b ofEkcical . SysmsEngining
The Universty of Cotnecscut, U-157, Stores, Connecticut

ABSTRACT sections contain an explanation of the normative model and a
comparison of the moedd results with human team data.

The scheduling of jobs bya team of distributed decisionmakers
(DMs) is an important subtask of tactical decisionmakdng in
Command and ControL -To investigate this problem an 2 PROBLEM DEFINITION

xAmpoitict was developed wb three geographically sepet ed
DMs prmcess tasks seas to raaxiize a predefined objective. An experimental test-bed has been developed to aid in the

The problem conists of a team of three DMs ho share understanding of how human DMs solve a Team Distributed
a pool of distributed renewable resources. These resourees are Scheduling (TDS) problem. The important issues of task
used process a variety of tasks %hich amve stochastically and scheduling in C systems are incorporated in an experimental
have a fixed opportunity window or deadline. Also, there is a paradigm where input conditions can be vaned and dependent
varying penalty for each task %ihch is not processed before the variables mcasred.
deadline, The TDS paradigm can be thought of in the following

le goal of this reseamh effort is to develop a normative manner. The threc DMs represent commanders of a battle group
descriptive model %hich will ad in the understanding of how who are geographically separated. The battle group is
DMs coordinate and schedule jobs under varying input confronted with three types of hostile threats. Each threat type
conditons. Some prelumnamy results for the. aboe esxpement can be processed by any of one. two, or all three commanders
will be ditscussed. Also, a normative model is discussed for depending on the scenario (functional overlap is explained
solving te distributed scheduling problem. thoroughly in experimental design section). The battle group

employs a fixed number of resources for its defense. The
resources can be exchanged among DMS, so that at any time a
particular resource can be under the command of any of the three

1. INTRODUCTION commanders,

How do teams adapt their decision strategies to task ~ Threats arrive stochastically (poisson arrivals), have
environmemts? How should a team organize and coordinate to ctmdeadlines, and require varying numbers of reourcs to
achieve its best performance? How do teams divide complete. Theattributesofeschthreatareasfollos;

r) penalty - the amount subtracted from the final strengthresponsibility amongst members? Do teams choose a leader should this threat not be attacked within its opportunityhen the situation warrants a centralized command? What art:wno *entain)th isus ha mk atem ecsindifficult? - window ('penetration').
the issues that makesa team decision ?i) resources required - number of resources required to

The study presented in this paper was motivated by the process this threat.
above problems in disiriouted tactical decisionmaking (DTDM) iit) identificatton number - used for communicaton
which arise in Naval Battle Group Command and Control (C2). between team members.
The focus of the study is team task scheduling and resource Therefore, the task of the commanders is to assign resources to
allocation in a distributed environment To investigate this incoring threats and to share the limited number of resources
problem a test-bed was developed where three person teams so as to maximize final survival strength. It should be noted
schedule tasks using a pool of limited renewable resources in that a single commander can only process one threat at a time.
order to inaximize a predefined goal. This constraint is an effort to simulate the limited capacity of a

The objective of this research is to develop a normative commander to oversee many events at one time. The survival
des.lptive model of how teams solve a distributed scheduling strength is diminished each time a task "penetrates". i.e. the
problem. Experimental research has been conducted so that sict deadline is not met. The amount of penalty associated with
deviations in decision behavior from those predicted by threats ts.proporttonal to the number ol resources required, but
normative models can be investigated The framework utilized the relationship is not linear. Also, when a commander decides
in the modeling effort is a Discrete Optimization technique which to relocate/transfer some of the resources a significant delay
was augmented slightly to encompass the distributed nature of occurs before the resources amve at the new commanders post.
the problem. This scheduling method matches jobs to The commanders are permitted to communiate to each
decisionmakers (DMs) in an optimal fashion. Also, this method other through several pre-formed messages i.e request
models the transferring of resources between DMs. resources, request an attack on a given threat), However, since

The paper is organized as follows. First an intuitive communication uses the valuable time of the commanders, there
explanation of the team scheduling problem is discussed. Next, are occasions when comumuicaton is conciously omitted and
the experimental design process is outlined along with the potential conflict occurs iie. two commanders send out
important dependent and independent variables. This is followed resources to process the same threat). Therefore, itu is wasted
by an overview of some interesting experimental results that and no extra reward is gained,
confirm and disclaim the oinal hypotheses. The last two
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3-0 EXPERIMENTAL DESIGN
The second independent variable is bilance of workload

Since the TDS study was a model driven study (i e. among team members. In this case the overall arrival rate of
several modeling alternatives were investigated before the tasks will reanam constant while the anval probabilty of a single
experment was designed although the normative model ivas not task type will be increased. Therefore, one DM will be busy
completed).-The model was used to select many of the fixed while the other two are idle. This quantity was expected to
parameters prie to the actual running of experiments. Also, cause teams to alter their commusication rates to and from the
several important features of-the TDS experiment were overburdoned DM.
determined using results of the DREAM and DDD experiments. The third independent variable is the level of resource

As noted, the goal of this exsperment was to investigate constraint or the number of resources owned by a team The
how teams coordinate among team members, and how their two levels ofresource scarity are 5 resources for the team and 7
strategies change to achieve optimal performance. A task resources owned by the team. The criterion used to select these
scheduling problem was selected since it deals with many of the quantities were:
important facets of Naval Battle Group Command and Control. i) to maintain a three person team in most of the
Also, a scheduling problem ts a simplification of the resource scenario's, i e. to try to assure that all 3 team members
allocation problem encountered in the DREAM eXpelmenL have something to do at all times.

The team consists of t rec decisionmakers (DMs) who ii) to require a sigmficant number of resource transfers im
are of equal rank. This parallel structure was adopted since it is most of the scenarios.
simple and allows the experimental objective to be met. Also, The effects of varying tus parameter were expected to be similar
the three person parallel structure is a logical intermediate step to varying tempo. However, varying resource scarcity in the
betsen the DREAM experiment (2 person parallel structure) DDD experiment resulted in larger increases ir workload than
and future research that will involve a more complicated those found by varying tempo. Also, this variable increases the
hierarchical team organization. difficulty of the problem significantly as shown in the normative

model section.
The last quantity which was varied is the load on the

3.1 INDEPENDENT VARIABLES team as a whole. The mechanism used to vary load was tempo
or arival rate of threats This method of simulating increased

Several independent variables were chosen based on workload was also implemented in the DDD, DREAM, and DIS
their ability to affect a team coordination and strategy selection, experiments. The findings of Payne, Johnson and Bcttman
The four input parameters which were expected to cause (a ccleration and filtration) were expected to be observed over
significant deviations in strategy and coordination were three levels of load, but not neccLessanly equally among all team
functional overlap, balance of load among team members, members.
resoureescarcityandftempoorarnvalrateoftasks. The experimental conditions tested in the TDS

Functional overlap, in this context, is defined as the experiment are shown in figure 1 In the primary study data was
number of DMs capable of processing a single task type. This collected for 18 conditions involving different levels of tempo,
independent variable was also implemented in the DDD and resource scarcity, and functional overlap Similarly, the
DREAM experiments. In addition, this variable was secondary experiment studies theeffect of imbalance of task load
investigated by Boetteher and Levis (1981) and their work over different levels of tempo .,nd functional overlap The data
indicates the effectiveness of a team depends on the degree of collected in the secondary study has yet to be be fully analyzed
fun ionai allocaton and the type of functional allocation. Here Three teams of three participate, in this experiment and each
%,e vary the degree of functional allocaton over the following team completed two repetitions of ea.h of the expenmental
three levels: conditions shown in figure 1. Also, the duration of the

I) Sole responsibility by a single DM for a task type. scenarios was 13 minutes.
ii) Shared responsibility between two DMs fora single
task type,
iti) Shared responsibility among three DMs for a single
task type.

Table I displays how overlap of responsibility will be Primary Study:
implemented.

NO OVERLAP PARTIAL FULL
(NO) OVERLAP(PO) OVERLAP(FO) Tempo M

Task Typo T Type Ts Typ
Dm A1 81 C B A B jCL

X X X X X X Resource
1. PO FO Scarcity

2 x x X X Task Overlap
3 X IX I IX X X X

Functional Overlap
table 1
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Secondary Study: interesting effects which are sliSCussed in this section. Thedegree of functional overlap which is defined as the distribution

of task responsibility caused teams to change their strategies and
alter coordination requirements over all tempos and resource

An h PA ,ses generated priorto the exper imnt wa that
performance would increase as overlap increases, but with a
concomitant need forincreased coordination. This hypothesis is
based on the results of Serfaty 1985. As seen in figure 2, both

H of the dependent variables depicting performance rije
Tempo significantly (p < 0.001) as overlap is increased. This increase

UB in performance is a result of the change in strategy shown in
M UBfigure 3. Heere teams were able to dectease the number of

B Balance resource transfers required and therfore increase their timeliness
NO PO and subsequent final strength.

Task Overlap

Experimental Conditions
figure I 1s0o 55

-- FSTR -49

•' ""SLAK , 48 W~
3.2 DEPENDENT VARIABLES so

The dependent variables are grouped into four functional WU .46-categories: Performance, Strategy, Coordination, and Workload. Cr .45 O
The first category contains two quantities that measure the 0 44 -J
performance of a team. Final -tregth is the variable that teains " o 844
strived to optimize. This quantity is a measure of loss over a 43
scenario or more quantitatively the sum of the values of targets 42
that penetrated, The second measure of performance is 0.k a
time which is defined as the time available, minus the tnie 41
required to process, at the time of attack. This dependent 70 -- r- 40
variable provides an indication of how quickly teams were able N P
to perform the required scheduling. OVERLAP (p < 0.001)

The next category of independent, vsriables-measure
changes intean strategy. These variables measure how teams Effect of Overlap on Performance
adapted to the experimental conditions in their attempts to f v e 2
achieve optimal results. The following four dependent variables figure 2
were collected to compare with normative model results and
thereby dietrmine human cognitive limits and biases:

i) resource transfers t6
h) number of tasks attacked by each DM (eA
iii) nnmber of each task type (A,B,C) attacked L 4
iv) number of tasks attacked requiring 1,2,3 resources, U.
The third category of dependent variables indicate how Z

teams coordinated during a scenario. First, resource requests < to,
give an indication of team members need for explicit M
communication despite centralized perfect information. W .
Similarly. the amount of real time planning required was 0 6.
measured by the number of action requests ("can you please M
attask") and the number of action transfers ("I plan to attack"), M 4
The last dependent variable in this category measures the lack of
coordination over the experimental conditions, The number of 2
wasted attacks marks instances when two DMs attacked the c
same target, thereby wasting valuable time, while gaining no NO PO P0
extra rewardOVERLAP (p < 0.001)

The last dependent variable category is team subjective
workload assessment (SWAT). Although this variable does not
fit into any of the above groups, it is a valuable measure that Effect of Overlap on Strategy
quantifies how teams perceiewd their workload over the figure 3S experimental conditions,p c tAlso as shown in figure 4, when overlap increases the

scheduling problem requires more coordination among team
4 EXPERIMENTAL RESULTS members. In fact. the team cannot fully coordinate as displayedby the increase in wasted attacks, The dependent variable

The experimental results continue to be analyzed at this plans" is defined as the sum of action requests and ation
writing, however, one independent variable forced some transfers which were defined in section 3 2. The nunlinear

increase in "plans" suggests that teams began to trade-offonline

311



oammumaeation for ighly stioctured preplauned srategies. In this example we assume there is a single DM whoowis two resources and is presently idle. At some instant in
time we take a snapshot of the dynamic scenario and attempt to

0. -a schedule the tasks in the picture. First, the tasks are groupedinto the following three sets-
-CA PLANS 0<slackime<30 ===->SET I

50" WASTED 4 30<slacktime<60 ==->SET2O 60<slacktine'<90 ===>SET3
40 * Since the processing time associated with each task is constant

CI .3TnA,= 30), the DIM can schedule the tasks according to the aboveZ 30" three sets. The fact that a DM can only be attacking one task at a
.2 W time constrains the solution set. For instance, the DM can select

20" - atmost one task from SET I because when the attack is
completed 30 seconds have elapsed and the slack time of aks in

.10 -SET 1 will be negative. Similarly, the DM can select at most
two tasks from SET2 and three tasks from SET 3.

0i Ao 0To implement the DM's ta.sk selection options, we
NO PO O assume the DM will attack three tasks in the next 90 seconds (I

task every Tr seconds). For the DMs first attack, any tasks in
OVERLAP (,p < 0.001) SETs 1,2,3 can be selected. Planning ahead to the next attack,

the DM can only choose tasks from SETs 2 and 3. Similarly,
Effect of Overlap on Coordination the DM can only select tasks in SET 3 for the third attack

figure 4 Figure 6 displays an example of the available matchings to a
single DM who owns 2 resources. The numbers displayed along

The graph of-perceived.worklead (figure'5) oN .r the the arcs in figure 6 represent the reward gained upon attacking
levels of overlap displays an interesting result which c. n be the associated task. Also, the task type and resources required
explained b the elements which compnse workload. The..igh to prosecute are located within the circles that represent tasks.
subjective workload in the "no overlap" condition can be The bold arcs show the opumal matching for this example.
attibuted to frustration or psychological stress due to the lack of In the second example (figure 7), there are two DMs and
alternatives available to improve performance. In contrast, the three types of tasks displayed. The first DM owns 2 resources
high subjective workload in the "full overlap" condition is a and is responsible for task types A and B, while the second DM
result of the increased scheduling difficulty and subsequent owns three resources and is responsible for task types B and C
coordination requirements. The partially overlapped This example is analagous to the partial overlap condition where
organization provides the best trade-off between these two the third DM has been omitted. The solution is not as trivial as
elements of workload. in the first example due to the overlap of the two DMs. F.-

instance, if the DMs do not plan ahead at least two stages a
suboptimal result will occur (i.e. DMs will attack both tasks in

S0" SET 1). Howcver, the matching algorithm is solved in a similar
manner. Similarly, this modeling approach can be extended to

281 three DMS in any resource state and overlap condition.

261 6.2.3 Resource Transfers
0
J 24 Throughout the scenario the scheduling problem is re-

cc solved each time a DM becomes idle and tasks are available.
0 22 Each time the problem is resolved for all the resource states

Iwhere resource states are defined as (RDMI ,RDN2 .RDM3).
20 The two team resource levels are 5 and 7. Therefore, the

following resource states are available dpending on the scenario18 (table 2)F

NO3 PO F
OVERLAP When forming the matching graphs for resource states other than

the present state, the time to effect the neccessary resource
Effect of Overlap on Workload Iransfers must be included. This resource transfer time is

figure 5 comprised of:
i) the time until a DM has free resources to transfer

6.0 NORMATIVE MODEL ii) the actual resource transfer delay.Figure 8 shows two matching problems where the first includes
The objective of this normative model is to provide a no resource transfer time and the second has a nonzero delay As

framework with which human biases and cogntt,ve limits can be seen in figure 8 tasks may change SETs when solving the
judged. Therefore, the model should lead to a normative- matching problem for resource states other than the present
descriptive model that predicts human performance The general resource state ( e in alternative resource state task 1 is no
idea of the model is to transform the scheduling problem into a longer available, task 3 moves from SET 2 to SET 1, and task 6
weighted assifnment problem and solve the assignment problem moves from SET 3 to SET 2) Therefore, the slack times are
by a conventional algorithm (htunganan Method) A simple largest when solving for the present resource state To transfer
example is used to explain the transformation from scheduling to another resource state diminishes the time available for all the
problem to weighted bipartite matching. viewable tasks.
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DM1
2 RESOURCES, RESPONSIBLE FOR AZS ONLY

attack 1 attack 2 attack 3

A1 A-3 A-2 .~2 A-1

SET 3 SET 2 60 SET 3
DM1 cannot attack targets

which require > 2 resources.
figure 6 :Matching Graph (I DM)

DM1
OWNS 2 RESOURCES, RESPONSIBLE FOR A'S AND B'S

attac 18tac.1atc

0.3 83 8.2 A-2

attack 1 attack 2 attack 3

DM2
OWNS 3 RESOURCES, RESPONSIBLE FOR B'S AND C'S

figure 7 :Matching Graph (2 DMs)
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transferred more resources than necessary. Also, it is apparent
""that humans reduced the complexity of te problem m medium

5RESOURCES 7 REbOURCES and high" to, nanos yrulngomtesource transfers 'Misrsaaagons o"flrtn"in Payne 1986 where humans adapt to
a sratgy that reduces the decision space at the epens ofRDMI, ROW, Ro 3 Rom, RDM,,RoM peformance

1 0 2 3 2 2 3 to
2 0 3 2 2 3- 2 0.., €x

3 2 e 3 2 2

to

0

9 3 1 1 LOW E3 "I

7 1 1 2 s T EMPO

e.

AtravResource State8

0 ."

10 t 1 2TEMPO

US 14 2 1OM

30 60Normative Model Serrae s. iluman Data
1 esurc Trnse 1 m figure 19

Several Resource Statec b

6.M DLDAACMaISO prsne n rvossctos1i6' h em wr bet

Pntefrst e s h ourmciedtveSt odate deeatd owe, an I~optiml aon o vrlpeisswt

U)

z

apr achtheratve moeopredcin orae oprdt h epc owrla.Alo ntebsso eft' eut

12.

30 60 ormace whe trbe ts ily D tt

AtraeResource a Sfr tae fiur 1

liittin and cognitive bissMeue hi 'sod pae. TStrategy c.Huan prsetedhr
AnhpRestsrc Trasfenrtpir tom te daswhinu fiient rae trnfr1 hn h0rbe

figure 8 6. CONCLUSIONS AND FUTURE WORK

eiSever conclusions can be drawn from the material
an tees ease presented in us sections. First m the teams were able toadapt and coordinate well as more overlap of responsibility was

In the first stage of the normative descrnptave modeling delegated, However, an optimal amount of overlap exists with
approach, the normanve model predictions are c op e to t respect to workload. Also, on the basis of Serfay's results
expfmentl results The basic hypothesis of tis appti ch is 985) it is beoved that an opti a ount of overlap also exist
that motivated expert decsionmakers strive for optimality. but for perforace when the problem is sufficiently diffifult

are constrained from achieving it by inherent human perceptual Next, teams adapted their stiategies when overloaded to
limitations and cognitive biases. reduce their e'¢cision space. The strategy change presented here

An hypothesis that was generated prior to the deals with insufficient resource transfers when the problem
experimfental phase was that an increase in te=p would cause became difficult, In additon to this strategy change, it is
an incicase in resource transfers and a derase in team believed that humans selected a different mix of tasks than the
performance. This hypothesis is supported byt the normative normtive model and therefore could not perfori as %Nell These
model in figures 9 and 10. Hlowever, the human data does not and other human biases and cognitive constraints must be
clearly follow this trend due to biases and cognitive limits. In =uatied so that descriptive factors fart be included in the

the low tenpso scenaro's. it appears that humans attempted to model.
evenly distribute load among all team members and therefore
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An additional conclusion drawn from the risslts'of this
experiment is that a Icadei is not required if the problem is
sufficienlty simple. Therefore, more difficult scenarios with
increased need for coordination, msat be implemented to realiz

the benefits of a hierarchical team sutra=e the
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Allocation and Distribution of 155mm Howitzer Fire
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ABSTRACT As an alternative to these standard parametric
procedures, the BRLis investigating employing a recentlyThe U.S. Army Ballistic Research Laboratory published classification tree methodology to these data(BRL), Aberdeen Proving Ground, MD, as well as other sets.' Similar to other published classification treeagencis, has been investigating the problem associated methodologies, Breiman et al.'s methodology provides

vith allocating and distributing friendly fire based on the predictions by constructing binary trees. However, unliketnportance of an enemy target and its function in a par. other analytical techniques, Breiman et al.'s classificationtiular tactical situation. As an alternative to standard tree structured methods concurrently handle nonstandardparametric procedures, the BRL is applying recently pub. data structures, a miture of data typs,shed classification tree methodology which extends pre- nonhomogeneous variable relationships, and differentvious developments in this area.t Unlike other degrees of influence of the varables.classification tree techniques, Breiman et al.'s methodsconcurrently handle non.standard data structures, a mix. This paper will briefly describe the standard
ture of data types, non.lomogeneous variable relation, parametric and nonparametric procedures that wereships, and different degrees of influence of the variables, applied to the data sets, and their associated deficiencies.These characteris ics are common to the data collected Following this discussion, Breiman et als classificationby the BRL oa Ftre Direction Officers' decisions on 155 tree structured methods and the advantage of this type ofmm howitzer targets. An overview of Breiman et al.'s analysis will be bricfly described. Since work is currettlyresearch in the context of this particular problem is being undertaken to apply this classification treepresented, structure methodology to the two available data sets, the

1. INTRODUCTION methodology will be applied to a less complex data set, Asubsequent report, however, will be published to describe
The Probability and Statistics Branch of the US the results of this research.

Army Ballistic Research Laboratotys (BRL) SystemEngineering and Concepts Analysis Division has been in H. BACKGROUND
the process of analyzing two data sets with rather unusual
properties. Both data sets are characterized by a mixture A. Data Sets
of data types, nonhomogeneous variable relationships,and different degrees of influence of the variables. In December 1985. the BRL conducted a controlledSeveral well known and often used statistical approaches laboratory experiment, the Firepower Controlhave been applied with the goals of uncovering the Experiment, at the joint US Army Human Engineeringrelationships among the variables and providing accurate Laboratory and BRL Command Post Exercise Researchpredictions. 'Ihese approaches have included multiple Facility.2 As part of this statistically designed experiment.regression analysis, the Mann-Whitney test, Kruskal. information was collected on Fire Direction Officers'Wallis analysis of variance by ranks, and cluster analysis. (FDOs') decisions on a variety of targets being forwardedIlowever, none of these methods concurrently handle the to 155mm howitzer units. FDOs' decisions includenonstandard data structures, mixture of data types, selecting the type, volume, and method of firingnonhomogenous variable relationships, and different ammunition on enemy targets by a specific 155mmdegrees of influence of the variables. Even the combined
results of these procedures have not provided an effectivemeans of analysis, and it is expected that some w,information has been lost. W-. wts A. cs, A fm, i o $s.an. TAo 1 T. ,,.
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howitzer firing- configuration, i e, the allocation and Stepwse regression was run to insert factors into thedistributioriof friendly fire. This data set comprises 3,219 regression as on tser fatorreltontactical fire control decisions cllected, for different regression equation based on their partial correlationFDOS targ t rye/subtype, target sizes types offire coefficient with the response factor. At each step, the,mison tagt i e.up, m t get zestypea of faeen dire partial F ,criterion of each regressor alreidy in themission contro(le., method of engagement' and initial equation was compared to the appropriate tabledFammunition basic toads. 'value. The regressor was either retained in thi equation
As part of the BRL's research in tactical computer or rejected based on whether the test was significant orscience, several unclassified scenarios between friendly not. Stepping continued until none of the regressors couldand enemy, forces in the Fulda Gap have been developed be removed, and none ofthe other potential regressorsunder a BRL contract with LB&M Associates, Inc., could be inserted due to the value of-their partialLawton, OK. Embedded within these scenarios are correlation coefficient. 'Best subset' regression was thendecision in allocating and dseributing 155mm howitzer run on the stqpwise regressor variables to determin thefire on independent targets obsered in one-i6ur periods. best overall subset Out of all possible regressionsTo date, information associated with 522 tactical fire according to the maximum Rz criterion.control decisions has been extracted from a portion of As a consequence of performing a least squares fitthese scenarios, 

of the data, fitted equations were obtained for theFigure 1 summarizes the type of information allocation method. However, based on the proportion oflable for the decisions in these data sets. A variance accounted for by the regressors in the regressioncombination of categorical and numerical variables equations, none Of the factors clearly influenced thedescribes the principal factors (FDO through allocation method. This Suggests that other factors notammunition available) thought to influence the FDO's taken into account may influence FDOs' decisions on andecision process as well as the actual decision (allocation allocation method,
method through type of second munition fired). Based oh 2. Mlann.Whitney Testthe results of previous data analyses, it is anticipated thatthese variables have different degrees of influence and One of the objectives of the experiment was to testexhibit nonhomogeneity. whether the amount of available ammunition affected theIL Parametric and Nonparametric Procedures Applied number of rounds the FDO elected to fire on e target.Prior to comparing all FDOs within a given ammunition, Multiple Regression Analysis basic load or comparing an individual FDO across thek three anmunition basic loads, it was desirable to examine

Multiple regression analysis is an analytical whether or not it would be necessary to distinguishmethodology that usually has one of the following between the adjust fire (AF) and fire-for.effect (MPE)primary goals: 1) predict the value of the dependent methods of engagement. Since the distribution of totalvariable for new values of tile independent variables, 2) rounds fired against a target is not known for the twoscreen variables to detect each variable's degree of employed methods of engaging a target, theimportance in explaining the variation in response, 3) nonparametric Man-Whitney test was used to testspecify the functional form of the model, or 4) provide whether the two independent random samples could haveestimates of each coefficient's magnitude and sign3 
fy been drawn from two populations having similarapplying multiple regression analysis to the data from the distribution functions, faed on the results of the Mann.Firepower Control Experiment, it was hoped that a Whitney test, the samples associated with the tworegression equation could be derived to suitably predict methods of engagement could not be grouped togetherthe allocation method. Using a combination of indicator for other statistical tests.factors for the categorical variables (e.g., FDO and targettype/subtype) and untransformed values for the 3. Kruslal.Wallis Testnumerical variables (0.g, ammunition load expressed as a Similar to the Mann-Whitney test, thepercentage of a basic load, target size, and the method of nonparetr ea-Wi ne ts ofengagement), stepwise and 'best subset" regressions were varic rnkre was onedato aamis frun to predict the response factor (e g., the allocation variance by ranks procedure was used to examine, firt,

method). 
the mean number of rounds fired within each of the threedifferent ammunition basic loads by each FDO, and,
second, the mean number of ro,unds fired by each of the

24
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three FDOs withi a givin ammunition hasic load. It Thus, the combined results of these procedures do
was concluded from the test that there were signifi6nt not provide an effective means of analyzing the
differences within an ammunition basic load in the m ean, experimental results concerning the allocation and
number of rounds fired by each FDO against an -distr'bution of 155mm howitzer fire for enemy targets.
individual target. In addition, test results showed that For instance, cluster analysis provides a coarse evaluation
only one of the FDOstended to fire on average more of a target's value based on the initial ammunition load,
rounds agaimt a target under at least one of the its type/subtype, and FDO. The 'best subset" multiple
ammunition basic loads than under at least one of the regression equations provide only weak relationships
other basic loads. For the random samples resulting in between the FDO, allocation method, target type, target
rejectionof the null hypothesis, vii, no difference in the size, method of engagement, and initial ammunition load.
mean rounds fired against a single target, additional Thus, the question remains, "Is this a result of variables

pamwise Kroskal-Wallis tests were performed, measured in the experiment or a consequence that these
procedures could only be focused on limited subsets of

4. Cluster Analysis the data collected" Sulc, utntly. a search for a different
mea of analyzing this data has been undertaken,

Cluster analysis was employed to categorize targets
according to their importance based on their contribution
to an enemy force i4 a particular tactical situation, i.e, Ill. CLASSIFICATION TREE METHODOLOGY
their target value.

6" 
There are several ways to'measure

the value of the target. For example, one way could be to A. Background
tue several variables to measure the description, location,
and activity of the target. A description of the target Trees, whether known as decision trees, binary
might include its type/subtype, size, and degree of trees, or by some other name, have been used by data
protection. The location of the target might consider the analysts as an informative nonparametric tool for
actual grid location of the target, the altitude of the investigating various types of data sets. Tree classification
target, and the distance between the target and specific methods use the data to form prediction rules for a
friendly units. The activity of the target might take into response variable based on the values of independent
account its speed and direction of movement, variables. Specifically, measurements are made on some

object, and a prediction rule is then used to decide to
Cluster analysis provided a multivariate statistical what class the object belongs, This methodology is so

method to examine the interrelationships between the simple that it is often passed over in favor of other
target description, the FDOs, and the initial ammunition methods which are thought to be more accurate, such as
load expressed as a percentage of a basic toad. Target discriminant analysis.
value was based on the mean number of rounds expended
against an individual target, Targets were categorized Recent developments in the area of structured
into three target value clusters, i.e, low','fair*, or'high", classification trees, which have been published by

based on the minimization of the Euclidean distance Breiman et al., are aimed at strengthening and extending
between each target and the mean of the targets in the the original tree methodology. Their advancements have

cluster, been incorporated into a statistical software package
known as CART (Classification and Regression

C. Delrlencles Among the Analyses Trees). Given complex data sets with many independent
variables, the developers of CART believe that the

Despite the fact that each of these statistical structured trees produced by CART can have error rates

procedures is well known and used, they have several significantly lower than those produced by the usual

shortcomings with regard to the problems inherent to the parametric techniques. These procedures are robust, i.e,
Firepower Control Experiment data set. For instance, they minimize the effects that data outliers might
these methods do not concurrently handle nonstandard produce.
data structures, mixtures of data types, nonhomogenous
variable relationships, and different degrees of influence The advancements made in the area of structured
of the variables. Subsequently, it is expected some tree methodology me significant enough to warrant
information has been lust, investigation and application to the problems of

allocating and distributing 155mm howitzer fire,

$ce,, wJ. fs- N-o,,,r size, N- ,-o,, u Y.,: M B. Overview of the CART Methodology

1. Definltlons

L,,io r ,,lawo. 4. Many of the statistical techniques presently available

7 ro . u "'WS - Tap 1.t V" A.W .o rSre 4.k a nA are designed for small data sets having a standard data
or Amy U t , akiy&" OO 1-CoN~I, M structure. By a standard data structure we mean that
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there are no missing values among the measurements select the best split. For example, suppose the best initial
made on an object, or so few they may be estimated prior split is: Is x(5) > 34.1. All other variables except x(5)
to analyzing the data. In addition, the variables all have to will then be searched until the split on each variable
be of the same type, i.e., isl numerical or all categorical. which is most closely associated with the split on x(5) is
The underlying assumption of the data is that the driving found. This series of splits might result ini a list such as
phenomenon is homogeneous, i.e., the same relationsip the following:
holds over the entire set of measurements made on theobject in question. x(2) > 26.2 is the most closely associated with x(5) > 34.1,

The data available to study the problem of allocating x(1l) > 50.6 is the second most closely
and distributing friendly fire on enemy targets does not associated with x(5) > 34.1,meet the above criteria. In both, data sets, values for
several of the measurements used to describe an enemy and so forth. These splits are the surrogate splits for the
target may be missing or must be assumed not available iitial split: Isx(S) > 34.1?.
for any number of reasons. The variable list comprising a
target's description (location, activity, description, etc.) is If a cae has a missing value of x(5) so that the best
a mixture of numerical and categorical variable types, split is not defined for that case, CART then tools at all
Finally, we cannot realistically expect the same nonmissing variables in that case and finds the one having
relatlonships to hold amongst the wide range of the highest measure of predictive association with the
measurements made on a target, best split. In this example, CART would first look at the

most closely associated surrogate split. For example, if
2. Constructing a Classilication Tree the value of x(2) is not missing, then the case would go

left if x(2) > 26.2 and right otherwise.
To construct a structured tree, four elements are

needed: 1) a set of binary questions of the form: This procedure is analogous to the one used to
Is xEA?, A CX, where x is the measurement vector estimate the missing values in a linear model (viz.,
defining the measurements (xt,x 2, ...) made on a case, regression on the noamissing value most highly
and X ii defined as the measurement space containing all correlated with the missing value). However, the CART
possible measurements, 2) a goodness of split criterion missing value algorithm is more robust. The cases with
that can numerically evaluate any split of any node of the missing values in the selected splitting variable do not
tree, 3) a rule which dictates when to continue splitting determine which direction the other cases will take.
the node or to declare it a terminal node, and 4) a rule Given further splitting, cases sent in the wrong direction
for assigning every terminal node to a class. The set of due to the missing value algorithm may still be classified
binary questions generates a set of splits of every node. correctly.
Those cases answering 'yes" go to a left descendant node,
while those answering no' go to a right descendant node. Since variables do not act alone when predicting aclassification, it is natural to question which variables
3. Features and Advantages played the role of predictors, In the construction of a tree

there may be instances in which some of the variables are
Brelman et al.'s methodology for classification trees never used to split any node; however, this does not

appears to be a powerful and flexible analytical tool, necessarily mean these variables lack any predictive
Some of its major features and advantages over other information. Therefore, each variable is assigned a
methods will be very briefly outlined. measure of importance which may be helpful to the

analyst in uncovering variables otherwise glossed over
One of the more important aspects of the CART when looking at only the splits from the final selected

methodology is its ability to automatically handle missing tree, One note should be made. Like many variable
values while minimizing the loss of information. This is ranking procedures, this one is a bit subjective and the
achieved via tha concept of surrogate splitting, exact numerical values should not be interpreted

To understand surrogate splitting, two splits are said precisely.

to be associated at a node if either of two conditions Other features which do not require such an in-
exists, If most of the cases are sent to the left or to the depth discussion are the following: 1) ability to handle
right by one split, and the other split also sends most of both numerical and categorical variables in a natural and
the cases in the same direction, the two splits are said to simple fashion, 2) application to any type of data
be strongly associated. The splits are also associated structure through the formulation of an appropriate set
when one split sends most of the cases to the left (right) of binary questions, 3) a variable selection process closely
while the other split seni most of the cases to the right resembling a stepwise procedure since a search is made
(left). The missing value algorithm then proceeds as at each intermediate node for the most significant split,
follows. The CART methodology is designed to initially
search through all possible splits on a given node and
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and 4) in the overall measurement spaceX, the trees Table 1. Possible Values ofx_.

suggest the Property of robustness, w ile within the

learning set the mrethod is not appreciably affected by

several miscla.sified points. Digit x, ,x2  x3  x4  x5  x6  x7 Y

C. Digit Recognition Example Using the CART 1 0 0 1 0 0 1 0 1

Methodology, 2 1 0 I 1 1 0 1 2

The following digit recognition example wS 3 1 0 1 1 0 1 1 3

constructed by the authors of CART and illustrates the 4 0 1 1 1 0 1 0 4

various parts, of the classification portion of the 5 1 1 0 1 0 1 1 5
methodology. 6 1 1 0 1 1 1 1 6

7 1 0 1 0 0 1 0 7

Most of us are fanuliar with electronic calculators 8 1 1 1 1 1 1 1 8

which ordatarily represent the digits 1, ..., 9, ar '0 using 9 1 1 1 1 0 1 1 9

seven horizontal and vertical lights in spe" on-off 0 1 1 1 0 1 1 1 10

combinations. If the. lights are numbered as shown in

Figure 2, then i denotes th ith digit, i - 1,2, ..., 9, and 0,
and the measurement vector (x 0Xn) is a seven- The learning sample L is comprised of two hundred
dimensional vector of zeros and ones Let x, ,- 1 if the samples which are generated using the above distribution.

light in the nth position is 'on" for the ith digit, otherwise Each sample in L is of the general form (x1, ..,x 7,)
x . Table I presents the possible values of x,,,. wherej E C is the class label and the measurement vector

xt,..., x7 consists of zeros and ones.

As mentioned in Section I11.B.2., to apply the CART

2 3 structured classification construction on L, four things
must be specified: 1) *ie set of quest:ons, 2) a rule for
selecting the best split, 3) a criterion for choosing the

4 right.sized tree, 4) a rule for assigning every terminal
node to a class, Here the question set consisted of the

6 seven quetions: Is x. - 0?, where m - 1, ..., 7. The Gini

index of diversity rule was used to select the best split.
.. The concept of this splitting criterion depends on a node

7 1 impurity measure. Given a node n with estimated class
probabilities py I n), i - 1, ..., J, and the probability that

Figure 2. Htorizontal and Vertical Ughts. given a randomly selected case of unknown class falls into
node i it is classified as class i, define a measure i(n) of

Set the number of classes C {I. 10) and let the the inpurity of the given node n as a nonnegative
measurement space X contain all possible 7-tuples of function 0 of the p(I I n),...,p(J In), Subsequently, the

zeros and ones. Gini index of diversity takes the form:
i(n) - EpU I n)p(i I n). This node impurity is largest

Suppose the data for this problem are generated

from a faulty calculator for which it is known that each of when nifclasses are equally mixed together in the node

the seven lights has the probability of 0.1 of not and smallest when the node contains only one class. A

functioning properly. The data consist of outcomes from search is made for the split that most reduces the node,

the random vector (X .... X- Y) where Y is the class and consequently tree, impurity. The V-fold cross-

label and assumes the values 1, .., 10 with equal validation method was us sd to 'prine* to the right-sized
probability and, as noted previously, the X, ... , X are tree. Here the original learning sample L was divided by
zero-oni variables. Given Y, the Xj,.,X7 are random selection into Vsubsets L,v ' I V of nearly
zdreepeodently equal to the value corresponding to'Y in equal size. The vth learning sample is: i . L.L,,, v .
Table I with probability 0.9 and are in error with I., V, where L c contains approximately (V-I)! 1'of the
T hprobability 0 9 atotal data cases. Assume that a classifier can be
probability 0.1 constructed using any learning sample. Then for every v,

apply the classification procedure and let 7 '(x) be the

• * oltlxw5- r,* tn 5 by resulting classifier. Since none of the cases in L, was used

.1h , . 6. o ° W 4.&q -- t - . r- -f 0-- to construct Pi , a sample estimate of the overall tree

misclassification rate imay be calculated, and a classifier
, is now constructed using the entire original learning

ipj 4..~f 7,k tud~a t1t 1rt , W d W. 20
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AR A hounan functions within the system. This study focuses on
human roles in the SDI Csmmand Center during the peace.

Thi y identifies some of the ways in which human time and transition phases of system operations. The
beings can make a contribution to the effectiveness of a coemmnd center is the place where the most critical human
Strategic Defense Iiiative (SDI) system, Thc.stody con- activities will take place in an SDI system. The peacetime
csrrates n key human roles in the SDI ommand center and transition phase was selected for study because, even
during te pe tine and tansitin phases of system ope" though peacetime activities will form the vast majority of
aions. focusing on the crical tk of situation assess- all SDI activities. very little analysis has been devoted to
mont. The study identifies the functions that support this phase.
situation assessment decision making, and analyzes the
flow of information among functions leading up to a The key roles for humans in the command center
decision, involve authority, responsibility, accountability, and coor-

dination. Human beings must exercise authority over the
This neitork of interdependent functions was captured system. They must take responsibility for system status

in a Stochastic. Timed. Attributed Petri Net (STAPN) model and readiness, and for the validity of system inputs. They
of the critical information flows supporting situation must also be accountable to higher authority for all actions
assessment in the command center. The function of the taken. Finally, they must coordinate with each other in
model was to allow sensitivity analysis of command center order to carry out the system objectives.
reaction times. The model produces estimates of the time
required to reach a decision after an event has occurred under Our task was to analyze peacetime and transition func-
diffe--st assumptions about the organization of the tions for selected SDI subsystems. We have chosen to
command center, the architecture of the command and con. focus our analysis on situation assessment functions in the
trol system, and the delegation of authority, command center. Situation assessment involves the

weighting and fusing of many different types of infer.
mation. including operational information about the func.

IRMODUCT'I* tinning of the SDI system and intelligence information
about the state of the world, into an overall picture. Situs.

The Strategic Defense Initiative (SDI) program is a tion assessment draws on the unlique capabilities of human
technologically complex and ambitious undertaking. Iden. beings to merge and interpret information, and provides a
tifying the appropriate role for human decision making in fertile area for investigating effctiv-, human roles an SDI,
the resulting system architecture is a challenging task.
Although there has been a consensus from the beginning of The analysis of control functions in complex systems,
the program that human involvemeitt in strategic defense and the allocation of system functions to humans and
decisions is essential, there are significant practical limits machines, have been topics of considerable interest in
on the role that can be played by humans. The issue is recent years. A methodology for functional allocation has
how to define and support the role of human decision been proposed for nuclear power plants (Pulliam et a..
making, given the characteristics and limitations of human 1983) and generalized for application to aerospace systems
information processing capabilities. If meaningful human (Pulliam and Price, 1985). The first stage mn this method.
roler are to be established in an SDI system, early incor. ology is the identification of those functions for which
poration of human factors analysis in system design is automation is mandatory, and tiose functions that maus be
indispensable, performed by humans. A series of considerations and sug.

gestions is then given for allocating those functions that
The purpose of this study was to identify ways in fall into the grey area between mandatory automation and

which humans can best make a contribution to the effec. mandatory human responsibility.
tiveness of an SDI system, based on analysis of potential
human roles and activities in system operations. Our goal Our analysis concentrates on the first step of this
was to idertify requirements and objectives for human per- allocation process by identifying the key decisions that
formance. and to trace the flow of information supporting must be made by human beings. We then consider the sup.

port requirements for these decisions. What must the deci-
* This wosh was sponsored by ESD/AT through AAMRIA1ED, sion maker know in order to make the decision, and what
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are the so(rcs of this information? The analysis drew on Adiust sen"sor sensitivity thresholds. The sensitivity
pubhshed materials about SDI command and control func- thresholds of ihe sensors may be changed so that they rcact
tions (SDI BMI1C3 Wosking Group for Standards. July to lower or higher levels of infrared radiation. Higher
1987,, as well as SDI architecture reports prepared by con- sensitivity levels are associated with a higher probability
tractors. (A list of SDI architecture reiports reviewed for the of detecting targets, but at the cost of a higher probability
project is included in the references section.) We also an- of false alarms. Lower sensitivity levels are associated
lyzd existing system architectures for systems with some with a lower probability of false alarms, but a lower prob-
similarity to SDI. especially NORAD architectures, ability of detection.
(NORAD reports reviewed are listed in the references
section.) Inltiate surveillance seor cool down. Sensors designed to

detect and track targets during their midcourse phase must
be able to sense the infrared radiation of a target against a

SITUATON ASSESSMENIFJNCTONS cold background. These sensors must be cooled down to

temperatures below the temperature of their satellite envi-
Situation assessment is the process of integrating ronment through stored cryogen, refrigeration, or some

information from multiple sources to form a coherent plc- other cooling method. This cooling process takes time, so
ture. The SDI command center must assess both its own that sensor cool down mast be inittated before sensor func-
intemal situation and the external world situation, and tion is needed. However, cooling capacity is limited, so
combine them into a total situation assessment that sup- cooling down the sensors shortens their useful lifetime
ports critical decisions. This may represent an important "false alarm penalty.

The data for internal situation assessment come from Enable weag~ ons (as authorized by higher authority) Fire
monitoring the SDI system. This monitoring produces control systems must be enabled before they are needed,
detailed data on system functioning over time, and is the and this process will not be instantaneous (Note that the
first step m identifying any problems in sensor capability sensors guiding the %capons must be cooled down in the
Based on this health and status data, the command center same way as the surveillance sensors.)
must assess current and projected sensor capabilities, iden.
tify adjustments and fixes needed, estimate the time needed Recommend a chanee in DEFCON level Although the SDI
to make these changes, and make a set of critical decisions.

Command Center will not have the authority to change the
DEFCON level, it may make recommendations to higher

The data for external situation assessment come from authority about such changes and provide supporting
variety of intelligence sources at well as from higher information.
authority (e.g.. DEFCON level). External situation -
assessment is the process of fusing data from multiple
sources into an overall picture of the current world situ. Recommend or select Rules of Engesement (ROEs) ontons
ation. As part of this proemss, indicators and warnings are Rules of engagement specify actions to be taken in
generated that reflect world tension levels and enemy actiy response to different situations. Based on their situation
ities. Another activity of external situation assessment is assessment, the SDI command center may decide to rec-
the estimation of possible time lines for enemy actions ommend a change to the ROE option currently in effect
Based on intelligence data, what is the earliest time that an ROE changes may alternatively be selected within the
attack might occur? command center, depending on operating doctrine yet to be

determined.

Assessments of the internal and external situation must
be combined with information about system readiness Of all the activities to be carried out in the command
requirements to make an overall assessment of the situ- center, these five require drawing conclusions about the
arian. Any problems with sensor capability must be eval- meaning of information and making decisions based on
uated in the context of world events. Even minor problems those conclusions. Total situation assessment requires the
with the surveillance system may be of great concern if complex integration and interpretation of data from mul-
DEFCON level is high, and certain critical indicators and tiplo sources, much of the data will not be in precisely
warnings ar present. The lime needed to adJUSt or fix aen- defined quantitative form. This is an area in which human
sots must be evaluated in comparison to the estimated time performance is still consistently superior to machine per-
of earliest enemy actions. For example, sensor problems fdrnance. Finally and mot importantly, the decisions
that can be adjusted or repaired before the earliest estimated based on that assessment = be made by human decision
time of an enemy attack are not as serious as problems that makers because humans must take final responsibility for
cannot be fixed within the estimated time available. Based the system's actions. Thus. there is an essential human
on the total internal and external situation, the command role in those command center functions.
center must evaluate the adjustments that can be achieved
within the estimated time available and to determine the
resulting projected defense capabilities. FLOW OF1NFORMATION AMONG FUNCTONS

Five critical decisions that must be made by humans in Figure I shaws the flow of information among the
the command center during peacetime and tra.stion were functions that support situation assessment Some major
identified, based on the total situation assessment: themes emerge from the analysis of information flow in
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igure 1. Ovouview of Information Flow in Situation Asssmeant

situation assessment. Thu first is thu idea that data are Information shout both thu internal and extrna situ-
converted into information through successive atalysis and ation come together in the ittl situation assessment
aggregation. Data on systems operation arc processed at component. Questions about the world situation sue
successive levels of detail, starring with the derailed raw referred back to intelligence processing. and questions
data shoot thu individual operations of every sensor in thu about the time required to fix any tensor problemi are
system, and leading up to a global overview of system referred bock to surveillance maintenance. The tota titus-
atos based on aggregated dots. tion assessment component of the model paissei on any

senior problem judged to ho serious (when evaluated in the
The functions involved in this process psogruss from context of the world situation) to the decision component.

maintaining the system, at the lowest level of aggregain, If thee it insufficient time to fix the tensors before ihe
so monitoring system operatios at a higher level of earliest estimated enemy actinn, this also generas a muet.
aggregation, to assessing system status, at the highest nags so thu decision component.
level of aggregation. The assumption is made that data are
anolyzed. aggregated and paused upward at each successive Another theme of informaation flow is the presence of
level For enarople. a person at the lowest level might sea an authorization loop for critical decisions, Once a
extensive data on an individual tensor, while a person at decision has been made, it is paused to higher authority as
the highest level would see aggregated data for all sensors a recommendation, If authoriration is received, then
in the system. command is issued. Authority structure has not been

defined officially for the SDI command center. hlowever.
Evidence of enemy ASAT action might be detected at we astums that at least some of the decisons made in the

arty point in this aggregation process. An enemy action command center would require authorzation by higher
might ho noticed as the lowest level for an individual sen. authority before action could ho taken.
or, or it might nut be detected until the data were aggre-

gated and a global pattern could be seen. At the point thatan ASAT action is noticed, we have assumed that it would MODO.OFS1TITATIONASSESSMNT

he reported directly to the decision function at the mom.
mand center. Events in the real world are licked to decisions in the

command censer through the flow of information. The
External situation assessment takes place under the architeciure of the command and control system and thu

iatelligence processing component, which produc.es real- organieation of the command center will determine the path
time indicators and warnigs that sre passed directly to the of this in'formatin flow. Although the system architecture
decision component, and more traditional indicators and and the organization for the SDI command center have not
warnings thut sue passed to bth the situation assessment yet been precisely defined, we acre able to Onac the flow of

component and the decision component. informnation smong command system fonctions by meang
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ca set of reasonable assumptions about system architecture
and organization. This poper analyzes the effects of vary- t AJYZE TM
ing some of these assumptionslute Iase, but oal,DATA WAR' TSW

The purpose of the situatin assessment model is to -
support sensitivity analysis of the time required to make
decisions under different assumptions about the architecture
and organization of the command center. Ile point of the
model is not to provide absolute answers, but to allow

meaningful comparisons. It provides a framework for ask- 2nrs

ing questions about the effects of changes in such command DATA OFtE eST TE
center design variables as centralization of functions, lines eSE JEFORE AVMAOLs, OeTIV

of communication, distribution of expertise, and structure CT.)ON AVAI.AB.

of authority. gsM
Figure 2. Example of Intelligence Processing

The time required to make a decision following an Activities
event was selected as the central variable for the sensitivity
analysis because of the critical tlne requirements for SDI raom ae
decisions. Minutes and seconds, rather than hours, will be DATA eiTA
the meaningful units for analyzing SDI command center
reaction times. Obviously, the accuracy of decisions will H
also be extremely important, and a tradeoff can be expected Ooa

between decision accuracy and reaction time. This issue is
not dealt with specifically in our analysis because we 0 -
lacked the detailed information needed for a meaningful OOss De

analysis of decision accuracy, but it is an essential area for
further work as the SDI command and control system is
more precisely defined. ra,,s

Each of the boxes in Figure 1 has been expanded into
a Petr net formulation. However, the resulting model is Figure 3. Example of Information Processing During
too detailed and complex for full discussion here. Exam- Surveillance Maintenance and Monitoring
ples of how command center activities may be modelled
using Petri nets are discussed below,

or not such an action has actually occurred. The full model
Figure 2 shows an example of intelligence processing, allows for the assignment of different values to this

As soon as intelligence data are available, analysis can probability, depending on whether or not there has been an
begin This analysis produces indicators and warnings, as -nemy action. If an action has actually occurred, then the
well as a data base that can be used to make estimates of probability of detecting the action is the probability of a
the time available before the earliest possible enemy true alarm. If no action has occurred, then it is the
action. Indicators and wamings are transmitted to the probability of a false alarm. The time delays associated
situation asssesoment and decision components, Estimates with this part of the model include the tme needed to pro-
of the time available are transmitted to situation .ess the data, the tine needed to aggregate the dots, and the
assessment. The time delays associated with this part of transmission time.
the model includo the time needed to analyze the raw data.
the time needed to estimate the time available, and the time Figure 4 gives an example of how the assessment of
needed for transmissinn sensor capability in the context of the world situation is

represented by the Petri net model. Two kinds of informa-
Figure 3 shows an information processing activity that tion are needed for the assessment: aggregated operational

is typical of the surveillance maintenance and monitoring data, and data on world tension levels from indicators and
functions. When data on surveillance system operations warnings. If either type of eformation is missing, then
are received, they are processed. If any evidence of ASAT the assessment cannot take place. Sensor capability prob-
actions is detected. a message is immediately sent to the lems may be assessed as either "serious" or "not serious."
decision component. If no ASAT actions are detected, the Serious problems are pased on for more processing; non.
data are aggregated and passed on to the next level of anal- serious proolems are not. A probability or priority go.
yss ces which of these two paths is taken by a token leaving

the "seriousness of problem" place. Time delays for this
Note that a probability or priority must be assigned to portion of the model include the time before tokens become

the two arcs that emerge from th8 "detection of ASAT available at both of the initial places, the tume needed to
action" place. What is the irobability of detecting an evaluate the capability problems, and the time needed to
ASAT action? This probability should depend on whether transmit the serious problems.

326



actions should be taken. The time delay here includes the

AGGREGATED time that elapses before there are available tokens in all
OPERATIN~eAL three of the initial condition places, the time needed to

DATA 1TRANS?. make the decision, and the time needed to transmit the four

anan different recommrndations for action.

PRnSd Figure-6 shows a representation of the authorization
and command process. When a reucommendation for action
is receivcd. some time elapses before it is authorized, and

Sthe authorization is transmitted back to the origmator of
the recommendation. A command cannot be issued until

OFCAPA. the authorization is received. The higher authonty autho.
ROuE rizing the command is shown as being separate from the

PROGEMScomunand center that issues the eommand. Thsis is a pla.
law SINK sible assumption, but not a necessary one. If no separate

WtLO0 authorization of commands is required, then the delaysTENSVO*0 R-6M associated with 'authorize" and "transmit" in the model
would be set at zro.

Figure 4. Example of Sensor Capability Assessment.

Figure 5 shows how a decision can be represented by
the model. The decision in the diagram maps three initial
conditions.-high world tension, serious sensor capability .
problems, and insufficient time to fix those problems..into sws
four different actions: recommend DEFCON change.
remmmend cool down of sensors, recommend change in Isecnsor thresholds and recommend enabling of weapons.

Figure 6. Example of Authorization and Conunand Process

~Figures 2 through 6 have illustrated die ways in which

RE O M N TRAN M IT comm and center actviies and inform ation flows are rep .
RA;gSE resented in the complete Peri net model. The full model

4wue

I CcwogDErON adds some additional detail and links all of the activities

0a together so that delays can be measured from the time that
data are received by the system (indicated by an initial

ncccvssesOWM I available token in the place representing that type of data)
SENOR COOt~L DOW4 to the time that a command is issued (indicated by the
PRoeUMS SM creation of a token in the place representing that

Tcommand).

GIA,,E. SENoR SENSITIVITY ANALYSTS

The purpose of the model is to analyze the elapsed
mMENo T--NS rt time between events and decisions under different assump.

ENosE tions about command center architecture and organization.
WEAOS In order to perform this sensitivity analysis, we must

assign numerical time values to each of the transitions in

Figure 5. Example of Decision Process the model that represents a process or activity that will
consume time. Ideally. these time parameters should be
based on empirical data about the time actually taken to

Nare reserved to a higher complete'those taes. Because the design of the SDI com-
Note that when decisions armand center is still in a preliminary stage, however, such

authority. the output of the decision process at the om- data are not available. Instead. we have made a set of asbi-
mand center is a decision to forward one set of rec- assumptions about possible times that seemed reason-
ommendations versus alternative sets. The Petri net. as i trary

able. and then vasied them to test the sensitivity of theis pictured, represents a decision rule stating that. if all overall response time to the processing tunes for individual
three initial conditions occur, then all four of the actions o

should be taken, However. if any one of the initial con. pnents.
ditions is missing. e g.. there are serious sensor problems
in a situation of high world tension but they can be fixed The purpose of the model is to allow the comparison
within the time available. then none of the four subsequent of reaction times under different command center organiza
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tion and-system architectures. Reaction time. in this con- The second scenario involves sensor capability prob-
text, refers to the time that elapses between the time that lems, indicators and warnings show a high state of world
raw data are received by the system, and the time that a tension. the DEFCON level is high, and a serious sensor
command is issued based on those data. For example, in capability problem has emerged. The decisions triggered
the ease of an ASAT action, how much time elapses by this scenario are cooling down of the sensors. changing
between the r--eipt of data from which this attack could be thresholds, and recommending 'a shift in ROE option.
detected and the issuing of a command to cool down the Scenario3 adds a time "window" constraint to scenario 2.
sensors based on the detection of the attack? Of course, there is not enough time to fix the sensor problem before
some time will elapse between the time that an event the estimated time of the earliest enemy attack. This is
occurs and the time that the raw data reflecting that event assumed to trigger the additional decisions to recommend a
are received by the system, but this is outside the scope of DEFCON change, and to enable the weapon system.
our model.

The fourth scenario deals with the detection of ASAT
The first step in the sensitivity analysis is to ,estab. actions. Three possible detection points are included' early

lish a set of reaction tims that are of interest. We want to detection, as raw data for individual sensors are processed
examine the links between commands based on critical during surveillance maintenance, later, as more aggregated
decisions and the events that generate them. Our approach data are processed during surveillance monitoring, and still
was to develop a set of "scenarios" of possible events and later, during situation assessment, when global operational
identify the critical decisions that might be triggered by and cnviromental data are analyzed along with intelligence
those scenarios. data. The decisions triggered by the detection of an ASAT

attack are asssumed to be the same as those triggered by

The fear scenarios created for the analysis and the crit. real-time indicators and warnings: cooling down the

seal decisions triggered by each are shown in Table 1. The sensors, changing the sensor thresholds, recommending a

first scenario is simply the detection of a real.time indi. DEFCON change, and enabling the weapon system.
catoer and warning. This is assumed to trigger four critical
decisions: cooling down the sensors, changing sensor The model may now be used to estimate the total
sensitivity thresholds, recommending a DEFCON change, aggregate time that would elapse between initial data
and enabling the weapon system. receipt and the issuing of different types of commands for

TABLE 1, LINKS BETWEEN SCENARIOS AND CRITICAL DECISIONS

CRITICAL DECISIONS
Recom. Recom.

Cool Change mend mend
SCENARIOS down sensor DFXCON ROE Enable

sensors threshold change shift weapons

1. A real.time &W occurs, X X X X

2. I&W show high world tension. X X X
DEFCON is high, and a serious
sensor capability problem exists.

3. I&W show high world tension, X X
DEFCON is high. a serious sen.
sor capability problem exists, and
there is not enough time to fix it
before the estimated time of
earliest enemy action,

4. An ASAT action occurs, and is

detected:

early, during maintenance; X X X X

later, during monitoring: X X X X

not until assessment, when X X X X
operational, environmental,
and intelligence data are
combined,
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the scenarios shown in Table 1. (Note: --Acomputed by performance measure& such.as response times and delays
the model, the total agiregattime betwee n a given trig. may be computed.
gering event and the iissing of appropriaie -cmmids
depends directly on the assumed time delay far each indi- The-model with its present assumptions provides a
vidual activity leading to those commands. Thus, the arbi. tool for analyzing how some of the factors in command
trariness of the individual time delay parametera is reflected and control system architecture and the command center
in all response time predictions.) organization might affect reaction times. Variables that

could be manipulated in organizational and system design
The Petri net model was implemented oh a Macintosh include the centralization of functions (geographically or

computer using ALPHATECH's Micro-Modeler software, organizationally), the coordination between the command
This software supports the construction-of Stochastic, ceanter decision functions and the intelligence processing
Timed, Attributed Petri Net (STAPN) models, the assign, and surveillance maintenance functions, and the authority
meat of time parameters to transitions in the model andthe structure for approving command decisions. The remainder
assignment of priorities or probabilities to transitions. of this section explores the effects of shifts in these far.
Aftcr the model is construcuted, it may be executed, and toes on reaction times.

TABLE 2. ELAPSED TIME IN MINUTES BEFORE COMMAND IS ISSUED UNDER TWO DIFFERENT
ASSUMPTIONS ABOUTTRANSMITAL AND COMMUNICATION TIMES

CRITICAL DECISIONS
Recon. Recom.

Cool Change mend mend
SCENARIOS down sensor DEICON ROE Enable

sensors threshold change shift weapons

1.A real.tiroIW occurs 4,0 4.0 7.5 4.0
7.5 7.5 11.0 7.5

2. &W show high world tension. 41.5 39.0 43.0
DEFCON is high, a serious sen. 48.5 S1.0 50.0
so capability problem exists.

3. I&W show high world tension, 68.5 69.0
DEFCON is high, a serious sen. 79.0 79.5
sor capability problem exists,
and there is not enough tao to
fix it before the estimated time
of earliest enemy action.

4. An ASAT action occurs, and
is detected:

early, during maintenance; 13.0 13.0 16.5 13.0
16.5 16.S 20.0 16.5

later, during monitoring; 24.25 24.25 27.75 24.25
29.5 29.5 33.0 29.5

not until assessment, when 35.5 35.5 39.0 35.5
operational, environmental, and 42.5 42.5 46.0 42.5
intelligence data are combined,

Note:
Numbers in regular type are based on a transmittal time of 0 25 minutes.
Numbers in bold type are based on a transmittal time of 2 minutes.
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The Centeslization of Functions This assumption of parallel processing may not be
realistic. For example, a structure in which intelligence

Transmittal and communications times are pervasive pcocsing is driven by questions generated driig situation
throughout thu model. TlAs includes the timeneeded to assesment.might be more similar to current practices.
pass information from the intelligence processing function Under this assumption the generation of indicators and
to the decision function. the Aline needed to transmit Aggre- warnings from intelligence dara would not start until sensor
gated data from the surveillance functions to-the situation capability problems had been idntified and questions had
assessment function, the time needed to transmit questions arisen about the seriousness of those problems in the con-
back to surveillance and intelligence processing, the time text of world tension. If the model is altered to reflect this
needed to transmit requests for authorization to highcr structure. then the time needed to generate indicators and
authority, and'the time needed for authorization to be warnings- will become part of th critical path that
transmitted back to the command function, determines reaction times and will substantially increase" , them:

A number of factors could increase or decrease tans- them

mittal and communication times. The design of the eom- Table 3 shows reaction times (in bold type) for see-
munications system is critical, as is the organizational nrios 2 and 3 (which depend on thu generation of indi-
design of the command center. If functions are performed caters and warnings) under the revised assumption about
by the same individual, or by individuals within the same intelligence processing, If the generation of indicators and
part of the organrzation or located in the same area, then warnings is reactive, rather than proactive, then the
communication time may be much less than if the same reaction time under both scenarios 2 and 3 increases by
functions aer performed by a group of dispersed individuals. 15.5 minutes, That is. wasting until sensor problems arise
For purposes of the sensitivity analysis, two transmittal to begin analysing intelligence data-to evaluate their sig-
times were tested: 0.25 minutes and 2 minutes. Table 2 nificanc leads to a substantial increase in reaction time.
shows the effect on reaction times if the time for trans. Continual, on-going analysis and evaluation of intelligence
mittal and communication is increased from 0.25 minutes data. i.e.. proactive fusion, supports much faster reactions.
to 2 minutes throughout the model.

Coordination Between Surveillance and Command Ptunctiont
Obviously. an increase in transmittal time will

increase reaction times. The more functions involved in a
scenario, the larger this effect will be. The increase in The reaction times shown in Tables 2 and 3 assume
reaction tune for scenario 1, based on resl.time indicators that questions about the time needed to make sensor
and warngs, is 3.5 minutes (calculated as the difference adjustments or fix sensor problems are generated during
between the reaction times under the two transmittal tune total situation asessment. and referred back to sensor main-
assumptions). The increase for scenario 2. based on sensor tenanco experts in the surveillance maintenance function,
capability asssessment. is 7 minutes. For scenario 3. These experts then transmit answers to the questions back
which involves analysis of the tune available before enemy to situation assessment. This process is part of the critical
actions, the increase is 10.5 minutes. For scenario 4. the path for decisions in scenario 3.
increase in reaction time for ASAT actions detected early is
3.5 minutes. As more processing is required, the increased The assumption that a round of questions and answers
communication time will have more of an effect. If an must occur between the surveillance maintenance function
ASAT action is not detected until situation assessment. the and the situation assessment function may be incorrect for
increase in reaction time due to slower communication is 7 several reasons, Flset, the individuals responsible for sit-
minutes. uation assessment may have enough knowledge of the sen.

so. system to know how long repairs and adjustments will
take, without having to consult sensor maintenance staff.

Coordinstion with lntelligence Procestm- Also. the sensor maintenance staff may anticipate the needs
of situation assessment, and may pass along information

The reaction times shown in Table 2 assume that the about the time needed to make adjustments at the same time
processing of intelligence data and the gentration of indi. that they transmit information about problems in sensor
cators and wamings takes place in parallel with the pro- capability.
ressing of data about surveillance system operations and
local satellite environments. If intelligence data and oper- In either case, the result will be faster reaction times
ational data are received at the same time, then indicators for those actions triggered by the assessment that not
and warnings will have been prepared and passed to the enough time is available, as shown in Table 4. Reaction
total situation assessment function by the time that time is decreased by 5.25 minutes under the assumption
aggregated operational data are received by that funmsion, that estimates of the time needed for sensor repairs can be
In other words, the time spent generating indiators and made by the individuals performing situation assessment.
warnings of world tension under intelligence processing is without referring back to surveillance maintenance.
not part of the critical path that drives reaction times for
scenaris 2 and 3 in Table 2.
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TABLE 3. ELAPSED iuTIMNLCOMA Di SissuED LNDERTwo DFFERENT ASSUMPTIONS ABour

a Recoin Recoin
Cool Chooge mnend mend

SCENARIOS down sensor DEICON ROE Enable
sensors threshold chne shift wecapons

2. &W show high world tension. 41.5 39.0 43.0
DEM'ON is high, a serioss sen. 57.0 54.5 58.5
sor capability problem exists.

3. l&W show high world tenson. 68.5 69.0

DEFCON is high, a serious Sen.8404.
sor csrability problem exists,
and there is not enough tisme to
fix it before the estimated time
of earliest enemy action.

Nowe
Numbers itn regular typo are based oin the assumption that isntelligence processing takes place
in parallel with processing of operational data.
Numbers in bold type are based on the assumpioin that intelligence processing does not begin
until questions sre generated from the processing of operational &aa

TABLE 4. ELAPSEDTIME BEFORE COMMAND IS ISSUED UNDERTWO, DIFFERENr ASSUMPTIONS ABOUr
COORDINATION BETWEEN SURVEILLANCE AND COMMAND) FUNCTIONS

_______ CRITICAL DECIS'IONS
Recoin- Recoin.

Coal Change mend mend
SCENARIOS down tensor DEICON ROE Eable

sensors threshold change shift Weapons

3, M&W show high wosld tension. 68.5 69.0
DEFCON is high, a serious sen. 63.2S 63.75
soe capability problem exists.
and there is not enough time to
fix it before the eatimated thme
of earliest enemy action.

Note:
Numbers in regular type are based on the assumption that the total situation assessment function
muss refer questions about the timne needed so make sensor adjustment bock to the surveillance
maintenance function.
Numbers isn bold typo are based on the assumption that the total situation asses-unsent function
does not refer to questios about the time needed so make aenor adjustments back to the
iurveillanca maintenance function
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Au1hority Structu~re Removing the need for authorization outs 1.5 minutes for
decisions based on real.time indicators and warnings and

The structure of the model (Figure 6) provides an ASAT alarms, and 5.5 minutes for decisions based on sen-
authorization-loop for all decisions made in the SDI com- sor capabilities.

mand center. For each command, a message must be
transmitted to higher authority, an authorization decision
must be made, and the authorization must be transmitted
back to the command center before tho command can be
issued. The sensitivity analysis based on the model identifies

a series of issues that must be addressed in evaluating
Obviously this process consumes time, and it is in the designs for an SDI command center. The model provides a

critical path for all decisions, However, these assumptions structure for analyzing the links between functions and the
are dependent on the not-yet-determined authority structure implications of those links for th6 overall reaction time of
of the SDI command center, and reasonable alternatives the system. Any design for an SDI command center must
may be generated. For example, perhaps decisions that take into account the relationship between information
involve the surveillance system, such as sensor cool down flow and reaction speed.
and threshold changes, need not be approved by higher The centralization of functions and the speed of com-
authority. munications within the command renter will have a per-

vasive effect on the speed with which decisions can be
Table 5 shows the decrease in reaction time from made and commands can be issued. Situation assessment inremoving the authorization loop for sensor decisions, the comand center will require the fusion of information

uremvin tme authorion hec lpa for sensor dccis. from multiple sources, and the speed of the slowest linkAuthor~zation timetis on the critical path for sensor dei- will determine the speed of the overall assessment.
sions. so the removal of the time needed for transmission
and authorization has a direct effect on reaction times.

TABLE5. ELAPSED TIME BEFORE SENSOR COMMANDS AREISSUED. WITH AND WITIIOUT TIIE NEED
FOR APPROVAL BY HIGHER AUTHORITY

CRITICAL DECISIONS
Cool Change

SCENARIOS down sensor
sensors threshold

1. A realtme I&W occurs 4.0 4.0
2.5 2.5

2, I&W show high world tension. 41.5 39.0
DEFCON is high. a serious sen. 36.0 33.5
sor capability problem exists.

4. An ASAT action occurs, and
is detected:

early, during maintenance; 13.0 13.0
11.S 11.5

later, during monitoring; 24.25 24.25
22.75 22.75

not until assessment, when 35.5 35.5
operational, environmental, and 34.0 34.0
intelligence data are combined.

Note:
Numbers in regular type are based on the assumption that sensor commands must be approved
by higher authority.
Numbers in bold type are based on the assumption that sensor commands do not require approval
by higher authorttv
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BAYESIAN NETWORKS FOR COMMAND AND CONTROL
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Mlountan View, CA 94043-1230

ABSTRACT 
ATTACK ASSESSMENT

This papec describes an approach to the development of an A class of C2 problem particularly %ell suited to decisionattack assessment decision aid for command and control, aiding is that of siluation assessment, A formal definitionbased upon the formalism of the Bayesian network. The of situation assessment is: Given a pre-existing representa.advantages of Bayesian networks as a representation scheme tion of what it means to be a "situation", a current modelparticularly appropriate to the modelling of inherently an. of friendly assessment capabilities (sensory systems), alongcertain domains is discussed, as are two mechanisms for up. with measurements from multiple sensors of several types,dating probabilistic beliefs As new evidence is acquired. In form an explanatory model of the world with the followingrddition, a powerful approach to knotskdge acquisition for features,
such networks is dscribed, and a novel means of computingand updating high.level hotheses of interest is introduced. * The most important aspects of the situation receiveThe paper ends with a brief description of a sophisticated the most attention.
Baesian rnetwork development environment in which such c
features have been successfully implemented. Uncestainty and conflicts are both mimzed and cleaflyrepresented.

'INTRODUCTION 
* The model of the world has strong predicitive power,

For command and control (C
2

), facilitating the battle cam- A situation assessment problem of particular interest is thatmander's ability to make high quality and timely decisions is of attack assessment, characterized by both uncertain eels-of paramount importance. In order to assist him ini his deci- tionships among entities in the domain, and uncertain in.sion making processes, decision aids will play an increasingly put evidence'. A solution to the attack assessment problemimportant role, due to the increases forsen in complexity, must provide global assessments of the current situationi, asdata rates, and time allotted to decision.making, well as separate estimates of attack source, type, and otjec.
A command and control decision aid (DA) is one that as. tire. Furthermore, a tool for solving the attack assessmentsists a human decision-maker in making decisions related to problem should allow the user to incorporate nonsensed0the exercise of authority over system operations and to the information, to ezamine attack assessment hypotheses, toexercise of direction over system activities. A knowledge- understand and influence the dccision.maling process, andbased decision aid has, as its basic functionality, a process to activate other decision-making processes.that incorporates knowledge of the domain, and employs There are several fundamental issues that must be ad.that knowledge in one or more of the techniques that has be- dressed when designing a solution:come collectively kiown as artificial intelligence. The valueof knowledgehoed DA's is that they: I iow D present uncertain information, both inter.

nally and to the user* handle uncertainty, ambiguity, and innecuracy,
2 How to perform inference with uncertain information." provide heuristics and inference, as well as algorithms, 3 Hoe to define and evaluate hypotheses about the cr-

. capture the expertise and experience of commanders rent situation,
working in the domain, 

4 flow to acquire domain knowled e.* alow capabilities for the DA to grow gracefully overtime as new knowledge is acquired, aid flow to facilitate human-compute interaction.
o reduce the complexity of problems that th. human

must handle.
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Thr solutiont described in this papar addresse these issuei the ooepd fpeads thoMY =Ce Wt faiarad is-
as follows: tziir as ujil be shown Below. Cazsdcr, ror eam-Ae the,

I Use Bayed=a networks as a Ltwge ercfto fic a2dcic &E i.epu dtitie orfpa n
scheme P(AB)=P(A)P(B)()

2 M~e the Shachter and Peasi algorithms to perform in- Expesio Iinic waor donses%:zs (A andB)=ar
ferece p-obahiltieSay idpdntif thuir joWnt dstribcnis canI

3 Usah B rtmt eiead .CJ'-kYPothe he compute as the prodctl of thE indiida ihio
sea - ,.Ithong tis expresio is tather szd:erpre lto thelay

fez&-, it is inoored to condude that the cocept of pmrnoa
4 Usec "backwards t hinking"e for 120111cg 4%a equinmlIAr -rslt W4,M& is z.mctv- nt .ars,

S Use a sophisticated user iuerae d vCoPeret syasen cel e rutinIaiu an Lnlezusi "model' of what itmes
('~ak)to facilitate heuscope pu tc fi or vens to be pn ssically independent FCC example,

Whereas one muight be relCUcto io.p~t the inadividnal
The approaches enumerated above arc discn. Scd in some de- probabilities of two events sue! as ~iimgthe loate and

* tail in the sections to follow. 'getting a 22at tie tomerrow', owe wouzld typically express
no hesitation is expressing tite belia that the two events are

- BAYESIAN NETWORKS indeerdn Inaddkiti citrtiniytrcthntoesb
in this independnce is not a result of CWmpating the prod,

Bayesian networks were selected zsa &Paradigm 1oTe kL-Ml- net of the probabilities of the two events and evaluating the
edge representation and jierne for both thenretical and eqat fh orae rdctadteoaPOzrlto
practical reasons The thoretical sheoiesit fthenner the two evezW, It is eum th the intuitive, qualitative con-
tainty nmechanisms nwed in first generation expert systms cep of probabilistic independence is, in the Liinds ofinap
typified by MdYCits rule-base? scheme in wich 'certsintY quite isic ro the quanttatire, algebraic expression o.,
factors" attached to Production rule of the foirm A - B that coccl
were Lscii to adjust the certainty of B when the certainty 711 phenaomenon may he simply demosated for two
of A changed, have becoine well nderstood 5j': given other Pr-obiticconcps ro~ i p &pen nee nd om.
any modular, incmental Lldatitg procedu-e, quCaat5ic, diofbuliendesc. The aba i crepresentation of proB-
anomalous Ajustments are likely u-nless the structure and abilistie dependence is:
content of the knowledge bas-- is ocrerly restricted. Strictly PABBayesian methods were believed to be ten diaicult to en- A B=(2
gineer and computationAly intractable. Bayesian ne!yvrks( IB Pk(B)(2
address both Otese apparent difficulties by graphically en- Noepsin2isrtr unrtv dpteh fctecoding condition-I indevndencies. As a result, the expert thNoepesson 2rbiisti ath r nite despite efactlith.need only supply a small number of conditional probabili- tecneto rbblsi eednei ut aiir
ties, more comparable in number to the ertsinty factors in For example, although one might he reluctant to express
a rule based s,-stem than the full joint distributions that are the probabilities of two events such an 'wimnng the lottery"
directly meaningfsL The benefits of Bayesian networks, for and 'buying a lottery ticketr, one would have little hesita.
both representation and inference, are described more fully tGoo asserting that "winning the lottey dependuted upon first

ithsetosimmediately followiub'. buying a ticket. Finally, consider th, algebraic definition of
in th secto~isconditional independence.

BAYESIAN NETWORK REPRESENTATION P(A n D I C) = P(A I C)P(B I C) (3)

One o! the most appealing properties of the Baacetian net- Although mystifying to man), expression 3 defines a common
work assa knowledge representation methodology is the case and intuitive probabilistic scenario. Imagine a situation in
with which such networks allow domain experts and knowl- which you are waiting at sbus step, and wondering when the
edge engineers alike to separate the qsalitativ-e structure of next bus will arrive Now, information abou~t the departurea given domain from the q~junilttiv detail. The qualita, ieftels u scranyrlsn otearvltmo
tire and quantitative aspect; of knowledge representation in lio the ex t bus ni a tis dleea ta the twova e me are
Ilayesian networks are described below. h etbsad nfci sda httetoeet r

Qualitative Representation: For many, the quantita. dependent- Howerer, when information about the loctiton
tire, algebraic constructs of probability theory awe uninta. o .f the next bus is acquired, informatmon about ihe departure
itive and difficult to interpret, despite the fact that most of time of the last bustis no loner rvasube. The events "arrival

time of the next bus" and "departure time of the last bun"
are conduiiolly independent given observation or the event
location of the next bus'.
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- Win comaienlwr to bed repcc:;c=t iacertain crezts nodes a~eiepcsentcd as elliestand esidencersodes are rep.
foe crce "- i p~tationc as a DA kzowledge base, the resented as XectAngle Note aimo that the qualitative strut.

oiere ti -*'.. gulitli ixtp tases of probilst tnr clancreveasrmuch about thentatnrcelhe Process being

zrp-es-iaionsdns a repr-ceenatin W e that fa. Quantitative Representation: Once the qualitative

dliats he ncittir r an~sis o thseprbabitistic representaion has beenerbd the tensoe ss ao-
cocepcts. Balem=a ::w re'Jpport is need rcmuk- exated with a node and the cor ceaodig .nm.ditionsl prob.

ably Wen. ability mzaltieS assodated with sets of trdes are foral.

Bayesiza net'works are &eete acyclic graphts of nodes ize&. In an attack assessment D.A, for example, a node &-

and links, in wind stole noes repeset the properties of fenti epresenting the extent of the attack, with Value set

a entity ianI tieecest&a sitnatiar, eCsdence nodes rep- {C*tjt j 61J) might ha-re aoe Motfire, reresetirg
rcc~ ac--Ac cridec bearing rpon those nftites, the =47ir for the attack, with value set (motici : i E 1)

ankseprsenprob~ilstidepedenes-ftecasal, amog its predecssrs. A link from the 7rotee --ode to thc

somtimsmeelynidntal-etwenteli nods.The extunt node represents the fact that themoatire for the attack
- Ba anneworkp~esntatonatsasaheigebeweenthe is amon the c-e of the extent of the attack. Ins this case,

qasltatvedecptioof= zcetasnn3tsisona d its en- this con-ditional probabilities
teal& qzactitati~sre sctio. Tis Iindamental distinefien
allows for the ra knowledge asetL6of domain exc. - P(&Frtas =CaLculi I 31otiw = motiret)

FiueIilsrte h oc_ f rbbli n - would be assessed. The morns by which such assessments
Figee iinsraes heconep ofprbabliticinepen- al mad s dissssed in the section to follow.

dececc as represeted by a Bayesian network. Note how the Inweg custosKoldebsdsses
indpenene o th eent 'wn ottn9and "at tire is by thesre r nature, densad a rich substratum of domaoin

indicate by the cbsence of a link betwrecoithe nodes. Fig-
are: 2 illustrates the concept of prehbilistie dependence, as
represeted by a Bayesian network. Note how the stepen-
dcnce of the erents; 'vin lottey and lbzy ticket' is m-di- iilr-iiF
cote by the presence of a link between the nodes. he link LA 5 J of! L LL!x!!b= r
to 'win lottery' lions "bny ticket* indicates that winning
the lottery is probabiiistically dependant upob first buying a
ticket. Finally, Figure3 illustrates the concept of conditional Figure 3. Conditional Independence
independence, as represented by a Bayessia network. Note
how the conditional independence of the erents "amjit time
of next bWa and 'departnre time of last bur' is indicated tkSao
by the ohoene of a link between those nodes. A situation
of general Probabilistic dependence amongst the three nodes
wonld inlude a link between "afvlI time of next bus and
adeparture time of last bes7' and the qualitative information Attack Intent Attack

about conditional independence has allowed the network to 01,to

be represented more parsimoniously.

lotry tireJ

Figure 1. Probabilistic Independence Figure 4: A Simple Network for Attack Assessment

F 71-. -L -knowledge in order to he effective. In standard rote-based
__ buy systems, the domain knowledge is generally represented as

Ilottery I- ticket 'IP ... TIIEN..." style production rules, and the process of ac-
quiring domain xnowledge from subject matter experts and

implementing this kn-owledge in the form of rules is known

Figure 2: Probabilistic Dependence as icledge engineering. Unfortunately, the knowledge ac-
quisition process is difficult and time consuming, since many

Figure 4 illustrate* a simple Bayesian netwo.rk for an at- domain experts find it difficult in articulate their knowltdge

tack assessment problem. Note that, in this figure, state in the form of rules. In fact, it is widely acknowledged [I]

that knowledge acquisition represents a major knowledge en-

gineering bottleneck.
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Unlike traditional rule-based systems, the attack assess- around, when one elicits Pro bilityprapiorn disease)
rment DA does noi use rules for knowledge reprcsentation, from the domain expert, the probabilities are being elicited
but instead uses the Bayesian network formalism. The-usc in the causal diri Furthermore, since the knowledge
,9f Baiensz netiwork helps to ameliorate someof the prolb- -that is obtained is the 'rev

- 
of the knowledge that is

lems associated. with knowledge acquisition i two ays. eventually desired', the elicitationprocess is known as "back-
ward thinking". The method by which Probafility(disease i

1 the domain expert is permittzd to first describe the symtonn)iscorputedfromProability(sympton I disease)

strictly qualinaie relationships amonsit the entities is Bayesian network inference, described below.
a eSuriimary. Once node value sets and conditional proba-

2 when the time comes for the ehdtatiozof quAtitative bilities have been quantified, the Bayesian network becomes
detail, the eliitation process is facilitated by, use of a formal reprcsentatiou of the jo;nt probability distribution
a process known as badhird/ainhg for b rlew of thesituation being modelled. Any given network is, how-

iaquilito [9. ever, only a particular representation of the joint probability
distribution. For any given distribution, there are a number

of different Bayesian inetwork representations, each conform-
ing to the axioms of the probability calculus. Although each

/ representation is equivalent in a probabilistic sense, the rep-
resentations differ in terms of explanatory power and (po.
tential) computational efficiency. The selection of a parsi-
moios, easily understood representation is thus a crucial
process that is, in fact, greatly facilitated by the ability to

Figure 5: Diseases Cause Symptoms separate qualitative structure from quantitative detail, as
described above.

BAYESIAN NETWORK INFERENCE

Since, dce.rly, one's belief in the certainty of a gien situa-tion changes with the acquisition of evidence, a mechaisism

must be made available by which the impact of newly ac-
Figure 6: The Probability of Interest evidene can be revealed by the Bayesian network

representation of the situation. Two such mechanisms, each
The heart of the "thinking backward" approach to ac- of which makes use of the same Bayesian network repre-

qmfing the quantitative detail of a Bayesian network lies in sentation scheme, have been implemented. Although both
the idea of eliciting probabilities from the domain expert in algorithms operate within the same basic updating loop,
the causal direction. Although, strictly speaking, the links
in a Baysian network indicate only pmbdhstli dependence, i acquire evidence
it is often useful, particularly for knowledge acquisition, to

make use of a causal interpretation where appropriate. ii create evidence nodes

As an example, consider the simple network shown if Fig- jit attach evidence nodes to the network
ore 5. Probabilistically, one can infer from this figure that
the observation of symptoms (evidence node) is dependent iv compute a posteriori probabilities for all state nodes
upon the presence or absence of disease (state node). In
addition however, one can interpret Figure 5 as an indica- v compute hypotheses about situation

tion the disease causes the symptom - a perfectly reason- si go to
able interpretation. If the simple network shown in Figure

5 made up part of the knowledge base for a simple medical each algorithm computes a postersors probabilities for the
diagnosis decision aid, one would require that the decision state nodes in a different manner. The tuo algorithms, re-
aid be able to ascertan how belief in the proposition that ferred to subsequently as Shachter s Algorthm 18] and Pearl's
a patient has the disease changes with observance of symp- Algorithm [7], are described below.
toms of disease and, as such, the probability of interest is Shachter's Algorithm. Typically, one wishes to cuen
ProbahIty(discse I sympism), as shown in Figure 6. pute the degree of belief in the values of a single Aate node,

In terms of knowledge acquisition, the domain expert conditioned upon the acquisition of some set of evidence
would likely have considerable difficulty expressing nodes. Probabilistically, this represents the computation of
Probabili y discase symptom), but would expeaence much an a postcrora probability for the state node, a. derived from
less difficulty expressing Probability(symptom disease). the original joint probability istribution represented by the
Since diseases dearly cause symptoms, and not the other way
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network. In effect, this requires that all state nodes except
for the one selected must be removed from the network, a
procedure accomplished via the manipulation of the graph
structnre itself, by means of the processes of node removal
and link reversal. Figure 7 shows a simple example of the
kind of graph manipulation that the computation of a pos- Attack btest Attack

teriori probabilitie s would require.
A state node may be removed only when it ha no suc-

cessors in the network, and such a node is called a baren [ aOO j
node. When a node must be removed, and it has succes-
sors, then links must be reversed so as to create a network in
which the node becomes barren. Link reversal corresponds
probabilistically to the application of Bayes' rule and any bIty (Attack Source ( location & boostrfcount)
link may be rev-ersed providing that no cycles are created by Probability (Attack Intent I location & booster-count)
its reversal. In terms of manipulations to the graph truobat (Attack Motivatin I locaton & booster-eunt)

t robabdity (Attack Extent I location & boarter-coxlt)
ture itself, link reversal amounts to ensuring that each node
associated vith the reversal acquires additional links ema-
nating from the other's predecessors. In short, the removal
of a non-barren node is accomplished by simply transform. .. , ,
ing the node into a barren node via the sequential reversal 'Atta r"
of all links between the node and its successors. Figure 8 il.
lustrates the process of link reversal, and figure 9 illustrates
how the a posteriori probabilities can be computed via node
removal and link reversal.

When evidenceis acquired, the appropriate inference mak
log procedure takes place in two steps. Evidence is first
added to the Bayesian network as evidence nodes, by means
of a rule based process in which evidence is recognized and
attached to the appropriate nodes in the network along with
the associated conditional probability matrix. Once evidence Went
has been attached, link renersal constitutes the process by
which one infers the a posteriori distribution of the state

nodes conditioned upon the evidence.
Pearl's Inference Technique: Unlike the approach de- Figure 7: Deriving a posterioi Probabilities

scribed above, this inference mechanism does not involve ma-
nipulation of the graph structure Itself. Propagation of evi.
dence occurs not by link reversal, but instead by the trans.
mission of beliefs within the framework of an object-oriented,
message passing inferential metaphor. In this approach, two
processes are involved at a node: the fusion of the beliefs as.
sociated with the predecessor nodes (causal or anticipatory
support) with the beliefs associated with the successor nodes
(diagnostic or retrospective support), and the subsequent
trensmission of newly fused information to both successors
and predecessors. In this inference scheme, each node acts as
an independent processor and so fusion and propagation can
take place asynchronously, thus offering considerable poten. Figure 8 The Link Reversal Process
tial for the development of a distributed, parallel implemen.
tation of this inference mechanism. One pays for this luxury,
however, with the coin of representational restriction, since
onl: trees and singly connected graphs are condusive to this
approach to inference, unlike the Shachter mechanism which
imposes no such restrictions. Figure 10 illustrates the prop-
agation schere

5
. Two leaves acquire evidence attachments

and, subsequent to fusion, new information is propagated
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Figure 9: The a posteriori Computation Process

upwards (white arrows)-and-downwards (black arrows) in
parallel. When no new information remains to be fused, the
graph is in equilibrium and propagation halts.

The availability of two distinct inference procedures, both
making use of the same urderlying representation scheme, of.
fers a considerable advantage: when the particular topology
of the network is appropriate, Pearl's approach to inference'
can be used whereas, when the network extends beyond the
compiexity of a singly connected graph, Shachter's more gen-
eral approach can be utilized.

THE IHM ALGORITHM

One problem in applying the Bayesian network representa-
tion to situation assessment has to do with interpretation of Figure 10: Fusion and Transmission of Evidence

the results ofinference. For simplicity, assume that our task
is to dassify the situation assessed as being either normal
or abnormal. Since we have only limited and uncertain in- The way to address this problem within the framework
dications, this classification must be probabilistic; me must set forth in the previous section is:
assess the probability p. that the situation is normal (or,
equivalently, the probability p. = 1 - p. that the situation * treate a new state node Situation with values normal
is abnormal). Typically, this assessment will depend on the and abnormal,

posterior values at many-often every-state node in the
network. If the posterior distributions on the state nodes * add a link from every state node in the network to

generally tend to indicate that the situation is normal, but Situation,
i ingle posterior value at a single state node is anomalous, * assess P(normal I x) for eery combination x of values

we might very well fol to notice this one number among the of X", and
dozens (or even hundreds) that are computed-even though,
given the other values, this single number iE a iery strong * compute a posterior value for P(normal) via Shachte's
indication that the situation is abnormal. Evidently, some algorithmii
support for a global assessment of the posterior values is
required.

339



There are, however, several disadvantages to this apfucl.Most important among them is that calculatincabosteior 02I.:e)-

for norma t will probably be rather expensive. compared to N(x) P(e Ix) P(es ix) P(x)
computing posteriors for one of tho- maxmal nodes in thentokevrbarnnd en""' .mai i P(ce. C2)

netwrk, verybarrn noe r6o1a will require reversal of _
an additional link to Situa!;)!, and the array of conditionalg wer
assodatat with thatink is very large compared to an of P(eier) = Z P(e 1x) P(es Ix) P(x)

the others in thg'network. Also, Shachter's algorithm does x
not takead'Mntage of the fact that _ -Generally, for evidence E, = e, (1 < i ),

- -P(norrnll) o (N e)a=

for the overwhelming majority of values x. '(x)" e(e, x) P(x)
Fortunately, it turns out that computation of p. is quite

simple given rather standard Ba) esian methods that nonethe- F(e)
less take advantage of the conditional independencies in the
network. Consider the function N from values x to [0,11 where
defined by: Pe s~ T ~.xI.Px

NV(x,=P(normllx) x

The best estimate for the value of N-that is, the best esti- Although further optimizations are certainly possible"
0

, per-
mate of p -- gisen the evidence E = e and the joint proha- formance of the "unoptimized" version has proven adequate
bility distribution represented by the network is simply the for applications to date. In practice, it has been found that
conditional expectation of N gisen the evidence, the "brute force" method of computing hypotheses (ereat-

(N I e ing a hypoL'sesis node that depends upon other state nodes),

N(x) P(x Ic) described at the beginning of this section is useful for rapid
prototyping, and a transition to the more efficient IlM at.

By Bayes' theorem, gorithm described above then takes place when a completed
DA is ready to be fielded.

EN(x) P(e IX) P(x)
(N I) = A NETWORK DEVELOPMENT

P(e) ENVIRONMENT
where P(e) = Z P(e Ix) P(x) In order to make full use of the Bayesian network approach

x described in this paper, a network development environment
Note that, the quantities P(e I x) are the the conditional must be mad- available to the DA developer. The authors
probabilities used in attaching the evidence to the net, that have developed a sophisticated mouse and window based en-
the quantities P(x) can be computed at 'network definition". vironment thit allows for the rapid prototyping of Bayesian
time, as networks. This environment runs on a SUN-3i workstation,

P(x) = flP(X., I ,z,. ,) and is written completely in Common LISP. This Bayesian
network development environment allows the DA developer

and that an addend in the numerator of the formula for to build networks, define and attach evidence to networks,
(N I c) makes a contribution to the sum only if N(x) 54 0 compute a posteriorn probabilities, and define and rraluate
making compact and efficient representation of the "defini. hypotheses. Graph drawing features of the development en-
tion" of N straightforward. vironment allow probability distributions to be conveniently

These formulhe easily generalire to multiple pieces of ev. examined, and also enable probability distributions to be en-
idence. Moreover, the complexity of the calculation can be Iered graphically. Since networks may be completely defined

made linear in the size of the network and number of pieces without the need for program.-ng, the development environ-
of evidence. Confider the case where there are two pieces of ment facilitates close interaction between DA developer and
evidence, E = el and El = e. We have domain expert, thus minimizing the knowledge engineering

"bottleneck".
P(ei,e2,x) = P(elCsex)P(eslx)P(x)

= P(eA Ix) P(esIX) P(x)

where the last equality is due to the fact that the evidence
is probabilistically independent given the value of the nodes
in the net (i.e., evidence nodes are always final). Therefore,
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PERSONALIZED DECISION ANALYSIS (PDA) MODELS AS VEHICLES
FOR TACTICAL MI KNOWLEDGE

Dr. Rex V. Brown

Decision Science Consortium, Inc.

~THE PDA APPROACH

The approach adopted is to impose the logical

MILITARY TASK TO BE ADDRESSED discipline ofpersonalized decision analysis (PDA)

on the form of knowledge elicited, so that it is

The motivating problem this paper addresses is encoded as a coherent system of normative decision

how to extract and use knowledge within the and/or inference models incorporating quantitative

military intelligence domain which is relevant to measures of probability and utility. The PDA pre-

tactical command and~control (say at the Army diction approach to KI is practically and concep-

Division level), and is available in advance of tually well advanced, and indeed mature software

combat. -t may be resident in a variety of par. is available for each variant.

tially overlapping sources, including military

professionals, substantive and methodological ex- The two most familiar PDA modeling paradigms

ports, and documented studies, are choice evaluation through subjective expert
utility, and inference through Bayesian updating

The knowledge is to be put at the disposal of (Barclay. et al., 1977). The knowledge is repre-

tactical commanders and their staffs, who are to senting in one of two ways. Structure (for ex-

use it on the battlefield--either in the form of ample, what enemy intent gives rise to what intel-

an on-line computerized decision aid, or in the ligence indicators) is reflected in the form and

form of training acquired prior to the battle, labeling of the model. Content (such as the ex-

tent to which an indicator supports a hypothesis

of intent) is reflected in probability and other

numbers.

PROGRESS UADE

With the sponsorship of the Army Research In-

NATUE OF KNOWLEDGE TO BE CAPTURE stitute. Fort Huathuca field office, DSC has been

The type-of tactical III knowledge we are eon- developing knowledge elicitation (KE) techniques

end wths ditictive, in thatledge it i es on- within the PDA paradigm (as well as others fromcorned with is distinctive, In that it Involves different traditions), and trying them out ex-

sitnatlons, threats, intelligence and options primentally In Army contexts, using Army sub-

which it Is not feasible to sharply and omprehen- jects. The focus has been on two common knowledgesively envisage In advance. (By contrast, the elicitation tasks, discussed below.

success stories of Al expert systems have tended

to be for relatively well.structured problems,

such as medical diagnosis, oil exploration and en- PREDICTING ENEMY ACTION

gineering design.) Other distinctive features

which may also influence the appropriate mode of The knowledge a G-2 uses in assessing enemy

elicitation, or the format of representation, in- course of action or intent as of two kinds, causal

elude, insttbility (ie., the substance of cus o tio o intnt i aofbworkidseausa

military practice evolves), mode of learning (from and diagnostic, both of which can be represented

books and exercises, rather than experience of the as probabilistic linkages. Personalist belief

*real thing'); and institutional (we are not in 
nets (typically represented as influence diagrams)

rested in any individual's knowledge per se). 
capture causal judgments, of the 'it all depends'type (e.g. location of enemy attack depends on his

The knowledge may be at different levels of mission). Within this framework, predictions of

generality: from that of a field manual, refer- enemy intent (e.g. mission) will often be anchored
to a second-guessing of the enemy's decision

ring, say, to any US-Soviet conflict in Central process, for example in the form of a multiat-

Europe; to the intelligence preparation of a tribute utility model. Updating probabilistic as-

specific European battlefield, to judgments sessments in the light of diagnostic intelligence

developed in the course of a particular engage- developments can be ca1'ured in Bayesian updating

ment,. analysis.
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Figures 1, 2, and 3-illustrate each of the t0OeA e I,5.5ae4,5t
above techniques with a worked exam ple, purportingto address the samedKE task, viz: during IPB r. .- 0r A-,.0e 05
(Intelligence Preparation of the

' 
Battlefield), fora given division and'in a delineated sector of the

Fulda Gap region In western Germany after the - . - -
first few days of a Soviet offensive, how probable Osis it that the enemy will attack in the North? . .

0. wtls. " ~~,O~~~~no

fl ' 0/s I. o e " I

The conditioned assessment model shown inFigure 1 has a simple but powerful logic for ex-
ploiting the case where the expert's (or other

,*,source's) knowledge bears most naturally on one or, ° more causes of the event of interest. When the, --1 .relevant conditional and unconditional assessments
ore assigned (using well-established probability
elicitation techniques), the required probabil.
ities are straightforwardly calculated. Multiple
models can be constructed for the same required
assessment, using different conditioning vari-
ables, singly or (as in Figure lb) in combination.

Sinie C *Influence diagrams can be used to help organize
4 a i~the linkages, when they become at all complex.

-T=" The judgment and data embodied in such PDA
models can be logically decomposed into separable

.. .sets of inputs, supplied by the same or different
sources. In particular, model structure and
default content numbers can be developed ahead of
battle, using the necessary amounts of time and
elicitation expertise which are not available in1, U."40. the heat of battle. For example, in the condi.", s., Owes-. 5s ,, e s o tioned assessment example, a menu of typically ap.

17" a- propriate model structures would be developed
ahead of time (e.g., mission and/or force ratios
as determinants of location of attack); as well as
any judgment or data on the corresponding condi.
tional probabilities (e.g., on how likely the

, us enemy is to attack where he has a force.ratio ad.
.... vantage of less than 3:1).

...... Much of the practical value of storing
knowledge in this form will depend on being able
to complete the model during combat, when the as-
sessment is needed. This requires a user-friendly
input-output interface and adequately trained
staff. This is a powerful reason to keep the
structure simple.
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! I
Figure 2a shows the simplest form of a In general, a given assessment problem can be

Bayesian updating model, based on the well-known formulated In different ways corresponding to dif-

prior-posterior paradigm, where the required as- ferent 'experts" oralternatiLve ways of looking at

sessment is periodically updated as new data .1- ' an assessment by the same expart. These can be

received The BAUDI program developed for ARI is poolea or reconciled, and progressively added to

designed to be used In real-time ro handle reports or refined, as more knowledge becomes available

of any degree of complexity, provided only that (Brown and Lindley, 1986).

there is someone to assess its diagnosticity, In
appropriate conditional probability terms. In Figure 4 shows the elements of an integrated
this form, all the KB Is done during battle, and KE strategy using the three forms of PDA, and In-

there is little scope for storing knowledge of en- dicating some of the main aspects of supplying

during interest, structure and content in each case.

However, a two-stage model of the type shown
in Figure 2b permits partitioning out knowledge to
be stored ahead of time. Specifically, a required • I=, r

assessment of a given kind (e.g. enemy attack in- -

a given location) can be related (as in the .11 L -

relevant field manuals) to a broadly defined in- J I
dicator event (e.g., massing of forces) which is E 7 1 . o

of general applicability, Diagnostic generalia-
tions can be stored as conditional probabilities
(default likelihood functions), which can be over.

ridden when necessary. wjj O5

On the battlefield. Incoming intelligence only
needs to be characterized in terms of how much . ' .u-

evidentiary support it provides for the indicator
event (typically a scale, rather than yes-no as in
this simple example). Conditional probabilities -"-r -
(likelihoods) of evidentiary support given in. e 5 j .

dicator activity could also be given default ....- -.

values in advance. The prior probability (e.g.,
of enemy attack in this location) would be sup.

plied, on the spot, either by direct judgment, or

as output from another exercise, such as condi-
tioned assessment. SIM111ATING HE WNPRDICTABLE- FLOWQEBATL

Step-through simulation Is a computer-aided
PDA.inspired technique for generating probsbil-

The third PDA approach, illustrated in Figure Istically realistic sequences through complex
3, is to capture knowledge which relates to ill-defined futures, typified by military combat.
projecting how the enemy will make the choice in It does so by having red, blue, white and combat
question. The possible ways of doing this are as resolution experts conduct interactive thought ex-
varied as there are PDA choice models, but again periments, where they specify possible develop-
there are default models which can be developed to nents in sequence, Probability distributions are
draw on. Multiattributo Utility Analysis (HUA) assessed, as needed, and sampled, Monte Carlo

models ire promising, with standard attributes, style.
such as those shown here.

Unlike conventional Monte Carlo simulation,
step'through simulation avoids having to specify

in advance, even implicitly, all contingencies and

A simple and commonly used additive model will their conditional probabilities. Unlike conven-
usually work well. Using an expert's *best guess* tional war-gaming, it limits cognitive myopia and

at how the enemy will weight each attribute, and a preconceptions, and exercises the full range of

score for each of the options in question, an possibilities in a controlled fashion.
overall scor, for each such option can be calcu'

lared. (Default importance weights would be The resulting sequences are treated as a prob.

stored in advance.) These comparative scores need ability sample of all possible futures, reflecting

to be converted into probabilities that the enemy the knowledge of the participating experts. The
will actually adopt each option (since we cannot sequences can be used to: evaluate the probable
be sure he will act as we project). This could be consequences of alternative friendly courses of

done by direct judgment on the battlefield, or via action; generate representative scenarios for
a pre-stored function, such as that shown in various conventional purposes; provide pre-battle
Figure 3b. A plausible property for such a func- training to participants in the simulation; and
tion is that if the calculated scores are equal, contribute to a store of surrogate "case studies"
so are the probabilities (but this does not logi- from which generalized knowledge can be syn-
cally have to be the case). thesized.
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software, tLough primitive, has been developed forO M this purposeq(ulvila and Brown, 1978). Step.The thrust of PDAnodels generally is to through simulation partakes of the same basicenhance expert~knowledge, rather-than eralate it, logic Of PDA, and can be used for many of the same(which is basically what typical Al expert systems purposes--such as prediction and evaluatingset out to do). 
courses of action. However, its implementation islikely to-be always too cumbersome and demandingPDA models assure that conclusions, whether of to be either adapted or used on the battlefield.decision or choice, are logically coherent and can to most promising use Is probably for training atj be reviewed and refined, piece by piece, from a garrison headquarters, and for the development-ofmultitude of sources (humanand other). They can, scenarios.

moreover, be made to confor, at least in essence,
to any sound line of reasoning or prescription
(and any logical inconsistency can be detected-andcorrected). For this reason it-isa promising Vork on this paper was supported by the Armycandidate for computerizing militahy f aild Research Institute under contra t No. M PA903-e6.manuals or doctrine. with the Prospect of making C 03s3.
them richer and more finely articulated, in the
form, say, of expert systems for field work sta.
tions,

Such expert systems will usually require son, C.R., Phillips, L.D., and Solvidge, J. Hand.progressive fine-tuning, in terms of probability, book for decision analysis McLean VA: Decisionsvalue and importance numbers, right up to the and Designs, September 1977.point of use on the battlefield. Until a substan.tial amount of user-engineering has been done, Brown, R.V. and Lindley, D.V. Plural Analysis:this will represent a non.trivial burden of time Multiple approaches to quantitative research.and skill on line and staff in the field. Theory and Decision 20, 1986,133-154.However, this is bound to the case for any coo.puterized 'expert system', which purports to re- Ulvila, J,?., and Brown, R.V. Step-throughplace or enhance military J udgment of any but the simulation, Oeg.,: The o rnerna R onal Journal ofmost routiniced kind. Management Science, 1978, 6(1), 25.31.

A problem with PDA models for expert systems
is that the knowledge of any given human may not
fit readily into any particular structure. Cogni.
tive structures differ from one individual toanother. (However, this will be a problem with anyformal representation of knowledge which seeks toaccommodate multiple sources). Moreover, impor.
tant knolede my be lost in the translation asqualitative perceptions of uncertainty, value etc,
are forced into the numerical form of probabil.
ities, utilities etc. This is a good argument for
making sure that the user of a system can override
it with his direct Judgment and generally use itas a 'collaborator' rather than a replacement.

Key technical issues which still need to be
addressed include:

o verbal elicitation protocols for structure
and content;

o computer.aided interaction between nodal and
knowledge user (who may also be a source ofSlast-minute knowledge on the battlefield);
and

o selecting modeling approaches to "tch
situations.

Although the PDA approach to prediction iswell-estfblished, the step-through approach to HE
is Still at the conceptual stage of development
and its 19plementation, Evaluation of Its poten.
tial, remainirto be established. Interactive
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SURPRISE ATTACK: LABORATORY EXPERIMENTS AD COGNITIVE
THEORY ON COMMAND CENTER EFFECTIVENESS--

PAUL J. HINIKER

DEFENSE COMMUNICATIONS AGENCY

ABSTRACT were based on.hard facts..." In Irving W. JanisPyp th~k svrholonlralStdeofuly
This paper reports on a set of results eastion d e St .........

obtained from two experiments carried out at the ..... .oes.
Naval Postgraduate School in 1987-1988 to invesT At 0800 on December 7, 1941, the Japanesetigate some conditions for the effective opera- attacked Pearl Harbor and destroyed the PacifictIon of headquarters organizations in wartime
situations, In particular, it analyzes the Fleet. This despite the fact that earlier in the
reactions of commanders, with and without contln- year cryptographers in Washington had broken the
gency plans, to the receipt of discrepant Infor- Japanese,military codes and provided ample
nation eccasiened by a surprise attach . hewarning of Japanese Intent. Admiral Kimel andmaton ccaloed y asurrie atac .Whereas his Naval ad61sois-were so confident of the
commanders of the contingencyplanning treatment hi Bs the Flee s f deof thegroups conforned to 'ratienal' expectations by secarity of the Fleet a few days before the

attack that they blithely presumed the Arnymoderating their confidence In the initially Command in Pearl was conductieg full-tine radar
reported enemy intent upon learning of the sur- sreanc f ten. The evescignored-teprise attack, by reporting higher subjective surveillance for them. They even ignored the
workloads at the onset on the attask by becoming significance of the burning of papers and codesworeo d at theonet onshu attach, brbecomig In the Japanese consulate in Hawaii observed twome Informed of eneny actions.as a result of days before the attack. flow are we to account
their information search, and by performing for such phenomena; and how, then, can we preventbetter against the enemy on the battlefield, the them?
single thread cotowanders did precisely the
opposite. Decislon Theory Aproach

Perhaps decision theory can be an aid to our
I. INTRODUCTION understanding. A military headquarters can beviewed as a multi-decision makers team super-'This dispatch is to be considered a war vising a highly complex and uncertain environ-
warning. Negotiations with Japan looking toward mest. Decision theory, as elaborated in the
stabilization of conditions In the Pacific have control theory approach is concerned almost
ceased and an aggressive move by Japan is entirely with the control of a set of variables
expected within the next few days... -Execute in order to maximize a cost function subject toappropriate defensive deployment preparatory to constraints. As noted by Wohl (1981), however,
carrying out the tasks assigned in WPL46 (the the preponderance of work in decision theory is
Naval War plan)..," War Warning from Admiral primarily prescriptive and has concentrated onHarold Stark, Chief of Naval Operations to techniques for rational option selection, whileAdmiral H. E. Kimmel, Commander in Chief of the little work has concentrated on those portions ofPacific Fleet, Pearl Harbor, Hawaii, November 27. the process which are of greatest interest to
14I. military commanders, viz the creation, evalua-

"In summary, the members of the Navy group in tion, and refinement hypotheses (i.e., what

Hawaii In 1941 bolstered their assumption that done about it.)
Pearl Harbor was immune from attack by accepting
well-worn ideological assumptions as the basis Wohl (1981) has developed a Stimulus-
for flimsy rationalizations, which they thought Hypothesis-Optios-Respvnse (SHOR) paradigm which

broadens the perspective on the headquarters
'Many thanks are due to Dr. Hark Scher and Mr. decision jakers in a laudable attempt to account
Robert Cnoisser of OCA, Dr. Robert Tenny, Br. for real headquarters decision eaking behavior.
Elliot Entin, Dr. Jean hachillen, Ms. Ann Wohl focuses on uncertainty reduction as a
Needalman and Ms. Diane Mikaelian of Alpha Tech principle. In a parallel development, theand Mr. Paul Lentz of ESI for their advice and Headquarters Effectiveness Assessment Tool (HEAT)project, which sponsored these 2 experiments, hassupport o this particular branching of DCA's also broadened the decision theory perspec- tiveHEAT Project. Thanks are also due to Prof. in similarly viewing the headquarters decisionLester Ingber and Joe Stewart and their students in prcess a ce ofinoati on
at hPS. making process as a cycle of information
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processing. The HEAT 6ycle begins with mounl- attack are very different. While the highly

toring the environment; then. understanding the committed intensify their original belief,
environment, generating options, predicting their increase their confidence and become more active
consequences, deciding among them, directing in bolstering their belief in the frontal attack
activities, and bck to monitoring; These 2 by argumentation and by searching for additional
closely related-paradigms both emphasize-the role evidence consonant with the validity of the
of the hypothesis testing stage of the decision frontal attack, the poorly committed diminish
making cycle and cite contingency planning-as a their credence. They feel no need to peruade
key determinant of effectieness. Let us deepen others of the belief or to obey its behavioral
this perspective by considering some relevant constraints. They become unbelievers and adopt a
cognitivemechanisms. different, and perhaps more rational, course of

action.
Dissonance Reduction,Approach

I. - EXMERIMEiTAL METHOD AND RESULTS
One of the most important hypotheses that the

wartime commander m et develop during the course Two experiments were conducted at the Naval
of battle is his-estimate'of enemy intentions. Postgraduate School at Monterey using 2 different
Beliefs about enemy intent, as all human beliefs, wargame simulators with military officers as
are based upon empirical evidence, logic, and the subjects to test the major hypothesis that
dynamics of human cognitive processes. As the contingency planning leads to greater battlefield
commander encounters evidence that Is consistent effectiveness and to investigate the cognitive
or inconsistent with his working belief about mechanisms that mediate the relationship. In
the enemy, he is governed by certain rules of both experiments military officers were organized
cognitive processing. One set of such rules is into a headquarters organization under a com-
provided by the theory of cognitive-dissonance, mander and fought through a realistic 3 hour
and as such, it provides us with provisional battle scenario developed for National Defense
explanations of the behavior of commanders in University. The scenario depicts a conflict in
wartime headquarters organizations. How, for Iran with Blue forces In defense of the Darzin-
example, does a commander behave when enter- Bas Pass through the mountains and roughly
taining a belief that the enemy is mounting a equivalent numbers of Red forces driving from
frontal assault and he is then confronted with Afhanistan to secure the pass. After the first
increasing evidence that the enemy has mounted a half bour of battle, the Blue forces are hit with
massive air drop to his rear? He experiences a surprise attack off the main axis of Red
cognitive dissonance and pressures for its advance and contrary to prior Intelligence
reduction, reports on Red intentions.

Generally, cognitive dissonance is defined to In both experiments, the mor independent
exist between a pair of beliefs when one implies variable was contingency planning. Contingency
the obverse of the other (Festinger, 1957). If, planning was operationally defined as use of an
for example, a person believes (i) 1I have posi- oplan that has multiple estimates of enemy
tioned my forces to repel a massive frontal intent, multiple responses and a better starting
attack by Red* and is then confronted with position to meet a variety of threats. Single
evidence that (2) "Red is launching a massive thread planning was operationally defined as
attack to our rear', he suffers uncomfortable using an oplan that has I primary estimate of
cognitive dissonance. He can reduce this dis- enemy intent, and I primary course of action
sonance by changing his belief In either. If (2) tailored specifically to meet that threat.
is undeniable, he camonly change his prior
belief in (1), the intent of Red to mass a In both experiments, the major dependent
frontal attack. He will behave this way If he is variable was an Measure of Effect (MOE) computed
not highly committed, by past actions, to belief from Red attriticn (or a combination of Red
in Reds launching a massive frontal attack, attrition and Red position). This HOE was
However, If he is highly committed to belief in computed at end game and also for the first 2
the frontal attack, he can only reduce his half hourly time periods following the surprise.
dissonance by bolstering this cognition with In addition, several measures of the operation of
additional consonant evidence, since the headquarters information processing were also
mignitude of d*ssonance is a function of the collected. Figure I depicts the results of the

ratio of dissonant cognitions to the total number tests of the major hypothesis in both
of relevant (dissonant and consonant) cogni- experiments: Contingency planning leads to
tions. In essence, the persc who is bolstering enhanced battlefield effectiveness both at end
amasses a great body of other beliefs that are game and in response to the surprise attack.
consonant with the conflicting one (McGuire In
will, in effect, attempt to "drown out" the
dissonant cognition of the rear assult; he
becomes open to confirmatory evidence for his
prior belief, indeed searches for it, and closed
to contradiction.

Thus the reactions of highly committed and
relatively uncoamitted commanders to a Surprise
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FIWRU I
Furthermore, this surge of false certainty, on

the part of 'the single thread commanders wasCONTIINGENCY PLANNING deblitating: The correlation across the treat-SA N meot groups between the amount of bolstrring byanfltsnsso C5C s the commander and the overall battlefield per-
formance-of his headquarters team was -.70.- ' accountlpg for roughly half of the variability n51. overall battlefield performance. In terms of! ... n battlefield performance In the rear area, wherethe surprise attsch occurred, the correlation

2 with bolstering was even greater (r - -.96),accounting for roughly 90-percent of thevariability in the rear exchange ratio.

Finally, experiment I, yielded'some sur-prising findings regarding the subjective wo-k-

load reported &y the Blue team memers in re-EXPERIMENT I 
ponse to the surprise attack. Through the use ofthe Subjective Workload Evaluation AssessmentThe first experiment was conducted on the Tool (SWEAT), Blne team members rated the levelsJoint Theater Level Simulator (JTLS) at the of stress, mental effort, and time pressure whichwargaming laboratory at the Naval Postgraduate they had experienced during the previous half-School, August 24 - September 4, 1987 (DCA, hour. As shown in Figure 3, whereas the multiple1987). The subjects consisted of 2 random' Option teams realistically reported a significantassfgnmentx of 14 students to I of 2 teams each increase in subjective workload of 22% during theorganized into 5 command cells VZ. division, 2 time period following the surprise attack, thebrigadts, aviation and discom. -rtTh team Single thread teams, who were less prepared forparticipated in 4 counter balanced trails of 3 the attack, reported only a marginal increase ofhours each resulting in a total of 4 contingency 6% in their subjective workload following theplanning trials and 4 single thread trials.' surprse attack. (t-l.531 .13 for 2df, 1
tailed).As shown in Figure 1, the teams engaged inthe multiple option trials performed signifi-cantly better on the battlefield. When one FIGURE 3

examines the reactions and the 2 commanders tothe surprise attack, a curious phenomenon CHANGE IN BLUE TEAM'S SUBJECTIVE WORKLOADappears: the single thread commanders actually FOLLOWING SURPRISE ATTACK BY REDincreased their certainty about enemy intent € wY RD

in Figure 2, whereas the multiple option col-manders showed no appreciable change in their 01-
estimates of enemy intent before and after thesurprise attack, the single thread commanders
displayed a significant 5 percent increase in
their certainty of enemy Intent, i.e., they
bolstered their Initial false belief. (t-Z.00,
p .10 for 2df, I tailed).

FIGURE 2
BOLSTERING OF BLUE CONFIDENCEINESTIMATE or E MY INTENT FOLLOWINGSURPRISE ATTACK BY RED With these findings in mind, we sought to putour experimental hypotheses to another test.

EPRIMENT II

The second experiment was conducted on theJANUS simulator at the Army Traininl and DoctrineST> MO _-, Command Wargaming Laboratory at the Naval Post-
- graduate School from January 19 - February 3,1988 (DCA, 1988). The subjects consisted of 3t" student teams of 3 students each organized at the

r_ _ brigade level and ied by a seasoned commander_ _from the Army's 101st Airborne Division. Ten
V, trails were successfully completed resulting in a

total of 6 contingency planning trials and 4single thread trails of 3 hours each. As shownIn Fiqure I, the teams engaged in multiple option

THRAD OPTION
EXPEAMENT 1 348



* trails, again. perfored significantly better C2 FIGM-the battlefield. Again whean oe exaanes the-
* reactions 7f the 2-conanders to tbisssrise
* attack, in this cev, ocre grnlar contest, the CAZnLEczts se-~ cc,san e curious pheneszeno rvzlgars- iarm the Fc.o== LXPe1-AnsAMtrg=ev

CultiPle Option Cesnandus show no apprecizzle
change in their estivate of an*M fat_ t fol-
lowing tihe surprise attack, the single thread
cocanders again signfficantlY increase tteir
confidence in their incorrect esti=otte of evny
intent. As s?4wn in Figure 4, the single thread F
coaanders increasid their certatnt;- of belie- in
a frontal attack by Red by several pffctfitage
points. (tx-5Z, P-.30 for 8df, I tailed)-

FIGURE 4 _ i
BOLSTEMNG OF BLUE CONMElaiC

IN 157RIAT O MI &-. 3155 DIUI
satZ ATA Irvto

Finall;,, the Information search activity of_____________the covavders with and without continenxy plans________________diverged significantly in repajse-t n-ae S..______________ pise at*,ack. As sbown in Figure 5, ts-ng the
112 ZcoLrse of the battle regular observations Muema-a Of the -vmhe of requests for inforvation

the Bllue coonanhierS made Of thetr staffs or-t:;e
Simolator itself, For the cocanaera pursulaig_____________ ultiole option plans, the =n- einf6~Magnon the,_______________sought. the better they perfomed In iing the________________Red advance during the hour following tEc sr.ntpriSa attack (r 1 .45). The opposite is tr(., forr~zthe coasander pursuing the single thread plma:
the "ore inforzation they sought, the core pOorly
they fared on the battlefield (r - -.65). The

Tm OPT=thlread cO-Iders directed their post-surpriseIXPO~557information search to the pursuit of false
hypotheses regarding tebattlefield situation.

In a further investigation of this bolstering FIGURE 5
tendency, we examned the change In reportedsubjective workload by the conanders following BIASED INFORMATION SEARCH:the surprite attack. Througn use of the SWEAT, Regression of Effective Red Advance onthe coanders rated the levels of stress, mental Amount of Informnation Sought b
effort, and time pretsure which they had euper- U lue Commander Following Surprise Attack
iuent'!d during the previous half hour. As Shove
in Figure 5. the neltiple option comuanders
realistically increased their reported subjective aworkloaa after the surprise attack by 10%; the ."
tingle thread cozaaders actually decreasedz
theirs by 25% in the face of the unanticipated............... .attack. (t-1.87. p .05 for 8df. 1 tailed). v,*

-MUIPIfl OPTION tb!r bo
-SINGLE THRNEAT Ior 6 i. -~ fad "I'll

NUMBER OF RECUESTS FOR INFORMATIONa
By BLUE COMMNDERu FROM STIUATOROR STAFF DURVIG HOUR1 FoOLW04G SURPRISE ATuACt
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Hi cswsicmzndrtmlu say from the poattiun adrocated by the IocoIng
cessri e rather ihan towards it bas long been

0-r 2 ,Pweriuerts het consitently called the -boze,&an effect' in Dehaip8al
demonstrated the s5-,eicty a' multiple option science literature. Kieslfr (1971) recommts half
planning ove single thread planing unde the a dozen espIerets of ;is own aet alludes to
Coditions tested Afib involed a sprise :ay by other investigators e usrating this
attack. The cdsof otaiir joint results like pbem oi. Bla-Hi er (1933) and others have noted
this by chance are less . a, ' 0. eari its prevalence In political cwpaigas and per-Sus-
the oitive echa us5 '~o * this relatit": sion attempts in a wide variety of Cotexts.
ship oreeiatOae6 eMCOStrated
and relicate the tedcy ngl,thread The boomerang effect is generally charac
commanders to intensify th- .. lse belief in a nt ed by an Ir.forational attack resultin In
enemy intent In the face of tha surprise attack. the Intmificatio of u subjets prior cog -
The odds of.obtalning results like these ty the- criiation. Ao g t s iet esler, oni

chanceare less than 3 in 10. Mklc to this lkibood at suh an effet pe pon the
Intensification of false belief, our-expericents sbjtts degree of prior comitment to his posi-
have also deczstrated the tendency of single tiVe, %4e commitment means t w led;gJn or
threadiewrkloadeas an esultrofate inte - binding of the Individual to behavioral acts and
subjecrie orlod as result of th tell- its wain effect is to cake an act core difficult

e.ests on the surpise attack. The os to undo, deny, distort, or reinterpret. Such
of obtainir g results-like this by chance ari less acts are core committing to the extent that they
than I in 10. Finally, the results of our c are voluntary, public, and important. Viewed in
detailed investigation into headq.arters infer- these tem, the co .:-4ers In t single-thread
satid on c isg t e second exter pt bf condition uere clearly more coitted to receipt
strated an unmistakble te cy on the part f of a iassive fronts) assault by RaJ than were the
the single thread coanders to engagel-i faulty multiple option ccr.andrs. Nence they boomerang
information processing, readily interpretable as while the contingent planners realistically take
being biased by their pre-existing tut false
single thread orientation-to tte battle. The account of the surprise reports.
odds of obtaining the latter result by chance are The Pergvotion of Uovkload. The expression of
less that 7 in 10. otus eo stress in toe reactions of the single

thread commanders cund their teams to the surpriseW do the cultiple otion plan c anderS attack demonstrates the Importance of subjec-
behave so 'rtIonally' and why do the single tivity in the perception of organizational work-
thread comanoders behave so curiously in theofrgnztnawrk
wtihead qu art, e stingo W su est thet load. Clearly an objective assessment would
warte headquarters setting? etate that haing to de,l simultaneously with
the single thread comanders were not so uboth a frontal assault and an off-ass assault

acting so as to caxiize Red attrition s~bject to with the same resources entails ckre tice pres-
the constraints of their headquarters reso.rces; sure, cental concentration and stress than
rather they were actirg to reduce the cognitive dealing with the forcer alone. Yet the single
dissonance they experienced between their commit- thread teaus asserted the opposite. As we have
cent to the single thread plan, with its assocl- suggested, this subjectivity is part of a larger
ated-initial force deployentg and the onteif- bolstering and rationalization effort on the part
gence reports they received regarding the off- of the comitted single thread teams to deal with
axis surprise attack by Red. In doing this, they the reports of the surprise attack.
acted like classic highly comitted individuals
such as Admiral Kimiel and his group at Pearl Biased Inforcatien Search. The biased infor-

Harbor, seeking to "dron out" the dissonance cation tenting e n the part of the single thread
created by the Intelligence on the surprise co=anders in reaction to the surprise attack
attack by bolstering their prior belief, in this demonstrates the untenability of the generali-
case, that 'Red is engaged in a massive frontal zation that the core information gathered the
assault* and by denying (indeed asserting the better. Clearly in this situation the key is
contrary in Exp. II) that there was any addi- which hypotheses regarding the battle are being
tional increase in workload or anxiety rightfully tested and how - not just ho much.
devolving from these intellience reports. As
one high ranking nilitary observer rationalized The "rational actor" model of policy decision
'These reports if an oblique surprise attack just making in crises has been criticized as provid-
proves that the enemy's intent is really a ing iesuff'cient explanations of real behavior
frontal assault.' (Allison, 1971; George, 1974, 1984, 1986; Holsti,

1oti Nd 2 i f ora Fusion. These 1975; Lebow, 1985). The key usually lies not in
ana other inveratton fucnsTate calcula- king the nost cost/effective option, but

eperientseonstrate In how information is gathered and pr2cessed to
the lack of unlersality of Ba)sian updating in provide for option selection. In a survey of
human information grocesslng. In both experi- presidential decision caktin during interna-

cents the single thread commanders increased tional crises since World war II, from the U. S.
the'r estimates of the likelihood of a massive decision to cross the 38th parallel in Korea in
frontal assault by Red Ppo receipt of informa- 1950 through tho . S. decision to attack
tion to the contrary. Ihis phenoeenon f moving Caabodian sancturarles in 1970, HereZ et.al.
one's estimates of the likelihood of an event
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the ce-atire characteristics of the single pie- York: Academic Press, 1971.
ferred option. PsrCh ologically unsatisfying as

they Day seem, contingent hedging and continms Richard e Lehw (in Press) Leadershin in

prcing are keys to effective'headcarters deci- 
Rciss, Scie ce,I9 es. i

Sion making.CrssSine-M
Joseh G. Wohl 'ForcelEanageo nt Decision
Reqirements-forAtr Force Tactfcjl Cowand and
Control* IEEE Trans. Systecs, Mar Cryen, ,1,

1981, pp 618-63g.

Graham T. Allison-Essence of Decision: Explain-
ine the Cuban Missile Crisis. Bosli: Little,
brown &Go-., 911.

Defense Cojnications Agency EMoeri _t II
Repot: The Effects of Option Pla'ninq and
Battle Workload on CommndanO Control tffec-tiwers. Ii-j suiF9S A pr." "9'8.

Defense Communications Agercy Exerirent Report:
TheEffects of Otion Plannino and Battle Work-

load on. CnoafO and ontrol tfectiveness

Shel Feldman, (Ed.) Coon ve Consistency:
otivational tce Sand e atIora Cose-

o es ewor,: Acacemic Press, 196o.

Leon Festinger A Theory of Conitive Dissonance.
Stanford: Stanfor University Press, I957.

Alexander L. George 'The Ionpact of Crisis Induced

Stress on Decision M-king" in The Medical lil
cationt of uclea War, Washington, ational
SAcadey of Sciences Press. 1986, pp 529-552.

Alexander L. George 'Crisis Management: The
Interactions of Political and Military Consi-
derations '•Survival,' Sep/Oct 1984, pp 223-234.

Alexander L. George 'Warning and Response.
Theory and Practice, In Y. Evron (Ed.), Inter-
national Violence: Terrorism rise, and
Co erusale=: Hebrew University o

. on, 1979, pp 12-24.

Gregory M. Herek, Irving L. Janis, and Paul Huth
•Decision Making During International Crises'
Journal of Conflict Resolution, Vol. 31, No. 2,
Jun 1981, pp 203-226.

Paul 3. Hiniker 'The Cultural Revolution
Revisited: Dissonance Reduction or Power
Maximization" China -Qarterly, London, June 1983,
pp 282-303

351



SYNI!ESS OIDISTRIBUTED COM tMID AND CONTROL
FORTIHE OUERAIRBATn *

Laborzcyrifom nr and Deciion Ssiyems
hiLs basets biteeof Tcchaolog. CaelxdgMA

ABSPAC17 _ for their tsks their actual info=tmtion processing rate and
A- de.ionr-etking Sylcs will differ.

The Objective is to design disributed~ Command and Control antrieadqulaivaayssndvlaioofuc
organizatin for the ou-er air banle. The synthesis problem is Tente nduaativis h rs eet uation of rech
formulated as-follows: Given the decision-making and task-orieted organizations has been the subject of recent
information processing necessary for the rairbatle.design research: Drenick (196) LetIs (1984). in the latter work. a

the C
2 

organization that is trate, timely, exhibits a task model of the intencting decisionmake with hounded rationality

thr-oughput ar e that is higher than the task artival rate, and was introduced by Boettcler and Levis (1982). in which the

wthose decisiornakets wa e not overdoed A simple model of individual members' cognitive worklod was conmputed using

thepss pertinent tou s rare no oIttle has been developed. N-dimensioal Information theory and the Partition Law of

The. model, although an abstraction ofhe actual naval air Information (Conant. 1976). The organizational architecure.

operations, retais the fian astraldciion.ttmaking fanamv iae.. the allowable interactions among dr.isionakers and the

A iew quantitative methodology for the synthesis of C
2  

protocols that govern them. is described using Petri Nets

organizations is presented. The methodology consists of four (Peterson. 1981. Reisig. 1982).

1 ,hases (1) Algorithmic generation of daa flow structures in the
form ofPetri Nets thathave specifiedd gesofredund and The synthesis of Command and Control organizations is a

complexity; (2) Transformation of the data flow structures into complex process that must address a multitude of issues.

decision-making organizationt by allocating the functions to specifically, how to partition the task into functions (or

tndivtdual decisionmakers and then into C
2 

organizations by tubtasks). how many decisionmakers to select, how to allocate

incorporating the supporting systems; (3) Evaluation of the the functions to decisionmakers. how to select the schema of

resulting designs using three measures of performance - information exchange am ong the decisionmakers (protocols).

accuracy, response time, a thrughput rate - and a measure of rat kind ofooucaim hardware is reqitred for the timely

effectivcness; and (4) Modification of the candidate designs to transission of information and da, %hat the structure of the

increase their meaisure of effectiveness. required databases and the specifications for the respective
hardware should be. and how to design decision aids and

allocate them to the organization members. Finally. there is the

issue of evaluation: how to compute the performance and the

1. IN'RODUCHlON effectiveness of the designs and how to select the best design for

Organizations are fermed w hen the task to be performed exceeds the task. Consequently, it is necessary to wvelop a methodology

the capabilities of a single decitionmaker. Even when a single so that the design of C2 organizations becomes a structured

person can complete the task, he may not be able to produce a process.

atisfact'.y response w.thin the time limits imposed by the task,

and keep up with the arrival rate of the tasks. The organization In this paper, a methodology for the synthesis of C
2

designer is faced with the problem ofrdesigning an organization organizations is presented. The approach taken in this work

that i~lrmeet these design specifications and, in addition, assign decouples the decomposition of the decision-making process and

subtaks or functions to members of the organization so that no the exchange ofdata among the functions from the allocation of

one is overloaded. The design has to be robust to accommodate functions to decisionmakers, and the selection of the supportng

the decision-makint styles of different actual decisionmakers systems. Thus, the methodology tackles the synthesis problem

that may instantiate the organization at different times. at two levels: the daflowstrucre level and the orgaszation

arclutecrure leveL.

Consider. for example, the design of an air-traffic control center

for a busy airport area. The task cannot be performed by a An algorithm frr the generation of datailow structures has been

single controller, several controller stations may be required The developed; the data flow structures are parameterized by the

designer has to take into account the uncertainty that is inherent degree of complexity of the information processing and the

in the task, the need for accurate and timely responses by the degree of redundancy of the information within the structure

controllers, and the need to keep up with the rate of the incoming The data flow structures are transformed into organization

tasks. But he also has to consider that difterent controllers will architectures by allocating the functions to decisionmakers and

be on duty at.-iy instant of time. While they are all well trained by augmenting the structures to incorporate the supporting

systems.

• This work was supported by the Office of Naval Research A procedure for the analysis and evaluation of organizational

under contract No. NO,014-K-84-0519 (NR 649.003) designs is descnbed The following measures of performane
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(NIOPs) are coespued Acay. d -oedby the Cost indexi; the two algo.'tfths to use- This-decision v±-q-cs among
Response Time Cflme Delay), denote by Tr; and Thrughput de cis onmakeers (d ifference it) st-l and mAy eqnisd
Rare. denined by It. A global tucamac called the in== of terltv rqec fagrtm sleie h
eimrmnexs (MOE). is diii- d tb 40a are evaluiaed oittstdUIC tere ep ea tmn

1, The processing tinses associated with the individual ieformizz To-r ob iiedi h ubro
prssntg =ed decisiecmmiking fimetios =r chsaracrized by
probability' density functions (pdffs). A mnethod for the uc' f (- -b-) they ma erform at the same tine. This

coriponionof he ~f f te o aniarin'sresons tie, nd tatiton is represented by inttoducing a place for each

defni~s o a eaur o tielnes nd masreof pp,:ofta~wp-- u tdap~p-fL zttm
transition assgnecd to the deisionmaker. The number of

pruess~iar-ct.ftunctions a decisiomntaker may perform at the sam time are
rel-sesordhithe number of tokens initially de.si in the

2. ORGANZATIONINMODEL, eor vi-b"t ~P!ZQ Le- by is initial 9-sk

2.1 Mkatemal Repreentation 2.2 Decisii-uiig Model and Decision Strategies

D soaking organfrztiousean be repreeed by peritNets The decisionmakers are assumed to he well trained and to be
t I- Petri Nets there are two types ontp -ces. denosed by able to tise more than one- procedure to perform some functions

circles rereening signals or cedtions; n transitions, (Bcue and Levis. -1932. Levis and Boettchter. 1983). The

denoed y lars reTesn :gprcse or events. Place ca selection of one procedure from a set of procedures is modeled
only he connected I-tst os and trnitions can only be in the Petri Net by a switch. When the dreisionimaker selects
connece top~ To cenioz of a Petri Net is controlled always the same algorithm (%hen the selection rule is
by tokes %he are orrerdeoedb in Placems. A independent of the input) or t same algorithms for each input
Petei Net is sai to exeet whe a transition ls.A trnito elemrent tuwben the selection rule is dependent on the input
can ret only -ahen it is irabed. ie., when all its inpu plseb valu),he isiplmetinpurdcin stey.
contain at least one token each. When z'cansition fleit Mie rtgswaobind-lnth c-iomk usaremoves (consurm) one token from each ofi is it plc and Mrdsrrge r bare hntedcsomkrue
ceats (deposits) one token in each of its oup plcs.mx of pure strategies (Owen.1968) the mixed strategies are

characteuized by the relative frequency of tuse of the pure
A transition may hase more than one output places. However, strategies. When all decisionmakees; of the organization select
to model decision-matking it is convenient to istrodoce a special (implement!) their mfixed strategies, a behavioral decision
transttion.' a decision switch (Iriguen 1). in which the output strarrgy it obtained.
places represent alt, .atves (Tabak and Levis. 1985). When a
decision switch fires, a token :-- depcoit.A --~ V.ely one of its If the probabilities that correspond to the relative frequency of
output places. A decision rule -associated With this spca algorithm use are discrtired, then a finite number of mixed
tranition determines the place in which the token is deposited. nasge sdfned for eacoseonmzlcer.sadconsequentlya
The rule can be deterministic or stochastic; it can he independent finit nubro ea Ia strategies for the organization is
of the attributes of the tokens iii the input places or it n'ay obtatied,
depend on them.

ALIUhNAEALGORT1LIS 3. ANALYSIS OF DECISION-MAKING ORGANIZATIONS
f. 3.1 Workload and Bounded Rationality

SWITCI Workload rejpesents the amount of mental effort expended by
2 the decisionmakems in order to perform their assigned tasks. The

analytical framew~ork for the computation of a surrogate for
workload is fl-dimensionall informiation theory (Reisbece. 1963,
Shannon and WVeaver. 1963). 'This surrogate, denoted by 0. is
the total activity teem iri the Partition Law of Informatiog
(Consut. 1976). The trea activity has units of bits/symbol.

Fi re . Dcison witThIe value of G depends oil several faciors First, it depends on
Fiue9 eiinSic the uneeiainty of the organizalion's task, as modeled by the

For example, a decisionmaker may access a decision aid, the probability disuibetion p(x) associated with the input set Jai. It
decision in this case is whether to access or not the decision aid. depends also En the structure of the organization - the
Similarly a decisionmaker may have two algorthms or itrcin mn eiinaes-ado h loihsue
procedures available so process the information. In the case of to represent the various pioicesatug functions, such as situation
situation assessment, one algorithm may be cornplex and the assessment, courses of action development, and response

othe siple Inthecaseof eveo ptugcoures ctin, ne selection Finally, it depends on them~teinal decision strategies
algrihmma he m oredtild an sasie hl h te f each individual decisionmaker Indeed. in the analysis of

E cion t~h is 'hhoof organizational design, the independent variables are the
The use i.aspca transliin can be avoided, if Predicate decisions of each dectatoumaker and the dependent usrialies are
Transition lets are used in place of ordinary Petri Neiu. tewrla n~emaue fpromne
However, such a gene.-allation is not necessary for this work.
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Th udttenotion that the Vatorrlity of the human sccss oftresponse.Trialis atime te",old suchthatifthe

bounded.: (Ni. 19"7f). ha.s been modeled as organization acts zn ronse to the input sfter the threshold,tnoio will not nu enohe time left for he impldentaton of the

F F0  response. If the expected responsedirie is within the interval
(Trm- ,Ta: t.e mponse is timely. Howecver. this measuzre of

uhere F is the information processing rate-of individual- pe,,jimance doe not take into acount the variance of the

docinstaker s ( c)and F is the maxin: kaformation spons tit. A better measure of timeliness. T, is th
processing rate that chara-terizes individiiatdecisionmakers. probability that the tesponse time. Tr, les inside t ntesvl
Since the processing tiae. t, is computed by (Tr . Time), i.e.

tfG/F ()T- POrF <T, <Ta) (5)

the minimum processing time t corresponds to the maxinmum The Throughput rate of the organization is the maximum task
ptoceing rate F .  recessing rate that can be sustained, without queeing of the

inputs; or queseing of information at any siage of pr ing.
to = GJFo  (3) For the case of stochastic processing times, the pdf of the

throughput rate., R, can be computed and a measure of
In evaluating decision-making organizations, it is of interest to processing capacity, S. can be defined as:
compute the minimum response time., and the maximum
thraghput rate, that correspond to the maximum infoindition S = P(R > R )profig rame Fo. where R is the task arrival rate. Alternatively, we may be

The maximum processing rate F0 varies among decisioumakers. interested in computing the response ,ime and the throughput
If the pdf h(Fo) of Fu is known. then the pdf q(to) of the rate that correspond to the minimum value of the rationality
minimnm processing time ofeach transition can be obtained: threshold, i.e., (o)mia -

q6) = (G0
2
) h(GV (4) To each behavioral strategy, corresponds a set of values of the

measutes ofprformance (MOPs), which defines a vector in the
MOP space. Thus, the mathematical models of accuracy,

32 Measures of Performance response time. and throughput rate. map the decision strategies
into the performance space. As the behavioral strategies change,

The measures of performance considered in this paper are; this vector swecps a locus in the MOP space, the organization
accuracy, response time. and throughyt rate. locus. The requirements on the MOPs also defin a locus t the

MOP spac; the requirements locus Organizational architectures
Accuracy quantifies the degree to wich the actual organization can be evaluated by comparing the organization locus to the
response Y matches the desired or ideal response YA" A cost requirements locus. Different organzational architectures can be

fY.Yd1)i.assigned to the discrepancy of Y and dj' (Levis, compared on the basis of their corresponding loci,
1984). This cost is computed for each input lak. x, a each
decision strategy. The accracy measure J is the expected value 3.3 Computation ofthe. pdfofResponse Time
of the cost and ts computed using the probability distribution of
the input tasks (Figure 2). In the Petri Net representation of an organization, the input

(source) and the output (sink) nodes are represented by
transitions. Information flow paths are the paths emanating from
the source transition and arriving at the output transition. The

x MING r presence of decision switches in the net. with the position of
M AT.ION each switch determined by the internal decision strategies,

results in some transitions being active during the processing of
:.y task, and in sore being inactive. Therefore for each
behavioral strategy, corresponding to pure decision strategies of
the dccisionmakers, some information flow paths are active
(transmitting information) while others are inactive. A set of

MAMM CUT 1 1 concusrently active paths is called a complete path.

The simple paths and the complete paths may be identified either
FiGure 2, Computation of Accuracy by an algorithm developed by Jin (Jin et al., 1986) for acyclicalstructures, or by an algorithm that computes the elementary

directed circuits of the net, developed by Maniacz and Silva
The response time or time delay of an organization is the time (1980), and improved by Alaiwan and Toudic (1985).
elapsed between snsing the input and producing an output. The
expected response time (expected time delay) is a measure of If a pdf is assigned to the processing time of each processing
performance that can be used to assess the timeliness of an algorithm, to the transmnssion delay for each communication
organization's response. process, and to the access time for each decision support system

(all of which are represented by transitions on the net), then the
Timeliness expresses the ability of organizations to produce a pdf of the response time of the organization is computed as
response to a given input within an allotted time. The allotted follows:
time is a time interval (Tainn, Trjax). Tint is a time threshold
such that if the organization acts in response to the input before For two cascaded functions with corresponding delay pilts f(t)
the threshold, a cost is incurred through the expense of assets or and g(t), the total delay is the sum of the two delays. Therefore
supplies too early, resulting in the decrease of the probability of the pdf h(t) of the total delay is given by the convoluion of f(u
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3.5 'i ,=of Effectiversea In this work the concepts of data flow structure (DFS).
decision-making organization (DMO) and Command and-

Measures of Effectiveness quantify the degree to which an Cortrol organization (C2
0) arte contrasted, and are employed in

organization meets its requirements. A -Measure of the development of a structured methodology for ihe synthesis
Effectiveness, Q, can be defined by the ratio of the number of of Corrmand and Control organizations.
behavioral strategies that satisfy the requircments to the total
number of behavioral strategiis. The DS is a representation of the connectivity of the functions

performed b the organization and illustrates the flow of
Q = nunft-r ofbehhvioral strategie satisfvin tk reouremientt information from function to function. The DMO is a DES

total number of behavioral strategies whose functions have becn allocated to decisionmakers.
(19) Finally, a C20 is a DMO which is supported by hardware and

sftware (the C3j system) in the execution of its tasks.
Recall that individual deeisionmakers differ in style, i.e., they
tend to use different mixed strategies. In this respect the 

m
ea
sur
e In the two level design procedure, the data flow structure design

of effecrver.ess is a measure-of robustness of the organization focuses on inform-tion processing schemata, while the
with respect to the different styles ef individual decisiontnakets. organization architecture design focuses on function allocation to

decisionmakers and on the development of the supporting
4. SYNTHESIS OF DECISION-MAKING ORGANIZATIONS systems.

The synthesis methodology has four phases (Figure 5). In
Given a complex information processing and docisionmaking phase 1, the procedure for generating data flow structures
task, there exists a multitude of ways to partition the processing produces a set of candidate designs In phase 2, each data flow
of a task into subtasks (functions), to define the schema of structure is augniented .nd transformed to one or more
information exchange among the functions, to allocate functions doecsion-making organizations, in which the functions have been
to decisionmakers, and to specify the supporting systems allocated to dectsionmakers, and then to the corresponding(software and hardwN-ai).

Command and Control organizations by incorporating the
4.1 Synt!esis Problem Formulation supporting hardware and software. In phase 3. the measures of

performance and the measure of effectiveness are computed
The synthesis problem is formulated as follows. Given a The designs obtained in this manner, are revised in phase 4, to
mission and a set of tasks to be performed, design a increase their measure of effectiveness by changing function
decision-malaig organization that is accurate, timely, has a task allocation, introducing or modifying decision aids and
throughput rate higher than the task arrival rate, and whose
decistonmakers are not overloaded (Andreadakis, 1988). The

f quantitative formulation is: JDATA. FLOW
Accuracy greater than or equal to a given threshold, or STRUCTURE

equivalently, expected cost J less than or equal to some GENERATOR
threshold io s J (20) 1 PHASE

CANDIOATE DFs sYNrtEsts

Timeliness measure greater than orequal to some threshold Tot SEtECOs

T>To  (21)
P11ASE 5FUNCTIION ALLOCATION

Processing capacity measure greater than or equal to some To DECISIONMAKES DIO SYNTHESIS
threshold So;. COMMUNICATION Ce0 SYNTII1ES1S

PROTOCOLS SELECTION

S e_ S (22) DECISIOV SUPPORT

under the constraint that decisionmakers are not overloaded, ie., SYSTEMS
that each decistonmaktes iinformaation processing rate is less
than or equal to his rationaly threshold (F,,: 1 PHASE 3

RESPON'SE TI~M DESIGN
F.: 0 :oj, (23) THIROUGHIPUT RATE EVALUATION

At alternative formulation is obrained when the second and third A5Dreurnrt r epesda-CFECIIENFSS DESIGN
reqaJirersints are espressed a" cONtPUTATION MOrtICATION

Response tire Tf less than or equal to some threshold. (17). \i PiIASSR,

Ti:5 (rdo ~~(24) DSG EETO
Throughput rote R greater than th. task amval rate R.:

R > Ro  (25) Figure5. Flowchart of Synthesis Methodology
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databases. and improving the communication links. Finally, a tP D F MP
C

2 
organization is selected on the basis of the highest MOE

value.

4.2 Daa Flow Structure Design F UP F P

The information processing is decomposed into five stages
(functions): Initial Processing IP]. Data Fusion [DF]. Middle - Ip

'Processing [iMP], Results Fusion [RF], and Final Processing
[FP]. As data are received. they are processed in the IP stage to
assess the situation. Information (local or partial situation
assessments) of several IP stages are combined (fused) in the
DF stage. which produces global situation assessment. IP FtP P

Figure 7. Data Flow Structure with all three Flow Types.

The global situation assessment is fed to the 1 ' stage which
develops results (options or courses of action) The results are
combined (fused) in the RF stage to eliminate conflicting or Depldi son the degree of centraliration ofdecision-making for

global attuation assessment and the magnitude of theinfeasible options - courses of action. Finally, a response is geographical area for which global situation assessment is
selected from the available options in the FP stage.I desired, the data fuston stage may be more or less complex.

Similarly, depending on the degree of centralization for globalEach p+rocessing stage is represented in the Petri Net of the data rsos c~toadtemgiueo h egahclaefatow strcure by a transition An infomiatisin flow path with all response se:rcton, and the magnitude of the geographical ares
low swhere the response needs to be coordinated, the results fusion

five stages definea a flow type I (Figure 6a). Note that some IP stage may be more or less complex.
transitions may provide results for fusion at an RF stage (DF s
and MP stages null) (Figure 6c), Wile some MP transitions may The degree of complexity of a DF transitton is defined as the

generate output of the organization (RF and FP stages null) number of transitions that feed data to the DF transition. The
tFigure 6b). An information flow path of the latter type defines degree of complexity of the DF stage is defined as4he maximum
flow type 2 while one of the former type defines a flow type 3 of the degrees of complexity of the DF transitions. The term

complexity is justified by the observation that the more data that
are fed to a fusion node, the more complex the processing thattakes place.

I P OF IAP P,r FP 'Me need for redundancy of information within the structure
Flow T~pe I arises from survivability -onsiderations and topological factors.

The degree ofredi, dancy of an IP transition is defined as the

_number of fusion stages that receive the output data of the IPtransition. The degree of redundancy of the DF stage is definedas the maximum of the degrees of redundancy of the IP
transitions. The term redundancy isjustified by the fact that the

Flow Type 2 same information is commtunicated to more than one fusion
p nodes, and is therefore redundant in the data flow structure.

RF FP The degree of complexity of a RF transition, the degree of
Flow Type 3 redundancy of a MP transition, and the degrees of complexity

and redundancy of the RF stage are similarly defined, A data
Figure 6. Basic Flow Types flow structure with degree of complexity cI = 2 and degree ofi redundancy r, = 2 of the DF stage, and degree of complexity

The data flow structures are classified according to the flow r
types of their information flow paths. If all the paths are of flow c2 3 and degree of redundancy r2 = 3 of the RF stage is shown
type 1. then the DFS belongs to class 1. If some paths are of in Figure S.
flow type I and some of fic.v type 2, the DFS class is 12- The

feasible classes are: 1, 2,3, 12, 13, and 123. Class 23 is infea-
sible because the flow type 2 informations paths have datta for
fusion and DF transitions, while the flow type 3 information
paths have results for fusion and RF transitions; and hence flow
type 2 and flow type 3 paths cannot exchange inforination. A
DFS with all three flow types (class 123) is shown in Figure 7.

The grammar rules for the connecttvity of the processing
transitions are:
* exactly one MP node can receive data from a DF node IP DF I P F FP

exactly one FP node can receive data from an RI node
one IP transition for each input to the organization
one FP transition for each outpt of the organization

The generation of data flow structures takes into accoant the IP Dr MP F FP

complexity and redundancy of information processing that is
required by the task, and the organization's objectives. Figuro 8. Data Flow Structure cl = 2. rt = 2. c2 = 3, r2 = 3
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4.3-Data Flow Structure Generation Algorithm IPT l I F 1T I P5 3 1 r PT4 1 r P'TTS

The algorithm fordthe generation of data flow Struttuttes L Ax J L ruk I L xk JL x JL x J
produces the incidence matrix of the corresponding Petri Net. r P7 1 fPZT2 1 f P2T3 1 rP274 1 fP 275 1
and has seven steps. L p. j L p ~ J J Lpu P 3 Jpu L 3x

The design parameters areirp321rpT3irpT irPT
-the number n, of II'transitions thalt pvide data to the Dl

t r1Fp~ 3 t 3 1rPT
stage inless thn orequl tothenttflberofP tasitions) L k-- J L kutu J L kuk J L k.. JL tkX. j

-the number k2 of NIP transitions that provide results to the r 1 1T r pT2i r P431 r P4T4 1 r P4T 1

Rltstage(czlessthaanoresoal toiuuberofMPtasitionts) LqxnJ qutc j -qxk J L qua J L qua

-the degrees of complexity cl and c2 of the DF and RF stagep
(less than or equal to the number of transitions that Iprovide PsT1 1 r paTa2 1 r P5T3 1 [P3 T4 1 r PsT5 1

information for fusionat the corespooJing stage) and L -- ' J3 Laok J3 L ak J La..naLi I
-the degrees of redundancy rl and r2 of the DF and RI' stage rp6T, 1 rpsTra 6T f 1r P6T4 1 r P6T5 1

(less than or equal to thesnuberof processintgssets) 1 kln~ J L kluk J L klnk J L klxm J L klna J

Tal 1.T Trniinia~r r pT2r 1 r P7T3 1 P 7T4 1 P Prru 1
Tabl 1. ranstionsetsLmn J L ank J L ank J Laa mxmJ L-

seIt tratontpo Fgutre 9. Block Formnoflncidence Matrix

IT11 initial processing
IT 2 3 data fusion

IT, 3 tuIddle processing
IT, results fusion

T< final processing

Table 2. Place sets

set placetype

P1  input places to II' transitions
P2  output places of*IP transitions which ae mnun4s

input places to Dl' transttions AM ri
P3  output places of DI' transitions which ace

input places to NIP transitions LM S
P4  output places of II' transitions which are x MW

input places to RF transitions and output
places of NIP transitions which ame input 2 ~
places to RV' transitions 1A IIM

P5  output places of RI' transitions which ace
input places to FP transitions RaEU

I'6  outpst places of NIPtransitions which are
outputs of theDI'S

P71  outpstlplacenof 'P transitions

The incidence matrix has block form: five sets of transittouns -

(Table 1) and seven nets of places (Table 2) are defincd. ThusY
the incidence matrix is composed of 35 blocks (Figure 9), Each 5

block is denoted by P T,, corresponding to place set P', and
transition set Tj, The floweac of th loih ieitdi

Figure 10. vhr fteagrtma cpcMi

Iorder to geneate data flow structures in a consistent,.Y
methodical way, the design parameters are varied between the
minimum and maximum valse they may obtain. Y

Step 1: Selet the class of the data flow structure.,e

Step 2: Select the number n, of inttial procesting (II') r
tnsitions that provide data for fusion (DI' stage). Let n2 be the

number of initial processing (II') tansittons that provide results
frfusion (RI' stage). The total number n of IP transititons is:

Figure 10. F'lowchat of Data Flow Structure

n - n + n2 (26) Generation Algorithm
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Step 3: Select the degree of complexity cI and the degree of Step 7: The elements BU of block P4TI obtain their valuesredundancy rl 2f the DF adge. The number p ofoutput plaos according to
of IP transitions that belong to the set P2 is: I forj=nI+If,-ut*2, ,n and

p = 'h ! r l (27) B j = if = [(*n -1]r ;- s, s = ,2 ...,3r)

and the numberk of data fusion transitions is: 0' otherwise (35)

k=nI(ri/c1 ) (28) The elements-B0 of block P4T3 obtain their values according to
stage to have the same degree of c4ApIcxftyand degree of s-aI,2,.,r2
redundancy, the number k must be integer. Another constraint B j fr (36)

on k is that'it be no larger, than the numbei of avitlable 0 otherwise - .
processing assets. Since eah DF transition is connected to one
nidale pro sing (MP) transition, the number of MP
transitions is also k. The elements B, of block P4T4 obtain their values accordig to

Step 4: Since one IP tranljon is connected to each place that f-I if place i is connected to transitio sjrepresents as input to the organization, and exactly one MP' Bi = O07
transition is connected to each output place of a DF transition, 10 otherwise

the diagonal elements of blocks PIT,, P3T3 are equal to -1,
while the non diagonal elements are equal to0. Each RF transition has exactly one output pla c, thus, the

diagonal elements of blocks PsT4, are equal to I, while the non
Each DF transition has exactly one output place; thus, the diagonalelementsareequalto0.
diagofal elements of block P3T2 are equal to 1, while the non
diagonal elements are equal to O. Each FP transition has exactly one input place; consequently, the

d;agonal elements of block P5T5 ate equal to -1, while the non
Ile elements Blj of block P2TI obtain ther values according to diagonal elements are equal to 0,

I forl= 1, 2,..., it and Exactly one place representing an output of the DIS is connected
i= (j-)r + s, s 2,., 2, .9r to an MP transition which produces a DFS output; likewise,B'j (29) exactly one output place is connected to each FP transition.

0 otherwise tene, the elements B, of blocks P6T3 and P7T5, with I ,j, are

The elements Bij of block P2T2 obtain their values according to equal to 1, and the other elemeuss are equal toO.

The elements of all the other blocks involving place sets P4, PS.
' I if place i is connected to transitionj 0 P6 and P7 are equal to 0.

ij = -otherwise 4.4 Data Flow Smcture Selection

The elements of all the other blocks involving place sets PI, P2. Several data flow stru.tures are generated by the algorithm. In
P3 are equal toO. order to select the feasible structures, i.e., those that are

appropriate for the task, the designer must consider the
Step 5: Select the number k2 of MP transitions that provide sitability of the structure to the inforinauon proessing required
results foi fusion (at the RF stage). Let k, be the number of by the task. Consequently, the algorithms that implement the
middle processing transitions that produce outputs. The total processing funtions must be developed, and then be associated
number of MP transitions is: with the transitions of each candidate structure. During this

stage, same links may be removed from the structure. If it is not
k =kI + k2  (31) possible to associate the algorithms with the transitions of a

Step 6: Select the degree of complexity c2 and the degree of structure, then the structure is discarded.
redundancy r2 of the RF stage. The number q of output places
of IP transitions and MP transitions that belong to the set P4 is:

4.5 Organization Architecture Design
q = (n2 4k 2) r2  (32)

From each data flow structure, one or more decision.making
and the number of results fusion transitcins, m, is. organizations (DMOs) may be developed through function

allocation to secisionmakers. Functions allocated to a decision-
en - (in2 + k2) ( r2lc2) (33) maker must observe three requirements:

For the pair (r2,c2) to be feasible, i e., for all transitions of the 1) must be connected through an input-output relationship, A e,
stage to have the same degree of complexity and degree of the outpsw of the one must be the input to the other, so that
redundass.y, en must be integer. The sewond constraint on i s the deiisionmaker processes information relevant to the

same subtask;
m < a (34)

2) must belong to different slices (Fernandez and Thiagarajan,
where a is the number of available processing assets. Since each 1984) of the Petr Net. so that they observe isonmurreny. and
RF transition is connected to one FP transition, the number of
FP transitions is also en. 3) must conform to the specialization of the decisionmaker.
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When a set of functions is allocated to a decisionmaker, a A simpile model has been developed for the information

resource availability'place is introd ced. The addition of these processing and deciston-making pernent to the outer air battle

ce and of their links, creates the directed elementaty circuits i rhould be noted that the model ts an abstraction of the actual

=the nt, which are used in the thrbughptrate computations processes and does not necessarily reflect real naval air

pl operations, it can however be modified to represent reality.
The transitions of the DFS are in general mac o-tra Silons; they
may have miemal structure asia the ease O, functons performe The model presumxes that the earner has four squadrons of,

by alteruate algorithmas. At this point the macro-transtions are interceptor aircraft. ' Two E2Cs are airborne patroling their

substituted by the suboets that they represent, assigned sectors One squadron of interceptors is assigned to
ach E2C, Ond the other two squadrons are free assets that will

.Next, each DM0 is transformed into a C
2
0 bytmeorporating the be allocated to the appropriate sector(s) dipending on the

snppoetingdeciiion systems .ind the communication links. The strength of the incoming raid.
data flow structure is augmented by adding the transitions that
represent the communication processes and the decision support The objective of the organization is to develop and implement

systems access, and of the places that represent the correspond- appropriate plans to engage ihe isecring threats before they

ig protocols. In general; the decisionmakers may or may not rech the weapons release line Each of the two E2Cs collects

use the doeision support systims; therefore switches must be information from the area that it surveds, performs situation

introduced to depict the choices a ,alable. The switches and the assessment, develops courses of action, nd selects one

corresponding strategies enable the modeling of the deitsion- response from the developed-courses of action. Global

making styles of individual derisounmaker. considerations necessitate the exchange of information between
the tuo E2Cs and possibly the ClC, in order to resolve

4.6 Design modification rules conflicting courses of action, to allocate assets, and coordinate
the response execution, In this example, the vectoring of

If the computed Measure of Effectiveness is not satisfactory, interceptors to the threats has not been modeled

then the organietion in modified in order to increase the MOE
value. The procedure for the modification depends on the The model used for this example, incorporates the fallowing

location f the organization tces with respect to the funcions:
reqauienmens locus The existing eases ace shown in Table 3.

r local (sector) situation assessment: classification of enemy
aircraft based on their signature and air speed, estimation
of number of threatn and distance from the E2.

* global situation assessment: estimation of raid strength in
Table 3. Design Modification Cases both sectors.

local (sector) courses ofaction development: generation of
plans .options. depending on the number and type of

case To T O>T0  S>So nmust modificaton aircraft in the sector,
Tm R>Ro improve required global response selection (global resources allocation): the

-- free assets are assigned to the sectors. or they remain in the

. .false te accuracy introduce inner battle region
decision ald local (sector) response selection: one option is chosen from

the developed cources of action, given the available assets.

2 true false response better com-
tne municatioss The complete set of data flow structures generated by the

improve algorithm is given in Table 4, Four representative structures are
database access depicted in Figures II through 14. Two of these structures,
improve D-S 7 shown in Figure It, and DFS I I depicted in Figure 12.
decision aids will be used to apply phases two and three of the synthesis

- methodology.
Sfalse false accuracy introduce

and decision aid Table 4. Generated Data Flow Structuresrepnebettereom -lsr
lte munications cass _C2improve 2

2
- "T- - I-S-

databaseaecess 2 1 DFS I
2 2 2 DFS2

d er tree false throughput moif 2 2 DFS3

allocation I 2 1 1 2 DFS4
more processing 1 2 1 I 3 DFS5
channels 1 2 2 2 I DFS6

1 2 2 2 2 DFS7
1 2 2 2 3 DFS8
1 2 3 2 2 DFS9

5. APPLICATION AND RESULTS 1 2 3 3 I I DFSIO
1 2 3 3 2 PDFSI

The application of the synthesis methodology will be illustrated 2 3 3 3 DFS12

through the design of Command and Control organizations for
the oster air batle. Tree C

2 assets are considered: two 12 2 3 2- I SI 3

airborne warning radar aircraft (E2C) and the Combat 1 2 3 2 2 DPSI4
Information Center (CIC) on the earer. -
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IF OF MdP RP FP Two algorithms -procedues- were created for the development
of local courses 6f action. one exhantive and one crtude, Note
that the differences in dccision-making style, in this example, are
manifested in the couses of action development function. The

S OR E Edetailed data flow stru&,r'cs, corresponding to Figuren I I and
12. after the elimination of some links that are not required. are
shown in figues 15 and 16.

tocat COA

D#W.inuont Gobal

IF OF MP HF FPAse

t Figure 11. Data Flow Structure 7; r1l'2, cl=2, r2-2. ec22

IF F MP Ft FPFSA 
S

Local COA Allocaion

IF OF FP Figuire 15. Deriled Data Ilow Structuce,7

Figure 12. Data Plow Structure 11%, r1-3, cl-2. r2.2. c~u3

Local1 COA

IP OF MP' HF FP A Hl 'liin A

Il =F l F FP Local Nul _OA A oa

Dttipu.#nt
Figure 11. Data Plow Steucture 8; rl-2, cl-2. r2-.3. c2-2

Figuee 16 Detailed Data Flns. Sitricture I I

In the data flow structure depiced in Figure 15, the inforition
peoicenning is performed by the personnel of the two E2Cs.
while in the data flow structure shown in Figuee 16. the CIC

O0 C F Ml' HF FFE personnel participates in the decision-making peocens by
performing the global functions.

Prom each data flow structure, two Command and Control
organizations were developed through different allocation of the
functions performed by the 132C personnel- tn the first
organization, one decisionmaker performs aill the functions,
while in the second the functions ace allocated io two decision-

IF OF Ml' HF FF makers in series, The corresponding Command and Control
organizations are depicted in F'igures 17, 18, 19, and 20

Figure 14. Data Flow Structure 12; r1=3, c1=2. ri=3, c2=3
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The measures of performance. namely the accuracy J. the

'i 0 i"'V T"resp o n se t m e T , an d the throu g hp ut rate R th at one p i l to
~t~st ~ itf~tPthe miniumn value of the rationality threshold (F, we

conmputed The value used for (Fo)w~n is 5 bitsilsec kM'Iler,
N, 1956). Eleven mixed decision strategies were implemoented for

S ACEeach hIp transition (selecting one of the two COA development

rot. co algorithms).

p, .0.1 k k = 0, 1, 2.10 (38)-

Consequently, the number of behavioral strategies is 121 TO
each bebavioral strategy Corirsos a sew fMPvaus-h

S ,~t.ranges o the M op sre how n n ig res 2, and 
2 3

Figure 17, organization I; derived from IDFS7.
one decisiontuakcr Per 62C

to ne 4o o A '

Figure IS. 'organization 2; derived from DFS7, mgsnsuon

two decislomntaheern Per 152C Figure 21. Range of Accuracy

,om m

14 8

t I. .............. figure 22. Rneoespose Tm

Figure 19. organization 3; derived from DPS 11,
one deccisionmaler pee E2C os

t 005

Tro DIS

~l! ~Figure 23. Range of Throughput Rate

figure 20. O)rgamezation 4; derived from DPS 11.
two decisionmakern Per B20
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N~avalOcean SysLms Cecter
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communications. warfare environment, and
other elements. These -elements of

The recent interest in distributed interoperability are fisted below aid will be
= cdiscussed.
simulation as typi-ied by the JDLUE-, supported

by the Joint Director of Laboralories (JDL) a. ENVIRONMENT. This el.ement includes
Technical Panel on Command Control and threat assets. mission ROE. area of operations
Communications (TPCCC). indicated that new
capabilities for evaluation are feasible but and those factors gene.rally out of the control

*actual applicaton of these capabilities are not contain the warfare environment that limits
well understood and difficult to plan. The uses the scope of interoperabiity evaluation.
of distributed simulation include technology
-projection, formulation of architectural b. REQUIREMENTS. There are restrictions

* concepts, and decisicn aid eva!uaWon. One area placed on the commandslnodes that are in Place
which is now recognized as practical Is ,the mainly as a result of time and these elem ents
evaluation of joint service interoperability and include shore and battle force connectivities.
JDLNET is a vehicle that can be used for this surveiliance data collection methods, and other
evaluation. This paper wid describe this command and control capabilities. These
approach which has been demonstrated at the requiremnts are complex reflecting the broad

Naval Ocean Systems Center. The experiments nature of warfare.

conducted show feasibiity of the approach.

c. SYSTEMS. The commano,/nodes in the
JDLNET will provide a simulation capabifity centers consist of systems which perform

by interconnecting RADC, CECOM, NOSC, and cnescnito ytm hc efr
various functions including correlation, track

NPGS using the warfare environment simulator management, force control, and message

known as RESA. RESA will be described as well hanoling. These systems are a principal part of
as the JDLNET in the context of interoperability interoperability, but not all the functions of
analysis. The methodology used to analyze the system may be involved. Some of the
interoperabiity will also be presented systems are the Naval Tactical Data System

2.0 INTEROPERABILIY ELEMENTS. (NTDS), the USAs TSO-73, and the Air Force

The definition of interoperability as given d. MEDIA (COMMUNICATIONS). Nearly all of
by JCS Pub 1 is "the ability of systems inits, the forms of communication such as data links.
or forces to provide services to and accept TTY circuits, and voice circuits wou!d have an
services from other systems, units, or forces impact on the ability of a command or node to
and to use the services exchanged to operate provide services.
effectively together'. The definition implies
that the evaluation involves actual systems,
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e. LAIMGUAGE The standard messa;e as the sinn.a g w-; als S eat' fm~as sch s adl-A. Tadil-B. TadJ-J, es.etafci standard operational

JIIdTACCS-UTF are crtal to theeeci- -ess farn-es as past of the rel-tne scenano. The
of the funct:"o,al cp r-ans. These formatted tatter capabity is utilized in the joint
ressages must be understood at all tL ineioperabtity e-alaton ccncept presented
ccm.nands or nodes to e e!e ey. here O'.he- ba=c features of the sys'em which

are of interest are summarized in the
f. OPERATIONAL PROCEDURES. The following:

interface operational procedures (lOP) involve
the management of data, air space control. Real-time interactive system with one
search and rescue procedures, weapons minute step size-track motion, sensors.
engagement and status, and other function weapons updaed.each n-u"le.
procedures which can only be completed with
the human in interoperAb.tty ark diey describe Platforms (ships. subs. aircraft) er
the role of the human in the operational individually controlted or can be collectively
procass. controlled (e.g., battle group).

The above discussion introduces the ncion * Models are tabte-driven which allows
of interoperability and many irsteroperability hypothetical objects to be simulated (future
issues are well known. Issues include timely scenarios are possible).
correlation of data, consistent tactical picture,
effectiveness of planning, operational situation * Forces are assigned to views which are
reporting, and others. Once the issue is controlled-by the simulator.
identified, the elements of interoperability are
selected and an operational configuration can Each emulated command center receives
be selected. Some typical configurations will sensor data and .essages which arc computer
be described in a later section. generated.

3.0 BACKGROUND Controllumpire view has complete force
information.

3.1 RESEARCH. EVALUATION AND SYSTEMS
ANALYSIS (RESA). The models used in RESA are summarized

in Tab1e 1. Most are self-explanatorl but a
The warfare environment simulator calied discussion of a few will give an insight into

RESA is a VAX-based force-level simulator the models. One model that demonstrates the
which supports command, control anal!sis and built in logic is the flight operations model
is the simulator used in JDLNET. The RESA Aircraft are launched and will automatically
capability was designed for fully interactive rendezvous and, once all aircraft have arrived
gaming between forces and allows they will proceed with their mission. In
man-m-the-loop operations. There is also a addition, platforms will automatically engage a
capability to script and conduct exercises threat once the command for engagement has
without the human participation. This been given. The simulator will represent
scripting permits the system to be run many engagements without a human in the loop
times which allows a Monte Carlo analysis and
opens the way to reduced manning operation. Other sensor models are designed to

provide iorce level data. The radar model uses
the radar eouation which is then converted to a
probability of detection. The sonar models use
the sonar equations. The navigation model uses
error mean and variances of the navigation
system to introduce positional inaccuracies.
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Other model data can be obtained from the
references.TABLE NO. I A ESA MO DELS

Another feature of the simulator is its
ability to operate in a geographically

Pt.ATrORPAATK4 -AIRCRAFT, SfipS, SUBS distributed environment. The VAX-based
system vil allow several VAXs to be netted

SUB SASE together io participate in the same exercise.
The host machine (master) will process all
commands, platforni motion, sensors, and

IT,' ,lIN MODE/ weapons, Then the communication software
..stibutes the dynamic data base to all VAXs

FIGHIT MODEL- CARRIER LAUNCH MODEL on the net where command centers can be
REFUEUNG MODEL supported. This capability to distribute the

data base is necessary and fundamental to the
LOGISTICS- FUEL, WEAPONS operation of JDLNET.

32 JDLNET.
'SENSORS - RADAR

ESM The purpose of JDLNET is to provide a
J/JAMING distributed simulation capability to support
SONAR, ACTIVE command and control research and development
SONAR, PASSIVE -oals. The concept evolved when it was

recognized that RESA could operate distributed
NON.ORGA.NIC SENSOR sand no costly software development wasFF SENSneeeded to complete the simulation network. ASON UOY network of sufficient bandwidth was required

SONABJOYS to interconnect the principal laboratories

(Figure 1). Though there were several options
AUTOMATIC TRACK CORRELATION for the JDLNET. the DDN-DISNET was selected

to demonstrate the concept. DISNET is a
COMMUNICATION NET MODEL GENSER secret network similar to ARPANET.

The network along with RESA will allow a
CHARACTER-ORIENTED MESSAGE GENERATION shared real-time exercise to be conducted

among the JDL laboratories. The commands are
sent to the master host and then the hostBIT-ORIENTED MESSAGE GENERA'iON distributes the dynamic data that changed. The
data is distributed to the remote hosts. Each

ENGAGEMENT MOELS sfte will have as many work stations as are

necessary to support the exercise objectives.
DAMAGEMODEL. The simplest use of JDLNET is the conduct of

joint exercises. A more complex use of the
network is interoperabilhty evaluation.

NETWORK tUISIIET. WIDE-BAUD SAT., OR FIBER OPTICS

FIGURE UO. I JOLUET
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4 0 JOINT INTEROPERASILUY EVALIATION.

The air defense operational concept is
represented in Figure 2. "Tis concept is a
typical joint operational configuration. There
is a Joint Operations Commander (JOC) and an
Area Air Defense Coordian~lor (MADC) who have AM~

joint mission responsibilities. Each service
has a command rdsponsibrdy. For the Navy that
is a battle group commander. Navy assets i] AWA 1

include the guided -rissile ships and aircraft
(E-2C, F-14). Air Force command responsibility
rests w ith the R egional Air D efense F ,Z .NM 2 CCF ,9 L, , .V,

Coordinator and their assets include AWACs and
F-15s. The Army command in air defense is the
PatriotIlHAWK-Brigade. The Patriot and IHAWK
fi-ing units are his to control. This operational 5.0 SUMMARY.
concept is represented with JDLNET in Figure 3.
Each service laboratory is developed to The JDLNET and the RESA simulator is an
represent the command centers and the inter effective capability to conduct interoperablity
connections include the data communications issue evaluations. The current system is
and simulation data. Voice communications adequate for some applications, but plans to
would require separate circuits in the current upgrade to either wide band satellite or long
configuration of JDLNET but later when more haul fiber optics will significantly expand is
bandwidth is available, it would be included in capabilities. In addition the current simulator,
the net. Each command center and/or systems RESA, can also grow into a significant system
in the command center would be stimulated by through the use of parallel processors and
JDLNET's simulator (RESA). The simulator's architecture re-design while maintaining the
ability to remotely generate both bit oriented existing software. As the number of
messages (BOM) and character oriented interoperability experiments grow, the
messages actually is the stimulus at each node. capabilities of JDLNET will be recognized and

the concept will be more widely accepted.
The evaluation methodology is presented in

the following steps:

a. Define the objective (based on issues) IETWORk (OISnET was, OR FIBER OPTICS)

b. Analyze operational conept/functions
c. Select evaluation configuration/implement I

configuration
d. Develop scenario/files VAX VAX VAX

e. Develop data collection planflmplement
f. Conduct exercise
g. Perform analysis

The approach is expandable to address any
interoperability issues.

RADC CECOM NOl

6 FIGURE NO. 3 JOINT INTEROPERAiuITY CONFIGURATION
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Project Joniper
Cooperative Joint Mission Planning

by

Dr. P.onald-W. Larsen

Naval Ocean Systems CenterArtificial IntelligenceiTechnology Branch, Code 444
San Diego, CA 92152-5000

-ABSTRACT 
BACKGROUND1

Project Juniper addresses the technology of Th; Navy and the Air Force have separatelydistributed expert-decision aids in the context of been working on expert syste projects designed forcooperative and supportive joint Navy/Air Force air the air strike mission. These computer-basedstrike mission planning. The Navy and Air Force systems are decision aids whici provide the assis-have developed expert systems, the Air Strike tance one might expect from an expert air strikePlanning Advisor (ASPA) and-the Knwledge-based planner. That is, as the air strike mission isReplanningSystem (KIS), respectively, which sup- being planned, the system will interpret the dataport the planning of strikes against land targets. that is entered and make inferences on that dataThey have been notworked to demonstrate the feasi- based on rules within the system. For example, ifbility of distributed planning for joint Navy/Air the plan requires that a certain aircraft with aForce.air-strike missions. 
specific weapons load fly from point A to point B- i -at 

a specified altitude and speed, the expert
system car be used to develop a route plan, anitinerarr ancL predict fuel usage. If the system
also knows where enemy SAM sites are located, itcan reco axend counterreasures-.

Because the Navy andAir Force may be calledon to support each other in an air strike nission,the abilities of the expert systems developed byINTRODUCTION te serMcs tust be mutually supportie. That is,
the two systemS should be able to work together,Projct unier an nitited inFT-S uder sharing data and results, to plan the joint mission.the JDL C

3 
technology program. The overriliing two systems ability to wprk together to support aJointS ervice need in C3 is rapid, reliable and joint Navy/Afr Force air strike mission.effective exchange of timely information forplanning. decisions and cmr-rand action. Project

Juniperaddresses the technology of dlstribut', d APPROACH
Wert decision aids in the context of cooperative This joint technology demonstration draws uponand supportive Joint Navy/Air Force air strike current on-going efforts In expert syste's technol-nission planning-. Air Strike nssion planning is ogy in the NAVy and Air Force. Project Junipercurrently a tim consuming and man intensive pro- involves the integration of five separatecess. TO respond to rapidly changing battle technologies:environ ,ents, the time to accomplish all levels of Expert systems: Air Strike Planning Advisor
mission planning must be slgnificantly-reduced. (ASPA) and Knowliedge-basedReplapning System (KRS).
An Increa.cingly lethal threat envirorment requires User Interface: Map Object Oriented Systemthat planning effectiveness rust also be Improved. Envireissent (POOSE) and natural language and mixedTDe Navy and Air Force have developed expert initiative Interfacesnsystems, the Air Strike PlannngAdvisor (ASPA) and Notiorklng: Local area and long baul net-
the Knwledge-based Replanning System (iRS), working of distributed planninq systems.respectively, which support the planning of strikes Simulation: The Research,Evafustios-andagainst land targets. Each of tnese developments Systems Analysis (qESA) warfare simulator providesutilize different hardware and software. They a validated event driver for testing the experthave been netwo,.ked to demonstrate the feasibility systems technology.of distributed planning for Joint Navy/Air Force Decision-making: Protocols have been devel-
air strike missions. That Is, the system users oped which qupport, via network conmunications, awork together, sharing data and results, to plan a real-time distributed planning system for jointjoint mission. 

Navy/Air Force air strike nissions.
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A fuzzy logic iecision wo' has been integrated These plans cust be responsive to a dynamic environ-
into Juniper to support plan evaluation and ment in terms of weather, resource availability and
zelection. threat conditions.

JOIiT SERVICE COXC.JID STRUCiIRE Cociand Product Concerns

The Joint Service Comand Structure for-coo- Objectives
bined Navy and Air Force operationaprovides th2 Joint Force Tasking Priorities
operational contact for Project Juniper. The exis- Commander Directive Joint Operations
tence of the Joint Force Commander ensures that the Intelligence F6sion
individual services:involved in joint operations Theater Operations Timing Sensitivity
have a comon goal and understand their responsi- Ci.xa.nder Order Joint Suppression
bility in achieving it. However, the planning and Weather
exe:ution of that responsibility normally requires Tactical Air Task Asset Allocation
close coordination between the component commands. Cocmander Ordzr Schedling

Refueling
Wing Air Task Ordnance Selection
Coiander Message Del ivery-Tactics

Countermeasures
-Strike Strike Survivability

T~io.2HS- ,i~c~na~r Leader Plan Route PlanningSAO.Formation Tactics
AF C-;. det Cit hevel t~)o.

(l .t,1 IF Wcc) IFi..t ,r) Figure 2 Mission Planning vs Ccmriand Hierarchy

JUN ! JWNIPER CONCEPT

i'Acc c,,oe J c ~,. r. The Navy and Air Force have developed expert
.. Conlsystems, the Air Strike Planning Advisor (ASPA) and

the Knowledge-based Replanning System (KRS), respec-
cir Itively, which support thE planning of strikes

WM[GD O ragainst land targets. These developments utilize
wwincg m C . r different hardware and software, but they have been

networked to demontrate the feasibility of dis-
tributed planning for joint Navy/Air Force air

e os ..... strike missions. That is, the system users work
together, sharing data and results, to plan a joint
mission.

Fig. I Joint Operations Commiand Structure joint Forct Cnn n r

In the case of air strike operations, the Navy r l t
and the Air Force coenand structures parallel each Thetlt

other in a manner as shown in Figure 1. In par- tsking tskinj
ticular, the planning of Air Force strike opera-
tions is distributed between the Tactical Air tetiC / Thutitol
Control Center which develops high level plans for tunwmvar Cor' 1,0.
the theater of operation, and the Wing Operations ptr'In

Center which does detailed planning of particular A---- -

missions. In a similar respect, Nla~y planning Is
distributed between the Composite Warfare Commander, MIlion i lton
which develops operations plans for an entire Fsaking Taski

battlegroup operation, and the Wing and Squadron l
Conianders and their staffs which plan specific stsikein, erl
strike missions. Z T

Figure 2 shows the general relationship
between mission planning and the comnand hierarchy.
At the highest levels, the joint force and theater
commands, emphasis is on advanced planning, char- Figure 3 Joint Operations Cenuand Structure
acterized by course granularity and stored plan
options. High level planning primary deals with Figure 3 shows how the Juniper system sup-
warfare objectives, resource requirements and long ports distributed planning In a joint operations

term strategy. command structure. The top level Juniper system
At the Intermediate planning level, the tac- supports the generation of theater tasking. The

tical cocaiders generate. daily schedules, allocate second level consists of an Air Force and Navy
resources, compare options and replan in near real version of KRS which support cooperative planning.

tine. A. the lowest level, the strike feuder eust At the lowest level the ASPA system supports the

develop fine grain executable plans in real tie. generation of plans for a specific mission.
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rose surface-to-air missiles, anti-aircraft artillery
and air intrcept. The resources znd tactics to be
considered include the electronic countermeasures,

JUNIPe decoys, anti-radiation missiles and deception em-
ployed by Naval aircraft.

when strike plans have been developed by the
individual-services, they are sent back to the top

HAVwKR5s AF Juniper level where plans are selected and inte-

grated by a process of machine assisted review ardcocmprlson using a fuzzy logic decision tool. The
ASPA user may select his own plan evaluation criteria

JUNIPER and their relative importance. The joint plan is
.sautp Pl determined as the best conbination of Navy/Air

Force assets needed to accomplish the primary andsupport missions, considering primary mission para-

meters such as (1) availability of assets like
aircraft, weapons and fuel, (2) number of assets

2 PErequired including refueling and other support
assets, (3),mission duration and time over target,
and (4) likelihood of mission success.

AN EXAMPLE
Figure 4 Cooperative Planning Cycle

Although the Juniper system can be used to
Figure 4 shows a typical cooperative planning plan attacks on any portion of the globe, several

cyclf using tle Juniper system. The first step, detailed scenarios are available for test and

target selection, is accomplished with the aid of evaluation. The rost recently developed scenario
the Map Object Oriented System Environment (MOOSE). is a recreation of the April 15, 1986 Libyan air
OOSE is a flexible, color graphic oriented, nap strike. This military action is particularly per-
and information display system that uses World Data tinent to Project Juniper because the Joint Chiefs
Bank I and I. Object oriented techniques allow of Staff (JCS) participated in the planning and it
the user considerable flexibility in building a was executed using both Air Force and Navy resources.
customized collection of entities with associated The Libyan raid required air power projection, re-
characteristics and relationships. MOOSE is used fueling, electronic counter-measures (ELM), SAN sup-
in Juniper to graphically identify, review and presslon and air escort missions. Juniper provides
select targeting information, position carriers and the capability to quickly plan and re-plan compli-
modify strike aircraft routes and refueling cated air strikes of this nature. The remainder of
stations, this section will detail a typical Juniper planning

The next step in the Juniper planning cycle is cycle, utilizing key Libyan targets as an example.
to generate and send joint tasking directives or The Libyan attack scenario, as re-created on
target lists to the respective Navy and Air Force the Juniper system, demonstrates Juniper's flexible
KRS planning systems. KRS deals primarily with the capability to plan and re-plan single service or
allocation and scheduling of resources for manned joint service air strikes and the accompanying
aircraft strike missions and the associated support supporting missions. These tools would have been
missions such as air escort, SAM suppression, ECH helpful to the JCS staff in rapidly exploring and
and refueling. It also plans cruise missile mis- testing contingency plans. The specific details
sions. IRS can be used interactively by the user of the mission and target area defcnses have been
for data base query, plan verification or plan altered or omitted to keep the example unclassified.
generation at the theater level. The Navy and Air . ,

Force version of KRS work together to plan Joint
missions in three different theaters of operation,
Europe, Southeast Asia and the Mediteranean. When
standard plan knowledge cannot be used at the
theater level, the Navy KRS can task ASPA to auto-
ratically develop sub-plans tailored to new targets,
a changing threat environment or changing weather
conditions,

ASPA functionality currently includes weap-
neering and defense suppression planning. The

weaponeering module Integrates existing stand-alone
ecision ?Ids, large data files, and expert knowl- .- ,,
edge to support the selection of aircraft, weapons
loads, load configuration and delivery tactics
needed to achieve desired strike mission effect;ve- A__ X .....
ness, The defense suppression mdule is designed

to support a strike leader In the selection of
resources and tactics to suppress the local area
defensive threat in support of a land air strike. - ...et e ... .. .
The defensive threat includes early warning radars, rgure5 Target Selection - eenghazi Barracks
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By clicking on the installation labeled "Benghazi" filled into the detailed plan sumnary in the windowBarracks!', the information window in Figure 5 is above. The "PPA1O02" designation in the upper left

shown. This window contains the mjor properties corner identifies this as a power projection mission.of the targets knowledge base for this i-sstallatt ,on.

The user ta change ey o se properties by .
clicking on the property nae and entering a new,
value. To select this installation as a target, -=V;
the operator changes the SELECTED property from F e
for false to T for true. This installation is
then put on the target list. The user may also
modify properties which will also be-included in
the target list, such as priority, time over target

(TOT), probability of kill (PK) and a coument.

Figure 8 MOOSE - Estimate Refueling Orbits

The system can now estimate refueling locations for
the route (See Figure 8). The refueling icon Is
the arrow inside of the ellipse. The ellipse re-

- " presents the orbit of the tanker and the arrow
indicates the direction the strike force is moving.

. .In this case the length of the route is 4880
nautical miles and requires S refuelings.

Figure 6 Target Selection - Remaining Targets Jma

The target selection procedure is repeated until f.,,.n . ., .O,,, an,
all desired targets are on the targets list. This . ,, .u, , -,.
list can then be displaypj on the Juniper interface nn .n .a .,f ,s
by selecting the LIST TARGETS function under the " , *" "
Display OPS menu (See Figure 6).

I r III- ( oa

_,_ _ Figure 9 Juniper System - Summary of
Candidate Missions

Both servicos have returned all of their andidate
missions for the Benghazi military barracks. A
subivary of the plans is displayed on the Juniper
interface (See Figure 9). It is now up to the

user to select among these candidate missionsFigure 7 N-KRS System Planning Bab-al-azlzia Target based on some theater level strategy or other out-
side intelligence. The fuzzy logic tool can also

Figure 7 shows the Ravy mission planning window, be used to help the user make a decision.
The data outlined in black are legal values for
certain aspects of the plan. These values get
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Figure 10 Juniper System - Joint Plan Su-mary

The selected Benghazi and Bab-al-azftia-missions
are now addedt6 the Joint Plan Sumrnry and dis-
played for operator approval (See Figure 10).This, as well a$ most of the other stages of

Planning, can be printed out in Navy hardcopyformat.
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MODEL.BASED IUMiLNINTERFACE DESIGN FOR
ISTRIfBluED TACTICAL COANu AD CO-NmOL*

Donna L Saisi Daniel Serfaty

ALPIIATECH. Inc.
Ill Middleseu. Turnpike

Burlington, Massachusetts 01803

ABSTRACT "Tailor displayed data to user needs, providing

only necessary and immediately useable data for

An adaptive. model.based interface provides a way to any transactions; do not overload displays with
enhance the quality of team decisionmaking. An operator extrananus data." p. 98
function model of human decisions was used as a tool to
guide interface development for a tactical decislonmaking Although the goal is recognized, little has been written on
environment. The resulting model-based interface self- methods for achieving it. As noted by Mitchell and Miller
adapts to the information needs of the team members which (1986) the current focus of human factors literature is on
vary with the system state and the operator activities. enhancing the format of information, rather than on deter-
Both the information cortent of displays and the command mining how to generate the information content of dts-
structure of the interface support the human operators. The plays. The latter issue is addressed here.
interface was designed to decrease the amount of low-level
perceptual and manual tasks, thereby fieing tran members
to concentrate on advanced decisiomnaking problems. A THE OPERATOR FUNCTION MODEL
preliminary evaluation of the model-based interface showed
that teams using this interface perceived a lower workload, A modeling approach has been developed from which
yet were able to achieve a significantly higher level of Ldapsixv interfaces can be created, The interface is designed
system performance. to adapt to the human operator in the following respect.

At the operator task and the system state evolve over time,
the displays vary in information content, the set of avail-

INTRODUCTION able commands changes, and the procedures to accomplish
commands altcr.

Modern computer technology provides the human.
system interface designer with almost unlimited options for iuman functioning in complex systems has been suc-
both the content and format of displays. When digital cessfully represented by "discrete control models" (Miller.
computers were first introduced, their displays tended to 1985) Systems of interest are those in which altemraives
reflect precomputer practices (Mitchell and Miller. 1986). available to the human are finite and sequential decisions
Before the advent of computers, when systems were manip. are made Precedent decisions affect the system and, there-
ulated directly, multiple sensors, each tracking a separate fore, influence future decisions, Discrete control models
low-level process, reported their current status to the opcr. create a mathematical representation of the decomposition
ator This so-called single-scnsor. single-indicator layout of a complex system, together with a description of how
was directly transferred to computer displays, so that the operator activities are related and coordinated.
system representation, as viewed by the user. consisted of
multiple status indicators, a subset of which updated when. The "operator function model" (Mitchell and Miller,
ever a system event occurred. Given the information pro. 1986) is buit upon discrete control modeling constructs,
cessing capabilities of both humans and computers, this but redefines the network elements so that the model may
proved to be a poor interface design approach. Searching serve as a basis for user interface design (Mttchell and
for and integrating unprocessed data is a time consuming Saisi 1987) Like the dinterce de the and
responsibility for a human operator. Time that could be funion moLe tisracrete costrol model, the operator
spent in high level decisionmaking is spent doing tedious function model is a heterarchical ) hierarchical network of
data aggregation tasks - tasks liter suited for a digital arcs and nodes with the links between nodes expressing

pterthan a human deeisonm r, how system elements are related. However, the lowest.computer tlevel system components (i.e., system outputs) are redo
fined as operator control actions (either cogmtive or man-

The importance of interfaces which reflect the oper. ual) and information needs. Cognitive action nodes are
3toes information needs is now widely recognized, Smith linked to the information a person requies to carry out the
and Mosier's (1986) user interface design guidelines state mental activity. These modeling enhancements allow the
that we should, human's dynamic focus of attention and evolving infer.

mation requirements to be explicitly included in the net-
This work was sponsored by the Office of Naval work. even in cases where the person engages in cognitive

Research under contract N00014.84.C.0577.
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Inceming objects are assirned an Idsmi) There are TIM DM OP2A7 Or.%C4N Wa
two types of objects that are threats and should be
destroyed before they Penesare these benN thongs Of as Since thN= are mnb! ;Z docisi:==zers 6eshu be
air and =ufare threats. There is a &Rien-4 or M=u2ra typ= -- ;A cp- P- to ch::::z eah
that should nor be proisectzed. Some objects are assigned monboes rcspoihiKMi However. inthe presen Study4
an urdasown type and require idenlratIno Th 0=1t~Y since %e focus On a two-Persen. parallel lerna (a dy-2-)can be found either through probing the em'irenment ot w ee e~b have %Be =z type of respensil-
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mated fromt object attributes. of the DDD operator fmtia mode is given fromt the per-
spective of one teen muember. %h- ecrisionaler". -ho,
S=.Ver and is sepperted by the othee seam member. the

FINEOPPORJNlY Is)OIVpt -

The DOD paradigmt supports tisne-resrricted decision- There awe ive eajor DDD operator functions
mtaking. Eaclt inromting object is assigned a finite time (Figue, 1). 1Tse model indicass that situation assessment
available (a random variable) and ecsonarsare able is th ceta fucin Sinazzion Assess==en rfem to both
to process objects only withi that time span. externtal (object) and inrerstl (resonre) states The dcci-

siosutaker assesses the situation and makes one of thre
TAROrATRIBIrESdecision.M The first leads to target proessing. the second
TARETAMMUESleads to resoturce redirtribusan. and the third rests in

monitoring for a relevant even: to occur. When any of
Each object is characteized by an attribute set 1. The these three functions is completed, the dceinionnaker

first a:isjbute component can be thought of as strength. the returns to Situation assessmen. The Situation assessmen
second is evasiveness. The a5 are random variables function can be interrupted by a request from the dectsion-
selected from a distrbution whose tang: depends On obj=c tmakers partner. Once the request is acknowledged the
type. The p. ranges for different object types partially decisimnaker resetns assessing the sitation,

ovct~p.Each major opera"o function is decomposed into sub-
functions, tasks. subtasks. ecm To transition between

RESOURCES these activity nodes. a systemt event moss occur or a system
condition must bold, Transition arcs are labeled with the

Mirre is a fixed amount of renewable resouces t avail- appropriat system event / condition. Information nodes
able to the team. Resource components can be thuh are connected to the lowest level activity nodes with
of as aircraft. ships. and radars. At any tite eah tea information ars. Approximately 150 activity and infor-

mation nudes %ecre used decompose the ive major operator
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Rus L. lujor DOD opterte Funcn

of ths -Vper. bct cz be f'un iz Seai e al. (19M)

T1*EOaATOR gUNOODLBASED L%-WFA'

Fir=s 2 shows za overview of aa iseruc designed
basod uWo a DOD operm funersoa nod-l (OFhI). The sop
half of tbe screen is dedicated to proviin object

teosinrequired for sitution asscstneu-t and for
Sys=e :=coixin. Wh&= the deeisi*:==3kecrnue te~XtcheIA
that = no d acio s emestly ap;prWst. be CMvS into a -bMIrunl Ae

less-covnitivey ectancriz sysicu, function ino
which he wais for the arrival of a nem object, new cc- 1 Ou-n
izfnfora. o: mor resources. In additk~n to the object PueoCESTar W=RVwssoAC50ME3vorOXR)st

itfrait.the =0o=t of cutrrent and returning resources
are also requied fee situation assessmnent - once objectt Carra:A Exesionr Area
have been prioritized. it is necessary to determnine the Reesrae.Ru~ewor wsavosu
2=ounA of team retourest avalthl go proces top priority pce.c
objcts. The deiin~krallocates a great smoun: of Cusrrent Re=CS On-lk
time to the Situation ASSeCssnt functio. leaving it to ASIM1
process, a target redistribute resources or respond to a
request f.rom is partner. za then retutning. Thec~cfoie. Figre 2. Ant Overview of the OF).1.lased interface.
there Are rio comsnartds required to access informastion
required for situation assessment. and this information is
displayed conttinutously. EVALVATIONOFMMOPERATOR FUNCHON

MODELBASEDIMElRFACE
The cotmmand exeaztort area is %here the remaining

majort operstor functions (g~. process a target. reditribtite An experimenit was conducted to evaluate thte OFM.
resources- and acknowledge request) arc accomplished. The based interface wihose desigtt was guided by a model of the
command buttons directly correspond to the subfunctions of the DDD teain eseoBer? functions. We were interested in
these three top level ftunctions. The informaton requited toi testing the hypothesis that the operator function model can
accomplish these sublunctions L&e displayed as needed int be used as a design tool go produce an interface that causes
both the attribute information area and t;Ne command a reduction -tn workload and an improvement in trans
execution area. The commnands to accomplish subfunctions performance. To evaluate the operator function model
adipt to the system state, for example. if a procedure %ill interface design approach, the CFM-based interface was
not yield new information, it is not presented as an optiotn. compared to a baseline interface developed using a typical
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es pf bE;y 'mpzing-- the cofPM ser ad the bztemEn I 'The h=22a factorl; inteface nroaemdrnb
1-2r, a new 1:4=o dMWc (i1,c_ mans), and software

apriavdas. arbcct W-o =5==As r=in na

LzeO3Ilbad izecc in 1937. Mie intefacs were % en 1 4jm0- ffy the andznzal reeprre.c

-25 kamrmcd ona flW-i 460 co=mpuze. dlic OFM~mcd - I - T5
intefac on a etwor& of SUN.3n600 werkinzanm. Tbe If r w-3 

1
-n fn inwe

SUN-31160C bas :azy feature co: available: on the PD?- rnlflT-r1!V toi=M
11160. in-clnding momm ac~iy. tiprocessLog czpabil- f 'e-M CM5'st "n WeM Crfe vessd to decrease
itics. lugh resolzti zrp-Ix coa overlippict wia-
do%$s. and ==sei:kc The OFM1-bmzed interface incorporates the d&ta

en!a--met tedmiques Of te hamanz factors interface but
In an effect to saparate the effects of external factos [be-5 Prnciples wecre applied after now data and command

(i-.. subjects. time. hard-are. and software) fromt the procedttre had been generated Display cemtent and syste
dependen zailbye of interest (ize. the tenderbict interfac commands -er developed based upon a model of Operator
desivn approach), two intredae crfarecs sere dcvel. functions in Lite system. Higher level commands were
opecd and evaluated. The first of the new interfaes the defined .S..t mapped directly to major funictiarmsand sub-
baseine i tteface. replisated the baseline I interfare on functions the steps required to accomplish coands, ere
the S UX syste. A fewe cliages w ere made In simplify the designed to adapt to te cemrent state of the system. in
pr:ogriamins of the baseline HI displays. for example', one addition to the information content of di;Vlays, when
ter-minal rahrthan two was used: instead of a radarcope. a infortnatso app;ear and ishat, it is plared were also guided
ILnea display was implemented to show the location of b) the DDDl operator fun-ction mnodel. Thm eeto features of
incoming objects; and objeet data itemns were a=-a.ged in the OP-M-batsed interface were expected to lead to imsproved
columnrs rather than tows. The second intermediate timeliness measures and improved performance along, the
interface incorporated 1 SUs advanced hiardwarie and acuac iesio Itwsas xece htcodnation
software features using Imanan factors guidelines (Smitxh and would imtprove. since the OPRl-based interface was designed
Mosier. 1986) and. thzts. is referred to as the -tumiu: to, keep track of what informnation has and has not been
factors" interface. The information content and the transferred, and the displays information contest helps
command structure of the lonan factors display is that of each dcisiottmaker anticipate support required by htis
the baseine displays. however data format sad layout are pnrtner. A .significant decrease in workload was not
enhanced (eg.. using graphics and color) and a new expected. At first glance it appear that the features of the
comm-and input device (i.e..mouse) is employed. Thc model-based interface would promote a workload decreme nt
most salient differences betueen interaces are summarised - conmands better map to Operator intent, data is aggre-
in Table 1. gated. and information content is adaptive. However, the

TABLE 1. IN ERFACE FEATURES

FetrsHtan Fariors Fotmal Deiin Systemati
Dsty Fcaltxes Planning Support T2ic

Wttrlace Hartfsara uo ot Raitial L!2r (Utus. Co) Capacity Automted Analysis

BASSUME I POP-il/gO 1025 X

BASELINE 11 SUN 1087 X

HUMAN FACTORS SUN 1987 X X X

OFMBASED SUN 1987 X X X X X
Itte
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acr baseine tocae.Te em sn the CPIysderc rlimi y data azalysis fivedeeet
ateerface had moezvion~tc viaiefrue aizblen were -=exa The Eist of these wa am overall

eaZb nCPeutud to c===ura the workload decrement. syaear perfonnane meanne called Fnal St:engsl. Final
JIn--r rle drd -rn'V5s wa r2s1' a 2 ~ Strength Likes into areou the ==!ber of therars attacked,
btwiec, r!e .m-a factor amd OFMnsed iefaethe thec values of threats, t&re timecliness of t atack. and th:e
OF

1
Mssed i-e-rfvo woud cerd v~1.2 ee r1's accnrcy of assigning resources Two of the contrlhutes of

2a-cr. u-d in~ite invt eu . a me in Final S cngXth.areAccuracy and M.oeLness wicdh were
________ amineseprarly.The C e rtion= Rate was also a

depend=nt eaur of interest, as well as a stbjective
measure of team Workload. the 5bjecive Woarkload

EXMirlEX ALD-VMVG Anesioet lechniqze or SWAT (Reid, Shingledecker. and
Eggemeir. 1981).

SUBJECTS

Foot two-mceber Jp~~;WinLzmci=r RWM R UUT

Subirdis were gradanate and udrradua t s um fron thse This section presents A sam Ple of preliminary results
* ~~~~UniverSity- 6f Counncasert. Each team used all three aalbea hst.n.Acmlt e frsst alb

imerfaces iLe. baseline IL humain factors. and OFMd-bascd. available at Saisime n oe plate (1988). mts%*flb
As mentioned previously. pertformianve data for the baseline avibl tSsiadSefy(18)

condition was obtained Lt an earlier espcrieT=.L Most. bat not AlL hypotheses were supported, 'The

baseline I and the baseline II interfaces CI'able 1) were
PROCEI)RE comipared on performance measures. i.e. Final Strength.

Timeliness. and Accuracy, and on the process measure.
Subjects eeie an average of 1S hours triin Com-nrnication Rate, bat have yet to be compared on the

lean the game usinj' tIwer farst interfiace, Tesms; required an Workload dimension. No significant differences, sere found
average of 5 hours to learntio-use subsequent interfaces. bretween these two interfaces.

Sabjects were trained until i) they were above a specified
mninimum performance level. 2) performance appeared to Next the baseline IT. human factors, and O~f-based
have stabilized, and 3) tearn members felt confident in their interfaces were esperimentally compared. The expected
understanding of the interface. There were a total Of four improvement on the Final Strength measure resulted
interfaces evaluated in this experiment (ore of which in not (iue3.We em sdteOMbsditrae
discussed in tis paper), and each Learn' was presented a ran- they maintained a higher level of overall system per-
domized sequence of the four interfaces to pro rot order forinance than with the human factors interface, and the
effects, human factors interface led to improved system performance

over the baseline 11 interface

t U~~~~~~Lke the DDD subjects %bo used the baseline I inter. sepce hr a sgiiatipoeetifare in 1985. these subjects were paid an hourly rate for A xetdteewsasgiiatipoeeti
their participation and a cash bonus based on their average Timeliness for the human factors interface over the baseline
score After each session, subjects received feedback on HI interface. The OFM-based interface equalled. but did not
team performance, surpass the Timeliness improvements of the human factors

interface (Figure 4).

L's)EPEND~ll VARAILES' In addition to improving on timeliness over the
baseline 11 interface, the OFMI-based interface led to a

The main independent variable of interest was, of significant Accuracy improvement. The human factors
coarse Interface. The interfaces were run across a variety interface, on the other hand, did not contribute to an
of scenarios in which the Extcrnal Locad on mire team mem- increased Accuracy score over the baseline Hi interface
hers (i.e.. tempo of. incoming objects and scarcity of (Figure 5).
resources) and the Overlap of abilities and information were
manipulated. This was done to find global, rather than As far as Communication Rate, there was a great
scenario specific, inteface effects. The two-way and three- increase vin rate moving fi-om the baseline 11 interface to the
way effects will be described in a subsequcent paper (Sais human factors interface and, then again, from the human
and Serfaty. 1988). factors interface to the OFhf.bas-d interface (Figure 6).

Comparing the elemerts of Conmmunication Rate, it can be
seen that the in the increase in the human factors ease is
due to a high transfer rate of intended actions (this crpabl.
ity was nor explicitly available in the baseline 11 ieterfice,
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al~rugs heinornaio ,tase c=ane rosy -a --- ecy in asunrBv uren The ies is te numcrcou e 6epress izded aetior Aoin thib n1 asinrs r collected foc ac~a.APoepcTri
base tothehuntn feux zrcrfae. e se t~t te aeten zuesur was taken that inicates Chat no more probes (je.,transfer Wie is beld'eoziatar. has the inor-ation transfer infosnaition, SasPWe froms the ourenst %ere s=a Orsr1= is greatly =istr~ed. Wi.. all L=e ierace ,e in the OFM-buse condiion. ifosiever. it is shorwia fro.t

eltenc ofr Acolacytes the pigh fretsk-. thiet oartbrs

betwen te h= facors nd aselne 1 intrfee. to the resourcis ro equir ed itt thesthreat.s The ci.

sio.n-ulkers; have, a deeision support systena (DSS) to aidI then 'Iia t6e mapping. Since this system is free to use(cOst i:6 resources or timte) the OFNI-based intrerface auto-inasicAlly presents the OSS results just before the decisiont.
Maker asigns resocs. The elemens of Accur-acy will beecasuned'separately in the nent phtase of data analysis.

aaI " ~ Cos'munication Rate mere tamn doubles fom the base-
line Ilcto the huarmn factors conditions. This is probably
due to the simrplified manal requ-irements of the human ftC-~~ tortinarterface aU well as the stew ability to transfer intended(~I actions explic-1ly. In moving to the OlrMI.based interface
there was another leaP in Communication Rate. The OFM-based interface was designed to promote an increasedOL L F , 1",awareness of the paxrnes needs. The htigher information,~. mn....exchange rate may be doe to tram members having moreWEWC w accurate mutual internal models and therefore being able to
better anticipate and respond to one anotlrers need forFigure 7. The Effect of Interface on Workload. informsation.

One of the most interesting results was the effect ofDISCSSION Interface on Workload, The hunsan factors and baseline Ii
interfaces Were perceived as producing the same level ofThe DOD paradigm has been used as an experimental WVorkload. The application of human factors lrinciis!es totesthed for the past three years; to study issues in distributed an existing display, without altering information contesttactical command and control. During this time, it his or comomanrd procedures is A common approach to interfacebeen found that the Final Strength measure is quite inflesi- design. Although the human factors interface was moreble. that is not easily influenced by system manipulations. vitually pleasing (e.g., having color and shape coding) aodThe improvement in system perfcrmanre through inrerfacm allowed the operator to react more quickly (I e., with mousedesign is a powerful result for two reasons, First, we have input). the cognitive cask requirements were virtually theuncovered a variable hsaving a large effect on system per. same, sahich may account for the lack of a workload deer.formunce: even at the global level, and. second, this is an cuert. On the ether hand, the OFAI-based interace did notmntrnmal variable that is under the system designer's con. merely enhance the format of existing data, but used atrol. Velocity of incoming objects in ant crumple of amodel of the operators functions in the system to generatevariable that influences Overall systrem performance bat a2 relevant information. This interface lid to a significantextrnmal. i c.. not controllable by a nyitei designer, decrease in nibjective team workload,

The Final Strength can be broken into a number ofcomponents, two of these being Timeliness and Accuracy. CONCLUSIONA somewhat surprising, result was that Timeliness in theOFM-based interface condition was not better than within An operator furnction model was developed for the DDDthe human factors condition. The possibility will be paradigm to represent the team decisiremaking process in aexplored that A ceiling effect was present. In could be the tactical command and control environment. This modelcase that to receive the minimally required information on was used as an interface design tool to ereate an interface ithe objects (i e.. identity), a mean Timeliness score of 96 which the content of displays and the command structurepercent isthe highest that could be realized, support team decisionmaking in the system. Deelsioa.makers nrc supported in two ways. First. information isAccuracy is comparable between the baseline 11 and presented only when needed and is aggregated to thehuman factors interface, and much higher for the 0 Mh- required level of detail. Second, commands map to the hirghbasd itefac Terear a umbr f cntibuor toth level operator intent. Given system sate. tho interfacebase inerfce her ar a umbe ofconribtor tothe leads the human Operator through the sequence of actions
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A COMPUTATIONAL MODEL OF-EXPLANATION FOR A TACTICAL
MISSION PLANNER

Lt. Mark MaybwyRofl' Air Development Center
Griffiss AFB, Rome NY 13441-5700

maybury@radc-tops20.arpa

A.RSTRAC-' [Dawson et. at., 1987]. Justifying KRS'The current explanations of expert plans requires manipulation of both domainsystem reasoning are often incoherent or knowledge, knowledge ofthe process ofambiguous. One problem !is that planning, as well as linguistic knowledgeexplanation components fail to explicitly of natural language utterances and theirrepresent the linguistic knowledge organization into texts. This work buildsnecessary to adequately construct and on a previous text generation systempresent multisentential texts. A theory of designed and implemented by the authorthe rhetoric of explanative texts is presented [Maybuty, 1987, 1988). The major issuestogether with explicit rhetorical grammars investigated by this work are:and their semantic mappings onto backendknowledge formalisms. * Conceptual models of the task
* Linguistic knowledge of rhetoricalMilRO UCTJTO techniques (e.g. discourse strategies)

With the increasing complexity of expert , Expertise level of hearer (expert, student,systems -- significant components of C31 novice -- an expertise continuum)applications -- comes an increasing need for - Attitude of hearer toward topiccoherent and cogent explanation of (attentive, indifferent, disintersted)reasoning. Explanation facilities contributeto both the developfient and use of * Speaker's attitude toward topicsophisticated systems (planners, (attentive, indifferent, disinterested)diagnosticians, etc.). During development,explanation serves as a debugging aid.Also, explanation facilities augment system These knowledge sources should haveflexibility by supporting not only problem several effects on the text produced thesolving but also instructional tasks. From natural language generator including:the user's perspective, justification ofreasoning promotes confidence. Finally, * molding perspective of description orinvestigation of explanation can provide an explanation (e.g. componental vs.empirical test of cognitive theories of eividential justification)knowledge. 
* limiting completeness of explanation

This research is aimed at the design and need to sell, inrest reader (illustrate whydevelopment of a computational model of exneedto inporest rd (utatytextual presentations.of explanation for the explanation important -- subtlety)Air Foice mission planning system, KRS o length, verbosity, lexical choice
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ISORDER

-a. class,if~ " a*class-of
a-clas so

a-kind-of a-kind-of

a-kind-of- a-kind-of a-kind-of

a~imecs faiork

ai-symIptorn-of a-sylijtoinl-or.

a-symptoin-of

an-indication-of

tests and observations

Figure 1: Relevant Portion of tihe Knowledge Base

EXPLANATION RHETORIC 1987, 1988]. For example in response to
the query, Why did you diagnose

Previous explanation systems have Korsakoff's disorder?, typed in theprimarily achieved textual coherence from functional notation (explain Korsakoffs),
the actual underlying plan, rule chain, or the generator, GENNY, highlights relevantprocedure (e.g. [Appelt, 1985]). In portions of the knowledge base, as incontrast, the approach presented here is to figure 1 above. Then the system generatesexpand on previous work on discourse a pool of relevant rhetorical propositionsstrategies [McKeown, 1985] and develop (possible utterances) by instantiation withan explanation rhetoric (ER) which information from the knowledge base. Theprovides textual coherence. ER are propositions are organized using rhetoricalstrategies that humans employ to describe schema representing common explapation
or justify their reasoning. The impetus of strategies (a local focus algorithm controlsthis approach is work in text generation for topic shift) and then realized with a phrasepresentation of the diagnostic results of structure grammar, lexicon andframe based expert systems [Maybury, morphological synthesizer:
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I
Replacing this directly using a pattern

matcher yields the current explanation
l, hy did you diagnose Korsrkoff s implementation:

disorder? "By TARGET-AIRCRAFr-2: There is
(explain Korsakoffs) a severe conflict between the target and the

aircraft since:
reason 1. DATA: The target of OCA1002 is

evidence BE50318
2. DATA: Part of BE50318 is BE50318-

cause-effect SEARCH-RADAR
attributive 3. INHERITANCE: BE50318-SEARCH-
attributive RADAR is active

4. DATA: The aircraft of OCA1002 is F-
Korsakoffs disorder is manifest because a iIlE and F-111E is not a F-4G."

memory-iq observation and an apathetic observation
indicate damage. The memory-iq observation has a One suggested output (Meteer and
likelihood value of nine. The apathetic observation McDonald, 1988) is: The target has an
has a likelihood value o ten. active search radar, but the mission aircraft

are F-111Es rather than F-4Gs. This might
indeed be sufficient for a mission planning
expert end user.

Current researchi in the presentation of A different strategy would exploit all of
reasoning in a tactical mission planner, the relevant knowledge, organizing this
KRS, is leading to a more explicit and with rhetorical models of explanation
detailed formulation of explanation rhetoric, strategies (e.g. explanation --> justification
In the following example, the user has + evidence). Once again, the primitive
selected the incorrect aircraft for this messages (e.g. componential, justification)
mission and the expert system has to are selected using a focus algorithm which
express that to encourage the user to controls the attentional shifts in the text to
recover from the error. The planner s ensure proper coherence.
underlying justification is presented in
figure 2.

(target-aircraft-2 (data (target OCA1002 BE50318))
(data (powa BE50318 BE50318-SEARCH-RADAR))

(inheritance (is-a BE50318-SEARCH-RADAR
ELECTRONICS))

(data (aircraft OCA 1002 F-11 IE)
((NOTEQ F-I 11E '-4G))))

where: OCA -- offensive counter air mission

powa -- part of which are
BE --battle element
NOTEQ -- not equal

Figure 2: KRS'justification of an automatic planning failure
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A proposed response to the simulated
query, Why was there a conflict between Explanation predicates are mapped to the
the target and the aircraft?, would be: backend knowledge formalism using a

range of semantic relationships. (This
(explain taret-aircraft-2) mapping could be a non-trivial task,

particularly if the system were not based on
EXPLAN some semantically explicit model of

justification knowledge, such as frames, rules, or if the
evidence knowledge itself was poorly represented.)

The variety of the explanations will partiallycomponential justification depend in part on the semantic richness of
componential elaboration/attributes the underlying expert system. The
attributive
attributive justification explanation predicates are:

The OCA1002 mission plan failed Explanation predicates
because there is a severe conflict betveen componentialjustification
the target and the aircraft. The target has an evidential justification
active search radar. The aircraft is an F- physical/causal justification
111E instead of an F-4G. An F-111E can classificatory justification
only block radar but an F-4G can destroy genealization justification
it. associative justification

characteristic justification
or functional justification

componential justification
componential elabomtion/attributes The semantic relationships which
definition correspond to these (in order) are:
definition (juxtaposition)

The OCA1002 mission plan failed Semantic relationships
because here is a severe conflict between aggregation: "a part of'
:Ae target and the aircraft. The target has an indication: "an indicator of'
active search radar. The aircraft is an F- causation: "a cause of"
111E which can block radar. An F-4G, on classification/specialization: "a kind of'
the other hand, can destroy radar, instantiation: "an instance of'

association: "a set of'
attribution: "a property of'These explanation strategies were capability: "a capability of'

abstracted from explanative texts which
humans generate. These were formalized
into the explanation rhetoric presented in
figure 3.

EXPLAN justification + evidence
reason componential I evidential I physical/causal I classificatory I

generalization I associative I characteristic I functional justification

evidence attributive* I definition* I inference I reason

lFigure 3: Explanation Rhetoric
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COORDINATION IN ORGANIZATIONS WITH DECISION SUPPORT SYSTEIMS*

Jean-Louis At. Greset
Alexander 11. Levis

Laboratory for Information and Decm'on Systems
Massachusetts Instituteof Technology

Cambridge, MA 02139 USA

ABSTRACT model, whets decisionmakers interact, they manst have some
protocol to recognize that they are exchanging information

A methodology to model, analyze, and evaluate coordination in pertaining to the same event. Two measures for evalaating
organirations with decision support systems is presented. The coordination are introduced, iuformation consistency And
issues of inconsistency of informnation and synchsronization are synchronization. The latter measure relates to the value of
erophastzed. Predicate Transition Nets are used as the basic information when the decisionmakers actually process At.
technique for representing organizational structures and for
vharactenzing the coordination of processes. Protocols of A generic; model of a decision-maker interacting with a DSS is
interaction are modeled by transitions for which the rule of presented The focus ison the architecture of the system and on
enabhlcrnt is that the decisiunakers, when interacting, must the differen system components that the decision-maker can
refer to ihe same state of the environment. Two mieasures of access. DSS's have Occome an increasingly important par of the
coordination are then introduced, information consistrcy and miltary Comtmand, Control and Communications (C A systems
synchroni7,atioa. These measures are defined on the basis of the (Waltz and Buedeo, 1986). In this context, the DSS's, also called
Attributes of the tokens belonging it, the input places of battle management systems, automats the fusion of data
iroasotions modeling interactions. A, recntly developed conceissing the tactical situation and the quantitative evaluation of
simulation system for Predicate Transition Nets is used foe alternative courseu of action.
investigating, through an example, the dynamics of such
orgacizations and for analyzing how a tlacision support system Decision aids Are defined as any technatue ot piocedure that
Can alter thencoordination inan orgnization. restructures the methods by which problems are analyzed.

alternativces developed and decisions taken. Keen and Scott
Morton (1978) emphasire that decision SspOrt systems. a

INTRODUCTION particular form of decision aids, have specific adosatages:

The decisionmaking by organization members implementing thu "(i; the impact is on des isiuns in wis'uh there is sufficient
commnand and control process mast be coordinated in order to 4trrarsrefor comparer and analytic aids ro be oftraise. ba
improvC their effectiveness, Derision aids, which are part of the where decasonmakera 'judgment is essentiL
C3 systems, ainm at increasing the ability of decistonmakers to
perform iuir mission effectively. Bly offering faster processing to) the payoff is in estending thte range and capability of

cpabilities us well as access to databases, they may bri the dectsuonmakera 'decision processes to help them impiore
oraiainmembers to achieve the requirements ofThe tiiefeieeo

mision. Hlowever. decision aids alto increase the possible
alternatives among which to choose in order to process (itt) the relevance for decisionmiiker4 is i/i cication vi a
information, and in so doing, modify the nacue of the supportive wel nder their ois- control uis/th does nt
decisionmakets' activities. In this contest, it is imiportant to attempt to automate the decision process, predeline
evahnute the extent to which decision aids, and more particulsely Objeetivs'e, or iunpase solutions,"
decision support systems (OSS), con after the coordination Of

-the varios deeisfon-making proeses. Thas, DSS's do not automate the decisionmakitig process, bat
muset facilitate it, When confronted with a particular task, the

The frdaewoik osed to addiess this problem is the qsattatve des-siuniaker keeps the .hots" ol peiforing it by bauisci to
methodology tLevis. 1984,19S88 fot the analysts and evaluiation requesting information from the DSS. This slsii vtscds on
of alteroative aiganiieasonial souctures. In ordet to provtide some the reliability of the DSS or. more exactly, on dhe extent to
insight on the cohestveness of organirations carrying oat whtch the organization mtembers rely oa t.
welh-defined taskt, a mathentatical description of coordination is
developed is it relttes so decision-making processes. The The evaluation of the effectiveness of A decisionmaking
psedlicate Transition Net fortaism iGech0 and Ldtutenbach. organicotiot sonig of boman dc~istuoiiacikis jidoI by a
1981s used in this papicr builds on Poitr Net theory (l/rams, DSS is a complex issue ocany iu ,iratcd las-ots a1l:,i i/in
t983s, but atlows the modeling of coordination based on the effe'ttveness of the ocetlill system. C g. i/ic limited i'lsioiaivon
Attributes of symbolic. informattion carriers in the net. Irk ibis processing capacities of the decisiont iakein. the haidwase And

____________________software characteristics of the DSS. or the extent to which the
*This work was carried out at the MIT Laboratory for organization members ose And rely on the decision aid. One
Infottiattoriand Decision System with support provided by the important question is to kinow whethet 0s not ilic Usetall
Office of N~aval Research under Contract No. organization, when aided by the DSS, is mnore eflectic in
NOO0484.K.0519 (NR 6411-sV). fulfilling itn mission.
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Earlier work has assessed ihe impact of preprocessors (Chyen Distinguishability of Tokens
and Levis, 1985; Wengaener and Levis, 1987) and databases
(Bejant and Levis, 1985)°on the workload of the decision- The fundamental assumption of the model ts that a
makers However, it seems eessary to measure the extent to decisiontriaker can process only one input at a time in any of his
which the DSS can affect the coordination of the various internal ;rages it follows that any other input that ts ready to be
decisionmakers who use it. Inideed. the introduction of a DSS mh processed by the same stage waits in memory. Therefore,
an organization can lead either to an improvement or to a queues of tokens can build in the places of the system.
degradation of its cohesiveness, depending on the functionality
and capabilities of the DSS, as well as on the perception of and At any internal stage of the dewsion-making process, a
access to the DSS that the decasionmakers have. decisionmaker can discriminate between different items of

information on the basis of three charactensrtics:
Simulation of Predicate Transition Nets is introduced to
investigate the dynamics of decistonmaking processes - - the time Tn at which the inputs that these items of
especially phenomena not captured by analytically tractable information represent entered the organization.
models, such as the use of different protocols by different the time Td at which the item of inforatation entered the
decistonmakers. An example demonstrates that decision aids can internal stage where it is ciurrently located.
degrade the coordination of decision-making organizations by the class C associated with any item of inforitatton by
affecting the dynamics of the activities and by increasing the the previous processing stage.number of alternatives for processing information. The definition of the attributes Tn, Td and C derives from the

following considerations:
PREDICATE TRANSITION NET MODEL

OF COORDINATION (i) Since inputs originate from a single source, one at a time, the
attribute Tn corresponds to the time at which the input

The orga tiatons under consideration consist of groups of represented by this token entered the organization.
decisionmakers processing information originating from a single
source and who interact to produce a unique organizational (i) Sine in stochawiic timed Petri Nets, the finng ofany token
response for each input that is processed. In Petri Nets terms, takes an amount of time that depends on the processing time
there exists a source place, Pso, and a sink place, psk. A resource of the corresponding transition. One san assign to any token
place. Pis, is introduced to model the limited organizational in a place p the time Td at which it entered this place.
resources. A transition tp models the partitioning of the input
from the single source into inputs received by different (m) Since tasks are modeled by the alphabet X 1stn,., xn,.
organzatilon members or C' system components. Furthermore, it is assumed that each plaee p is associated with a
if seveial de isoumakers piovde responses that must be fused patrttioning D(p) of this alphabet. The number of elements
is order to obtain the organizational response, this stage of of this partitioning is denoted by c(p). This partitioning is
response fusion is m deled by the transition tf (see Figure 1). such that D(p) = [D(p41),. , D(pe(p;)) where D(pi)

denotes an element of In (X).Thus, the third attribute C
of each token belongs to a certain pariioning fl(p) of X,
this partitioning depending on the place p where the token is
located,

The different resources that the organization has are assumed to
135 be indistinguishable; this might not be the case when

organizational resources are allocated to different inputs in
accordance with some doctrine. In the same way, the resources
that represent the deciisonmakers' processing capacities am not
distinguishable. Consequently, hree types of places are defined:
Memory places carry taformatios internally processed by each
decisionmaker, structural places carry information exchanged

__ __between a decistonmaker and the environment or othet
organization members: and resource places that model the

Pis limitation of resources that constrains th- processing of
information by individual DMs. Memory and structural places

rig, I Petri NetofIntera"uns betweenaDisuunakiug ountan tokens that have an identity sine they n sAli lomaaui
Organization and the Environment caners, while resource places contain tokens with no identity

The source p generates single tokens that arrive sequentially
andaremarke with the arrival time. The task is modeled by the Each place is associated with one of the variables X or0 The

variable X takes its values in the set X where each element of X
prob(x et) denoted by prob(x) defined on X The set of is a color represented by (Tn. Td, C) A token with an identity is

of X is) denoted thein d onX'Me an individual that is assigned a color, All the tokens with no
subsets of is denoted by 11(X), then, identity are denoted by the color t. The variable 0 takes its

values in the set (I such that (D = ().
n (X) = (X) - 10) (1)

The marking of PN is defined as follows' For each place p,
where 0 denotes the empty set. M(p) assigns to each value of the variable associated with p a

non-negative integer number which represnits the number of
A clock is used to mark the instants Tc at which the process is tokens in the place that have the corresponding color If in
observed. In accordance with the formalism of Timed Petri deignates a certain olor, M(p)[m] will denote this number
Nets, this clock provides no.nugatve rational numbers. Since each color ma corresponds to a triplet (T5, Ta, C), this
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n Wll bus 230 by i~X(xc2T Cab C!:Cs C=7

Mfp[c1c= be Ed -Iyby .i'p-

pi-

PgP

Retell. ~ t m i t~cdfiso~ta

d=n tOken hra-eg zro 2 ani%= T. ggF~e-- t sz

Fs.2E o zir !M : d 5

In thise ielo the ftomm !-6 bold: esii a;tM; i2 rho, eace upoplltih has be= i isa for
cut 6X, =2 C Xerh dmiof

- M(pz)[cil= ZV me X- (ur).M~pjXuaj O. Rolie2 moad 6 i=ocs abc: sn- in =akcrasafm
- M(p.Amtll = 1; -%(p2)(nsJ = 1,inceneCIMM2 fi=Otnotherres ofth= ojiz.ai kea~yfo tha

In inrs p~p. a crnsra %-M be c::Wo if id oMiv ifu,'-- I is
veirifed. In the case of i=rczja traasi:aes rule I is auzYs

V in en X, x(p.)Ior] 0. %=fld l=2its L7=2 pace ima zk i = dpreict
esoui oe pcc d* isno; soerc place. it m=n tli=

'The firinig Ora nauntion tis cbheraccrd by the foiiowing thTzrih1e of the coaes nip - mi == have the snna

if ia rieorplace, Eis the OIM C.
- if p and p' ierr ory, or ssrrctnAra places. in and na Token Selection

are erricannofX.
71be, anrisure; oftknslcnaie since the gt=n i

sorce generates ore input at a time. Furthermore, two places that enable, the transtion t. This is illustrating by the
representaives of the same input Can=o stand in ti:esare place. exmpleofl r:=4 where rule 2 ofecaifeaear applies.

Idethe net is an Marked Graphan.s.acple s
only one token per firing.

- m, =CTnl.Tdt.C') m=Tu.TtC)
Proposition 1. A placeanotcontaintwo tokens whichate i- C .
thecsameatteibuieT, .~l

Protocols of Interactin n (.;.Till, C2). my-CI7 AC2

One must recall that the see of input places of any transition iean
contain a resource place. The rile according to which the Since the enabling condition is that the tokens have the same
resource place must contain at least a token in order for: tgo be onn-A time T,. it follows that the oansitionI is enabled by both
cnab!ed will apply. Hlowever, since resource places do not sets [tn). tri'. .ni" and 002. 8 2 m27) Therefore, a rule
consratn the rule of enabletnt of a transition, but by requiring moust exist to decide which token set wtill be rermved by the
the presence of a token, the dincussion on enablement that rest firing oftlWrston L
follows focuses on structural and memory places The Perri Not
model of transitions where fusion of data is done is shown in It in asumned that this rile works as follows: it selects a token in
Figure 3. a certain place p of the prese of transition t then the set of

tokens removed is trone to %hich the token selected belongs
When the fusion of data is performed by a decisionmaker, only Therefore, before applying the rule. it is necessary to decide in
one of tie places Nt is-. pna memory place. We denote it by wAhich placeep thenselection will be done, Onecan see on the
Ph Any rule of enableinent can be introduced at this point e example of Fgure 4 that pl. P2 and P~ contai cacti tWO ton
NJ denogethe marking of tht- net.MThn, two possible rules arm that enable transition L.Ti means that the selection of the
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Vic Int ib cfti=e Ofin ftFlmomI do n

ni. t ec- a awi n tm ;u= Z=n

... c l'=6) !x ;. Io 4 i sei CDrss syt

Then secio ;Af dbm in Fzn 2. 7ien &~:=,zz3 of C=

t (4- Y. 4 7, (e. Y. z) )e -. (Th% = x) o( the

en2 e)

T3 7is a bintydtnonddfimdbys
Val .y zVi'2 W. f. z) jc (r.z) T (y e 1sT -:02

and ( (ll .4 z) ~'(e. z)
(4)

Fip.4Tok=Seeon~mI
hercL-Sion T3 defines an order relation on the set X. Let

Prng'oxin: 2--Meseenmin the plarepI of a token =nm;f tt. - ti1 enote theckcnins orx ss1csremrsect the cozors
tokens twhat n be fimd by =s~i t d= =s unquely ft~ ohe r tokens reenvd from plzo spl,-pv repci~vly, by
token; that laill be fi.red in the other places Once a token his trnasiti 

t
.; let tn% denotes the cooso of the token remoed

been selected in the place p. iesanrlb=T 3 enereaponds toone fr om the nsene.-v place pk- Furrrtieno. each color to,
and only one token in any other place of the preset of the corxttSP OtdS to s inte triplt'Mi (~TY.C')-

The fitin; ofte t ;s37tehronized if. and only if.
Fort type s of nult sofI selectionm PS (t) =t ~e consid&-me&-

1) -rk w adL"- i h respttth d e b eTi (I' T,' (I.) (T 4 . (5)
(Hi) rules thdrbra-iAn resct to th anieT&
(M-) nekStht isrtnte svrrh respeet to the aiticle C Thits defintion allows to dtscrummnate between firings that are
(V) rules that comnbinedifferetrt rules ofthe pmeions 1,es. synchronized and firings itn which one or several tokents in,

zrriv in theirenpotive places later itan ink in pL.
S me a npl fposbeiIs ae ole oing: The firtng of t,% is consistent il anti onlIy if.

FIlFO: the decisiocerecan dectde to process frst the inputs --
thatentred the organization first. Itt this case, thetoken V (I. J) E (I. ,r)x t 1 .F), i~ C) 4'~ Cl)
wAith the IowestTo is selected. ' t

LIFO. the dectsiornnaker decides to ptrect first the- inptt s ..e.-x the da~a fised by DNM5  'nSInnaisten if the (6)~wa
entered the organtzatton last. Thecn, the token with the the Saint class C On thts, basis, the following desmtion fotthe,highestT in telected. coticdinnriorof an inronctionisolsained:

LOCAL FIFO (LFIFO). the decistonmaker dectdes to The firing of 11n is coordinated if, and oily if. it &I
prcs rust tihe inputts tha entered theintetttl sgage -Ahere s~ nchronized and consistent.
they Cttrrently are frst. The token Aith the lowest Td is
selected. It in Possible now to charaterire a coordinated transition fring

LOCAL LIFO (LLIFO): the drcisiontnsker processes first by the order of arrivloftlte-token nthepaces of itspres

the inputs that entered the internal stage where they Proposition 3. When the firing of in . to, by 1,,, iscutrenttly are last. The token itih the highest Td is selected.
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(m=iw h c t. s ken ok oft ==y FIW is D gt* ds.r,) (0

1~ddc~SO3~glimim ~ 71:::s =2s= vzrmeiars beonee 0 =1i 1. with I being The, idealeii~~o; c C 0*g=:W f! tsk i-for J kc jn ui c OZ =nsfort bk :

M= la ccseonoa 2ta-sk is coord1*ate if.;: y if, isi

decinonrsr DMicoesastsof two pzts (i) the oatiT
lire ec rc of a Pri Set PN is coordinated if. and d ... i. nmi=Leral operates on the~,hf~t5C t5edfcrz3 e==I efoimd tionaze =6 ) the tera c Tipae Spent by the nrferrabonin3

- 6c yrto be=Sgprocessd.

iNFOW3ATION COS1TCY The rerrTpis dcotwofacstor Imbrrmioncan renain in
~~ . ~ The memory of t ecisorrsa untiil he decidecs to proesas it

Gh 2W :to trn6v h b~~oa ___io aitb The relevantl zlgorithm Sine =n asgoeithrr cannot process
tw rrpn _x th m tm somej inu aill have totnri

in Higtn-3- A. caci grasition, tie the decisionmakecr D.Nh eeprcesw in memry for a certai amount of it=m unrtil the
issociates a cass Cb sith eachi inpu j thi;class is decctd by ~J~lonih isaable. o nomto ca. Zis rman
lr4, tnj zd bekigs to Mqg~j a p=:imoa of te phzbet X t incroor becamse The deiirikrhas to W3tt to tecive data

toOd.t h c2hge cni .!edsge a An organization is rot Acll syechromized uLen the
=s-- driibedwisoamkersbo a a =Sc= =F deistunikri; aveto *tt o on periods before teceiving

.. e provided with the s2ame t of classes; thetfbme it is the ijfonuation that they need in adce to continure their
ai d terpoesig Conversely, the organization is well synichronized

thesela sate alL
V 3.)(I ).DW -D(? 7 The sojourn timne T(xtijs) of the tokent n~j. representing the

If in5. -. ni designate the coiors of the tokens in the pnises of inputs, in the placPhof the preetof ernson t. Xasures

teuTi cresprxod go wrpxxt xj and that arcied by t= heh the --mot-t of Time spent by The token in the place before it is

inticr Cl(xi~t.... Cr(xi. W~ dotoe tixeiratxxibute C Let firot ~ )= 5-T (I

r(;,. tint) designate tiks vector (Ct(hi. tin). ..

clemen of Il(X)if- Let probici(x.t.-Cut5 . to)) Thisquantity iszxsiwmnlic firisgoccrrsat thesame tmethe
token enters the place. Conve.sely, itifflers; fromg zero when the

enote the probabiityof hav;g tokint ith attbute C1
(x1. tii firing canniot be initiated at the same time the token enters the

),.--.. Cr(s,. 1.t) fcr the input xi at the Stage rn j-, places pl=ceThe following quan ty can nowbe introduced.

pg pv. It will he written as prob(Vtsi, tiA)). If z(V(xi, 60

is the number of stubsets of two clemgentf Lx.t %t,) (2

The quantity Sthi(x. t nicmasurts the difference between the(rM r sojourn timer of the :oens; representing xi in pb and p5,'.e. the
z(V~,. ~)) 121= _____ . difference between the lengths of time that the information sent

tJ 21 (rti2P W by MIT, atd MIT TO DNIlk remained inactive before being
%%her n(V(xi. ta)) in the number of subsets of two elements poessed

(C
3
I(x,. Tint ), Ctijttm)) of (Cl(xsi,Tn),... C'(%. tint)) such WVhen pk represents the memory place. SLkJ(xi. rnj) witl be

that Ca(x1. t) Cbxt,) Finally- computed for each structural place pj. If it is positive, it implies
~ that the tokrin mhas tpent more tinse in pik than the token m1, in

*Ihe degree of informatin consistency for stage Tint and nodgadtio~n ofsyicroiz.-ton, because DMkisnorready to
input xi is: O(V(s1. t) prcs the next task.

d(kc.- t,.) d prob(V(Xi. I )) f(~. t,,Fy (9) Let F(s) denote the function defined on the set of rational
V~xQ . z(VXj- j ))numbers, Q, by.,

By adding the degrees of irformatirn consistency d(si, t1.0 for Vx Q,0.(x2 0) =n (F(s) x)
each organizational interaction ta and each input xi and
weighing by the probability of having that input. one can (s-0) to (F(s) 0) (13)

mecasure the organizational degree of information
nconsistency, D. for the task at hand:
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Let lXTqo desoc e se ofinefices Iffor the s~rcrnrJ placs In this con=%xt ther is clear need for a comptarenzcd decision

Ph of Pre%.). Then tbe rocal lag for the trasitn in aiigsyste for the COOr&-ai;00 of t1CI 2Mis of the VZrioUS
processing tapM xv S(xv. t=L) can row be defused as follownr. dccoisssakersSula deision .7 Isymemn can modifythe

S SL.,- (14) the possiily oqueying the s)gent (Weingacriner and Lcvis,
ca (fl(LtU ) 14 1987). For each irput arnd each stage of his internal

h~ t~v~i..)decisionmaking process, the decisionniaker must make
or. froma (12). meta-decisions concenng the use of the DSS. These.

ac-eiic S ae of three types:

t. C u' u o=u' theDIN!does notqery the DSSnd peforms

the D.% sends a query to some component ofth

inf~isdo he eedsto cntine hs prcessng. 71c easue S but compar es its response with his own aSS=
does not take into considerati the itemss of information for
whiclihdrcsic nsakrdocsnsuwi. Whecn sev-ra decitionmakers use a DSS for:a common task, the

The measure of synchronization for decisioninaker D'%k DSS can increase or decrease the coordination of the group.

and the rest of the organization. Sk. is defined am It is not possible to define a genetic type of decision support
system because DSS's are. in general. appliestion-oriented and.

Sk= 'S io~iT S(si- (16) thefore. quite specific to the organizationswhiich use them and
4 " to the task that must he- performed. The following model takes

Si 
t
.A~t)into account several capabilities and characteristics %%hich ae

Itistheexpcte vaue o th su ofthemaxium agsforthe common to moss of the seal systems. In paettesla-, it takes into
It i th execte vaue f th su ofthe ai~momlagsforthe consideration the fact that most real DSSs have facilties shared

intserinstaeseecuted by dcisonmkerDMkfor the inputs by several users and facilities accessed individually. From a
Xi. physical standpoint, the DSS consists of: mainframe shared by

the organization and %hich is accessed by the decision-makers
The mean=r of synehronization for the organiration, Sen through remote intelligent terminals and a communication

isrgienxb) netwoik. The terminals are called intelligent" to the extent that
they pr~ovide the users with the opportunity to do local

S1  jS(.t 5.,. o processing withost quetying th centra sytm

The DSS provides a multiple-access capability to the
decmsiosmakers who can quety it in parallel. Several databases

Itris the expected value of the sum of the maximum lags over the are stored in the mainframe so that a decisiosmaker can get
overall decisionmakiug process for the inuts xi, information concerning the state of the environ ment as %%ell as

On te oe hnd. he easresSk. or achL an STacheve the possible responses that he can give to any input; it implies
Os, he ne and th mesurs 

5
k fo eah k an STacheve that the decisionmaker can query the database both in his

their best velues when they are zero n the other band. there Is Situation Asesimest stage and in his Response Selection stage.
no upper hound on the values taken by these measures; they
grow to infintity ifsa deadlock occurs. Since each interactional The applications implemented on the system do not embody any
transition tue belongs to one dectsiontnake, and one only, the heuristic and do not develop alternative solutions. They
following relation holds: implement models and doctrines well known to the decision.

makers. Consequently, the processing of any particular task by
ST =(IS) DNM1 involves some or all of the four essential components
S, S';described in Figure 5: the decisionmaker DIM, the intelligent

S terminal i that he uses, the communication network, and the

Thus. one can compute the contribution of each individual mifae
decisionnssker DM5l to the total synchroniration measure ST for
the organization by taking the ratio SkjSV For each of the three paths iflsiraed above, the amount of time

that it takes to process the input for each internal stage of DIM,
A MIODEL OF ADECISION 4SUPPORT SYSTEMI depends on several factors:

11ce amount of data that must be handled by C
3 

systems for a (i) in path 1, the steciston-maker processes the information by
typical mission is very large For example, the astisubmann himself, thin takes an amount of time equal to the
warfare (ASV mission requires the strveillance of a vast area processing time of the corresponding protoco..
where rasltiplesensors; gather informaton on the environment.
The typicaJ information requirements (Waltz and Iluede. 1986) ( i) in patih 2, the; docision-maker uses only the intelligent
seeft following: terminal The total amount of time ialen by this operation

t he suveillance area covets 2000 x 2000 km coresponds to the sum of the following delays:
' he sensor systemis consist of 4 surveillance aircraft.
12 AS'. ships, and 2 ASW submarines firm spent by the decision-maker to query the terminal,

-the numberoftargets canbeias high as200. ! ime spent by the terminal to process and display the
-the number of repots per inuate ranges information;

from 1000 to 5000. .time spent by the ded ion-maker to asesthe Tesponse.
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(4) D.N1queries the mainframe anid relies oni its response.
(5) DM queries the intelligent terminal and relies on its

response.

(It

Thussnution

Tenaimli

(3) -

Fg.5 DMI nteracting with the DSS

(iii) in path 3. the decision-maker uses the terminal as a dumb if
terminal to quety the mainframe. The total delay of this
operation is the sum of the following delays: a

- ime spent by the decision-maker to query the mainsframe
time spent by the tmainal to access the netwoerh

- time of uansmission to the mainframe;
Stme spent by the mainframe to recognise the query and

initiate the proceasing,
- tme spent by the mainframe to pr-a the information;, R -J

time spent by the mainframe to e the netiirk;
- time of transmission to the terminal;

Stime spent by the terminal to display the information; - z
time spent by the decisionmaker to assess the response.

The use of the mainframe involves the execution of Fig.6Petni NetModelofDM Asded bytheDSS
operations that can take an amount of time which depends to a qma is the algorithm used byPM to query the mainframe in
large extent on the physical configuration of the system. In alternative 2.
particular, the delay of transmission through the comeeicatot qts in the algorithm used by DM to query the intelligent
network can vary oNer a wide range according tv the specific terminal in alternative 3.
route use which depends, in turn, on the origin and the qm is the algorithm used by DM to query the mainfram in
destination. Furthermore, a query to the mainframe may be altemative4.
much more subject to eiors due to noise and the distortion in the qt is the algorithm used by DM to query the mainframe in
transmission than a query to the intelligent terminal, atemative 5.

fm is the algorithm that DM executes when he has queried
Petri Nt Model of Deisionmaker Aided by a DSS the mainframe in alternative 2.

is!given in Niet model representsi r thI aided by s aS ft is the algorithm that DM executes when he has queried the
The PeIrt Net model of a decisionmakec DM aided by a intelligent terminal in alternative 3.

is given in Figure 6 This model represents the different adm is the algorithm used by DM to assess the response ot
information flow paths that exist when a DM interacts with the the DSS and to compare it with the result of his own
DSS at any internal stage of his decisionmaking process. Figure nrocessing i aliematives 2 and 3.
6 illustrates the information flow paths for the case where the adss is the algonihm used by DM to assess the response of
DM uses only one algorithm f for performing his task. The the DSS ia alemartives 4 and 5.
symbols in the figure are defined as follows, - QDSS is the query sent by DM to the DSS.

u i s the decision variable for choosing between the five RDSS is the response sent by the DSS to DM
ateeis n aae rv ut is the decision variable which determines whether the
alternatives: intelligent terminal or the mainframe must process the query.

tf is the algorithm performed by the intelligent terminal to(I) DIM performs t he stage bylhunsel f. process the query.
(2) DM queries the mainframe, performs his own QMF is the query sent by the telgent terminal to the

processing, and compares the two results. misieq
(3) DM queries the intelligent terminal, performs his own RMFT ithe response from the menframe transmitted by the

processing, and compares the two results.
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I
network to the intelligent teninal, and the surface ship e commander. This example has been
tim is the protocol of transmission from the intelligent studied from another standpoint by Papastavrou (1986) The
terminal to the mainframe. Petri Net model of rich an organization is presented L Figure7•mi is the protocol of ira.rtmission from the malnframe6t &x
intelligent terminL-A|
Q.MFr is the queay from the int helligtcrtinal transmit tedtby the network to the m aran . SA -1 S I

RM IF n the response from the mainfrane.
pmf is the algorithm perforieed by the mainframe forSprocessing the query.

d is the algoithirifaziqueries thedahtabase.
dbs is the algorithm that perfonms the search ii t database.

This model shows that the decisionmaker interets with the DSS
by fusing the information that the latter p-oduces.Therefor. it is
possible to evaluate the synchronization betsween DM and the

DSS. INl2

The places labelled QDSS and RDSS represent the structural
places that contain the information exchanged by DM and the Fig. 7 Petri Net Model of Subordinate (DMI)
DSS. In accordance with tbe PredicateTransition Net model, the and Commander (DM2)
transitions adm and adss are the only interactional ones. These
transitions will fire only if the tokens in their input places have The decision-making process of the commander and the
the same attribute Tn., i.e.. they correspond to the same input subordinate have three stages each. In the Situation Assessment
from the environment. The meastre of the synchronization stages, they assess the signals that they receive from the
bet" een DM and the DSS evaluates, for each input and each environment. The subordinate send the result of his own
stage, the sojourn sime of the item of information in the memory assessment to the commander, who fuses in the Information
place of the preset of adm or adss. Since the emphasis in this Fusion stage this information with his own assessment On the
study is the coordination between DMs, for simplicity, it is basis of the result of this interaction, the commander identifies
assumed that the synchronization between DM and DSS is the signal and produces an order which is the sent to the
perfet The same approach can be used to analyze the case subordinate. The latter interprets the order in the Command
when synchronrzation between DMs and the DSS is not perfes, Interpretation stge and produces the oiganizational response

The task is modeled as the alphabet X and the probability
EXAMPLE disinbution prob(x) such that:

The impact of a decision support system on the coordination of a X = (xi = a3bicidef, I (a,bi.c,.d ,eafi) C (0,1)6 )
two-person organization is the key question addressed in this
exa in le. The degradation of the synchronization of a V (xi , xj) 0 X x X. prob(x,) = prob(xj)
decisronmaking organization can result from two types of
factors: Therefore, each input consists of an ordered string of six bits.

There are 64 possible inputs that represent the signals that must
the dynamicsoftheacvittes which lead the deislonmakers e identified by the organization in order to produce the
to process various inputs with different priority orders, response. It is assumed, furthermore, that these inputs are

- the information flow paths that each decistonmaker uses to equiprobabe, so that the probability distribution prob(x) is
perform his task. defined by:

The impact of the first category of factors on the decisinmaking V xo X, prob(x - x,) (19)
process was discussed in Grevet et al. (1988).This example 64
assesses the second type of factors. Such a situation arises when
the decisionmakers are provided with A DSS which allows them "he organtztton an produe four responses, labelled R5 , R2 .
to access different local or remote computer facilities, The DSS R3 and R wo:

can alter significantly the coordination of the activities,

dependtin on the configuration of the system with respest to the - tthe bits a, and d, are both equal to 0. the signal does not
organization, come from an enesry submarine and, therefore, the

submarine DMI should not do anything. This response is
The Organization and the Task Rl. The probability of having such an input is 1/4

The example presented in this section arms at modeling the if b aad e, are both equal to 0. the signal comes from an
organizattonal structure and decisionmaking activities of a enemy submarine which is trying to test the capabilities of
two.person organization in a simple ASW context The task submarine DMt This one should deceive it by under-
models a mission of suneillance that consists of listening to reacting. This response is R2 . The probability of having
detect enemy submarines, In such an environment, the use of such an input is 3116,
decision support systems to process the signals and discriminate
between them is necessary. - if the bits c and dt are both equal to 0, the signal comes

frort an enemy sut-manne which is moderarly threatening
The organisation consists of a submarine and a surface ship submarine DNI The latter should over-react to this threat to
which are in charge of tracking enemy suhmarines It is a deter the enemy submarine This response is R3 The
hierarchical organization where the submarine tis the subordinate probabiltiq of having such an input is 9164
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-otherwise. the signal comes from an enemy submarine Thec accuracy. 3. of the organization is comiputed as the
which is threatening submarine DMN1. In this case, PM1I expected value of the cost for the particular set of inputs. Itis
should also over-react but at a higher level than previously. assumed that, when DMI and D'%2 assess the input by
This response is R_. The probability of having such an input themselves, without querying the DSS. thel prodtce orrecily
is 27/64. the first two bits of the strings of three bits That is. for an input-

X1= a~b~cjd~ecfi. the resultof the SA of PM1I is albiu1 wher u,
Table 1 summarizes these possibilities. Ile pantiuoning of the is the value of the third bit that PM1 produces . it is .snssmel that
input is done according to the followving rule; this value is equal to c, willh probability 112- In the saite way.

the result of the SA of DM2 is dtcivi where v, is the value of the
the submarince.PMIreceives the fustthree bits ,bicj. sixth bit that PIM2 produces. this value is equal to f, with

-the surface ship. PMN2, receives the lass three hits dlefi probability 1/2-

The decisionmankirig process takes place on the basis of this It is furier assumed that the lecisionmakers ques the OSS only
partitioning The Table 2 presents the cost mtrix that gives the during their Situation Assessment stages. Figures 8 and 9
costs associated with the discrepancies . between the ideal provide the models of the organization aided by the DSS. in
responses and the actual responses provided by the organtzation. Figure 8, the model of DSS is aggregated, in Fi~pre 9 the whole

- model is shown.
TABLE I Organizational Responses

_____________Only three of the 'five alternatives a DMf hat to perform his
processing in any internal stsge where he can use the DSS are

input responsecosdr:

(i) - DM, does not accesthe DSS.

(ii) DMI queries the intelligent terminal and relies on its
(a,dj) = (0.0) R, response.

(iii) PM1j queries the DSS and compares its response to his owls
assessment.

(a,. d,) x (0.0) P-2fnthe remainder of ths section. the following notation will hold.

0'. e1) = (0.0) -SAi represents vltertivtive (t).
-IT represants aliceative (it).

(a.. di) v (0.0) -MKi represents alternative (,t).
Thin model show5 that multiple flow paths can be used to

(b,. e1)M (0.0) pm3rss the informiation. Since each PM has three alternatives
(0.0)M with espect 'to the use of the DSS. there are nine pare

(c1, 1
t) . 00 organizational strstegics:

(a. di) s(0. 0) -. (~,Ss
(b..C.)w (.0)(SAI, SA)

U (SAI, IT?,

Cc1. fr) w(0.0) (ITt, SA2)

(ITt U?")

TABLE 2 Cost Matrix (NI I,SA)

R R A mined strategy Si(pi
t, p,

2, p,
3) for PMi corresponds to a

ft R R Rf convex cotmbination of his three purm strategies SAi. ITi and
ideal I 2 R3 4 NMF1 weighted by th4 probabilities pit, pA2, p1

3.

ft - -An organizational behavioral strategy is the combination of the

ft 2 4mixed strategies of DIM1 and PMN2. Therefore, it corresponds to
R_____ 1 4 - 3 

8 ~t t.ll). 62(p2l' p2
2
, P23)).

ft 4 0 1 2 It in assumed that the processing of inforation through the use
2 1 1 1 of the P55 provides different results depending ox whether the

intelligent tmnml or the mtainframe in queried. When the
ft 6 4 0 2 intelligent terminal is accessed. the decision-makers can

3 produce correctly the first hit of the strings of three bits, That is,
- - -for an inputs x a b c ,e~f,. the result of the SA of DMt for the

R 8 4 3 0 alternative If, is's'u'y where u, and y, are the values of the
4_____ second and third bits'ta PM, produces. each of these two

values in equal to the actual value with probability 1/2 in the
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Fig. 8 Twko-Person Organtzation Aided by DSS -Aggregated
Representation

same way, the result of the SA of DM2 for the alternative IT4 1x These considerations account tor what occurs in most situations
dlvtz' where v, and z, are the values of the fifth'and sixth bits in C

3 systems. The difterent dectsionmakcrs have aticess to
that DkIZ preduces each of them corresponds to the actual valuc different facilities which do not have the same response time or
with probability ]/2. the same accuracy. On the one hand, an intelligent terminal is

likely to provide faster responses because it is co-located with
Vhen the mainframe is accessed, the decision-makers are able to the decistonmaker. However. it has no centralized database

produce correctly all three bitt of their respective stnga That which can aggrepate data from multiple sensors to get a global
is, for an input x, abeFe f1, the result of the SA stage of picture of the situation and, therefore, the responses it can
DM for the altenative

M
h

1 
a b aet The result of the SA atage provide are necessarily less accurate. On the other hand, the

of tc for the alternative MFais dc~fr. is s means that, when access to the mainframe may require the communication of data
the organizational strategy is(IFMF2) the organization will from and to remote locations through a network. the response
be able to produce the correct respo se for all inputs. For all time can be quite long,
other strategies, the responscs provided may differ from the
ideal response. The next secdon contains the results obtained for different access

times to the mainframe. In each ease, the performance loci have
The access to the intelligent terminal provides, however, a been constructed for the three measures, accuracy J, expected
means of improving the timeliness of the decision.making delay T, and synchronization ST.
process, Indeed, it will be assumed that the amount of time
necessary to process the information is lower when the Results
decisionniaker uses his intelliSent terminal than when he queries
the mainframe or performs his processing alone, The results on the accuracy of the responses produced by the

organization for the nine pure organizational strategies, are listed
The amount of time taken by the decisionmakers to execute the in Table 3. Accuracy is maximal when both decision-makers
different algorithms is equal to one unit of time, except for the query the mamhinltams and reaches its worst level when they both
Situation Assessment algorithms. Different eases have been quety their intelligent temunal.
investigated in which the processing times of these algorithms
differ from unity.
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coordination of the strategies of the dccisionmakers. When theyTABLE 3 Ai:curacy Zf the Organizatio both access the mainframe, the synchronization is optimal with a
- delay of 20 units of time. For, this same delay., this

-- T synchronization can degrade considerably, if one of them
4k, SA , lt I l ll r t , 5l 51j accesses his intelligent-tesminal as the other queries the

i sgy .e -. mainframe.

'2 ' 2 2 ' 2I2 c 2 nase2, themaximumdelayisreachedwhenDMaccessesthe
- mainframe Nevertheless, when DM 2 queries the mainframe

042 076 0.1 076 00) 1i as9 0at us alone, the delay does not increase to this level. The optimal
synchronization can no longer be obtained when the delay is
maximal. Furthermore, the worst value for the synchronization

T wo cases have been investigated as far as the processing times ts reached only for one pure organizational strategy, i e., for
of une Situation Assessment stages are concerned: (MFt, IT2). This value was reached for two pure organizational

o I astrategies in case 1, 1 e., (MITI, IT2) and (IT,, MF2).
(i) easl. SAi and M2 take 10 units of time. IT, and JT2 take

5 units of time. MFt and MF2 take 15 units of time. This The interlretation of the results can be done through the
ease corresponds to the situation where the processing times consideration of the performance loet for the measures J, T and
of both deison-makers are equal when they use the same ST. The performance loci for the two cases presented in the
strategy with respect to the use of the DSS. previous section are showr in Figures 10 and I I. They

represent the values of J, T and ST reached for each
(ii) case 2 SAt and SA2 take 10 units of time. ITI and IT 2 take organizational strategy, pure or behavioral.
5 units of time. MF1 takes 15 units of time but IF2 takes 10
units of time. This corresponds to the situation where the These figures show the relations and tradeoffs between the
commander has a faster access to the mainframe than the various measures of perforniance. It is recalled that:
subordutate because of a better transmission time. •the lowei'the value ofT, the better the delay.

In both cases, when the two DMs perform their situation - the lower the value ofST, the better the synchronization.
assessment by themselves, they take the same amount of time to the lower the value of J, the better the accuracy.
do it. This means that the Information Fusion stage of DM 2 is* -rfeetly synchronized. In case 2, the part of the locus where J is the lowest, I c., where

the accuracy is the best, corresponds to higher values of ST than
Tables 4 and 5 show the results for the expected delay, T, and in case I This shows that there exists a trade-off between
the synchronization, ST, in case I and case 2. for the nine pure accuracy and synchronization when the DSS does not have the
organizational strategies, same response time for the two deeisionmakers,

TABLE 4 Delay and Synchronization in Case I In both eases I and 2, when the expected delay, T. ts minimal
the synchronization. ST, is also minimal. This is due to the fact

- - that the intelligent terminals provide the fastest way of
U, SAI SAI I IT& " t I IF tlt MFt performing Situation Assessment, and that the delay will be

soursy minimal only if both decisionstakers query their terminal The
1,1 f2 12 12 assumption that these terminals give the responses to both_

2
2 IA 2  IF 2 deisionmakers in the same amount of time is realistic because

. .... .. -there ts no delay due to transmission and the algorithms that they
T Is is as is i0 2s 2 2 2s use are similar. Conversely, the fact that the synchronization is

minimal does notimply that the delay will be muimmal, In case 1,
S -- the synchronization reaches its lowest value for all possible

2t 7 1 7 t 2 : 1 1 7 Itz 2 values of the delay, It corresponds to the fact that, for any
delay, the decisionmakers can find some way to be as well
synchronized as possible.

TABLE 5 Delay and Synehronization in Case 2 If contrai't is imposed on the delay, the synchronization ofthe organization does not degrade. One can noie that the more
stnngent the constraint on T, the more likely the synchroniationI will reach a good value. In ease 2, the synchronization does not

Ireach its lowest valse for all values of T; as in cam I the best
Swi2cty I values of ST are obtained for the lowest delays.

SA IT2 "' F2 SA; 'a2 'aIa
In case 2, the more the timeliness of the organahmoms degrades,

T Is15 is is i0 i 2 20 2 the more the sychronization will degrade too. When DM t usesthe mainframe, there is no way for the organization to be well
S 2 7 2 it 7 synchronized. DNM2 will have to wait for long inervals of time

_ _ before receiving the data that he needs in his information fusion

In case I, the maximum delay is obtained when at least one of
the decisionmakers acesses the mainftame. The minimum delay These facts show that the introduction of a decision support
is reached when both derisionmakers use their intelligent system in an organization can have different effects on the
terminal. When the maximum delay is reached, the coordination of the activities If the organization members are
synchronization can have very different valus depending on the well coordinated when they do not use the DSS, the latter can
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degradc this coordination because of two factorsz Therefore, the decision support system, depending on its

the decision-makers can usesA larger number of facilities, it i characteristics, leads to nmised effect on the effectiscuess oi the
difficult to coordlinate their access, organization, As in ease 2. it can lead to an improvement both in
the quality of the responses provided by the DSS, Aso, the accuracy and tnmeliness of the organizastion, bout the c~oordination
rersnse tinse and the information produced, ca be ver then degrades. Conversely, as An c tse 1, it cannot produce in

dicrest from one decision-maker to another, improvement both in accuracy and ttnseliness, but coorudination is
always highest when accuracy or timeliness are optimal.

Therefore. on the one hand, the decision-.makersr have many
more alternaives that they can use to perform their task;' the CONCLUSIONS
coordination of these activities is consequently more difficult to
achieve On the other hand, in coorditnating ihetr activities, the The concept of ~oordination was defined as relating to the

orgonization members must take into acc ount the facs that the consistency of the information excAnged by she different
ADS doesr not perform equally Aeh for all ofehem. organization members and to ihe synchronization ol the

various activities, The latter bourn directly on the dynamics
This latter consideration is illustrated by case 2 of the example. of the dectsionman& process. A decisiunakiug organization
there is a tradeoff between acc~urac.y And timeliness which is is perfectly syuchronired for the task at hand it none of ius
coupled with a tradeoff between accuracy and sysclhronirzition. members waits for the infornmat ihati he needs as any stage ol
Itn order to achieve good aAccuracsv. the Orgaizaiion members the process, Ifis is uti the case, the value of information When Ii
must use strategies which loud to a degradation in timeliness and is actually processed may bave decreased, leading to a
synchronization, Conversely, if Alhe decissonmatkers wants io be degradation of the orgasscasiusai ecteess. Thc consistency
well synchronized, the accuracy will degrade because they of information shows the extent to which different pieces of
cannot aecess the mainframe together. iufomsiaton can be fused without contradiction.
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MODELING AND EVALUATION OF VARIABLE STRUCTURE

COMMAND AND CONTROL ORGANIZATIONS*

Jean.Marc Monguillet
Alexander H. Levis

Laboratory for Infomation and Decision SystemsMassachusets Institute of Technology
Cambridge, MA 02139

ABSTRACT exist between the decisionmakers are first considered without
taking into account the identity of the decisionmakers
themselves. The latter are represented by individual tokens

Dismbuted decsionmaksng organizauons with variable structure (instead of subnets of a Petri Net) moving from one interaction
are those in which thn interactions between the members can to the other, and as such, are treated in the same manner as any
change, or which can process the same task with different other resources needed for the processing of a task.
combinations of resources. Variable structure could be a Interactions, resources, and tasks arce modeled independently.
possible design solution when no fixed structure organization and this new way of describing decision making organizations
can meet the requirements of the mission. A modeling allows the development of a modeling methodology with a
methodology is introduced to represent varable structure modular architecture. By modular is meant that the
organizations that is based on the theory of Predicate Transiton representation of the basic components of the information
Nes. Decislonmaking organizations are then viewed from a new processing (interactions, resources, and tasks) is done in
perspective in which the types of interactions which can exist separate modules, and that modifications in one module can be
between the decisionriakers are first considered without taking made without affecting the others,
into account the identity of the decisionmakers themselves. The
latter are represented by individual tokens tfistcad of subaets of In the next section, variable struture organlzations are defined.
a Petn Net) moving from one interaction to the other, and as while in the following one the modeling methodology is
such, are treated in the same manner as any other resources described. A case study is presented in the fourth section, it
needed for the processing of a task. Interactions, resources, and illustrates the whole procedure through the design of a set of
tasks are modeled independently, i.e., the representation of the three candidate structures for a given mission, one of whiLh is
interactions, resources, and tasks is done separately in separate variable. Measures of Effectiveness are used to select the most
modules, and modifications in one module can be made without effective candidate for a specific mission,
affecting the others, The methodology is illustrated by an
example of a three member decisionmaking organization
carrying out an air defense task, 2. VARIABLE STRUCURE ORGANIZATIONS

A variable structure decisionmaking organization (VDMO) is a
I. INTRODUCTION DMO for which the topology of interactions between the

elements or components can vary, Analogously, a DMO which
The need to meet ever ireasing performance levels and to has a constant pattern of interactions among its components,
satisfy conflicting requirements has led to the investigation of i e., a fixed structure, is called a FDMO.
organtzations whose structure is variable. Variable structure
organizations could be a possible design solution when no fixed The relationships which tic the vmpponents togethei are defined
structure oranizatmuon can meet suh requirements us robustness at three different levels physIti4 Arrangements, links between
or survivabihty. The modeling of variability in the strunture of components, and proto.ols ruling the arrangements of these
organizations constitutes another step towards the representation links. The architeture of the organization allows the topology
of more reaitic decisionmakng organizations. of interactions to vary. The way it does vary is implemented in

the protocols themselves. The rules setting the interactions can

The mathematical formulation of the modeling and analysis be of any kind We distinguish three types of variability, each
problem is based on the theory of Predicate Transition Nets, corresponding to characteristic properties that a VDMO may
which is an extension of the Per Net Theory using the language exhibit, at, actual VDMO may very well have these properties (to
of first order predicate logic (Genrich and Lautenbach. 1981). some extent) together and simultaneously
The information processing and decisionmaking organizations
that have been modeled and analyzed in earlier work (Levis, - Type 1 variability. The VDMO adapts its structure of
1984; 1988) have been depicted as systems performing tasks in interactions to the input it processes Some patt-rns of
order to achieve a mission, These organizatons are now viewed intertions may be more suitable for the processing of a given
from a new perspective. The types of interactions which can input than others,

* Type 2 variability: The VDMO adapts its structure of
*This work was carried out at the MIT Laboratory for interations to the environment The performance of a DMO
lnformation and Decision Systems with support provided by the depends strongly on the ,harawtcnsisis of the environment as
Office of Naval Research under contract no. perceived by the organization. For example, an air defense
N00014-84.K-0519 (NR 649.003). organization may be optimized for some types of threats and
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their probabilities of occurence. Now, if the adversary's As shown in Fig.l, the decisionmakers c.sn only receive inputs
doctrine changes, or the deployment of his assets changes, then It the SA, IF, and Cl stages, and send outputs from the SA and
the probability distribution of the occuren.e of the threats is RS stages (Remy and Levis, 1987) The .nteractions which are
modified. The organization (with the interactions set as before the most significant are shown in Fig. 2. For the sake of clanty,
the changes in the environment) may hot meet the mission however, this figure only accounts for the interactions as
requirements any more. directed links from DM, to DM, Symmetrical links from DM, to

DM i e exist as well.
* Type 3 variability: The VDMO adapts its structure of
interactions to the system's parameters. The performance
of a system changes when assets ace destroyed or become SA IF Cl RS
unaailable because of countermeasures such as jamming of
communications. M i  

y

These three different t1,pes of variability can be related to the
propertes of Flexibility, Reconfigurability, and
Survivability. A DMO is survivable when it can achieve
prescribed levels of peiformance under some wide range of ij
changes citherin the environment, or in the characteristics of the
organization, or in the mission itself. The extent to which a x  y
DMO is surivable depends on the extent to which it is flexible, last.
and reconfigurable. Flexibility means that the DMO may adapt 4
to the tasks it has to process, to their relative frequency, or to tts
mission(s) Reconfigurability means that it can adapt to changes SA IF Cf kS
in its resources. Both properties overlap, and their quantitative
evaluation clearly falls outside the scope of this paper. Figure 2 Allowable interactions fromDM, toDMJ,

The organizations under consideration are restricted to the class
of teams, of boundedly rational decisionmaker, (DM's) Two kinds of places can be distinguished. internal places, or
(Boettcher and Levis, 1982). Each DM is well trained and memory places, where the de,;isionmaker stores his own
memorkless. The Petri Net formalism has been found to be sery information. between SA and IF, IF and Ci, or Cl and RS. The
convenient for describing the concurrent and asynchronous places between the DM's and the sensors, the preproLessors, or
characteristics of the procssinq of information in a the actuators, as well as those between two DM's are called
decisionmaking organization. Thu internal procsing whi.h interactional places. Knowledge of the set of tsterational
takes place in nay decisionmaker has been modeled by a subnet places is equivalent to that of the whole structure ol the net,
with our trusitions and three internal places. A simplified
version of this so-called four stage model is shown in Fig. 1. A decissonmaker may not have all his fore stages present,Depending on the interactions he has with the rest of the

A RS organiation and with the environment he may exhib, differentintemal structures:
- SA alone.

SIA, IF. Cf and RS (IF and Clecan be simple algorithms
that copy the signal).
IF, Cl, and RS.

Figuro Fourstage Pctri Net modelofa DIM. Depending on what the designer of the organization mqsires.
different constraints on the allowable interactiop, can be

This model allows 'o differentiate among the outputs and the expressed, which limit or expand the set of possible
;nputs of the decisioni miker, and to describe the types of organizations.
interactions which can exist between two decisionmaker$.

In the Petr Net representation, the transitions stand for the
The decisionmaker receives an input signal x from the algorithms, the connectors for the precedence relations between
environment. fron a preprocessor, front a decision-a' , or from these algorithms, and the tokens for their input and output The
the rest of the organization. lie can receive one input to the places act like buffers, hosting the tokens until all the input
Situation Assessment stage (or SA) at any time, lie then places of a transition t are non empty, is which case the
processes this input x with a specific algorithm which matches x algorithm embodied in t can run and remove the tokens The
to a situatton the decisonmaker already knows lIe obtains an tine taken by the algorithm to run is the transition processing
assessed situation z which he may share with other DM's. Ile time a1(t) The tokens is this model are all indistngnshable A
may also receive at this point other sIgnals from the rest of the token in a place p means simply that a piece of information is
organization, lie combines the ifoation with his own available there for the output transiton(s) of p.
assessment in the Information Fusion stage (IF), which leads to
the final assessment of the situation, labeled e' The next step is In the earlier model, the SA and .S stages contained several
the possible consideration of conmsands from other DM's which algorithms and a switch that detrmined the choice of algorithm
would result in a restriction of his set of alternatives for The switch position was in turn detenamned by the decision
generating the response to the input. This is the Command strategies of each individual DM The extension of the concept
Interpretation stage, or Cl. The outcome of the CI stage its a of a svwitch to model the changing intera"tions in a variable
command v which is used in the Response Selectioa stage (RS) structure organization tamed out not be useful, it introdced a set
to produce the output y - the response of the decsonmaker - of problemse
which is sent to the environment or to other DMs.
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many switches are needed. There are five modules.

- the heeded intercorrelation between the switches cannot I Interface with the environment.
be indicated on the net A table has tobe attached to it. 2 Scarceresources.
'hus, the net reesetation is not complete. 3 Interactions.

4 Switching niodule.
the relation between the inputs and the patterns of 5 Algorithm implementation.
interactions is not shown explicitly The high illustrative
power of Petri Nets is lost since the behavior of the net Each of the first three modules can be executed independently
can not be deduced from ito representation and in arbitrary order. The three modules address the

sub-problems (a) of modeling of the inputs that the DMO
the representation becomes quite complex even for receives and the renposes that it gives, (b) of representing the
simple organizations. scarce resources that the DMO needs, and (c) of modeling the

possible interactions which can exist between the components.
the addition of decisionmakers, of possible links, or their
removal, obliges the designer toredesign the net and the When the first three modules have been complted, theattached table totally. switching module is executed. The switching module is the partof the model where the logic, which controls the variability of

Attributes can be used to describe what the tokens represent the organization, is implemented. For each incoming input, this
For instance, if the decisionmaker has so identify an incoming is the part of the model which decides what particular resources,
threat and to respond to it, then a token on the input place of his and what particular set of interactions will be adopted The way
SA stage may be just a blip on the DM's radar screen. The this choice is made will determine what type of variability the
token that the SA algorithm produces is in turn formatted VDMO eyhibits.
information which includes the DM's measurement, or
assessrent, of the position, speed, nature, behavior, or size of What is obtained at this point is a Predicate Transition Net where
the threat. The DM can receive from elsewhere in the only the non trivial operators are indiated in rue corresponding
organization other formatted information, not necessarily of the transitions. The fifth and last part of the methodology consists
same format, provided that it matches what his IF algorithm of the rigorous labeling of the nodes, connectors, and tokens of
expects as inputs formats The different tokens in the different the net. It -lso gives precise meanng to what the individual
places have then different formats, and different au outes. But tokens stand for (i e, the list of their attributes), depending on
as long as the protocol ruling their processing do not vary from the places which host them. .tad on what algorithm, or what set
one set of attributes to the other, they are indistinguishable of algorithms, a particular transition models. The processing
tokens, time of the different algorithms is also specified. The steps of

that methodology are independent enough to allow changes in

What is needed is a tool which would allow to distinguish any subproblem, without threatening the functioning of the
among the tokens, and which would have the capability to whole model. The modular architecture is also very conveent
implement logic able to detemune explicity what interaction and for the implementaton of extensions of the model, which simply
what DM's have to be active for the processing of a gives input, become new modules, or new well-defined subproblems
Individual tokens, Predicates, and Operators can meet these
requirements. The application of the Predicate Transition Nets This section focuses on the modeling of type I variable DMO's
to that purpose is developed in the next section An example of a three member organization with type I

variability serves to illustrate the methodology. Examples of
VMOs exhibiting type 2 or type 3 variability are included it,

3. MODELING METIODOLOGY FOR VARIABLE Monguillet (1988).
DMO'S Interface ith the Environment

In this section, a step-by-step procedure for the modeling of
VDMO's using Predicate Transition Nets is developed An The goal of this sub-problem is to achieve a representaion of the
example of a three member organization with type I variability input and output alphabets. In the modeling of decisionmaking
illustrates the methodology. The methodology has a modular organizations, the diserete representation of information sets is
architecture (Fig, 3): done in the form of lists of attributes, an instance of which is

called a token. In the ordinary Petir Net representation of a
Inimarswststw carc tumoeiom DIM0, the values of tre attributes were of no importance, no

matter what ths values were, the treatment of the token was the
same: the interactions between the components were the same

In the case of type I VDMOs, the alphabet X of inputs is
partitioned in r classes, namely X. fort = l,.. , r. All inputs x
belonging to the same class are processed with the same
resources used with the same pattern of interactions A gives
input s cannot belong to more than one class, which implies that
it can only be processed with one specific set o" resources, and
one specific kind of interactions, The identity of a token is the
class X, to which it belongs, it is denoted by the index number i.

Alorith i The variable 'class of inputs" is denoted by x and has the
... unti Ifollowing set of allowable identities:

Figure 3 Architecture of the modeling methodology.
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Xi i= 1- 4. The v_-ibz_- needegtheL=Clan Of she
inputs has a set of idzatitins (I.2. 3. 4). ibe our7-Z are ax
partitioned. The modelof rheorganiaron ubch isP ob eda
this poins is shown in Fig. 4.
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Scarce Resources F

Resource is a generic name uhich designates; elements needed Fgure Esam*i- Sep 2.
for the processing of a task. A rrsourcis scarce sehenit cannot
be allocated freely to she processing of any inxoming in1put
because of insufficient or linmited supply. The scarciy of Interactionts
resources bounds from above the peeftnrce of the
organizationt. Scarce resources use modeled in, a =veni w.y ' lbalo ble ineractions betwseen compocents are repressced
in the Pens Net formalism They are represente by places with wiithoutt cmisidring the- identity of the resomices they involve.
musltiple input transitions and multiple output tranisitions. and What is of interes as this point in the modeling, is only the
non-zero initial nashing Exatmples of scumc resources can be topology ofineractions that can be found in the DM0. The
common databases with limited aceess. commsunication links typic-al model obtained as this poi is shown in fig. 0; it sa Iis
with limited capacity. isainifrme with shared processing tite. of the possible pasterns of interactions depict"d in their most
or wveapons platforms capable of handling a limited number of aggregated form. Had these incraeons been considered alone
threats atla time, as D.Nls with fixed structure, the input and output places

wosuld have been the source and sink plazes.
In this modeling meshodo!og. the decisionmiakes arc treated as
scarce resources: they are assigned lo an incoming inptt; once The possible interactions can be partitioned in four generic
they have been assigned tona certain number of inpums. inc other types, an illustraed in Fig. 6.
inputs have to wait in line to be processed. The pool of
decisionmalcers v.hich implements the organization is partitioned - 7)v (ay, the pattern Of ineractions is that of an organiaton
in classes of D.M

4
s who have the same function within the wit a ixed stucture which processes the inputs without

organization, i e_ who possess the rune kind of algorithms. resources. Itis reptesentes by an ordinary Petr Net whbich
Two dcisionmakers who belong to the same class are then can be aggregated in asupcr-odelst~l.
interchangeable. The DM's of a class are represented by
indivdual tokens ofa varible, and placed in the corresponding -T~pe (b). the pattern of interactions has the samte
rcsourcQ place. If there is only one class of VNM's. then the characterisies as in type (a). but the net sshich models that
DNIs are represented by indistinguishable token lThe other pattern exhibits some properties of symmctry- A more
resources that the organizaion may need are partitioned and convenient representation is obtained by folding the net
associated with variablesaW places in the same way. The Predicate Transition Net which is obtained is
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197the set Lj~eRk. 9? 'chos eemect; =t the aYmbo'Vi sums of
thc indisida token in rcs(k. X).IXthe sa cs~. X) is non

T= se=plow SO =dh wlv-ble x. cy~cr- t -f oRk to 5 J= Lthc folliz label;
-Tweuofz llocedtieforXisa=(l.-.
-An Lp o fv xbels Toft clas X, (R. t)=

Reroacces Lr)I=}

I bhe p?----.3s of izzoractitins = I- :9r(j. for -1= 1..- r. ri4eSep
-'b= ean: Jtasiions qtin the switcb. In the example. the aStitcing module contans two Mranitons t

asocaedwhte opeanop, andt, Theteoe.
s so wo ith th pattern fri x=(I. 2. 3. 4).

I.e l21(owj). IlC =IZ.)

Re~arior Resontrea
- Thispt a equresp emof nteact . #(R) = HQ. associated to the 0-ary variable 0-

i.c. kl=nU.asoiae(tfte aiales)-th_
The inpttX requires some resonrces fro Rk. u 2yadoheaiblsiiti. (.)
are res(k. x)= s,(x) In = 1, _.N(x)). Interaictioite

a i)nd res(k. x) forany k are functions of'. int#I. cceresponding to transition it.
Q(J)isafuictionofg t)is-anrhe totheiwitch. lnt#2, Corresponding to mu"Sitson t2.

An incoin.ing inpu.t. modeled as an instance of an individual Relations. For any input x, the pattern of interactions ItjA)
token x. belongs to the class Xi. The organization is type I is:
vaeriaj~e. and it adapts the pattern of its interactions to the class l)1
of the inconaing input. The processing of the inputs tequiresa fl2) =
specilfic pattern of interactions, namely nt(x).Since the -y(3) =2
same interactions can be adopted fo. different classes of inputs, %i4) = 2
the funicticesyis not bijective, and the numbr rof interactions is
necessary smaller than the number r of classes of inputs. The For any input x, the required resotrcees arem
processing of this individual token x also needs some resources
of type Rk.given by the set ofindividual tokens res(k. x). The res(l, 1) = tes(l. 2) : (I c)
transition of the switch which corresponds to the pattern of res(I. 3) = rcs(l. 4) =0
interactions Int#(ylx)) is the transition ;, such that (Ii) = Tlx): res(2, 1) = (1)
there is only oncJ such that thit relationi is verified, ulhicls it rcs(2. 2) -(2)
denoweasQ'(fl)). res(2. 3) =(I I

If all the conditioss stated above are fulfilled, then the input x is rs24 2

Processed i.e.. for 06l) = Yx), the transition 1,is enabled and The operators Opt and Op2, can then be written (without
fires 'Me operator Op1j associated wvith tj expresses in logical mentioning the quantifiers) as follows.
terms the above conditions, and can be uniten as follows:

Opl: [(X =1) A(S =1)] vI(x =2) A(s=-2).
(llXeSO)A(fls)=(t()A(lres(k-x),Rk:retfk-x)) (1) 0p2. [(x -3) A(S - 1))Jv[(x -4) A(S -2)).

Since the transitton t cosrresponds to Intij,, and since this T1e operators 25n actually hr .ggregated itr A morem ,otwentent
patternt of interactiOnay be needed for more, than one class of foxnm:

input.~~~~~~ th'eta pitrse~tdwt tis hlogial OR Mv Op: I(x - 1) v (x 2)) A (S= A)].

othoprt()fohe e0 inuts x such that 00x =(. i.e,. 
0pz- I((x =3) v(x =4))A (s X -2)).

forall theipts sn the aeYi.~( x l fl)(j.Teoperato Op ,associatrd wih t"s finally the followig. In the net obtined up to this point the patterns of interawtins,
the resources, the source, the sink, and the transitions of the

Opj -V [3 xsc SO) A (3 res(k. x). Rk Z ren(k. x)) (2)
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tw?':h arc connected together, and the tranition sh iow the ~ a ie lcin Ot of these sonts contains more thtan one
operaors assigned to them The paterns of itcticons. token, it; only output transition (0nly" because the subit

( lovr. ze ntill in their most a ase1d formzr the t~ m m rta o eo eLBx
conct eot all ~labled(Fg 8) ,Jhisc = s M~ yet fully V60fire them onlycue bsy one.

defused. The, purpose ofltliilit moodule will be Precisely to - icL nothnuearpesngth
mae s Wft::by= b ee tizis an-C36 posble inetimo with Predicate Transition Nets, Le.,

whien the original Petri Net has been folded, can allow
silutlacous foring; depending on the circumastances, two

-- tokens in the sans lace can enable the same transition at

cc epndnonthe identitynofahd indiveoul then aarne lc

- .: activated. and pieces=e the input that the token represents.
~"~' s~.tDepending also on the organization that the net models, this

0 trasition can %&ty well consist of only one algorithm, which is
5 always activated and executed %hen the transition is enabled and

S s triggered that process. The rule ta selects the algorithmn which
williprocess the token that enabled the transition is p1.~

t
mn

'2 I(W)dependent, and as such. defined for each paricular case-

(sql intSErainpfe: Sup 5

M-)The final representation ofte example in givnin ig. 9. Since
the organization is fairly simple, a simplified and

Figurel8 Example -Step 4 self-explanatory labeling has been adopted.

Algorithm Implementation V I

This fifth module of the methodology deals with the labeling of K-
the connectors. with the definition of the attibutres of the tokent r
uhich can be found at different places. and with the algorithm (-)
that the various transitions represent. The rules of firing mtust
also be establithed.

Labeling of conrecrors: The connectort from the source to the
transitions of the twitch are labeled x, i.e., with the variable FU ere EU
designating the class of the inputs. Those from the: input nodes
of the sink to thesrink itself are, labeled ti. The labels of the 2(W
output connectors of the resource place Rk have already been x

genin Eq. (3). The input connectors of Ilk are labeled
acdingly. 

: -*
Each pattern of interactions lst#(y) is adopted whenever the tms.21
incoming class of input x is such that ^I(x) - 7. When x'
describes the set of classes of inputs z, the nsmber of times Figsre 9 Example-Step 5.
lst$(j) is activated is equal to the number of tsi (x) =Y. The
connectors which are isvolved in the representation of the
organization with a pattern of interaction lst#(y) can then be 4. EFFECTIVENESS OF A TYPE I VARIABLE DM0
labeled with a variable pj whose se of allowable identities i- In the previous section. a methodology for the modeling of

r* (VDO s was presented, asd it was assumsed that the inputs
1,2.~ werepartitioned in classes, corresponding to specific patterns of

These labeling rules are the most general that can be presented. interactions, before being processed by the organization An
and can be applied to any came exarople of a three member variable structure organizatin for

which thit assumption it relaxed it considered in this section.
Firing rider: The firing trtles are actually problem dependent.
andcanberevisedatanytioe However, they aregenerallyrthe The organiyalion and its model

following: ~~~~We cossider an organization compoe ftredcsomkn

- the transitions which constitute the switch are enabled and units, the Headquarters 01Q) adtwo Field Units (FUI and
fire cossecutively, i c., with one input at a time. FU2). Its mission is the defense of a given sen against seral

threats aircraft or missiles. Each incoming threat is identified
-the transitions which are part of the tubeiets representing the by IIQ. and its location determined by both Field Units IIQ

possible interactions with ordinary Petri Nets are enabled communicaies then the identity of the threat to the FU's who
and fire in the tame consecutive master. In other words, if decide to fire or not to fire. depending on that information
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DMO's isith afiredsucrre: FDMOI ardFDM092 PrWNrodet of tIe VDMO

Different setings for the interactions between the DM
"
s arc The variable organization is modeled it a Predicate Tansiion

possible. In the first case (FDMOI), the HQ and the FU's Net using the nethodology developed in the previous section
receive sinmltaneously the input and HQ sends its information The Situation Assessment stage of the HQ acts as a source of
on the identity ofthe threat to each of the FU's at the sae time information and associates an attribute u to the incoming token.
They each fuse their assessement of the situation with that What restlts is an hybrid representation, using the formalsms of
information, and give a response to the threat in a simultaneous both ordinary Petri Nets and Predicate Transition Nets. The
way. In the second case (EDM02). only-FUI receives VDMO is shown in ig. 12. The variable controling the
iuformation from HQ, which he fuses with his own assessment variability is called u, whose set of allowable values is (0.11
of the situation and sends to FU2. FU2 fuses in turn this The Situation Asses-smut stages of the Feld Units aretiodeled
information with his own assossment and produces the final with the conventional representation. After an input has been
response of the organization (Pigs. 10 and 11). processed in these stages, the PU's ire modeled with individual

tokens of a variable x. The set of allowable values for x is (I,
2), with tok.n I (resp. 2) standing for FUI (resp. FU2)

The Inputs

so The three decisionmakers are geographically dispersed. They
communicate with the help of wired links or radio. The threats

11; RF . St are characterized by their radial distance. i e., they are modeled
as occtirences on a line. Their position on thts line is measured
by a variable x, x e 10, 31. They appear one at a time and they
are independent. The line is divided in three sectors, namely
10.1], 11.2[, and [2,3]. Since the Field Units ae placed close to
the extreme sectors, they perform the same algorithm that
determines the position of th" target on the line, but wi'h

Figure 10- Canddate #1: FDMOI. different accuracy, depending o;, the sector in which the target
appears. Forinstance, FI is aceurate %%hen a threat appears in
10,11, less accurate when it appars in ]1,2[, and even less when

HQ in [2,31. The accuracy of P132 is analogous to PUl's.

TAe VDMO

In general tertns, ir is 'egitistate to suspect that PtDMOI would 2

take less time to respond thsn FDM02, srsce the two Field Units
have parallel activities in the Pest case, but have to interact in the IA.
second. However, the same reason may result in the response
of FDMO2 being morem accurate than the ose of FDMOI. a

An organiration in which the three decisionmakers wouldconcurrently and simultaneously assess the situation, and in Fignre 12 Candmdste#3 VDMO.
which Headquaters would decide the type of interactions to be
adopted etween the FUn for their final processing, is likely to The irnts are instances of elements s of an alphabi, X A

perform btter, i e. low'er procensing delay and higher accuracy given nstane is modeled by the pairs x z, N ames, where z isThe organization which would be obtained that way would be a real s 20,31 and Name is a smug in (00. 10,01. I The
type-I variable, and the Hesadquaters in that ase would play name of the inrpeus repsents the dentity of thethrats. They can
the role of a preproressor. The inputs arrive and are bethoughtashtgtypesofaircraft, or typesofehavir The
indistinguishable, th the IIQ attaches to each of them an threats whose Name is 00,0t, or 10 represent Fos, and have to
atibute, orclass. which deter mnesthe type of intera.tionsthat b destroyed. Only tots Frend.
are bet uited for their proestng. There are, therefore, three
candidates fur that air defese mission, two organizations with a The position of the threat on she line is denoted by . This is The
fixed strcture (DMOI and DMo 2), nd a variable srncture actualposition, bt the Feld Units, who are in charge of
organiratior (VDMO)i determining it, only achieve their own measd. e [z} of s- Is other

words, each of them has an interval (of uncertainty) for the value
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I

of z. The accuracy of their measure dereases with remotenes, processing delay of two unis of lne foe SA2(HQ) an. foir
In order to keep the computations simple, the postion z in [0,31 units of time for SA1(HQ).
is discretized such that only 30 different positions are allow ed,
namely 1, 2 .... 30. Any input which appears actually in frStrategies
[0.1*(i - 1). 0.1i)[ is called z, %here i is an integer between I
and 30. For completeness, the list interval is 12.9, 3.0]. The set ofaltemnative algoithms that the decisionmakers possess
Consequently. the alphabet X consists of elements leads to the definition of their internal strategies. Tbevaiables

e) tu 1 u 2 ad u3 a first defined to have their set of values equal
to (1, 2),'ind to cotespond to the settings of the switch of the

zje 1, 2...30) situation assessement stageof FUJI, FU2, and HQ. respectively.

NameJ o {00, 01, 10, 11), for j= I, ..., 4. The variable u I for instanceis set to:

Strategies of the DM's and Cost Matrix u = 1 ifFUl processesitsinput with thealgorithm SAl.

For any incoming input x i , the Field Units determine the u1=2 if FUl processes its input with the algorithm SA2.
position of the threat, and the Headquarters identifies its Name. The variables u2 and U3 are determined accordingly. Now the
Situation Assessemenr internal strategy of FUI, D(FUI), is the probability distribution

of the variable ui , as indicated in the following:

Each FiUs has the same set of two algorithms in the SA stage,
called SAI(FU) and SA2(FU). SAI(FU) is more accurate than D(FUI) = p(u1 ) = [p(ut = I), p(ut = 2)).
SA2(FU), and, as a result, takes more time to produce a D(FU2) = p(u2) = {p(u 2 = 1), p(u 2 = 2)).
response. Each algorithm yields a measure of the position of an D(HQ) = P(u3) = (p(u3 = )- p(u3 = 2)).
input xj with precision 8 represented by an integer. A precision
of I means that there is no uncertainty in the knowledge of za, A decisionmaker uses a Pure Strategy when he always processes
and that the measure of its position [r1 ] is equal to z,. The the incoming input with the same algonthm Otherwise, he uses
tnterval of uncertainty is reduced to 1z;i). A precision of 3 a Mixed Strategy. In the present case, each DM possesses two
means that the measure [z11 can be at any one of iree differcnt pure internal strategies.
positions: (7, - 1. zA, zi + 1). Information Fusion stages

The algorithms used in the Situation Assessment of the'Field
Units am chacterized by the precision they ,.an achiuev. In tis The time delay of the Information Fusion stages is A fune.on of
model, precision is taken asa funcoon of the sector to which the the number of inputs to be fused. If two inputs have to be
threat belongs, the precision 8 is supposed to be a liear fused, the processing delay is one unit of time If three inputs
function of ti. remoteness, at least .i this range of positions of have to be fused, the delay will be two uats of time. All or! c
the threat, algorithms have associated a delay of one.

Algorithm SAI(FU)for FUI: When the two Field Units fuse their measurements of the
position of the threats, precision is increased, if these

I i:5 10 = 1 measurements are consistent. Iftwo measurementsofthe same
tl1 i<20 an 8=3 input withprecision 8t and 82 are fused into a measurement with
21<i 530 8n 8=5 precision8Fus( 1, ), thethe results are as follows:

~Algorithu" SA2(FU) for FUI:
A t frTABLE I Precision of Fused Information,

iti0l 10 8.=3
11 i520 n 8=5 Fus(l-) I Fus(5;5) = 3
21;i<30 an 8=10 Fus(3, 5) = 2 Fus(5, 10) = 5

Fus(3, 5) - 2 Fas(10, 10) = 10

The precision of measurements for FU2 are deduced from the Fus(3, 10) = 3
above by setting i- (30 - i). The values of 8 are 9 uantized
so that they are the same wherever the threat appears t a given Response Selection Stage and Cost Matrix
sector. Their dependence on the distance has been set to account
for a rapid decrease in accuracy when the distaoe i ecases. The deAlisioninsker in ea.h Field Unit an either alloxate A missile
The delay of the second al -Pen-h-r !-. been set arbitrarily at one to the target, or do nothing, If he sends a missile to the position
znit of imihe. At this point, we assume that if one obtains a where he has measured the threat to be located, then he can
measurement with precision 8 but spends T units of time in that ether hit the target or miss At, depending on the a.ura y of his
operation, then one will require more than 2T units of time to measure. The FU's response is denoted by y, the target
obtain a precision 8/2. Since the first algorithm is twice as coordinates. y can ikke the values x, if the rmssile is sent exactly
accurate as the second one, the processing delay of the first one where the tarpet is,I x, if a missile is sent to a wrong position,
is set to three units of time. and t if no missile is sent.

The Headquarters possesses a set of two algorithms in its SA The ideal response for a Friend (Name 1I) is to do nothing,

stage. The first one, SAI(HQ), tdenttfies the name of the threat whereas the ideal one for a Foe is to destroy it There is,

by reading the two characters of the strtng. In that case, the furthermore, a penalty for an over-consumption of missiles

threat ts completely identified. The second algorithm, SA2tbIQ), The Aost assosiatd with any dis.repam.y between the ideal and
only reads the first character of the string and is less accurate the a.tual responses is indicated in the following cost mnatrx
than the first one, The same argument as above leads to a
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TABLE 2 Cost Matrix. Td(x,) the average processing delay of xi.
T 1Q the characteristic function on the set ,

nt then a measure of Timeliness of the DMO is the expected value

ofthe processing delay:

F. , a I 1 0 1 6 6 T px

i- 

0
-t..I3 3 2, 1 3 1I 0g

The performance of the organization is a function of the strategymdy of the organization as a whold, or organizational strategy, which
is given by the triplet:

In that matrix, the left column coresponds to the ideal response S =D(FUI) D(FU2), D(HQ).
of-the organization. The top rowlabeledx indicates the
response of FU. whereas the one labeled X represents the Since the three switches which are present in the organization are
response of P1.2. The costs nre adjusted to reflret subjectively in the Situation Assessenient stages, the internal strategies are
the ranking of the actual responses of the organization. For not formulated with probabilities conditioned by the inputs
example, the ideal response for a Friend input is for the Field There are, therefore, eight Pure Organizational Strategies, which
Uniti to take no action. i.e.. xI and X2 to be inactive (t). If re the triplets of the pore internal strategies These Pure
missile is targettnd to the wrong coordinates. in other words if Strategies St i 1, h 8e can be defined by the algothms the
x, = t, and xi !-t x, (or the reverse), then the cost of wasting DMs are using, as follows (the order is FU. FU2, ItQ).
one missile is estimated to be one. The cost of targetting
accurately a Friend is three. These values can be modified to S 1 - (SAI, SAI, SAI)
account for any other set of beliefs. S 2  (SA1, SA2. SA 1)
The probability distribution of the occurences of the inputs is S 3 - (SA2. SAL. SAl)
assumed to be uniform, unless otherwise specified. The S4 = (SA2, SA2 SAl)
probability for tha input x of the alphabet X of having its Name (SAl, SAl, SA2)
equal to a given Name, is then 1/4, whereas the probability that S6 - (SA 1, SA2, SA2)
this input has a position equal to a specific zi is 1/30. We have S 7 = (SA2, SAl, SA2)
then:Sg (A2, 5A2, A2)

ep(x (z Name3 )) 1/120. The application of Eqs. (4) and (5) gives tmmedately the valuesforal n ( I.30m ) and all20 Nmfor Accuracy J and Timeliness T for FDMOI and FDMO2, forfor all zi in 1 30) and all Name, i (00, 01, 10, 11) each Pure Strategy S,. The results are shown in Table 3, with T

Measures of Performance in units of time,

Mesuresof Perforsance (MOs) aquanuties which describe Thu type 1 VDMO becing considered adapts the interactionsthe system propertres. The MOP's are functions of the system between the Field Units to the inputs that they have to processthestemroand of the organizational strategy adopted by the We consider the case where the inputs are distinguished on theparameters organizat onstregy ade d basis of the sectors in which they have appeared. HQ is
organization. The two MOPs considered here am Accuracy and assumed to be able to determine the sectors of oceurence of the
Timneliness. threat, which the FU's either cannot do. or can do but have to
Accuracy, denoted by J, isa measure of the degree to which the wait for the lQ's command. IIQ. therefore, sets the
accuac, rinteractions between the FU's to be as in FDMOI when the
actual response of the organization to a given input natches the threat occurs in the extreme sectors 10. !] and 12, 3], and as in
ideal response for that same input. If we denote by FDMO2 when the threats tutu I1, 21. In the former ease, there is

no real need for the Field Units to interact since at least one of
X the alphabet of inputs a, X - (xl X2,.., . ), them has an accurate measurement of the position of the threat.
-Y the alphabet of outputs y' Y f y h i pu y x w In the latter case, however, the precision of the measurement is
p(x-) the robability of urence o input Xi. with increased because the FU's fuse their information, and. in
Yd(uj) the ide! (or desired) response ton 1, doing so, reduce the interval of uncertainty of their respective
y 3}sX),i J = I,..,q, the response that &he DMO actually measurements.
C(y4 . Ya) the cost of the discrepancy between the ideal and When compared to FDMOI. VDMO is likely to have an
the acua ons es tmproved accuracy of response when the threat appears in 11.21.the actual responses, When compared to FDMO2. VDMO will have a lower response

thenameasue of Accuracy of the D,0 is: time when the threat appears in the extreme sectors. The resultsfor Accuracy and Timeliness for the VDMO are shown is
Table 3, for the eight Pure Strategies.

j p(x) 2 C(y(x), y.,x)) p(y,(x,) lX) (4) A behavioral organizational strategy is constructed by
.I j.t considering the probability distributions of choosing a particular

algorithm at each switch In the present case, such a strategy is
Timeliness, denoted as T. is the ability to respond to the input completely defined by he triplet jplul), ptu2), pku3)) The
with a time delay Td which is within the allotted time resulting strategy spai.e for the organization is the set 10. l1
1TjmTua.J, called the window of opportunity. If " e denote by The syatem lmi for the two organizatiiins with A fixcd stiuiie.

409



iLe, FD1MOl and FDMO2, are depicted in Fig 13 They aeThe same mtthodology for evaluating the MOPs applies to the
disjoint, and no miatierwhat Oeganizational Sieaiegyis used in organization with a vaetable ateucisee. the VOMO. The system
any of the two organtzationis, FDMO2 needs more tame tolocus of-VDMO ts shown also in Ftg. 13. As expected, the
respond. As indicated in Fig. 13, the whole locus for FDMOI ts variable structure organization is, on the average, faster to
to the left of the line T = 7 units of time, (('sereas the one for respond than the fixed structure organtzation in whtch the Field
FDMO2 is to the eight of the litne T = 9 uijts of timie. Untts have to interact (FDMO2), precisely because they do no-

always -iteract in VDMO. VDMO is also, on the average, more
accurate than FDMOI, sine the PU's in the VDMO interact as

TABlLE 3 Acuracy andieliness fee the Pure Strategies. needed to improve their measurements of the position of the
target.

res0s ponies NIOss The computation of the performane of an organication for any
I behavioral strategy and the representation of its system locus are

FliJI 61 Q 'I I T T I not stifficient to allow the designer to select the best organication
among asri of candidates. The mission the organization has to

-- - - - - fulfill hus to be taken into accual. This mission is described in
s SAL SAl SAl 5.05 3MM 90 Z.4833 607 33944 teems of a pair (70, Ao of constraints on perfoemance. A

- - -- - - -- convenient representation of the Effectiveness of a DM0 is a
a, SAt SA2 sa 6.00 Ztis? 100 19583 7612 toast three dimensional locus (TO, JO, E(TO, 30)), called diagram of

- - - - - -- consistency. In auch a locus, 130
0 . JO) is the percentage of

S3 52 tt S~ OW 2.557 1.05 1053 1.7 2271 strategies for which the perfotmance of the DM0 (T, J) meesS3 W SAISM 6 11167 IM[1.953 767 2211 the requirements of the. mission (T :5 V, 3 :5 JO). The
- -- - - - effectiveness measure E(TO, JO) takes a value between 0 and 1,

54' SA2 SA2 I5AI 00 W .i759 15.0 14167 7,67 2 (0 with 0 oresponding 10 no strategy at1 all satisfying the mission,
- -- - - - - and I messing that all admissible strategies lead to satisficing

, Ismt SAt SAZ 7W0 30W I105 2.411 $67 1$056 perfortmance.

- - - - - - - The diagrams of consistency for the three candidate
SSAl SAt a SW 200 C33 lOW JIM ltO 67 1 7N2 organizational structures ar depieted is Fig. 14 (for FDMOI),

- - - -- - - - - - Fig. 15 (for FDM02) and Fig. 16(for VDMO). In these
S 3 SA2 SL SAI2 705W 21tS33 JI JiW IM 8-067 i329a diagrams, the variables X. Y nd Z correspond 103J, T. and E,

- - - respectively. The figures show clely that FDMOI has a higher
S~ ~t52 0 iSA 11W0 0.525 167 10625 effectiveness than any of the other two organizations in the

region of stringent constraitls on Timeliness but not on
- - - - - - Accuracy. Coniversely, FDNIO2 is the most effective when the

miso3eurshg cuay

4.0

3.0

3.0

1.5

1.0

0.5

0.0 I
1 4 5 6 7 8 9 10 11 12 13 T

Figure 13 System Loci for VDMIO.
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Figure 14, Diagram of Consistency for EDMOI.

Piguen 15 Diagram ofCosistency focPDMO2.

Since the Effectiveness of each of the three design candidates The computation of the measure of effectiveness Ea fr each
has been computed, for any given mission defined by its design candidate has heen done for discrete values of VOand JO
requirements (TV. A5, the orpuination which has the highest Thirty thre values for thn Timeliness requirement 7

0, ranging
effectiveness for a pcfie mission can he selected, Morn than from 400 to 12.CO, and thirty six values for the Accuracy
one oraiain cusaheetesm fetvns requirement J0. ranging from 0.50 to 4.00. have been uted
Then each organization hat associated a range of mission This resulting grid of 33 x 35 vailues for the effectiveness of
requirements (T0

. JO) in the MO1P apace, such that for any each candidate was then used to determine ihe ranges of mission
mission requiremensts (T0. JO 3 svIhin that subset, thut requirements for wtuhea~h .ndidat as the most ofe~tive The

oratiation will have higher effectiveness than all theL other Fpeecision of the determinaiiuni of these rasnges is oi course u
cadaatna. Thisodefinesua panritioning of the requirements space tsuttn of ihesizcofihegrid Thtsexpluns, for instunte. the
(T. J) in areas corespring to each organiz~aion. or set of occasional piccecwise linearn horder between nones.
organizations, if the maximum effectiveness iu obtained for
several designs for the tame mission requirements.
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Figure 16 Diagram of consistency of VDMO,

Such a partitioning is represented in Figure IT. There are seven
distinct areas. The efirst area, with ne-,shading pattern, S. CONCLUSIONS
corresponds to the set of mission requirements for which all
organtzatios have an effectiveness-equal to0, i.e., there is no In the previous sections, the need for variable structure
organizational strategy that can meet the mission requirements, organizations has been destied and the concept of vanabilty
The area labeled FDMOI is the one in which FDMOI is the most discussed. A methodology for modeling varinole structure
effective; its non-zem measure ofeffectiveness is higher or equal decistonmaking organizations that is based on Predicate
to the measure of effectiveness of FDMO2. The areas labeled Transition Nets has been presented. The approach was then used
VDMO and FDMO2 me the ones for which VDMO and FDMO2 to model a variable structure organization and then analyze it
are most effective. In the fifth area. which is labeled with the tools that have been developed earlier for fixed structure
FDMOI+VDMO, both organizations have an effectiveness of 1, organizations, It has been shown that one .an not decide
which means that for both any organizational strategy will meet whether a V MO performs better than an organization with a
completely the requirements of the mi:,sion. There is no fixed structure, unless the spexific mission requirements are
rationale in that case to select one organization over the other taken into .oisideration. Ther. ranges of mission equirements
There is no region corresponding to FDMOI+FDMO2. In the have been identified for which specific organizational designs
region (FDMO1I+FDMO2+VDMO), all three designs meet are most effective. If the requirements are such that the best
totally the requirements. design is the one with variable patterns of interactions, then the

VDMO should be considered. If they are not, then there is no
need to introduce variability. since a VDMO would not perform
any betteS A fixed organizational structure would require a

4.+1 simpler C system to support it,
MID ,l~iD If the requirements are met both by a variable structure

3s .so.MavoO organization and an organization with a fixed structure, then
other criteria may be used at this point, such as, for instance, the

30 robustness of a design, which would favor a fixed structure
DMO since it is less sensitive to noise or jamming. These

2.5 criteria have not been addressed in this paper, but would
constitute the next step tward the modeling of more realistic

2.0 dcisionmaking organizations.

Ls 6. REFERENCES

0 Boettcher. K. L. and A. H. Levis (1982). "Modeling the
Interacting Dcisionmaker with Bounded Rationality." IEEE
Trans. on Systems, Man and Cybernetics, Vol. SMC-12, No.3.

t t Genrich, H. J. and K. Lautenbach (1981) *System Modeling
0.0 with High.Level Petri Nets,' Theoretical Computer Science,

4 5 5 2/ 5 9 t5 It it 1)- Nlo.13, pp. 109-136

Figure 17 Partionin; ofthe requirements apace for fixedand 
variable structure DMOs

412



Levis, A. -1 (1984). Information Processing and
Decision-Making Organizations: a Mathematical Descnptioss."
Large ScafeSystinzs, No.7, pp. 155-163.
Levis, A. H., (1988). "Human Organizations as Distributed,
Intelligence Systems." Proc. IFAC Symifibsiwss on Distriburea'
Intelligence Systems, PergamnPress. Oxford.

Mongnillet, J. M., (1988), "Modeling and Evaluation of
- Variable Strsscture Organiiations," MS Thesis, Report

LIDS-TH-173, Lob, for Inforttation andeionSsm,
MIT, Camiridge. MA.,ddcsonSses

Remy, P. and A. H. Levis (1988). "On the Generation of
Organizational Architectures Using Petri Nets," in Advasces in
PetrilNets, 0, Rorenberg. Ed, Springer Verlag. Berlin,

413



ORGANIZATION THEORY AND C3

Dr. Michael D. Salomone
Dr. John P Crecine Associate DeanPresident Carnegie Mellon UniversityThe Georgia Institute of Technology

Our approach to command and control and equipment to the organizationalassessment draws heavily on the Carnegie capabilities of military units and to theSchool of organization theory as developed ways in which the various components ofin the classic works of Simon, Cyert, and military units act in a coordinated way.March. This approach rests on a key What can the complex of men andpremise: certain fundamental cognitive equipment do, how well, how quickly, andconstraints severely limit the human ca. under what conditions? A central issue inpacity for rational action, Limits on the determining the organizational capabilitiesamount of information that can be of a large, military force concerns theattended to force people to respond to. only aggregate division of labor in the force:limited aspects of their environment. And what are the component units and whatlimits on the ability actively to manipulate are their special capabilities? For a givenconceptual information force people to rely division of labor, how do the componenton relatively simple mental strategies that units work together and how are theyfrequently violate conventional notions of coordinated so as to perform a set of fune-rational inference and choice. Organiza. tions beyond the capabilities of any singletions may be viewrd as devices for over- unit?coming these individual cognitive limits. A second set of issues is the natural byThrough specialization, individuals acquire product of organization structure; namely,the capacity to apply relatively complex formal organizational divisions orcognitive strategies (based on very effi. "seams."cient information coding schemes) to nar- Formal organizational boundaries arerowly defined task environments. Through important in that they usually define areasdivision of labor, substantial cognitive where all aspects of a subunit's operations,resources can be simultaneously brought to "within boundaries," are organic to thebear on many tasks or information sources subunit, whereas operations involvingat a time, 
other subunits -. "across boundaries"Modern warfare represents the clash of involve explicit inter-unit coordination andtwo, rival organizations, each bent on con- planning. Organizational boundaries .. thetaining or destroying the other. Adopting "seams" in the organization -- are impor-an organizational perspective for tant to a military offense because theyevaluating competing military define what units require explicit coordi-organizations -. such as the NATO and nation from a command point of view.Warsaw Pact organizations -. generates a Organizational seams are important to adifferent set of questions and focuses military organization in a defensiveattention on different issues than the posture because they represent pointstraditional forms of force balance where the disruption of explicit, inter-unitcalculations and threat assessment. In communications in real time will do moreparticular, the focus shifts from relative to disrupt overall capabilities than the dis-firepower, technological properties of ruption of intra-unit communications. Thisweapons systems, and numbers of men is simply because inter-unit coordination
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more often involves explicit ii) where the functioning of a subunit ofcommunication and- coordination ahd intra- the organization is automatic or involvesunit, coordination more 'Often involves itcit the execution of standard operating proce.forms of coordination in addition to, hut dures.
often in- place-of, explicit communication.

Coordinationis the Achilles heel of the THEORGANIZATION Oj
organizational strategy of overcoming indi-
vidual cognitive limits through specializa-tion and division of labor. The efforts of The current organizational structure ofnumerous individuals and separate groups NATO evolved from political agreementsof individuals must be structured to foirm about the post war structure of Europe, thecoherent and useful patterns of activity, formation of the Atlantic Alliance, and theBut this structuring task itself can easily sensitivities of individual member nations.become so complex as to overwhelm the While relatively stable concerning nationalcognitive capacities of those who must car- assignments in the command structure ofry it out. Indeed, the high frequency 'of NATO military forces, the Alliance military"coordination failures" suggests that such structure also reflects the growing impor-
problems commonly occur, tance and military strength of the Federal

The military command and control Republic of Germany, and the Worldwideprocess embraces all of the information economic and military strength of theprocessing activities associated with mon. United States. It is anything but conducive
itoring the environment for problems and to the integration of the multi-nationalopportunities, formulating alternatives, forces into a single, well-coordinated mili.deciding between alternatives, issuing tar' force.mission orders and instructions and SACEUR (Supreme Allied Commandermonitorng and controlling the execution of Europe is an U.S. general officer who is alsoassigned missions. All of these tasks the U.S. Commander in Chief, Europe, ininvolve coordination among many parts of peacetime) is the most prominent of threethe command organization, both vertically distinct major commanders in NATO. Thewithin the chain of command, and hori. Supreme Allied Commander Atlanticzontal beyond it into the chain of command (SACLANT) and Commander-in.Chiefof equivalent or parallel organizations. Channel (CINCIIAN) are the other two
Adjacent army groups, corps, divisions are major commands. There are six separateexamples of this latter point. The commands on the level beneath SACEUR, inadditional coordination requirement for air the NATO hierarchy, each of these with twoforces to support ground forces through or three separate commands beneath it,battlefield air interdiction or close air and each filled by a military commander ofsupport missions adds another layer of a different nationality.complexity. Air forces within NATO not In the NATO Central Region, thatonly have their own command structure, includes the geographic territory ofbut they operate with radically different Belgium, the Federal Republic of Germany,equipment, training, doctrine, require- Luxembourg, and the Netherlands, the joint
ments and ethos than do ground forces, forces commander is Commander.in.Chief

In adopting an organizational focus for Allied Forces Central Europe (CINCCENT).C31 research, attention is immediately He is a German general officer, one leveldrawn to the question of what is being below SACEUR in the NATO structure. lscoordinated with what and the prominent command is further subdivided into: therole that the formal structure of the orga. Northern Army Group (NORTIIAG, com-nization plays. An organizational approach manded by a British general officer who is
to C31 is particularly important in two also Commander, British Army of thedifferent types of situations: i) where the Rhine, in peacetime), Allied Air Forcesfunctioning of an organization depends Central Europe (AAFCE, with a US com.
crucially upon explicit coordination, com- mander who is also commander of U.S.munication, command and control, across Airforces, Europe in peacetime), and thesignificant organizational boundaries, and Central Army Group (CENTAG, also

415



commanded by a U.S. general officer who IESCHOOLOFORGANIZAION
serves as CINC U.S. A'rmy, Europe. in
peacetime). AAFCE baa within it the sepa-
rate commands of Second and Fourth
Allied .Tictidal- Air Fordes (TWO and The analysis of command and controlpresented here is based on the _tencts of
FOURATAF). TWOATAF, to a great extent,
refler-s the operating style of the Royal.Air "organization theory" derived from an

Force although its, headquarters organiza- .nalysis of the behavioral limits and capa-
tion reflects the multinational character of bilities of individuals and of organizations.
ihe forces (Belgique, Netherlands, German, Drawn from-the classic writings- of Richard

U.S. and U.K.). it will command in wartime. Cycert, Herbert Simon, and James March,

FOURATAF, on the otherhand, is dominated the "Carnegie School" of organization
by the Unites States Air Force and reflects theory is a set of propositions, inferences,

S o a n, and hypotheses drawn from resea rch in
Un •n scognitive psychology and human behavior

attitudes and concepts of operations. and adapted to the description, analysis,

This highly disintegrated chain of and measurement of behavioral variance

command is largely a product of, and is in collections of individuals, commonly
furher exacerbated by, political consider- known as organizations. This approach,
ations . There is an absolute requirement well known in its application to problems
within NATO, 'institutionalized through of bufiness and industrial management,
political reality and administrative proce- has been applied to problems of command
dure, to preserve a degree of national and control by John P. Crecine, Gregory
sovereignty in military affairs, a constraint Fischer, Robert Coulam and Michael
that does not impede the Warsaw Treaty Salomone at Carnegie Mellon University in
Organization. An additional, potentially the early 1980s, and most recently by the
problematic characteristic of the NATO authors focusing on the organizational
deployment of forces in Central Europe is seams in the NATO Central Region from
the division of the East-West border into theater to division level.
territorial slices, "layer cake" fashion, with
each layer defended by the forces of one BOUNDFD RATIONALITY
nation. Thus, at minimum, the forces of
five nations (the US, West Germany, the The Carnegie approach rests on a key
Netherlands, the United Kingdom and Bel- premise: certain fundamental cognitive

gium) will be arrayed along the front. It is constraints severely limit the human

possible that if the NATO position began to capacity for rational action. Limits on the

deteriorate, the French would also move amount of information that can be

forward to take a slice of their own, or be attended to force people to respond to only

employed as a reserve coming in on top of limited aspects tf their environment.
1 

And
any of the national corps sectors, or at a limits on the ability actively to manipulate
corps boundary. conceptual information force people to rely

Even from this superficial description on relatively simple mental strategies that

of the organizational structure at echelons frequently violate conventional notions of
above corp, it is simple to conclude that the rational inference and choice.

2

C3 and coordination requirements for for Organizations may be viewed as de-
fighting a joint and combined conventional vices for overcoming individual cognitive
war with a multinatioaal alliance in Central limits. Through specialization, individuals
Europe are enormous. That these require- acquire the capacity to apply relatively
ments be met is also of the utmost complex cognitive strategies to narrowly
importance as more and more emphasis is defined task eivironments.

3 
Through divi.

placed upon the importance of sion of labor, substantial cognitive
conventional defense of Europe to support resources can be simultaneously brought to
deterrence. C3 failures make cheap bear on many tasks or information sources
victories possible, as the fall of France in at a time.

4

1940 and the collapse of South Vietnam
armed forces in 1975 point out.
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Central to this perspectve on i d-102 of goals. lb te for aio oflions is. the concept of -bounded eZP=Xi= ad the clemso of cbohcS
r o-lhty"; th= is. d- idea t th i An rganizaion viewed as a

of huma capacity to S r 23temlath co---= syst- of Pat omch wit s-e-
proce]A information and solhe probleims C ca2 beliti, V6'b- a= orgzaizMionConstrains the organizational d=is:.=- is funcioing in a cobere m if ismaking process. The five summary paints a2c g to a .i=pent or explicit plzaorwhich follow attempt to capture the strat "y for coordiuztizg the behaviorS ofdirection of Simon's thinking on this the various organizational Parts. Theconept. oi-erll division of labor and coordinatioaFirst, because most probl-ms wbi-h as =---.y for an orgaization is reflected inorganization faces are complex, they are the su=ue of tLe organization. For anfactored, or split into quasi-independens Orgniation, its structure and division ofparts and dealt with individually, labor defines what has to he coordinatedusually by separate units of an with what. Once the boundaries betweenorganization, various subunits are identified and the

functional iMerdePedencies - division ofSecond, optimization, or finding te best labor between the various subunits - arealternative, is replaced by satisfiCing. known, it becomes clea.r wher the key co-
This means choosing the first alterul- ordination points ar
tive which meets minimum decision
criteria, that is acting on the first alter- Inative that is "good enough7 One does 31M II
not look for every needle in the The potential accomplishments ofhaystack, only for the first one that is human organizations are almost limitless.sharp enough. In practice, however, human organizationsThird, because satisficing requires must overcome a fundamental difficulty -stopping at the first alternative that is namely, the necessity of assuring that thegood enough, the order in which organi- pattern of activities being carried out byzations develop and propose alternative individuals in various subunits of thesolutions to problems is a critical de- organization fit together in a relativelyterminant of which alternative will be coherent fashion that results in progresschosen, toward the organization's fundamentalFourth, organizations seek to avoid objectives. Achieving such coherenceuncertainty, particularly uncertain defines what is termed the coordinationfuture consequences of present actions, problem. But this structuring task itself canThus decisions which maximize short easily become so complex as to overwhelmrun feedback are preferred, the cognitive capacities of those who mustFifth, repertories of responses or rou. carry it out.6 

Indeed, the high frequency oftines generally define the range of .coordination failures" suggests that suchorganizational choice in recurring or problems commonly occur.routine situations. Thus, theorganization will search for analogs of COOtI)fNATtOI.J5TRATTGpE
the familiar when confronted with theunfamiliar. There are four basic mechanisms for
Concentrating on the bounded character achieving coordination in human organiza-of huran ration 'ity, Cyert, March and Si- tions.7 

Direct supervision is the mostmon focus their attention on the conse- obvious. Here, a supervisor exercises aquences for the decision environment of degree of control over the behavior ofless than complete information, limited subunit members by allocating resourcesinformation processing capabilities, uncer- to subunits, and by directly int~dencingtainty avoidance, sequential search proce. certain details of the subordinates'dures, adherence to routine and satisfictng behavior. Using the mutual adjustm,'entas an ilternative selection mechanism, method, two or more actors agree to shareThus, organizational structure and conven. resources and to confer with one anothertional practice become initial factors in the concerning decisions that affect the activi-
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ties of ease iolved Srardaidi atio or
the creasoz of standard orc xtinZ prT-
d (SOPs). offers a third iechanism for

achiering coordination.$ A supervstW can
exercise control over the behavior of I light of the coordination costs men-

suobit t-members by creating standard tioned above, organizations invariably

proredures governing the behavior of devise strategies for limiting the degre of

subunit members cnder specified condi- coordination attempted.
11 The strategics

tions. The supervisor is thus able to they may employ include the followgin

influence behavior even in situations of
whi h be is ucawae. Morcovr, subunis Reliance on nearly decomposable task

can coordinate with one =oter purely on structures. A task structure is strictly

the basis of shared expectations. No direct dtcomposable if each subtask can be

communication i necssary if each subunit carried out without regard for how

can anticipa e which SOPs other subunits other subtasks are performed.
1 2 

A task

will implement and what the outcomes will stUCtur is nearly decomposable if, in

he. Explicit planning is another way to the short run, subtasks can be per-

achieve coordintion. It is equivalent to formed without regard for how others

direct supervision in advance. Achieving am being pe:f.red, and in the long

coordination via resou'ce allocation run, depend only on a few aggregate

processes or the creation of SOPs requires characteristics of how other tasks arce

significant lead times to accommodate the being performed.
1 3 While a degree of

planning process. Direct supervision and monitoring, re-planning and adjustment

mutual adjustment rely on real-time coor- is required in nearly decomposable task

dination, vwhich is far more difficult and structures, the amount of information
costly than pre-planning. that must be gathered and transmitted

is much smaller than in highly interde-

Whatever the means chosen, achieving pendent task structures.

coordination is costly.
9  Human and Ignoring interdependencies. When

physical resources are directly consumed interdependencies do arise, one crude

by the activities of planning, monitoring, strategy for reducing coordination costs

and-communicating. Also, different mecha- is simply to ignore the interdepen-

nisms for achieving coordination produce dence.1
4

unintended side effects that are costly to
the organization. Direct supervision Ignoring interdependencies except in

processes, for instance, place a heavy extreme cases. A slightly less extreme

information-processing burden on those in strategy for limiting coordination costs

supervisory roles, and as a consequence, is to ignore interdependencies in all but

information bottlenecks and delays are extreme cases.
15 A supervisor might

likely. Also, because supervisors cannot monitor for extreme cases of negative

possibly access all of the information avail- interaction between subunits or the

able to their subordinates, this mode of subordinate units themselves might

achieving coordination will generally fail to agree to inform one another when their

exploit detailed information concerning behavior falls outside of agreed upon

local circumstances.
10 Mutual adjustment norms. In a standing procedure mode,

processes, if carried to extremes, can result SOPs themselves might specify condi-

in extraordinarily high rates of information tions under which supervisors and

transmission with every actor communi- subunits will transmit information con-

cating with every other actor. The resulting cerning circumstances that fall outside

state of information overload can result in the bounds of the anticipated or

delays or total paralysis of the organiza- acceptable.

tion. Finally, coordination achieved via Creating buffer stocks of slack

standing procedures can result in exces- resources. Many coordination problems

sivcly rigid behavior, particularly in the arise when one subunit requests

face of circumstances not anticipated when resources or assistance that are to be

the SOPs were formulated, provided by another subunit Absent
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ectailed coordination between these are utilized, and there may be inventory
subunits, there is a distinct likelihood costs associated with holding capital
that short-term shortages will resIt in resources. Relying on flexible, general pir-
delays in filling such requests. One pose resources is also costly because such
crude solution to this problem is to hold resources ar likely to be more expensive
large buffer stocks of slack resources to to procure and maintain than specialized
be used for meeting such demands.1 6  

resources, 2 0 
and, because of their corn-Reliance on flexible, general purpose re- plexity are likely to suffer from poor

sources within subunits. To the extent reliability. The recent difficulties
that subunits possess flexible, general associated with procuring multi-purpose
purpose resources, they are less likely fighter aircraft are instructive in this
to require assistance from other sub- regard.

2 
I

units, thus less likely to need to coordi- Finally, despite !he advantages of re-
nate with them.1 7  

lying on standing procedures, this strategy
Reliance on standardization as the least- for simplifying coordination processes may
cost means for achieving coordination, result in excessively rigid behavior, espe-
Implementation of SOPs is a very cially in the face of an uncertain and
inexpensive means for achieving coor- rapidly changing environment. 2 2 

Attempts
diation. To the extent that behavior is to overcome this shortcoming by devising
coordinated via mutual expectations finely-tuned SOPs, sensitive to changing
rather than actual communication, coot- environmental conditions, will result in
dination can be almost cost free, apart substantial planning costs. And if the re-
from the loss of flexibility inherent in suiting SOPs are too complex, they are
standardization. 8 likely to be poorly implemented. The basic
Whatever the merits of the above message here is to keep it simple. This

strategies for limiting coordination costs, strategy, however, runs the risk of nor
they are not without costs of their own. planning for a sufficient range of
The planning processes involved in contingencies. Once again, the key in
creating a decomposable task structure are organizational design is to strike a balance
not cost-free. The costs of ignoring inter- between competing goods.
dependencies between subunit activities

are obvious. At the extreme, ignoring M vE311 MOF HIERARCHy
interdependence may result in situations Designers of organizational decision and
in which subunits carry out their tasks in control systems are faced with a difficultmanners that are directly at cross trade-off between coordination costs andpurposes. For example, the tragic Apollo I the costs of attempting to limit coordina.fire that killed three astronauts was tinn.2 3  Almost invariably, organizations
facilitated by coordination failures
between design groups. One chose a 100% resolve this design dilemma by developing
oxygen environment for the capsule while hierarchical task and control structures.

2 4

another chose to use materials that were Hierarchical control systems are particu-
inflammable in most environments, but larly advantageous when the task
highly flammable, virtually explosive, in structure is decomposable, or nearly so.fact, in the 100% oxygen atmosphere of the Ilierarchical control systems require lesscapsule.,19 communication than other types of control

systems. If communication is strictly
The costs of ignoring all but exceptional hierarchical, each actor communicates with

cases of interdependence are similar to only one superior and a small number of
those of ignoring interdependence alto. subordinates. Furthermore, the complexity
gether, though if the exceptional cases are of a hierarchical organization is nearly
well chosen, the resulting costs may be constant across all levels as far as the
considerably smaller in magnitude. Main. individual actor is concerned, which is
taining stocks of slack resources is costly in advantageous since the ability to think
that the human and capital resources held about more than one complex task at once
in reserve arc essentially wasted until they is not likely to vary significantly among
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individuals at different levels in the organization. If effective, the second

hierarchy. Nearly decomposable approach is likely-to be more flexible and

hierarchical systems, composed of 'stable precise than the first. Invariably, the

subsystems, have an inherent evolutionary actual method of control will involve some

advantage since a change in 'one combination-of the two.

component will require little or no The primary advantage of ccntraliza-

adjustment in the others, and damage to tion is the increased potential for coordi-

one component can be ;epaired without nating subunit activities. The liabilities of

any alteration of the others. In short, hier- direct supervision include delay and the

archy substantially simplifies planning and failure to fully exploit local information

control processes, and it promotes survival and expertise. The centralization issue can

in the face of a changing or hostile envi- also be framed in terms of organization

ronment. Whatever the balance struck based on mission versus organization

between the costs of coordination and the based on function.

costs of limiting coordination, the optimal
solution is likely to possess many at- FIUNCION VERSUS MISSIQN DECOMPOSI-

tributes of a nearly decomposable hierar- IIQII
chy. An organizational hierarchy can be

CENTRALIZATION AND DECENTRALIZA- structured in many ways. One critical

TION- TRADE.O5.:S AND MIXED ORGANI- choice is whether to decompose by func-
ZATIONALSTRATEGIES lion or by mission. Functional decomposi-

tion is decomposition in terms of area of

Discussions of what constitutes a good specialization. Immediately beneath the

decision structure or process also top level commander are specialties, then

frequently revolve around the issue of cen- at the next level, subspecialties, and so

tralization of control. The degree of forth. The US Army can be thought of as

centralization is conceptually defined in being structured in terms of major spe-

terms of the number of alternatives cialty areas such as infantry, armor,
available to subordinates that satisfy the artillery and so forth. These specialties can

basic resource constraints imposed by the be further divided into subspecialties; for

superior, and that are compatible with the instance, airborne infantry, air mobile

goals and instructions established by the infantry, mechanized infantry and light in-

superior.
2 5 The greater the number of fantry.

alternatives available, the less the degree Mission decomposition is decomposition

of centralization, in terms of task or purpose. Thus, the

Most control systems are centralized in overall commander sits above a group of

some respects and decentralized in others, major mission commanders who in turn

The US Army's mission planning proce- oversee a set of submission commanders,

dures, for example, involve centralized and on down the line. The armed forces of

specification of mission objectives and the US can be thought of in terms of a

resources, but decentralized planning and number of missions: strategic nuclear de-

execution of mission details. The degree of terrence and retaliation; continental air

centralization may also vary by task. Nu- defense of the US; defense of Europe

clear weapons maintained by the US Army against Soviet attack, to name a few. Each

operate under much tighter control than do of these major missions can be repeatedly

conventional weapons under Army control, subdivided, of course, in terms of increas-

Iligher level control may be of two ingly specific tasks.

sorts.
2 6 The higher authority may physi- In practice, most organizations use a

cally constrain the options available to mixture of organization by mission and or-

subordinates by means of resource alloca- ganization by function. The most common

tion decisions. Or, the higher authority may pattern is to organize by mission at the top

influence the actual decisions of subordi- of the hierarchy and oy function nearer

nates by transmitting to them goals, task the bottom. In any organization that em-

instructions, or information about the ploys a mixture of mission and functional

internal and external environment of the decomposition, the central design question
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is at what level the decomposition should ments (provided that- the set of missionsproceed- in terms of missions a',d at what involved is decomposable or nearly so).level according to specialty and function. A Higher-level decisionmakers need only tosecond critical question is how the spe- assign tasks and allocate resources. Detailscialty subunits can be brought into the of execution can be left to the discretion ofservice of the ission-oriented subunits, mission and submission commands, per-There is, of course, no unique answer to mitting maximum exploitation of localeither question. Differences of place and information. It is clear, then that-notions ofcircumstance dominate, 
centralization and decentralization are- The primary advantage of functional closely linked to whether an organization isdecomposition is that it permits the organi- structured in terms of mission or function.zation to exploit the economies of scale in Mission-based decomposition encouragesherent in high degrees of specialization, decentralization, provided that theThe major liability of functionally-orga- missions are relatively independent.nized units is that there are very few Function-based decomposition requiresmissions that they can perform by higher degrees of coordination betweenthemselves. To perform a novel mission, subunits, and hence tends to result in ausing functionally-organized subunits, a highly centralized command structure.higher level decisionmaker must provideoverall coordination and control between ORGANIZATtONALSEAM

the units involved in the process, or SOPsmay substitute if the task is a routine The various coordination strategiesone.2 7 
Organizations that are functionally discussed in the preceding section arestructured from top to bottom are likely to meant to coordinate organizations, or partsincur heavy coordination costs whatever of organizations, despite structural,the means employed to achieve that functional, institutional, or nationalcoordination. Because of the need for divisions between them. These "seams"coordination, functionally structured between organizations can be either minororganizations tend toward inflexibility and or major impediments to attempts atinability to adapt, to rapidly changing coordination. Coordination within one unitsituations, 

of an organization is "organic," is oftenThe primary alternative to functional rehearsed, often involves tacit rather thandecomposition is to organize by mission at explicit coordination procedures and isthe top, and by function nearer the bottom generally easier to accomplish for an
organization. People within a subunit know

of the hierarchy. An obvious cost of this each other, know what to expect, have aapproach is that it reduces the opportunity better ability to anticipate behavior, andfor exploiting economies of scale, since an yorganization cannot afford to include often, rely On implicit coordination.
o rgiaiond scalts ord extic tnl Coordination across subunit boundaries is
higly trained specialists or exotic technol. often done explicitly and generallyogy in every major operational subunit.2 8  

involves real coordination costs or de-Mission decomposition has other potential tailed plans. It tends to be rehearsed lessdrawbacks as well. Mission-oriented sub- frequently than coordinated activitiesgroups may become parochial in outlook, within subunit boundaries and is generallyoverestimating the value Of their mission much more difficult for an organization.relative to other organizational missions.2 9  
Assuming that different subunits of anFinally, to the extent that mision-based organization must act together, coordinat.decomposition results in a highly deccn- ing the activities of heterogeneous units -tralized command structure, the resulting for example, a ground unit and an airambiguity and requirements for unstruc- wing- is more difficult than coordinatingtured problem-solving by lower level two similar units - two adjacent US bat-personnel may result in degraded morale talions, for example. Coordination betweenor performance if the task requirements similar units is inherently easier becauseexceed the capabilities of the individuals each unit has a "conceptual model" for theinvolved. But mission decomposition can behavior of their counterparts, in essence,substantially reduce coordination require. "They behave just like we would.".
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Illustrative of this approach is the pro- Seams in an organization may be either
vision of fire support, which can be "horizontal" or "vertical" in orientation. The
provided from the ground by artillery that seams between two units on the same level
is organic to the-kround forces, or from the of a hierarchy are considered to be hor-
air by air forces which exist in the U.S. zontal; seams between actors at different
armed forces as a different branch of levels are considered vertical. The "height"
service. The differences in artillery versus of the seams, measured as the degree of
air support are representative of the difficulty in overcoming them, iay also
differences between major and minor vary. The coordination of two infantry
organizational seams. Artillary is battalions in the same regiment, for in-
indigenous to the grosuid forces. Artillery stance, may be substantially easier than
officers have the same basic and doctrinal the .coordination of iwo battalions in dif-
training as the forces they suppoil; their ferent divisions. The most insurmountable
command structure -is completely seams, perhaps, appear across multi-na.
integrated with that of the ground tional boundaries. 'To illustrate this point,
commanders, and their communications note that British aviators in TWOATAF op-
equipment can easily access the main erate under different assumptions and
communications network. Tactical air doctrine than their United States counter-
support, in contrast, is provided by an parts in FOURATAF. British air forces as-
external organization, namely the Air sume that during wartime, they will be op-
Force. Air Force officers come from a dif- crating for some time when they are out of
ferent systems of military education and contact with higher command levels. Their
background and, their attitudes and pref- training reflects this assumption. In con-
erences reflect different incentives and trast, U.S. procedures assume a high degree
belief systems. The command structures of contact with flight controllers through-
and planning cycles differ radically be- out a mission and that squadron coordina-
tween the two organizations, and they tion will be accomplished through realtime
have divergent views on allocation of communication links.
resources among missions and acquisitio:-i In addition, the different national mil.
of types of airframes and ordnance to itary organizations in NATO, the national
suvoort these mission iriorities. corps, have nationally provided and

The difficulties in coordinating the air therefore different intelligence and logisti-
and ground wars further illustrate the co- cal support systems on which they will
ordination problem within NATO. The Air rely during wartime, while operating un-
Force and the Army take fundamentally der the NATO command. These national
different positions on what form air sup- forces use different communications
port for ground forces should take. The Air systems and weaponry, and have different
Force believes that it cannot effectively levels of readiness. It is clear that the
support battlefield air interdiction and seams between the elements of the NATO
close air support along the forward edge multi-national force are inherently
of the battle area until it has established "higher" than the seams that separate dif-
air superiority . The Army wants to see ferent units of the Bundeswehr.
more direct applications of airpower in
support of the troops. In addition to these COORD1INATING THE OFFENSE VERSUS CO-
philosophical differences, there are ORDWNATINGTIIEDEFENSE
methodological ones. The Army and Air The kind of coordination required gen-
Force operate on entirely different plan- erally varies with the task or function that
ning cycles, with different time lines. The the organization is trying to perform. For
differences in time lines and planning hori- exampI in coordinatin the activitiea of
zons can have a significant and adverse gam litaryorditinganhoffcnivetoper-
effect on the interactions between the two various military units in an offensive oper-
services. For example, the ground com- task. In a watimo s ltuation volving two
mander's plans may be severely disrupted large, competing mitary organizations, the
or even cancelled if his specific requests larometin ily organcain theforai spprtorreonaisacecannot be environment is likely to be uncertain and
for air support or reconnaissance cnobe rapidly changing. Coordinating military or-
fulfilled within the time frame required.
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ganizations having highly specialized, func-tions and equipment in a, complex, hostile WX KEY ATTRI3UTF O EFFECTIVI COM-environment is inherently easier if ANDANDCON-ThOT,

achieved through pre-planning than if the In addition to the aforementioned con-
complex of deployment, logistical, strategic siderations in assessing effectiveness ofand tactical decisions, mission assignments Command and control, Crecine, Coulam,

-* and force-tasking has to be d e in real- Fischer and Salomone in their organizationtime, "on th -fly." Real-time coordination theory-based assessment of NATO com-requires accurate r al-time intelligence, mand and control in the Central Regionassessmei t of a fluid battlefield environ- have defined six essential properties of ament, reliable and timely communicatiois, command and control system.3 0and competent and continuous exercise of The list of essential properties couldcommand, 
certainly -be expanded, but research hasThe responsible military commander indicated that these six cha acteristicsgenerally has a plan, reflected in the bound the irreducible minimum require.orders given to the various ,components of ments for effective command aid control.the offense. Especially if the military orga- The Properties were placed in two groups.nization on the offense is able to control The first group consisted of 'performancethe pace of battle, coordination is acc6m- characteristics" which included' (I)plished simply by following, the direction processing capacity, [2J reaction time, [3]of the overall military commader or flexibility, and [4] coordination capability.simply by following the offensive plan. The second group consists of theCoordination is generally done through 'continuity of Command characteristics ofptc-planning or the sending of simple, [5] physical survivability, and r6]easily understood orders, robustness against attrition.In contrast, coordination of military With respect to processing capacity, re-units involved in defensive 6perations search shows that a C3 system should havegenerally cannot rely on elaborate pre- as much cognitive, computational, andplanning in order to accomplish their task, communications capacity as 'possible. Thisunless they can predict with sufficient requirement is -affected not only by num-confidence, tlhe exact location, size ,and bets of men and levels of equipment andtiming of the enemy attack. Explicit forms technological sophistication, but also byof communieation are generally required, levels of training and rehearsal, comnmuni.and if the communications between vari- cations discipline, well developed routinesous units can be disrupted, delayed, or if and standard operating procedures. Notingthe link can be destroyed, the capability of that organizations cannot do what they dothe defensive military organization to op. not rehearse, the procedural becomes atcrate in a coordinated capacity is severely least as important as the technical. For cx-diminished, if not eiminated. Coordination ample, a courier on a iotorcycle or in aby explicit communication plays a much jeep may be :. much more effectivelarger role in a defensive organization than communications device than a high speedan offensive one because defensive mili- communications link which can transmittary operations are reactive, by definition. great volumes of information to corpsThe essence Of Soviet military doctrine headquarters at such speed that theis to control the pace of battle through printers and displays which pull it off theoffensive operations that rely on pre-plan, wire there are backed up for twelve hoursning a, the coordination strategy. By with incoming messages.creating an environment that the defense The second critical performancehas to adapt and reset to, the Soviets hope attribute identified in the study wasto compound the coordination problem for reaction tisne. Defined as the amount oftheir enemy. By keeping the pace of their time that elapses between the onset of aoffense rapid, the Soviets seem to be trying change in the environment and theto force the defense to rely exclusively on initiation of a response, Reaction time is areal-time coordination strategies that are function of rehearsal and procedure,inherently more costly and difficult, processing capacity and processing load,
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and centralization or decentralization of organizational capabilities enhanced by

-the organization with respect to both realistic rehearsal can be effective

structure and decision locus. The greater substitutes for direct real-time

the ratio of processing capacity to communication if the objective is to avoid

processing load the faster the reaction time detection and possible destruction. Tacit

and, perhaps less obviously, the more communication, shared expectations,

decentralized a C2 system, the greater its perceptions and beliefs can enhance

ability to respond rapidly to changes in survivability under conditions where
local conditions that affect only one or a intense hostile action is directed at first

locating and then destroying headquarters
few subunits.

3  and C3 systems. Mobility, the separation of

The third property is flexibility, e.g., command posts from transmission
the capacity to adapt to rapidly changing facilities, masking, hiding of facilities and
conditions. Like the two performance at- deception are other means to enhance
tributes: discussed above, a central key to survivability. But as Crecine, et.al. point
hexibility lies in training and rehearsal, out: "No matter how great the efforts to

According to Crecine, et. al.- enhance C3 survivability, a concerted
Flexibility is enhanced by the develop- attack on a C3 system is bound to be par-
ment and rehearsal of both tactical and tially successful. Some communications
C3 SOPs that cover a broad range of sce- links will be jammed, and some compo-
narios. This speculation rests on the nents of the system will be destroyed. Any
assumption that the effectiveness of truly survivable system must be able to
SOPs is inherently scenario dependent. continue to perform critical functions

Confronted by unforeseen coritingencies, despite damage or attrition of C3 system
the command system will be forced components. Thus, the importance of the
either to engage in time consuming second property of continuity of command,
improvisation or to rely on SOPS that robustness, is mainly a matter of organiza-
are inappropriate to the conditions of tional structure and procedures.

"3
4

battle.3 2
Coordination capacity is the fourth Redundancy in human and physical C3

critical performance characteristic of ef- assets, and procedures for devolution of

fective command and control identified by command, arc essential if a damaged or
Crecine, Coulam, Fischer, and Salomone. degraded C3 system is to reconstitute itself

Coordination capacity is determined by a or degrade gracefully. Since C3 failures
mix of hierarchical and structural variables make cheap victories possible, under con-

authors note, for ditions of massive damage to a command

example, that in the field, "C3 systems and control system, the "system most be

differ in their ability to plan and conduct robust in the sense of being able to rcon-
'combined arms' operations in which stitute itself to lorm an effective fighting

different types of forces - infantry, tanks, force from those C3 elements and fighting

artillery, aircraft - work in conjunction units that have survived."
3 5 This capabil-

with one another. At a higher level, say the Ity will be enhanced by structures and

whole European Theater, different C3 procedures that permit surviving units to

systems *'ill differ in their ability to fight on their own while the command
coordinate battles in different sectors, or to structure reconstitutes itself. The study
reallocate forces and supplies from one concludes that the many layers of com-

major sector to another."
3 3  mand that exist in the NATO command

The two continuity characteristics and its constituent national corps and

identified in the study, survivability and below "create a substantial potential for re-

robustness against attrition were found to constituting at many levels, if the

be influenced and enhanced not only by survivors can operate alone in the short

physical means, such as hardening, but also run."
3 6 

This need to be able to function in.

by procedural actions, such as comunica- dependently for short periods of time

tions disciplines that minimize the use of mandates a nearly decomposable task

radios that can easily be detected by ene- structure that allows subunits to operate

my forces. Again procedures, SOPs and constructively on their own. Robustness is
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also enhanced by realistic exercise of oper- CROSS DIFFERENCES IN NATO AND THEations under conditi6ns of degraded WTO FOR CONVENTIONAL WAR IN THEcommunications and the physical loss of
headquarters or other command facilities. R
It is in realistie training that NATO may When one examines-the composition of
have one of its greatest inadequicies.7 combt fores emaking up NATO and theThey conclude that although 'there are WTO, it is clear that NATO consists of a.measurable peditormance attributes associ- multi-national force whereas the, Soviet
ated with the functioning of a commana military organization dominates all
and control system along the six dimen- planning for combat missions and combatsions listed above, the effectiveness of a forces in the WTO. NATO will have asystem of' command and control can only minimum of five nationalities holdingbe evaluated in the broader context of a sections of the front line and the Central
spdcific scenario. The interplay of the bat- . Region; the Americans, West Germans,tle scenario and the operational concepts British, Belgians, And the Dutch.employed by each side will be a prime The multi-nattional character of NATO
determinant of the appropriateness and combat forces creates in itself some rathereffectiveness of the respective command obvious command, communication and co-and control concepts, systems and capabil- ordination problems that are different -thanities of the combatants, For example, with those faced by the all-Soviet WTO combatrespect to opposing military forces, they force. 'Although there is a degree ofconclude that: "...the capacity for central- cultural and linguistic diversity within theized coordination is less important t6 a Soviet military, this is a fundamentallymilitary force that relies on independent different problem for the Soviets than, foraction undertaken by isolated defensive example, the coordination of adjacent USunits than to one that plans to establish and Weit German forces or UK and Belgianand hold an unbroken line of defensive forces. The Soviet forces are dominatedforces.- 39 This tenet concerning scenario, and unified by the Russian language. Evenoperational concept and command and among non-Russian Soviet officers, thecontrol structure and process is a condition laneuace of their training is Russian.of the interaction of organization and taskenvironment. It is not only an aspect of Another gross difference apparentmilitary organization and command and between NATO and the WTO is the degreecontrol, but is germane to any organization of centralization in the command structure.and task environment. The WTO tends to be more centralized than

NATO, with key strategic and tactical deci-Two themes clearly emerged from the sions being taken one or two levels in thestudy. The first is that actual rehearsal un- hierarchy above that of NATO. Inder realistic conditions provides the surest addition, it is clear that the NATObasis for effective action. Rehearsal serves command structure places far greaterto enhance the degree to which coordina- reliance on real-time communication as ation can be achieved through reliance on way of coordinating the behavior of theshared knowledge and expectations. Sim- various units making up the overall NATOplicity is the second hallmark of effective force. In contrast, the Soviet/WTOaction. Alternatives that create minimal organization tends to rely much more oncoordination requirements are most likely detailed preplanning as a way ofto succeed. To the-extent that direct means coordinating various units. This reflectsof coordination are essential, they should partly the relative capabilities of the twobe based on coordination SOPs that are sides, partly cultural as well asthemselves simple and well-practiced. socio/political preferences, and partly
different strategic concepts and approaches
to conventional warfare. NATO quite
clearly sees itself primarily as fighting a
defensive war and finding itself in
situations where elaborate pre-planning is
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A1l5'TACr paradigm (3, 4), and the HEAT (Headquarters Effectiveness
Assessment Tool) Adaptive Control paradigm (51; these

A fundamental function of commanders in a headquar. models are depicted In Figure 1. All three models view the
tees involves the sequential processing and integration of decisionmaklng process as a cycle comprising an assess-
information from multiple sources. An experiment was meat of the situation, a comparison of the current situation
designed to test hypothees related to the way experienced to the situation desired by the decisionmakers, and a
commanders process information from different sources, selection of an option (or options) to maintain or achieve
update currently held beliefs in the light of new and con- the desired situation.
flicting Information, and plan the realignment of troops to
face possible enemy attacks. The experimental simulation An outstanding issue is whether the planning cycle is
was conducted in the context of thn Headquarters Evaluation best viewed as an evolutionary process, supporting the
Assessment Tool (HEAT) project. Three army officers *roling plan" concept suggested by Cushman [6, or as a
received sixteen experimental trials In a randomized order, sequence of independent processes, The latter point of
Each trial presented an initial intelligence message surmis. view implies that the - aesses carried out at each planning
lag he enemy's attack direction and information rellabilt cycle can be understood (and analyzed) without regard to
Ity, a map displaying the tactical situation show those carried out in planning cycles that came before or
Information that either confirm or disconfirm the notions after. This point of view does not imply that
expressed In the Intelligence messoge, and two subsequent decisionmakers have no memory of the past, only that they
intelligence updates that adjusted the enemy positions do not actively reach decisions at one cycle to foster the
depicted on the map, The update information could confirm decisionmaking process at a later cycle, Conversely, the
or disconrirm the Initial attack direction estimate. Find. 'rolling plan" point of view implies that the understanding
ings showed a strong recescy effect in all experimental of the situation assessment process requires consideration
conditions due to the relative order of positive and negative of potential future the perceptions and decisions It also
evidence. Information received last had the strongest implies that understanding of the option selection process
impact on the commanders attack direction estimates. It requires a consideration of plans and decisions that
was also found that the commanders confidence level In the decislonmakers anticipate they may make in the future
reliability of his information sources was a function of the This point of view stresses learning in order to reduce
consistency of the source. The commanders planning uncertainty as an important characteristic of the
behavior followed a pattern different from the fluctuation of decislonmaking and planning process. Lawson (21 and
their beliefs. A prsmacy-hke effect was observed in the Wohl (7) propose rate of hno of uncertainty as an
commander's planning process: most of the troop move. indicator of effectiveness for C4 systems. Indeed, probing
ments and reassignment were done in the Initial stage. and hedging strategies selected specifically to allow
Lastly, two models for the revision of beliefs were dovel- decisionmakers to learn more about their environment
oped and validated: both the normativo-descriptive before selecting a course of action, can be understood only
Bayesian model and the contrast-inertia descriptive model from the perspective of decisionmaking and planning as an
predicted the commanders attack direction estimates as well evolutionary process,
as the strength if their beliefs in the estimate, The empiri-
cal evidence provided additional support to a 'rolling" plan White the Process and SiOR models proposed by Law-
theory. It strengthened the assumption that commanders son and Wohl, respectively, view the planning and deci-
modify their estimates and plans in a continuous, evolving, sionmaking cycle as an evolutionary method, the current
and dynamic fashion rather than in a discrete, epochal, HEAT Adaptive Control paradigm decidedly views this cycle
cycle-to-cycle manner, as a succession of independent processes. This conclusion

is evident in the omission of measures for correlating
L INTRODUCION observations from one planning cycle to the next in the

current set of HEAT measures. This omission suggests a
The last ten years have witnessed the appearance of weakness in the current HEAT should the rolling plan con-

several paradigms to describe Command and Control (C2) cept prevail. The current HEAT methodology cannot reveal
processes. These include Lawson's Process Model [1, 21, how decisionmakers learn about their environment, select
Wohrs SHOR (Situation, ilypothesis, ,ptions, Response) options to facilitate learning (e g. probing), use learning
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XI EXPEBIER~YPorHEE

HYPOTIrIw
EOur first hypothesis seeks to confirm that measures

taken of the planning' process ('process' measures) are cor.soucts COisou Oes related over several planning cycles Tie urgaments forthis hyjsothesis are found in normative theories for estima.tlion as well as in descriptive throries from cognitivescience. Estimation theory tellovus that optimal estimators(e.g., Buyesian estimators, Ku! an filters) combine pnor-T , estimates of the random variable under consideration withnew measurements to yield posterior estimates. Indeed, theoptimal estimators uses not merely the prior estimate of
A. wson's C2 System Model, the variable, but the g=& j of its value based on the

prior estimate. Normatve-descriptive theories of hypothe.
sis geo ration and selection from 'Cognitive science tell uspeople use prior hypotheses to adjust their beliefs in
response to new data, In this reipect, the Monitor andUnderstand processes conducted duricg a single HEAT cycleyield both estimates for the immediate cycle, and priorstatistics for future planning cycles. Therefore we expect acorrelation between process measures taken of these

processes over Moveral planning cycles.

The argument for this hypothesis is also found innormative theories for informntsonoseekng that have beenB. Wohls SHOR Paradigm developed for the control of stochastic systems. StochasticS Paar d ,systems typically Involve parameters that are only par.
pvesn oc tinlly known to the controller or decisionmoaker; Ibis is

U -- -* known in military terms as the 'fog of war', The control ofthese systems typically involves an element of as.Uw
learning wherein informntin-seeking strateges (g,
probing) are selected by dclsionmakers io ansicipn0ion
that they will hetter understand their system and use this*Ts understanding to advantage in LsIr decisions. Active
lenroina is sound Only if the commander places a valset oninformation that will be available to him in the future; itprovides no advantage If the commander gives no weight to
the future. (Tho complement to active learning is RsJua"ylearning where decisionm akers learn about their system

.. through feedback, but do not select options explicitly tofacilitate learning.) The Implications of active learning are.. that decislonmaking and planning is an evolutionary prc.
C. HEAT Adaptive Control Paradigm. es; decisions made in the past are the means for making

Figur I. Three Models Describing the Command and decisions in the future. Active lerning is an element of all
Control ProcesDesc t d successful military enterprises, and is in evidence when acommander decides to conduct surveillance and reconnais-sance 

(*Knowledge 

of 

the 

country 

is 

to 
a general what

in a feedback fashion so select options, sod hedge decl- rifle is to an infantryman," (8]). We expect that option
nions in anticipation of course of oction they may pursue selection activities (e.g., the Generate Alternative Courses

of Action, Predict, and Decide processes) in the HEATplanning cycle should reveal a progression of decisions

Ile Purpose of this study is to better understand the over several Successive planning cycles,planning process conducted by a military headquarters.This study serves three objectives. irat to deternine ilPOTlss'SI[whether successive operations of the HEAT planning cycleare best viewed as an evoluionary process or as a sequenceof independent processes. Second, to determine the nature Our second hypothesis states that process measures are
of te corelaion etwen sucessve ofrelatd to the confidence that commanders place in the

of e correlation betwen aucceasive planning cycles information they receive. Arguments for this hypothesisshould the analysis support the suggestion that planning is are found in Estimation theory and in Stehastir Optimal
On evolutionary process. Third, to determine how com. Control theory. Estimaion theory tells us that formamaunders incorporate both uncertainty and the confidence lion should be given a weight that is Inversely propor.
they assign to ifraion ey rcieit h vrlplanning process, A th receive iass the overall linal to the confidence or certainty that can be attributed

to that information. Stochastic Optimal Control theory
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tells us that the optimal control of a stochastic system is Einhorn and Hogarh-have developed-a number of
achieved through a control policy that is conditioned on mathematical models of situation assessment and decison-
the n ertainty soriounding the irte f the system as-any making based on theie principles. 'These models capture
time,[9]. For example, optimal control policies for arbi- both,the aunhoring and adjastment process, as well as the
tray finite-state Markrov processes aicfunctions of the proces7 decisionmakers employ for dealing with confirmng
state probability distribution at anytime. Our argument and disconfirming evidence. Section V will focus o6 the
dies not presume' that humans ire optimal estimators or validati6n of these 'msodels using the experimental data
o6ptimal controllers, bill that they'ire sufficiently xrtional clloctid in thli stndi.
to exhibit importLnt characteristics found in otimal esti-
mators'and optimal controllers. "IL EXPERMEN7ALNIEHIO

II OTlESISII EXPERI FJr OVERVI:W

Our third hypothesis states that decisionmakers are Information integration and planning processes are
sensitive to Aho-order of presentation of iaformatlion that studied in the context of a table-top exercise. The protocol
confirms or disonfirms prior beliefs when, they aisess a is an elaboration of, two pencil-and-paper, games, one
situation. The argument for this hypothesis is based on employed by Entin, et al., [18] and -one described by
several models that'have-been proposed. in cognitive Tolcott, et al, [13]. As a background to the exercise,
science, to describe haman decisionmaking. We now commanders aritold that thi relations between the Soviet
consider briefly these models. Union and the United States have greatly deteriorated and

that a clash of forces in several parts of the world as
It is generally acknowledged that decisionmakers do imminent. Tae subjecta are asked to assume command of

cot learn nearly as much from nevwly-acquired information the 52nd Mechanized Infantry Division, stationed either in
as the information ,warta-s [10-12]. Tolcott, et al. [13] the Fulda Gap, West Germany or near the DMZ in Korea
note that decisionmakers usually place undue confidence in Their primary duty is to consider all the available
thctcorrctness of prior decisio,; ,and assessments (dec- intelligence information and predict the enemy's most
sins and/or assessments herftealr referred to as 'posi- likely main avenue of attack. Bised on this estimate of
tions'), supporting the idea that people do not readily learn enemy intent, they are to construct a plan allocating and
from experience. Dcisionmakers tend to anchor to prior reassigning resources to best thwart the attack.
beliefs by inadequately adjusting their position upon
consideration of rnv information. Citing the earlier work The experiment passes through four phases.
of Wason (14] and Einhorn (15], Tolcott, et al., point out
that decisionmakers tend to seek information that confirmi First, the commander receives an intelligence brief
their prior position, and ignore evidence that disconfirms describing the intelligence analysts' best estimate of the
their position. Lopes [16].and Tolcott, et al.. attribute this enemy's avenue of attack. This estimate is purportedly
cognitive bins to a process where' a prior position is based on information that is from two to ten days old.
established, and new information is seively used to Following a brief time to consider the message, the
adjust the position, This process produces a final position commander is asked to give his own estimate of the attack
that lies somewhere between the prior position and the avenue and his confidence in the information supplied.
position that would be obtained only, on the batis of the
new information. Tolcolt, et al., also offer the hypothesis Second, the commander is shown a map (Fig. 2) of the
that newly acquired information is not necessarily Fulda Gap (or the Korean DMZ area) area depicting the
combined with old information, but is combined with deployment of their troops and the best estimate of the
lgmgnlmns bated on the old information. enemy's positions and strengths. The commander is told

that Orange troop information displayed on the map is
Einhoro and Ilogath [17]fcre a different view of the between 12-16 hours old. After a short time to review the

picture. Like Lopes and Tolcott, et al, they note that situation map and his own force list, the commander is
1) people judge new information in the context of their asked to give a second stimate of the enemy's most likely
prior beliefs, and 2) information received by a decision- attack approaA.h and his confidence in the information
maker may support or refute his prior belief. howcver, provided to date. Following these assessments, the
their own research indicates that people tend to place commander has approximately 20 minutes to develop a
greater emphasis on newer information than on prior plan a stitg troop positions and deploying reserve units
information. They propose a theory of information inte- (c g., ha calvary and assault helicopter units) to face the
gration that is bated on three general principles describing enemy's attack.
how people process information, They hypothesize that:

Third, the commander receives the first of two iatelli-
Information is updated and beliefs changed through a fene updates of the Orange force dispositions. The update
sequential anchoring and adjustment process, may show n2 change to Orange force locations or may

show sote adjustments, corrections, additions, or deletions
A decisionmaker classifies incoming information as to Orange dispositions. The commander is told that this

,either supporting or refuting the currently held position, information is six to eight host old. Given this new
information, the commander has an opportunity to revise

The weight assigned to new information is dependent on his attack approach estimate, confidence assessment, and
the confidence maintained by the decisionms':er in the plan.
anchor.
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vss at in the Korcaz-DMM scenaio) the C:.-- -Word SCMICAMOS

15=yuse o lanch =aW=XLThe expericuental trials were rested within two
ScF-"e RHIatilit.- ded s the Scenarios. 'These sccaio were used to control for

cozridezz or reliability the inteligence analysts Icumz effecs and to intue that resells Were =ns =Cee*u
(perpertedly) zrtrlbne to the source of the e=ey spenifin. Es&~ of the eapernmell trials depicted force
drplcyua,= inmai n oide to the- srb--cm Theoris 1:1ydowns in and around L- Folda Gap. West Gcz -_y.
froms coznitive science seggeut that indirideals Weigh while the 1on2i2i9 eigh trias showed foMm layrtow-s It
informatio by isa perceve reliability [17J. 119J. Thus. the border between North and South Korea wher the l~u
info0rmz:ion perceived as relatively high in reliability Gang River censde the deunlitarized zone (DhIZ) . I both
shoeld have a larger im~pacto On Indirideft stme SJ--Of scenaios. iratil Blue troop positions were held coestant
enemey position than inform-ation pereesred as lower in (and Subjects were- informed of this fart), but Orange
reliaiy. The elltcigen msages provided in the low positions; varied with experimental condition For half the
reliability Cndition were given a low to mnoderate trials,. Orange lzydoums depicted a diseermtable nesuhemn bian
conildenee er,!--, by the intelligence anaIlyss The for the Futlda Gap scenarios and an ea==r bias fr the
ie-eligene mesages provide! in the high reliability Koaran seenarios, That is. a large co-centration Of Orangec
condition were given a moderate to high confidenuce forces in the Fulds Gap scenario appeaed in the northern
evaluation. teete to give the imrpressin that the ewe~y was preparicg

to ztrark using the northern corridor. Similarly. Orange
Esery wrnin inteligence brief Shown to a rmbjort laydowns in the remtaining Fella Gap and Korean scenarios;

eontled two parts the ims delineating a particular depicted discernible southern and western biases.
avenue of enery attack surmised by the intelligence iat- respectively. Figure2 illustrates a schematic of the Fula
iyst . and the second lndt-.'dvg the alysts confidence or Gap Situation Map depicting a northerni bias.
relibility in the information used in their estimation. EEINVA &B S

Two different north (or east and two different teuth (or
west) avences of apptoaeh iwe crossed with two different Three dependent variables were avsessed alter the
low reliability and two different high reliability confidence initial intelligence mtessage and after each of the three
levels to produce the Sixteen intelligence mressages for eaech information messages for each trZi:

socci rquird fr th exerimnt.prediction of the avenue of the enemys attack
Dzdcn- After eeviews-g the initial intelligence met- (Le_, North versut South for the Fuilda Gap scenario or

sage, each subject received three information messages East %ertus WVest for the Korean scenario);
sequenced in time. The information in these messages
either confirmed or disconfirmed information regarding the *estimation of the probability that the spec,fied attack
encmjs intended avenue of attack given in the initial approach would be used;
intelligence inessage. Order was thus defined as the
Sequence of confirmatory and contradietory evidence pre- *confidence in the information received at that point.
sented in the three informatlon mtessages. The manipula.
lion of this variable provided th, ens necessry to test Following the introduction of the Situation Map
for the contrast effect predicted by the accretion and dis- showing Blue and Orange laydotens (i.e., the first
count models of fliehorn and Hogarth [17]. There are eight information message), the subjects %e.re -.. d to develop a
(23) possible permtations of ordering within the three plan for alin0cating (or reallocating) these re-sources to besi
information messages provided to the commanders follow- counter t suspected avenue of the reese) s attack. After
ins the initial intelligence message. Two of these pems- each of the updates that followed (i.e.. information
taious are 'all confirming' and 'all disconfirting'. and mettages two and three), the subjects were gas o the
yield no data to confirmn or refute the contrast effect pre, opporsunit) to revise their plan to aitcoioate changes r
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EXTPE1DIENSTALDFSIM; Aff j h=er of units smoved or reassigne in
the direcalan Opposite, to the araect

*Ibe experiment design calle for a 2(Eneny Avenute of hptei
Attack) x 2 (fnfo=:stin Source Reliability) X 4 (Ordecr) dlii n==ber of units mnoved or reassigned in a
factorial design. Each of the two scenaios were used for neutral z=e (division comrmand or central
hal of the experimnentul conditions; pairing of scenarios region)
and conditions was random. Each subject was randomly
assigned to all of the ucetmet conditions. The dcsion Process in qurestion is made Of two sepa-

rate but interacting processes, First is the Sitution

OEI * Mdecision PROCeS processe snjuts m)dr withis revntofsl histrold t besto rdeen an
in ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ pre hyue3aeatrnrzdi hsea mn i po th esnes atak othe th t enem actulofmovemen

SITUTV;Ass-sy of Lroops Occurs. this is on-paper-planning only. We con.
estATt &messjret tFiMMg clnde that these decisions are made in a non-reactive hostile

environmeni Consequently ste assume a "separation prno.
= - C CiPle bcttseen the two prOcesseo. The dual process of

situation astessment and planning pertains to the
'UNDERSTAND" and 'DECIDE' nodes in the HEAT
hexagon paradigni.

MASP 5 The results presented in this section describe thse step.
by-step evolution of all the variables previously described.

S SrWXATIONASSESSIF2,TESUIS

At oaeth stage in the situation assessment process, the
FST 2 comtmanders were asked to provide a hypothesis wilt

UPDATE respect t0 the enemy avenue Of attack, a probabilistic
assessment of that hypothesis (strengthi of belief) and a

taa confidence in the evidence tey are presented with. To
simsplify the date Presentation, all probabilities refer to the
initial hypothesis. Note that since the hypothesit to a

SECOND 3 binary one, i.e., North or South, a 0.7 probability of a
UPDATE northeen attack in equivalent to a 0.3 probability of a

Ca. southern oue. Table 2 represents an aggregate of the
Ht4.Iuf~lprobability data averaged across subjects, for each

information sequcnce (order condition). Table 3 represents
the average confidence data. For clarity of purpose. results

Figure 3. Commanders' Decision Procensci of Tables 2 asd 3 are plotted in Figs. 4-7. These grapht
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)TAJILEl AVERAGEPROBAI11(STR8GTHSOF __D

Average probabilizi& rod srodsrd esrous

CMI 68.3 758 S 41.7 x
(16.9) (S2 (1.) (36.7)

COD 65.4 80.4 52.5 25.8 E

DOC 70.8 55.0 75.0 85.0

(21.3) (25-5) (26.2) (31.4)
DDC 66.7 50.0 49.6 57.1 igr5.Sdn saenRels(Pbbltyand

i1 (26.7) 1(26.1) 1(28.1) (28.8) Coetldenr) for Sequence CDD.
Prbbltyhlat aniem ttc will occur fromn the

initially assumed direction.
TABLE3. AVEAGE CONT3FNCE LEVELS C=c

Average confidence ievela nod standard enors

Order CO Ci C2 C3

CCn 65.8 72.5 75.8 59.6

(13-5) (16-5) (17.3) (13.8)

CD . 62.5 72.9 67.9 74.2- D
(15.3) (20.1) (17.9) (19.7)

DOC 69.6 62.0 6G0 -74.4 ~ ~'o4n
(13.0) (13-5) (12.8) (11.1)

DDC 59.6 57.5 69.2 67.9
_____ (16.1) (16.9) (17.3) (18.1) Figure 6. Situation Atteassrect Results (Probability rod

Confidenc level in estimated probability o( attack asCoidce(rSeeneC.
asseased by the subjects.

cCo esoc

IIT

Figure 4. Situation Astesstnent Results (Probability and Figure 7. Situaion Assessment Resuts (Probability and
Confidence) for Sequence CCD. Confidence) far Sequence DI)C.
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are drastically different 3 25.8% for CDD verms p3"
57.1% for DDC. I'ese numbers not orly reflect a qu=ti-
tative difference but'also re'present an opposite final
hypothesis as to the likely avenue of e y atu.k. This
reslt it remarkable in that it shows clear evidence of the
phenomenon of recency. It validates the hypothesis
advanced by Einhou a= Hogartli,2s to the presence of

cc enreveny effect in any mixed evidence seqeential information
-in itegr tion process. One should note that iuch effects are

cot predicted by classical Bayesian decisi6 theory. Sec-
tion 5 will be devoted to a more elaborate discussion on
the subject of modeling. Orr third experimental hypothesis
was validated by the finding of a strong order effect
(p < 0.01). It tpports our conjecture that in addition to
thu quantity and quality of information entering a headquar-
tars, the order in %hich this information is presented has a

Figure S. Change in confidence level as a function of the key effect o:iothe judgment quality of the decisonmakers
consistency of the source, involved.

Su=i.mriZe all the input, probability and confidence data for Obervation 3 The commanders confidence level in the
each order conditions and provide useful insight into the incoming evidence tend to increase slightly over time
dynamics of the comma.nders' information integration and regardless of their initial and subsequent judgments.
belief updating processes.

Although not statistically significant, this long-term
Key observations can be made from the data presented growth trend has been shown in other studies (sec 113] for

so far. They indicate some essential trends in decision- example) involving sequential information processing in a
making behavior. Most were advanced in our experimesal command and control environment.
hypotheses, but some surprised the experimenters never-
theless. The probability results are all signifieant at the Obcevtl.on 4. The confidece level in the reliability of
p < 0.05 level. information soures is a function of the consistency of the

source.
ObCJlinJ Commanders, without exception, appear to
behave rauionally at each stage of the situation assessment This is a shan term trend pertaining to the confidence
process, levels behavior over time. As shown in Fig. g,

commanders will upgrade their confidence levels in an
A quick look at the graphs will convince the render incoming information source when the source provides two

that the subjects react to the new information by updating subsequent pieces of evidence pointing in the sne
their beliefs in the direction of the incoming evidence. It direction and downgrade their confidence levels when the
does not necessarily mean that they change their current sources provides two subsequent pieces of evidence printing
hypothesis. For example, in the CDD case, the first pisce to opposite directions.
of evidence confirmed the initial hypothesis and brought up
the probability from 65.4% to 80A%. The first disconfir- This finding supports our first experimental
matoy evidence lowered the strength of the belief in the hypothesis stating that measures taken in subsequent
initial hypothesis to 52.5%. but not quite enough to make planning cycles are interdependent. Confidence measures
the commanders' switch to the opposite hypothesis. The are a case in point. A one-cycle backtracking is necessary
subjects needed a second piece of disconfirmatory evidence to be able to predict the level of confidence in information
to lower their probability assessment to 25.8%, thereby source expressed by the commanders in the present cycle.
adopting the opposite hypothesis as their final belief. Observsation.5:S The commanders' confidence in tbe:r

These results although predictable are intuitively information sources is remarkably stable.
appealing. We are dealing with experienced commanders
who understand the value of information and know how to The previous finding, although statistically signfi-
integrate it with their current belief. But do they 1gb cant, seems to hide the fact that fiuctuations is confidence
correctly this new information with their current belief? levels are rather weak. A 10% variation seems to represent
The next observation attempts to answer this question, an upper bound. Why is that? It appears that an across-

conditions, across-subjects confidence level average is
Obteotion : The sequence in which the new evidence is 66.9% with a standard deviation of only 6.1%. Almost
presented makes a difference, independently oi the reliability of the source or the

strength of the current belief, subjects seem to assign an
The order effect is omnipresent in the data. For approximate 67% confidence level in the incoming infor-

instance, let us compare sequences CDD in Fig. 5 and DDC mation. In other tsods, for a binary hypothesis testing
in Fig. 7 They both contain two pieces of disconfirma- process, subjects assign a subjective likelihood ratio of
tory evidence and one piece of confirmatory evidence, about 2.1 that the incoming information is true. As sur-
However the final average probabilities (strength of belief prising as it may be, this result is supported by previus
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studies of sequential information processing (Lopes. 19S1; TABLE4. EXANWPESOFWrMlE~PROTOCOL
Ward, l9S3). We Will use this ratio asta baseline p=ree=e Example A:
in the modeling effot descrbed in the neCxt secion. Frago 915-2

S~bitxaisn. Stengt ofbelif ~fnisti~ncehas shown the units in tihe west to be-
Ob~cvalon w Srenth o beiefis cl~ reltedto he essthan ur! reported. Several large units located in

confidence in the incoming information. lire east now. malt crgaiiizabots no change. _
Continue to plant for main effort In the oiiiemn sector

We tested a more restrictive version of our second now. 4-7 and 3-7 vWill attack to 21 Bde onecder.

hypothesis: process measures (ie. probability or strength 2-4 CA. osova to forward positions~ to support the 2d Bde.
of beliefs) are, related to the eomandet's level of court- Expect all % irissions to be execusted on nest Frago.
dencein his information souren. This hypothesis en I am waiting for one final !:t! nitt. before the fital
only be confirmed at the initial confidence level. A reia- decision is made on attrcfchnient.
tively low confidence level (55.2%) prodscned a relatively Cdr 2d Bde.
low a~erage probablsty (61.2%) and a relatihely high con- l expect yes to hold the, g9-nd above the MDL and not
fidence le~el (73.6%) induced a higher average probability need any further reinforcement."
(74A%). In subsequent stages this initial effect seems to Exaroplu, B:
fade away. This is due to a strong reen-y effect sod to the Frallcia11-2
relative stability (67.7% ;L 6.1%) of the confidence level. 'Inteilgence has been unable to confrm ft resence
A more rigorous explanation will be given in the nest oi units in the southern secto and has con irme the
section. presencerof units in northern sector. Therefore, we wn

assumne that the effort vwil move in the rnrh. T ask
Organization changes as folows:

PIAXIX G RESULTS 2-7 Alk Heio DS to I1st Bde in 2 hours

This subsection focuses on %he experim-ental findings 1.4 CAy stays under division Costrol
obtained in observing the plannaing portion of the cam- 2-4 CAV still under division control. Move to I1st Bde
moodr's decisionmaking process. The planning decisions sector and link up unit 1-4 CAV.
in this experiment are defined as the commitment of BLUE 4. Asl He i~ move tp5ition where you carn be
unite to face a 'potential attack from the enemy forces. qs.D omte ith 1st ee
This commitment can take the form of a geographical unit 'ADto 1ste ape. r ob nsi ptels

moveent 2 nitrcisigmen to difernt eogaphcal InSurv, we nve been fooled before. Be prepared to shult
command (without actual physical motion), or commitment emphasis bade to the north if that does occur (Remain
for future actions. Recall that in thin paper-and-pencil Flesble1
experiment, all planning decisions occur at the pre-
engagement stage and therefore are, not implemented in the The foltowing two observations were derived from
field, empirical findings associated with the planning process:

lThe main difficulty for the analyst was to find a way to Obeain. Commanders tend to concentrate their
quantify the written protocols the commanders produced at planning activity in the initial planning stage, with little
each planning stage. These were someties long and clab- changes in the subsequent stages even in light of
orate fragmentation orders (PRAGOS) - orders that did set conflicting new evidence.
follow specific, easily analyzable formato. They were nev.
ertheless done in good faith, with real professionalism and If we measure the total amount of unit movement and
are at present being used by the authors for future analysis. assignment at each stage irrespective of the direction of the
Table 4 shows two examples of such written protocols for troop commitment, we can construct a table CTable 5)
different planning sequences, representing the total quantity of activity at each stage for

different sequences of incoming evidence. The patters is
To be able to have a basis for data analyos.s we decided quito significant (p < 0.02). most of the planning activity

to assign a weight to each type of unit commitmnent, is concentrated in the first stage.
I point for actual movement of one unit TBE.AEAEI.IEOBLEUrNOF
0.25 point for a reassignment of-one unit to a ORRSIDAT ACISTEPO~FlIEdifferent comtmand rLANNING PROCESS

-0.25 point for a future commitment of one unit______ _____

The data were then tabulated for each subject an ecStep
experimental condition and three scores ware produced at 1 2 3
each stage: \'de

a ll weighted number of units committed is the Ore ______ _____

direction of the currently held hypothesis. CCD 5 9 0.5 1.6

-All w eighted number of unite committed in the COD) 4 5 0.S 1.4
directito of the opposite hypothesit. EDCC 4.5 1.9 1.0

-AN1 weighted number of unite committed in the lDC - 46 02 1 6
direction of the neutral direction (central hlrs 0 ______ 1.4___
command or division command). 0.6 1.4-
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This seems to represent a Rsjmuev-oriented planning evidence) regardless of the context of the informition. The
behavioi, different from the one observed in the situation next section will build on these findings to develop models
a esmest part where En was the centra factor. It of the situation assessment process.
s ncms that the experienced commanders are quite willing to
modify their opinions or beliefs, sometimes drastically, in V. MODELLG RSULTS
the light of new evidence ba, are reluctant to move from
the position they anchored in the initial stage [13]. Their MODEIJLGFRAMEWORK
elaborate mental model of the battle field probably-incldes
the high cost of moving troops around as opposed to the This section focuses on the situation assessment
relatively low cos* changing a belief in a hypothesis. In process We propose three candidate models to explain and
other words, they recognize that thr dynamics of action is predict the subjects' sequential belief updating process. We
different from the dynamics of information. This very chose to model this aspect of the commanders' decision
intrestng hypothesis should be further tested in realistic process for the following reasons. First, as explained in
headquarters environments. Section 4, the data collected for the planning behavior was

quite difficult to quantify and, at this time, no simple,
Qissction Commanders do not commit themselves to quantifiable models exist to describe dynamic planning
a single hypothesis but rather hedge against future processes. Comprehensive models would have to take into
uncertainties, account complex Lanchester-type equations to quantify

variations in tactical effectiveness due to the relative
One can observe that most (82%) of the commitment movement of military units. This approach is obviously

of units follow one pattern: a movement or reassignment beyond the scope of this study. On the other hand, the
of units from the neutral area (central or division command) situation assessment/ljudgment data is more amenable to
towards the two likely avenues of enemy. attack, with most quantitative modeling. Moreover, the sequential updating
of the units assigned to the most likely. avenue-of attack, of beliefs is an essential component of the commander's
Figure 9 illustrates this finding. decisions. The process by which new evidence from

multiple sources is integrated with current hypotheses and
belief has been the focus of various recent studies in

CURRENT HYPOTHESIS: applied behavioral psychology ([131, [17), (20]). The
PROBABLE ATTACKFROM DIRECTION H ability of a commander to generate and compare alternate

2 -hypotheses concerning enemy actions is a central element
in the HEAT hexagon ("understand" node) and the SHOR

Sparadigm ("H" for hypothesis generation and evaluation).
See Figs. IB and IC for details.

The results pertaining to the situation assessment
M I R process described in section 4 indicate rather complex

phenomena. For example, the drastic effect that thu order
-- of incoming evidence had on the direction-of-attack

assessment must be accounted for in a realistic model. We
-2 propose three models: a descriptive anchoring-and.

adjustment model developed by Einhors and Hogarth, called
the contrast-inertia model, a normative Bayesian model,
and a normative-descriptive modified Bayesian model.

Figure 9. Representative Decomposition of a
Commanders Planning Decision. DESCRIFPTVECONTMAS-11ER'1AMODEL

SUMMARYOFRESULTS This model, a variation on -inhoro and Hogarth's
conl.ast-inertia model, is based on tbree principles

Our main findings demonstrate that even in the concerning the way information is processed. It assumes
simplest C2 environment, situation assessment and an anchoring-and-adjustment process, the evaluation of a
planning are dynamic processes. As indicated by Fig. 3, single hypothesis (or an exclusive binary hypothests, e.g.,
dependent variables of one cycle become the independent North.South) in the light of confirmatory (positive) or
variables of the next and the derived measures are closely disconfirmatory (negative) evidence and the existence of a
interrelated. Or experimuentl findings indicate that the conflict between forces of adaptation and inertia. From
order of'the new incoming information has a strong effect Einhorn and Hogarth, 1987.
on both processes. This order effect produces a recency-
type behavior for the situation assessment process (with a -Adaptation is modeled by assuming a contrast effect
higher sensitivity to negative evidence) and a primary-type between the level of current opinion and the nature of
behavior for the planning process. It was determined that evidence. Specifically, the larger current opinion, the more
the commander's confidence level in the incoming it is discounted by negative eidenace and the less it is
information is an essential variable in this decision increased by positive evidence. Inertia is assumed to take
process. Moreover, a surprising observation is that this two forms. One is a level of constant inertia that reflects
confidence level tends to stabilize around the value of 67% attitudes toward negative and positive evidence. The other
(equivalent to a likelihood ratio of 2:1 for incoming is the tendency for inertia to increase across time."
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We use the following notation: The contrast-inertia model provides an elegant
mechanism to predict the order effects evident in the

p| probability (degree of belief) at stage i experimental data. Why did information processed last in a
that the attack will come from the mixed sequence of information updates (e.g., CDC) have
initially assumed direction more effect on -final opinion than information encountered

earlier? The answer can be easily proven in a mathematical
Pi-I : probability (degree of beliel) at stage i- marner by'&xercising the Eqs. 2 and 3. The model always

that the attack will come from the predicts- rccency effects in the sequential evaluation of
initially assumed direction mixed evidence, a fact that was observed in all our data

gathering trials.
Po initial degree of belief in the initial

hypothesis In terms of overall performance the model predicted the
human data for all four sequences very well. For reasons

a sensitivity to disconfirmaatory evidence explained earlier we assumed in average Ci of 0.67. The
0 <1 best values for the sensitivity. coefficients a and 0 were

chosen to be OAS and 0.38 respectively. Note that the
sensitivity to confirmatory evidence sensitivity to negative evidence, a, is -larger than the
0 1sensitivity to positive evidence P. For this set of values,the model's predictions of updated probabilities stayed

Ci  : subjective confidence in the ith piece of within 11.2% of the subject's average. This is a
evidence remarkable fit if one takes into account the relatively large

inter-subject variability (20.4%). As an example, Fig. 10
shows the contrast-inertia model's predictions as compared
to the subjects' data and the Bayesian model for the CDD
sequence of incoming evidence.

Pi- function (Pi-I, a or [3, Ci ) (1)exscco

Two forms of the model distinguish the processes for 0- 49",-1 0 -o13 a"... L,.1
dealing with discoafiensatory and confirmatory evidence.
Evidence is subject to contrast effects in that its impact
reflects prior position. Specifically, the model supports
the hypothesis that negative evidence will be discounted
more when the preceding degree of belief is large, whereas
positive evidence will lead to greater Upward revision of
belief when the degree of belief is small. The same nega.
tlive evidence will induce greater discounting when prior
opinion is high as opposed to low, and the same positive
evidence will have more impact on belief when prior opin-
ion is low as opposed to high. These contrast effects can ', P, P, P,
be modeled by setting the adjustment weights for negative
and positive evidence proportional to, respectively, the Figure 10. Models - Data Comparison for the CDD
prior degree of belief and its complement. Thus, Sequence.

NOXRMATIVE BAYESIANINMODEL
Pi - pl-" a, Ci -Pi.l if the tth 

piece of evidence is
disconfirmatory (2) The Bayesian framework is a normative model for the

processes of sequential inferences, hypothesis updating or
and revision of beliefs, It provides a means to combine new

information with an existing hypothesis and produces the
resulting hypothesis in an optimal fashion. The literature

p. - p.., + P-" C. (l'Pi.I) if the i
th 

piece of evidence is is full of examples showing that humans are not truly
confirmatory (3) "Bayesian" and are affected by various limitations and

biases that prevent them to integrate information in an
optimal fashion ((151, (16]). Nevertheless. Bayesian

The force toward inertia can be captured in the above models provide a fraime of reference for comparing actual
formulation by considering the meaning of the constants of luman decisions with optimal behavior. According to
proportionality, a and [P. We define a and P to represent Bayes theorem:
sensitivity toward negative and positive evidence, respec.

tively. Small values of a and Pl imply low sensitivity to
new information; large values of a and 0 imply high p[l Iinf f- /II)-,p(ll)
sensitivity, a and P model the force toward inertia by p(infil H ,) p(lH) + p(mf,/ H -p(D t(4)
providing a mechanism for dampening the contrast effect.
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where _.
LR,..

H -initial hypothess (a.bclief) (eg. Northern attack)

: opposite hypothesis (e.g. Southern attack) .7 -- - - -

Since we are dpaling with mutually exclusive binary _i 2
hypotheses:

p (H). -p ) (5) 0.0-

p(H) . probability that hypothesis H is tru e-
SiH s LII --

before receiving the ith piece of evidence a 5
(prior strength of belief);

. PimI

p(Hfinfi) - probability that hypothesis H is tree LRt . 0
after receiving the i

th 
piece of evidence . _ _ _

(posterior strength of belief;
0 .5 .6 s

P. P1.1 (before observation i) 4ws

Therefore we can write Eq.4 in its simplified binary form: Figure 11. Bayesian Updating of Beliefs.

Pi, I _subsection will show how to improve this predictionPi1P LRi +(1 -PW l (6) performance by modifying the Bayesian model,
NOR,.TIVE-DESCRIIPTIVEMODEL

Where LRj is the likelihood ratio of the incoming ith pieceofevience:his modeling approach follows principles described
in 119) and is referred to as normative-deiscriptive. To

begin, a normative model is developed, which in this case
Lis a purely sequential Bayesian schee, to optimallyLRIl (7) determine the probabilities (pi). The normative model

makes theve determinations based on evidence derived from
the decision environment (intelligence messages, maps,

From Eq. 6, one notices that the Bayesian etc.). Following the formal delineation of the normative
fo.mulatio, unlike the previous contrast-inertia model does scheme, qualitative descriptive factors deduced from the
not allow for recency fators that could produce order statistical analyses of the subjects' strength of belief data
effects. The Bayes formula is a batch processor. At the are introduced into the normative formulation. The addition
end of a sequence of mixed evidence, only the amount and of these descriptive elements is designed to corrupt the
quality of information that went in is important, not the normative model so it becomes more descriptive of the
order. A graphical way to represent Eq, 6 is shown in human subjects' data. The addition of the psychologically
Fig. I. For example, one should upgrade a prior relevant descriptive factors to the normative formulation
probability of 0.6 to a posterior probability of 0.75 if a brings about the normative-descriptive model. The
piece of evidence confirming the hypothesis by a ratio of parameters of this normative-descriptive model are tuned
2:1 is received. until the best possible fit between the model's output and

the subjects' data is achieved, The development of a
How well did the Bayesian model predict the subjects' normative-descrptive model (if it can be achieved) offers

data? For reasons mentioned before and for comparability several advantages. Such a model yields a predictive tool
with the contrast-inertia model, we fixed the likelihood of the subjects' decisionmaking. One of the most
ratio to 2:1 for confirming evidence and 1:2 for dis- interesting and important advantages provided by the
confirming evidence. This reflects the empirical confidence normative-descriptive model is the insight it provides of
level of 0.67 found in section 4. The Bayesian predictions the subjects' decision processes,
were, in average, within 25% of the subjects' averaged data
(as compared to 11.2% for the contrast-inertia model). The In our experiment, the most salient descnptive feature
Bayesian model showed a "reluetance" to downgrade is the receney factor that produced an order effect in the
probabilities in the presence of negative evidence, while sequential version of probability. This recency factor is in
the subjects and the contrast-inertia model were over- part due to the asymmetry in the subjects' reaction to
sensitive to it. Fig. 10 showed an example of the positive and negative evidence. Subjects tended to react to
performance of the Bayesian model. The next subsection negative evidence more drastically and to positive evidence
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less drastically than the normative Bayesian model process? We believe the present effort has shown that the
predicted they should (see Fig. 10). answer to this question is positive. Three HEAT-related

hypothesen were tested in this study.
Let us modify the Bayesian formula to reflect,this

phenomenon Equation 6 can be rewnrtten as the "odds7 The first hypothesis was confirmed. Process measures
version ofBayesian thecrem: such as:strength of beliefs or troop activity were found to

be strongly interdependent from cycle to cycle. Empirical
evidence as well as predictive Tmodeling showed how the

P, Pi- I IR (8) very nature of C
2 

decisions is dynamic. For example the
." i 1.p1 i strength of ones current belief that ones hypothesis is true

is a function of past beliefs, new evidence and the history

of the information source providing this evidence.
Following Edwards et al (10], a normative-descriptive

version of Eq. 8 is: The second hypothesis was only partially confirmed
for some instances of the situation assessment process.
Although all the models tested predicted that the

.s Pi1 -I 'Y commanders estimate of the situation should depend on his
I -Pi l-Pi.l " 

a s  
confidence on the information sources, we were not able to
show a clear dependency with their understanding of the
battle. More research will have to be done in that direction

Where by investigating the planning activity as a function of a
commander's current beliefs and his/her confidence in the

0 I ye I for positive evidence (LRi> 1) understanding of the battle. Preliminary empirical data,
shown in Fig. 12 indicated that this function may be a

'Y> I for negative evidence (LRi<l) complex one.

This manipulation reduces the effect of positive
evidence while enhancing the effect of negative evidence, tEO
thus reflecting human.like behavior. The values ofTy 0.9 40 ssmcoMcnaets
for positive evidence and y- 1.3 for negative evidence '"eownevsOM sJ
achieved the best data-matching scores. The resuting
normative-descriptive model predicted the data with an .a .
average error of only 13.1%, comparable with the contrast.
inertia model performance. Note that both models present i-
on asymetry of the subjects sensitivity towards negative -0 a
evidence. 0 0 "I<

SUMARY

Different models were developed to predict and explain C.0 C-0 i-,o
the situation assessment data gathered in the experiment.
The descriptive contrast-inertia and the normative- '-sA
descriptive modified Bayesian models predicted the data Figure 12. An Example of the Potential Complex Rela
remarkably well. Both models included in an explicit tionship Between Situation Assessment and
fashion descriptive elements that could explain the recency Planning Processes,
phenomena and the resulting order effects due to an

asymmetry in the perception of confirmatory and The third and final hypothesis was strongly confirmed
diseonfi'matory evidence. The order in which information was presented to the com-

manders had a very significant effect on their situation
assessment behavior (recency-oriented) and their planning

VI. CONCLUSIONSANDRECOMMyaNI)ATIONS behavior (primacy-oriented). Two contract-inrtin deScrip-
tive model and a modified Bayesian normatlive-descriptive

Thi study started with the premise that some basic model were able to predict the commander's situation
characteristics of a headquarters planning process could be assessment behavior remarkably well.
replicated in a focused experiment. By using a static (paper
and pencil) task environment rather than a dynamic In ,onclusion, the first and third hypothesis provided
wargaming computer-based scenario, a small sample of strong support to our proposed view of the headquarters
single experienced commanders rather than hierarchies of planning process as "rolling", The rotling plan concept
commanders and their subordinates, and model-based exper- introduced in Section 1 helps put the headquarters decisiun
imental methods rather than exclusively empirical evalua- processes in i dynamic perspective, where equivalent
tion, we were hoping to be able to draw conclusions and attention is being given not only to the amount and quality
formulate hypotheses for future larger-scale experiments and of the incoming evidence but also to the seqsccng of that
exercises. In other words we were asking the question, evidence. Training commanders, for a more balanced way
.ould such focused c.ost-effective mini-experiments be used of integrating this information, may produce more eff. .ivc
as "rapid prototypes" to gain insight into the HEAT cycle command and control planning decisions
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ABSTRACT The purpose of this paper is to extend the approach to problemsthat have cognitive aspects so that it can be used for the design

and analysis of experiments. The class of problems we are
Dimensional analysis is a method used in the design and interested in are those that relate organizational st thure dhretsly

an.alysts of experiments in the physical and engineerihg to performance, as measured by acura.) and timeliness, and,
sciences. When a functional relation between variables s more indirectly, to cognitive wo arload r
hypothesized, dimensional analysis can be used to check the
completeness of the relation and to reduce the number of A secia class of organizations will be considered ateiamof
experimental variables. The approach is extended to alyds wel -trained decislonmakrs exet.u ti tively a set of
dirnensons pertinent to expnments contaning cognitive aspects well-defined k.ognutve tasks under severe "ime pressure, The

so that it can be used A b the design of multi-pern expe ments, cognadve Io mtations of dcisonmakt impose a reuam on
The proposed extension is demonstrated by applysg it to a the organizational performance. Peformane. i this .use is
single decvsionmakdr experiment already completed. Nw assumed to depend ia ly on the time available to perform a
results from that expethment are descnbed task and on the covntive workload associated with the task.

When the time avaable to perfor a task Is very short (timepressure is very high), decisionmaker are likely to make

I N tmistakes so that performance degrade

This class of organizations is a reasonable model for tactical

nthelast few years, a mathematical theory for the analyss and dismibuted da.is ilonmakig suth as that in the Command
design of organizations supported by Commands Control, and Information Center CIC) of a battle group, a team on well
Comuunit.atiins k0v) systems his been developed based on the namled indviduals c ve lomatien hm a vauety exmpl.es
model of mntcra .tg human decisvonmakers Dds) with pr ess the inforat oa to develp the situat ion a os fment,

bounded ratunahity 1 12], Wh vale this model was motivated by gener d tou oesflation onA), isiet aCOA andp dut
empirii evtdenm. from A variety of experments, and by the the set of wlommand o ord.rs that will implemnt the ,hoscr
concept of bounded rationality 13) tlere were no direct COA
experimental data to support it, An experimental orogram has
been undertakento tonest the theory and obtain vaes for the Dimensional analysis wall be ordu cid bfly in the um xt
model parameters (41. section. The approach is then extended to include cognitive

variables and a completed experimenta will be used as an example
One of the major diffit.ulpies in developing a wiodeldraven to demonstrate the approah Then. the pphlt atiun of
experimeA program s the ber periatoofthelargenumberof dimensional analysis to he design of [xp5ia]t, t lo6J the
parameters that have to be specified and vared. The resulting Analysis and etoaluaun of distributed tai ticate unakig
problem has two aspects: (a) The parameterization of the organizatnons will be described.
experimental conditions leads to a very large number of trials r a
situation that is not really feasible when human subwie.ts are to beused, and (b) Not all experimental variables can be s.et at the DIMENSIONAL ANALYSIS

values required by the expedmnintal design because of the lack of
dire,.t; controls on the cognitive variables, Dimensional analyss tis a method for redurng the number and

complexity of experimental variables which affect a given
Co ks auently, some orde aty procedure As needed that wil allow physital phenomenon A deet . whudile. o t. dmete.,noAl
the reduction ofthe number ofexpermiental variables and. more analysis ca n be found in 51, l6ng
importantly, that will lead to variables that are easier to
raanipulate. Suh an approa0c.talled dimensional analysis, ha,. Dimnensions and Units.. A davuension is tht, nicasuic e hith
been in use in the phystw.aland enginering s iences J1 J6J. expresses a physntal variable qualitatively. A unit it. A pait~ulat

way to express a physical quantity. that is, to relate a number to
a damension. The dimension of a physical variable exists
independently of the units in which it is measured For
example, length is a dimension associated to physical quantites

•-This work was carrned out at the M'.IT Laboratory for such as distance, height, depth, etc , while foot, meter, ate
SIn formation and Decision Systems with support by the Office of different units for expressing length

Naval Research under contract No. N00014-84-K-0519 (NR
649003).
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Fundamental Dimensions. Fundamental dimensions are the manage the variables in a sei poem and garantees a
hbasic v ie haracterizes variables bea xhysscab redcton of the number of nepesn.
system lor example, length, mass and time are funamental Dtefideionless variables. also called'dimensoness groups are
wmensio s in mechanical systemsi Aimension such as length formed by grouping primary variables with each one of the
per time is a secondary o arienved dimension. of secondary variables. e procedure for applying dimensional

DimenSionally independent variables. If the dimension of a
physical variable cannot be expresed by the dimensions of Step Write a dimensional expression.
others in ibe same equation, this dimension is indepdent. Foq x
mexample, distance, velocity and time Am: three physical quantes Let the dependent physial variable be denoted by q and the set

s are not dimensionally indes iere ablesonwhihqdependsberepresenedby

For xampe, onsi er movng ehic et ntia ecie t of St ep etdern t h va n; a fd m nio l s r a

dimensions of any two variables can rm, the dimension of the w x, , and z Since all the variables anresent physical
third. They are however, pair-wise dimensionally independent. quantities, the have appropae Ame qins en,

Ile foundation of dimensional analysis is the princtmle of a o funsaonal expression can be wnitten as
Dimensional Homogeneitya which states that if an equation
truly describes a physical phoenthnon, it must be dimensionally l f( w, x. ys zs ) ( )
homogeousi e., each of its additive terms should have the
same d imensio . Epesn the term imensionsoal variables is Eq. 4, that is, A 5.

For example,. nsder a moving vehicle with inotal velocity vo  Step2 Determine the numberof &mensionles groups.
and constant acceleration a, During time t, the distance traveled To illustrate ibis step, a physical system and real 'physical
s can be descibed by the following equation: quantities have to be assumed, Assume q is energy, w is tlme xis a mass, y is acceleration, and z is distance in some nechanical

s - ot + at2/2 (system. One set of fundamental dimensions of a mechanical
system are mass (M), length Q, and time (T), Le,, there are

wher shas d dtiventrvohadimensin oflength , aeleas dimeion ally independent variables, k 3. The
unit time, t has dimension of time, A has dimension of length per dimensions of the v:uiables in Eq. 4 are shown An Tabll
unit time per unitctmeSand the constant fm2 is a pure number
which eom Exp ssilng theterms of thsie aton TABLE
dimensionally, we obtaNh ,

Variable Dimension Notationis) -, L

svool tLa-tL energy q: force length [q) ML2r
2

(at2/2 = 12 2 L time W time [wc =oTemass X: mass (x] = M
This shows all additive terms have dimension of length. acceleration ho lengthper tihe [Y -i Lsr2;
therefore, Eq. I is dimensin(aally homogeneous.

The basv b theorem ofwsmo usiongl analysis is thep theorem, alsocon
called Buckingh , a s theorem,

Since AA - 5 from Step 1. there are,

rU theorem: If a physical process is described by a
dimensionally homogeneous relation involving . dimensional 3. -k - 5 - 3 w2,

le thaso that three primary vaables should be selected and two
w e k is te txmn n e of d) i s iwmensonless grops can be constructed h

then there exists an equivalent relation involving (ni-k) Step 3 Construct dimensionless grups,

dimensionless variables, such as While the choice of primary variables is essentially arbitrary,
consideration should be given iha, the dmensionless groups be
meaningful, If w, x, are chosen as tethree (k 3) primary,7:1 - RFZ2, ' 3- -- lf-k) (3) vaiables, two dimensionlessgroups aeonstructed on the basis

of the remaining variables q and z. ve first dimensionlesswhere k is usually equal to. but never greater than, the number troop n, is formed by the conrtbmation of Al. w, x, and y
of fundamental dimensins involved it. the x's Using the power-product method, nj can be determined by the

following procedure, Write nj as
Each of te 's in Eq. 3 is formed by combining (k+l) x's toi I =nwby
form dimensionless variables. Co maing Es. 2 and 3. it is n q w xy

clear that the number of independent variables is reduced by k'
where k is the mnuximum number of dimensionalty inoependonk where a, b, €,, and Al are unstants whwch take th. right hand

side of the equation dimensionless so that the equation is
variables in the relation The proof of the it theorem can be dimensionally homogeneous. In terms oftdimensions of q. w,
found in (5]. x, and y. we have

The n theorem provides a more efficient way to organize and
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IM0 L0 101= [ML 2T-2jaMb[MjcLT-2jd time allowed to perform the task. The measured variable was the

- accuracy of the response, i e., whether the corer. ratio was
= Ma+c L2a+d -2a+b-2d selected.

By the Principle of Dimensional Homogeneity, the following set
of simultaneous algebraic equations must be satisfied. TABLE 2. DIMENSIONS FOR C

2 
PROBLEMS

ForM: a+o=0
For L: .2a + b - 2d = 0 Dimension Symbol Units
ForT: 2a+d.0

There are three equations but four unknowns. The solution is Time T see
not unique. In general, it is convenient for the secondary
variables, in this example q and, z, to appear in the first power, Infomation I bit
that is, a is set equal to unity. Thus, b6y solving the set of (ttncartainty)
algebraic equations, we obtain: Alphabet S symbol

a-1, b=-2,c,n-l, d=-2,
then then q /c(svxy-- . The controlled variables were the number of comparisons in awsequence, denoted by N, and the allotted time to do the task,

Similarly, denoted by T.. For each value of N, where N could take the
value of 3 or 6,T, took twelve values with constant ta,.rement in

-,12 . zw
2 /y. the following way:

The dimensionless form of Eq. 4 is T, 2.25,3,3.75....,10.5) for N = 3;
T- (4.50,6,7.50,...,20.1) forN -6.

q / (w2y) - IV( zwl1y ), The performance was considered to be accurate or correct if the
or in terms of the dimensionless groups, sequence of comparisons was completed and if the smallest ratio

selected was correct. The details of the experiment can be found

I 4 '= l( A2) (5) in [4).

'Ile hypothesis is that there exists a maximum processing rate
This ts the result obtained by the application of dimensional for human decision makers. When the allotted time ts
analysis. The function T in unknown and needs to be decreased, there will be a time beyond which the time spent
deterined by experiments, Th dimensional analysis reduces doing the task will have to be reduced if the execution of the
dequterined 4, whpricehasfour) T de p dimensional e task is to be completed. This will result in an increase in theEquation , which has four (4) independent dimensional information processing rate F. if the workload is kept constantvariables, to Equation 5 which has only one idpendent However, the bounded rationality constraint limits the increase
dimensionless variable. The complexity of the equation is of F to a maximum value Fian- When the allotted time for a
reduced diamaticaUlly. Furthermore, in designing an experment,
it is only necessary to specify a sequence of values for the particular task becomes so small that the processing rate reaches

F..., further decrease of the allotted time will cause
independent variable t2, these values can be achieved by many performance to degrade. The performance drops either because
combinations of w, y. and z. all comparisons were not made or because errors were made.. It

was hypothesized that the bounded rationality constraint Fnu is
constant for each individual DM, but vanes from individual to

APPLICATION OF DIMENSIONAL ANALYSIS TO individual. The bounded rationality constraint iin be expressed
PROBLEMS IN COMMAND AND CONTROL as Fn~a~ = G Tw*(6)

To apply dimensional analysis to decisionmaking organizations, where T.* is the minimum allotted time before performance

the fundamental dimensions of the variables that describe their
behavior must be determuied. A system of three dimensions is degrades significantly. G and Tw* vary for different tasks, but
shown in Table 2 that is considered adequate for modeling Froam is constant for a decision maker, no matter what kind of
cognitive workload and bounded rationality. An experiment
conducted in 1987 [41 is used to demonstrate the application of performance
dimensional analysis to Command and Control problems The indicates that the allotted time approaches Tw*. Observation of
purpose of the single-person experiment was to investigate the this degradation during the experiment allows the determination
bounded rationality constraint. The experimental task was to of the time threshold and, therefore, the maximum processing
select the smallest ratio from a sequence of compansons of ratios rate, provided the workload associated with a specific task can
consisting of two-dgit integers. Two ratios were presented be estimated orcalculated (4).
to a subject at each time. The subject needed to decide the
smaller one and compare it with the next incoming ratio until all The retroactive application of dlmensioni analysis to this
ratios were compared and the smallest one was found. The experiment will be shown step by step
controlled variable (or manipulated variable) was the amount of

444

V¢



Step I Wfu e maeesaa 2 -E=5cI gM~=S. INJ-S
Lsthe-trect~cmexM.I Td-. llJ -T

1: da: eoerx:= u Ieie of' 5~ PC amz= j.[J=GJ=1
that is. the ecTher of eocrme rss ha2 a qm of

eceaiuL Zrfmee. -a I=I! & = of sebi and C-. TM fc k is Wm go . Thee. ft ~ o

K: ~ ~ s ocaiosaze oi f
T.. aflueDbiocra d i32::itJ;a

T InL' 6cieer-a csi is'e SUPa 3n Coc= dteyt C= S

reatin could deacribe dce relation berween J and othr -

variables The df'mawioas of &-e vaeibs iz 4q 7 =r thbe

lII =s
fr.)=T 2i
[NI =S -. Z;3GALi
[in] = I

Since the dimsension of ic S. t righb~sidae of4.7 has to Saw. weecnarw eE;=eaz;o aSsL acmek~sen
be of the same dimension regardless of %sbat dce furzatimia
relation f is. However. a hree fundamental ameuslons: are Ij^'= OCTf/Ti., GAIHII9
rep.resenred by the thzrede nd e 6= %-t:;2*s. 7There is nw vey
to combine these varizbles to obain a teraoZfdaro25so y or. i2 t=msofth 6cZS
lberefoeareonding to Pzinipte of Dimensicual leogeacisty.
this ftastional =eaisCsot :corect expressionOf64 MaLurt m (10)
tuiderthbetLr-'. tigation.

There ar: two approaches to obta~n the co creadun.o The fin In Eq4 10. :: is the p rsrnragefcoree d,,m :luc -s
is to delete, T. and If front the relaton. This is not aceepiwe 131: ' p~mo h tinILdo- used to prrocess; informreiaw and
bemause the allotted time is acritical factor in this experiment ma~rx decsions; ..nd .. 3 reP-esenJ the ratio Of actural 'wrkload
The, other approach is to add some variables or dttesiontal and input trnccrtiiwy- Equsation 10 remrsents a mode diven
constants to satisfy the requirement for dimensional experiment L- which an.~2 d =3 ac the experimental
hesnogencisy. Dinnensimeal constants are physical ceosrant v.2di -hocinredt

as grvty, the universal gas constant, and se ont. No ricih e obenesrdristolr h ucto 5tedt
dimso nal constant has been identified in C- sysrenm s. be3-M setrktly
therefore, sonie var'iables which have dinm-.-Woos of time --d
information should be added to the relatio. Xmo%-cvr.-..e Corrparing Equations 8Sand 10. one finds that the nber of
additional variables have to be relevant to tne mecasrtrement of itndependent varialko is reduced from six to th-re, This
accuracy. Consideration of the nature of the tasks subjects reducton reduces theeotmplexity of thequation and facilitaes
performed and the data collected led to the obseivation that the exjseti-.t design and analysis. 1'lopcly &ssgcd caperinicents
entire allotted timse period wans not used to pro=s inrosmation. sing dit55:otL) analysis provide similitude of experimental
This constderation We to a new variable. the actual processing condition for different combinattons of dimensional variables
ttme, T. Cognitive uorkload, denoted by Ga. is another Abich result in the same value of a's. Similitude reduces the
significant variable affecting accsnay,7irfore, two vaiables nunmber' of trials needed to he run in ceder to derieQ. Thistis a
are introduced to Eq. 7. Thre equatton describtng accuracy major adantageuwhen the physical (dimensional) eperimnal
become; variables cannot be set at arbiatry values.

I f( T. T5. N. If. Gal (8) mc' perimns that has bee described sins not designed uwing
ditrecc;-'onaI anilyisis. The independent variables that w&ere

Thisequtio isdimnsinaly hoogeeou. Terearesix manlipulated were not x2 and x3. Therefore. (5 cannot he-
Thneuo sdimens to aral nay .8thomgeeos iser arnt determined from the experimental data The puspos of using

dimeninea varable in E. 8,thatis. -6.this experieai to illustrate the dimensional anal)A.s procedure
Ste2 Dterineth nuberofiiniti~onessgous. for the deg and analysis of model driven experiments.
Step ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~~I cueern h ubrofdmntnesf~lt. Trrfr.ol e results from. dimensional analysis will he

The number of dimensionless variablis is equal to n-k. where k, shown
is the maximum num~er ofifdnitisionally independent variables
in Eq. S. Dimensions of the %-.riables are
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u2s 14 ico goCCL-c d so C= he '= Tpf-dt-e fir)

rz=.-WIS tbhe a2iocad :. 6=e rza ycici of sib=r m5,-radba~c= fuec x d

wbf- , Stjrcm A %c:-5i=c 51 %-.i Pec~ma go fceeth
F ~ 1~O h D5:i=e fe ~ a c~' bz i-- =x t;-!sc ~-

b=a eshe does si a =r- L-,=acai
ce1ra *'C Cr=~Wt$ a m & i ,::s eca __

i- I=S=h T'z Kz* ,t!=2=L
ti=.*s icd tol ii drc askas soocts poilhze Tbhe

d= Cot~ fled -a= is :heey lesS I!=a r. Tccerrrc.
ca=O Of LIC Vemesai r=e Osr5aflocd ti= lW go

tzof~=I~ the ==3 wb(mT=o a = I w:

To Lied: =ihecidl v-' 
____________________6c__ore

E= T,~ ad Lhe ac:2 -eoeessg 6=m T 1 =a been =ded.
p m fT v: T f mos j 2 4 6 a to 12

S:5.lc 37

7

0r(I tim 2 Tq

01 0

0 2 4 6 a 10 122 6 9 10 2

Fig, 2 Exponential Fit for Two Subects
S.tod 37

Sincee the critical value. T.,. of T, has been found firm the

7- origiral analyris 17J, the critical value of Tf. Tj*. can be

6 -calctlated 
usinlgEq. 11. Table 3 *msthe sttihssofthe tunc

S threshold corresliotdiflg to Trand T-,

A o 0 ~TABLE3 SmnnuyofTirnThndsholfoeTfz;T
WetT 3- over Subjet

2-

MEAN ST. DEV MAX. MIN.

0 2 C6 6 to 12 T,- 4.50 1.12 7.21 2.06

_______ (1 T,- 6.38 2.11 9.88 2.73

Fig. I Scatter Plot of Tf %ersus T., for Two Subject

From Table 3. it is clear that the mecan value of Ta' is smaller

than that of T,,'. The standard deviation of Tf( is less than that
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of, T * beenen ir bas to be less dna or cns1 T_. CDNWISIONS
C.15eeeaiy cc~e~oo~c FMOCennr =&

Di =oala-s t ub to 6-dspof

grnedthin --Ie k ponecci to 1 vz~is sncb as

T S* cc T . * issu freer them ezd i tdeI L p c s~~ h ben been m ed z%

orgseiratioual sL-==mee cc perfternace zus s:=: . ' 0: tl, =4 deeof posseie
(E=S0cl s:sv i er-ieea betwee re-v aibe the.arns fcziocul

1. Accxo-'rdr to dimen=sional coeexdms deterua
inde'r& Variobis wbch eeay affctl the phynien

* pbeoernon. the feena a ;==2ra exPressio* vish a
=kw~f=wcv==o=REFERENCES

2. Ap, 2re 1 ysis to the- expession to dcriv

- [V] Boestrr K~ L- and A. ML Lni. 'Mdodeling the
I escpiiimees in witich theialnes oftbe i ndependen LbaewcDccnseennkerh B~z R~olny-EEE

Trars. on Sy==em. Alan, and Cybersrnes. Vol SMC-l 2.
4. Run cxpeain=ets :o cbeek thec choice of independent No.3. Mauylmane 1982

variales 2.d! eseretn thc hypoCesizad )Iinctional (21 Lcrs. A. HL. -Infmfontio Procmani. and Dmcsron-
rebston. sng Trganiz m A Mib~~ia Deucripdc.'Large

SleSystevs. Vol. 7. pp. 151-160. 1984.

C3 s,%= itisassed th$t acccrac -(a a-D.%l cr~nZ:=k&oo 131 Mz I 0 'Bounded Ranonatty. Aenbtgusy. and the
depends oni the w=e.W of openloes'iTbdu dele*5t2nes the Engineering of aloice." Bell J. Econmis. VoL 9. pp.
allottd time to ptefoem different tasks) aid. the cognitive 5VW 1978.
u'd Of [berdiiraL-docidoensrMA d ttic

I 4 Louver. A. C. J. T. Casey. and A. H. Levis.
I =fgT.G

1 . G ... O)(2 Experimnental Irivestigation of Bounded Rationality
Constraint. !n Scnce of Cr'mmanrd arnd Control. S. E.

-F.=r Jus wcuaey. T is a measaur of time, ass! G' is the Johnson a'J AL IL Levis. Eds.. AFCEA International

uweklmrdof the i-th DM~Theexpesiens1 model is estabished Press Wsinton DC- 1988.

baetinkesbe gs Eq. D 12. y useeadifferene ppocoodse -wes AdsnWsly 9
task oasr-lc~~af~wm-. Letaaiyo Ap1'in thedtera",%cmwlil de1erspnet47o.h it M Ndn

the number of tasks, an , denote the input uzncertainty. [7) Louver. A. C.. IID.. Bounded Rationality Constraint.
Equration 12 beoes Experimnental and Analytical Results.: SM Thesis, Report

LIDS-TiH-1771, MIT, June 1988.

Equtatiotn 3is an experimental model for an organization %ith r%
DMs. The unks~oun function f needs to be detessrined by
experiment. Thlere ate (2n+2) independent variables in E4. 12.
lDwnesional analysis will be used to reduce the complexity of
the equation and organize the variables into groups amenable to
mnanipulation in the context of experiments wish hsnman subjects.
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EVALUATION OF EXPERTSISMI3S VXDCISO31AKLNG ORGANIZLATiO.%S*

Di5er.%LPc&b
AlexanderIL Lexi%

Lzborzxxv, orL-sF4=onadDcesxoaysrr

ASS ThACT analysis Of 23 applicationIO I Mulig 2 M driSiOnnrake
apztion, facinig this proben of incoasis:=e niaonrioo.

A class ofdecision aids; L-e is receiving =6em in the TLhee scrissgies used to solve this pretlem artdesribed. oricof
dopme C iry is based on artifici kxiZere an the involving the use of at: expel. y~seem. Measures of
esec YSyepot s. ibis paper presents a procedure for Performance reached for cdi of these strareg=e ar fica"y

sesigto Uw1:2 extent the meaSues of perfWrsinase Or an catnedc
organiation re x di ici uean expert *-gre is introducd

Fims. a model ofstyssboic; 0-7taro . ith fuzzy logic. using
Ped=- TnsoaNets. ispresented to model the motst 1.0 AN EXPERT SYSTEM MODEL USLNG PREDICATE
CO=Mtnnoizdl of expot sysrorr thecnslaexpersys:smo IRANSMON N1:.T
This ciodel hllowks t0;evaicate its response time for a given
tepot An Ar Defenes be m i N which comm~iand ad control Knowledge Based Expert Systemis sowv properties of
involves a hiramteidal tsco deciion=' se orgacizattioti. wher syrichromiaery and concturency winch mrakes them siabt for
the epet sysunem is used s an, aid in the fusion of inonsisten b=-greeend with the Ptedicase Transition Net formsaismi
infermain is tenr presenfed. A strategy ic.-olving the use Of (G anb~ dL uantll l98ULj The edsof: knowledge basen
she expertSysiiscetnpard tonco odressatgicxexpeemd to havto echoeeli us Jpenfc4adckigon the smgy
he used by a decisionniaker facing this problem. Meascirs of used to solve the problecm and on the cunae facts deduceid so far
performance (,otiriond. timeliess nd acc=ac) are evalutated by the system in the excuto of previous rules. A model of an
fur eachi of these straegies. The rest-Its show that the sirategy expert systsm using production rtles to represent knoiwiedge is
i n IvlingI the use o f t beecXPecr t system ina.-,oves s i zi r-- b te presented. Some previous work tGortoc a nd Sata.m 1985)
aceuracy of the organization, hat requtres niore time and luv dcsdtem~n fprdcinrlso :AA g

merass hessr~on o te eesininker using it. bax usng Predicate m-sitron Nets. The, model presented hre
is d~fferet because it incorporates expliily t control done by
the inference engine. rfuzzy logtc (Zadeh. 1965 and 1983:

L%,11.ODUCiOV - Whalens and Schott. 1983) is used to deal wvith uncertainty and
Predicate Transition Ness are used to represent the basic fuzzy

Decisionmakinig processes require the analysis of complex logical operators AND). ORl and NOl that appear in this kind of
sitrations zod the planning, initiation and contrul of subseiucrt rules. An extentsion of the stanzti Inference net formnalism is
responses. These acivities are done within some constrints obtained by the cmbnuniton of tiiesoperators ulshi perits to
such as itm and accuracy andf so that en acceptable level of represent the dynansteal behavior of an expert systecm. The
effectiveness be reached. The amountrof inficrniation handled by obanend net allows the itlentificaitnn of the ruies scanned by t
dccisi6nnsakers is often vecry large and,. in order to 93intalin system to produce an ansxrr to a specific problem and to deduce
perftminance above a certain lcvei. deeisiontaking ornZaions its rsoetiedepenthig on the murber of titles scausrit ano
rise decision support systems ro help them accomplish their onlth nubero interactions with the user.
mission. Among them. Expert Systems with their deductive
capability aod their ability to handle symbolic concepts have
proved to he very useful. The aim of this paper is to show to 1.1 Structure of thet Expert System
%sthat extent the use of an expert system modifies the mneasures of

p fooacea.fadecisionmaingogaiation. To allow the use Knowledge Based Expert Systems, commonly called
of the anrilytical framework developed for the study of these Expert Systems, are - in thtory - able to reason using an
organizatios, an expert system model using Predicate approach similar to the one followed by an expert sshcn be
Transition Nets is first defined for the evaluation of the response solves a pr-)ble within his field of expertise. A ret model for
time. Expert system are then studied to assess their usefulness the most common kind of expert system. the consultant
in aidirg the fusion of posiibly inconsistent information coming expert s3slcm, as described by Johnson anJ keravuox
from different sources. This assessment is done through the t1985). is proposed. Most systems engage is a dialogue with the

user, the computer acting is a "consultant.' by suggesting
*This work was conducted at the MIT Laboratory for options on the basis of tts knowledge and the symbolic daia

Informuation and Decision Systems with support proveided by the supplied by the user. Mloving from, known items of inlorinitlon
Basic Research Group of the Technical Panel on C" of the Joint to unknown itformation is the vital process of a cossultant
Directors of Laboratories L'rrough the Office of Naval Research systemn. The user of a consultant expert system hiss svbsrved
under Contract no. N00014-85-K-0782. tome particular state of affairs within the domain of the systemri

expertise and submits fi.s"' observationis to the system. BaW
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on he hsts-a~.th sy~e maes cfrencs ndseg ~ 7hemes Anoe. nbao knima i-as. xi oc mwoc memo).
n ewoues of e-vvptZo= whisch still yield high V2&d L3=th da= for the VpufiL prblee to bce solved. It is a

=efor=,=co Ima=oms cnc== l CUD ftSysrtm finds the workspce fon xte Vobem .tusractcd by -d:-_ infercce
=s lhkdy of$ tohe; obnseeno The, fonneaSs= cscd meanrse froa. ile as orzano grn&d b) -e -t =rd the
go reprsen =nWledge 'a c -itula expert iyt s the kuwleie base. The stvelipraccox "vmima cmc vay
pwetdon 5s=~md line of reasccing pceioeki used by memorizing all the

iezmedat rah Tberefoire. this can ke itsd to explain the
Thereee eabst aI'moe an cs . te on, fthe raiox n dded oc todes-..2c te behrrion of

K~wc:Base.the Pa i cie.ad m d~ce F9 t-he rizeco.

Tile Krao,.*d- Basic coains, the set Of inform-ation The Irenare Ergzse is used no=== te execution oft
agpcenfle, to the field of expenise. Knowledge is expressed in a ovpra by anim; the knowledge base so mod~fy the cvccwss 2A
11langg definedl b) the expeti The knowledge base is a uses uls knowledge and the heuristics co==ind in the
coileeniudgee=s facts. eqinical rules.nnd cza esdelsof knoledge base to solv-e fth pr.~ble spwcfied by fte data
the peubien &==. nA uebcr O.ferrmlisus esxi to rrsent contaned, an te f=c base. In the pnudecuo sysem modeled in

knwege. The most xidely medl is th produeics Syste this paper. the rues = of the kind.A -> B, sayng that. if A is
moel sa L,;bbL knwlexdge is enicoded in the Teens of a jeds~ h neenc sles adzs
ane scat ic~ana pant or IF-THEN~ rules. A Feodtctba and mrgger same; of thesie rules to reach the soluon of the

-A set of condiion (Called left-hand side of the rule In order to deal wtithi unctmutty in nents of esidenee fuzzy
-aubne logically together with a ADo O loihabetipemndushemodel tomine logicaih to

operator. conditions of the left-hand side of the production rules. The
value of it rule or a fant is either unknown or a number. pi.

-A set of ,.n=w-vec= or actions (calle also riglit-lhand between 0 and 1. repreenting the, degree of traut ssocuianl with
sicof the rule), the -arx:eof wahich is computed according it. The operatist AND. OR. and NOT execute operations otn

to thecoo itiotutcfthet ru-Thscocas4eoec cnle theegrocs frruti as follows:
thsebanditions for odicieuies.~ic logical combination of
thccnd~ttson theleft- hand sidcofthcrulehas tohe pi ANyD p2 tn(pl. pr2)
trin order to v-'54"thecnequenes and theetiotts- p1 ORp2 =maox(pl.p2)

AncxnV~ofapdu~~rulis!Amotng the strategies used by the inference engine to select
IFth fly1ing object hasdelta singsAND the rjiles. forwstard chaining and backwajrd chaining are the most

the object flies at great speed commn. In font ard chaining, the inference mechanism
TIMM the flying obJect is A fighter flane. works fronm an initial state state of known facts to a goal state. It

finds frst all the rules that match the context, then it selctis otte
7he conditions 'the iiyiu% !2.. wings' and t rule based on som conflict rcsoluion sttg), and th" execute

object flies .at gem speed-' have to be true to attribmee the value the selected rule. Facts Ame inputs to the sysitm. The most
true th~eunc~fyn etisa fighter plite.. appropriate hy-pothesis. that fits the facts is dedirted. For

backwajrd chaining, the systemn tries to support a hypothesis
The rclaton,4,. amrong the rules of a prodiietion system by checking known facts in the contest If these known facts do

can he represented sth an inferenuz net. The net showss not support the hpoithesis, the preconditions needled for the
graphically the logical articlation oftdifferent facts or subigoals. hypothesis Ire set up As. utigoals, The protcs for finding a
and identifies ahich rules ar used to reach a specific goal. Let solution as i .xarti fromes t goal to the initiul ant, a anolss
us consider thefollowing production rules: adepth-firstseatch. -

ifA AND R. then C In order to sineslate the behavio. of an expert system. the
if DOR E.then F -process o, selectica and firing of rules done by the inference
if NOT 0. then HI. engine has been modeled %;hen a backward chairng strategy is

used. A trigger is associated with every rule (or operator). A rule
These rules are represented in the inference net fornrulism is selected by the sincic ngine aien ite trigger as iciasated.

on Figsure I. Only one rule at a time can be activated and the continuation of
the selection and firing process is done according t3 the result of

A~ts T~t If the result is unknown, the rule is put in memioryand the

rule wshich gives the value of the first unknown
precondition ii selected.Ei:II -If the result is known. the last rule which was put in
memiory is selected again because the produet result is the

Figure I Representation of the logical operornthew feee val ue of one of its precondions.
- net formalis

Let us consider the example mshere we have tiso rules.
'Me l'redicateTransition Net mtodel developcd in this paper

i; ane v'ension of the inferene net formalism and permits the B -> C (I)
etplict representation of the rules of a knowledge base and the A =>BI (2)
relationship anmong them,
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kZxisahoen eh~~ftb lesT m is~b wMb p-l

troth of C is unkorn: becauese bideree Of trcth of B is (2 The second class is dcaoced by S. The indi.lals of

=nknown. Rule (1) is then dr;-acted and pmg in meXy. this class can or.y take one Value. Only one token of this
mcii role (2) is selcted. Since the vlr of A is kanown, the class Will gravel through thbe oct andl will represent 6he
i-0e of B is dedoced. Rule W. wie is the Lst go have been action Of the iniceroce cagine in p ciing the different
pctanelsydd e dhE aan d be r C bMi e d. sees. -

The Fcsof scestnand zfrn d s dscied a~rd Places PlstceS ie Which Can 00=2a12 0*2-Ss before a6d
is repeated by rcerSioM =61i the final ZS-A-Cs is fOuCL' fth after ft firing of transitions. Three kinds of places aze
process can last a log time. In the search for efliicqe and diffcrciaatt

somecass. hereis to eedto kow he alus ofallthe ()Plants represenaing a far or the restult Of a role and
peccidiionofarul toedue te vloefitconeqonce -cotaining tokens offtheclass Por no token at a

(2)pb=use b dh sytemastriggms of operase and

and wckocrwthaz: bold style in the F~teecs and consitute the system net.

A isfalse. (3) places allowed to contazin different kinds of tokens (P
and S) and % Ihic --e used to collect the tokens necsa:y

then the cotnequnene C is false and there is no need to look for foe the entabling of the transitions of % iht they ate the
the valuebf B to conclude that; the set ofrtiles giving the value input places
of 8can bepued. The masking of a place is a formal sum of the individual

Ina s-mss uig fr, -yWog ic tIsavo id -r o f rnnecessar y tokens contained in the place. For exm-Tple, a place A cotinin
conatttuiosisal te mre tpceantascon~statons re are a token of the class P. p1 and the token of the class S hsthe

Costly in time and moemory Storage than In Systems ulsing m::king M(A):
Boclean logic. The problem is that little improvement in

peeoxaneinbtind.if extr coespuatioti is avoided only in MI(A)=p1 +S
the cse o coepier trot (fo theopertorCO)nnectoerss and Labels. Each connector has a label ssociatnd

trsod wo eti rt n eti fliy o snpe n ith it wiuch indicates the kinds of tokens; it can catty. A special
tbecscotheoer-orAD~if-chve:grammaris used on the labels to define in %shat way tokens can
thecasoftheoecatorXD. ifehastbecarid. Telbels of connectors lin~kingplacesto trnstion-s

A AND B --> C contain conditions that must be fulfilled for then to catty the
tokens. The labels of connectors linking transitions to places

and if we know that the degree of troth of A is less than the indicate wihat kind of token twill appear in the places after the
threshold ofcsmain falsity, then wecan deduce that the degree o

5  fiting ofthe ttansition.
truith of the consequence C is lest than the degre of trutth of A
and, therefore, less than the threshold of certain falsity. There is The followiing notation in labels is used:
no need to know the degree of truth of the precondition B. The
thresholds for which no further search is required in the When token names are joined by the sign "+ then the
execution of the operators arc set to 0.g for certain truth in the tokens defined by these nanme% have to be casried at the same
operator OR and 0.2 for certain falsity tn the operator AND. A time. For esample, the lbecl "p + S' indicates that one token of
roleorfachavinga degree oftruth largercor oqualro Q8(resp. the class P and one token of the class S have to be caried
less or equal to 0.2) will be considered to be tue (resp. false). together at the stomc time by the connector.
lbereforc, the logic takes into aecount the unknownt roles or
fs.-s, When token name-- are joined by the sign "." then the

tokens defined by these names can be carried at different timsir
1.2 Characterisics of the Predicate Transition Nets Used tn but not together. For example, the label *p. S' tndicates that

the ode ..ihera token of the class P or a token of the class S can he
cartied.

Prgedicate Transition Nets have been introduced by Genrich
and Lastenbach (1981) as an extension of the ordinary Petri Mixing of notation is possible, The label "piS. S"
Nets (Peterson. 199ik Reisig, 1985) to sllow the handling of irdicates that the coinnector can carryecithers atoken ofilte- class P
different classes of tokcens. The Predicate Transition Nets used and a token of the class S or osly one token of the cliss S

in te mdel avethe ollwingchaacteistcs.A connector without label has no constraint on the Lind of
Tokens. rEach token traveling through the net has an identity and tokens it cont carry.
is considired lo be an individual of a given class called vartable.
Sach variable can receive different names. For this model, two In some cases, the connector has to carry the tokcin of class
classes of tokens are differentiated: S wshen there is no token of the class P involved in the firing of a

transition. The statement "absence of token of the class P" ts
(1) Thec first class, denoted by P. is the set of the real denoted by the symbol 0. This symnbol is used in the labels. as

numbers between 0 and 1. representing the degrees of if it was a class of tokens, in association % ith il'r sames of the
other classes. The symnbol 0Ots used is the following cases
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(1) The label "S.0W means that the connecor ca., grty- a ________________

'tknofthe-class S. i =is ntoken ofthe ClassP.

52) The label (S+p),(S+O)- iensthat theccnnector can
ce-ct:%-cann= ftednS and2olen ofte class A i~

P or atoken of tbielm fhetis to ten of the .
class P. P

Ti~ior.Tr ns have aacbed to tma prodi=-t which Sc ,-

I ~~is a logical foemula (or an algorithm) bilt from the operations o,.
and relations on variables and tokents in the labels of the inir
connector. The vzame (true or faise) takeni by the prediea ra >0 5,
trasition &peds on the tokens coattined in the inptut places of
the transition. 'When the predicate has the value "true-, the
transition is enablled and can fre. In the model of the cornutiant-0s
expert system predicates are, conditions on tokens of the class

A transitioc: without predlicares is enab!ed as soon as all the Fig=r3 Model of the operator AND
inpuit places contain the tokens specified by the labels of the

connetors.It can be represented as a black box, having three inpts:r A.
B and SC (the trigger) and six outputs : C (the result). A, B

Transitions sU11! ,.,a-CatCs ar represented graphically with ,,mentortzng of the input value) and three ytrplcsSS
squares or rectangles. Thec predicate is written inside- and S_ Only one of those system plcs (replresntd 11=1
Ttansftios. wthout predicates are represented isith bars as in style in the figures) can have a system token at the output- Sn,,i
ofita.y Petri Nets. will contain a system token, if the result of the operation in

known. i.e.. if C contains a token of the class P. This shows
Firing Process. IThe conditions of enabling of a transition at- that the nest operation can be performned. If the result is
j;; the input plaes contain the combination of tokens specified unknown. i e._ the two inputs are not sufictent to ytecd a result.
by the l.dils of the connectors, and (2) the pred irae of the the system token is assigned to SA or SB in order to get the
transition is true If these rio conditions are fulfilled. the values of these unknown inputs. A system token will be
tran~sition can fire In the fixing process, tokens specified bythe assigned to SA if (1) C is unknown and (it) A is unknown or if A
input connectors are withdrawn from the coresponding input and B are both unknown. The system token will he assigned to
places and tokens specified by the output connectors ace put in Sti if C is unknown and only Btis unknown.
the output places. Let us consider the example shown on Figure

Ihe execution of the operation will start only if there is a
system token in SC. We denote by Se the trigger place of the

A operator compung C As noon as there is a token in SC. the iso

pi (S) at the input places of these transitions. The values of A and
pi~r i~iB are therefore reproduced in A and B and in the output place of

each of the transitions. These places contain also a system token.
Bu shich %%ill ensure the enabling of the foll[owing transition (i c.,

--- 0Cthat the tao inputs are present). Thiese two places are the input
places of seven different transitions sshich have disjoint

ftg.c 2 Exainple: of a transition with a predicate .onditons of enblng. Only one of these transitions can he
enabled and can fir.. At the firing the result, if any. is given in

The condition "pt p2" written in the transition represented Ilic result plact and then in C. ishile the s3 stem token is assi,ned
bya quaire is true %hen: the sait of the token namend p1 coriug either io S.,r to S-or to Sn

fron place A is less than the value of the token named p2
comiing from placze B. as specified by the connectors. In this o
rii~e. in. transition is enabled and can lire; the tokens pi and p2
ate %ithdrawvn from the places A and B and a token pi is put in
place C

1.3 Logical Operator Models P

In order to construct ihe model of the expert system using c *.
Predicate Transition Nets, it is necessiry to construct first ,0 c
models of the logical operators AND. OR, Wn NOT. The results L
are shown in Figures 3, 4 and 3, Let us describe row what i,., - n
happens in the operator AND (the operators OR and NOT 0behave insa similar way). k.

The operator drasn in Figure 3 realtres the operation:

A AND B = C
Figure 4 Mode f the o,,erator OR
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The epreentaionof te iner cnt of the simple

syibolec syte i Fguee. sig hePuahtoTanitonTe
Anodl eofpl ofe thei useatrs of thewe logca opero is 'how

onhn;s0so~hr asinintrcfaeodleas mouewt h srhsbenaddtruhtepae
the 1e1r, ICoes in-. this nhes ise usrianmuatddgresoftrt

1. DyaicRprsntto ofA.BC and D.ernee

S.sow 5scil oe fnc tne scans NTh knweg is s hePeiaeTastinNt onls

msAe.Italow on to uenf the poiat operth= kisd low one tobeethra soprcsfolwdbth
bore r the knowlse dgc creetion, hr ir- isnci t. sysem mohee mapnd oftedfeetpSesoCh e tec

Leu conecio de the sple symbolicsyseprcontiing the ste Dftepoeso h iuaini hw nTbeI
floing oprtles: tABL plce Mppingn ofe ithm Places atleeifeatstpdosh

tadai c A eicetiino a neec .I alldw Bo F=>= IneecEe si mpslat ymolonem
'awexctlyhw h ifrec egnesan hekoweg usn F.the Prod.,t Transo N ets rralis

baseoyrunnna siuato prgrm we -see rea tim

baeTher ste ndard representation i n~c ytm l apn of the infference netce of this ne at each
syte scnie h ipesmoi yzr otiigte sec ftepoes ftesmltion 31 is shown in Figure 61.-

ifn A an - smlto
if&,dDl SF CDnDp65 S.ICS.*SFSL

SW S

F i g u r e~~ ~~ 6 9 5 D5 $ 5 5
eseac' o h ere ftuho h ga tiswe

exaple ofthe search fost The degree of t t of G tasusi it

evaluated when the operator OR is executed The sysiems token
The repirestation of the inference net with Pfedirare is therefore assigned to SF for the checking of the subgoal E

Transition Net is deduced from this represetation by: (step 2). The execution of the operator AND cennfot lead tona
result for C and the system token is allocated to SA (step 3).

(1) replacing the rctangles representing the subgoaLs wtth which triggers an interaction session with the ser to get the
the places ;f our model, degree of truth of A. The user enters this valse (say 0 9) through

IA (step 4) which is asstisrd ro A. while the system token is
(2) replacing the formalism AND, OR, 2,ud NOT by the assigned to SE (step 5) Since, the degree of irns of A is larger

models of the operators aggregated in suprt-transitioun. than 0 2, the result of the operator AND cannot be given in E
and linktng these places to these transitions (including the and the system token is assigned to Sn (step 6) to get the degree
self loops) of truth of B (say 0 8) through lB (step 7) The system token is

then reassigned to Sp to trigger the operator AND (step 8).
which can now be executed The ruisiius of the degree, of



uth of A and B, 0.8, is put in E, while the system token is 2.0 USE OF THE EXPERT SYSTEM FOR THE FUSION OF
-ssigned to SG (step 9). Since the degree of uutlsof E is equal to INCONSISTENT INFORMATION
0.8, the opeation OR can be perfomed to pr&uce the result G
equal to 0.8 The system token is allocated in-Sm (step 10). An important, probletit faced by decisi6nmaking
The subgoal F has not been checked and all tie pa of the net organization is the inconsistency of information which can
which is used to evaluate Fhas been prned. degrade substantially their performance. This inconsistency can

be attributed to different causes: inaccuracy in measured data.
1.6 Evaluation of the Response Tine of an Expert System lack of sensor coverage, presence of noise, bad interpretation of

data. In a military context, inconsistency of information can also
The model allows the evaluation of the-time needed to be explained by the attempt by the enemy to mislead the

produce an outut; this is then used to assess the timeliness of an organization about his actions through the use of decoys or
organization using an expert system. jaminng techniques. This presence of inconsistent information

jeopardizes the successful execution of the mission of an
The response time of an expert system is related to the organization.

number of rules in the rule base scanned by-'- system to give
an answer to a specific problem or goal42nd to the number of Three strategies to fuse inconsistent Information are
interactions with the user. The model we haie defined allows a cotsiuered in this paper. (1) ignore information sharing, (2)
quick idenutfication of the pars of the rule base which have been weighted choice among contradictory setsof data and (3) use of
scanned, given a certain set of input ,to reach a specific goal, an expert system %hich has additional knowledge on the
since each place contains the token symbolizing the value of the problem to be solved.
rule or fact it represents.

The first strategy occurs when the decislonmaker
Let us consider ..n expert system being used to give a perfoxming the Information fusion uses only his own assessment

itam anssmer ina certain envsonarent. We represent the input and ignores the Assessment of the other deusion maker. This
X, to the system as a n-tnplet where n is the total number of strategy is related to the way a human being assigns value to
questions which can be asked ty the system. The answer to the information which is transmitted to him, while executing a
questions are contained in this n-tuplet at the location specific task. The study of Bushnell, et al. (1988) develops a
corresponding to thequestionasked (thismay not belsted in the normanive-descriptive approach to quantify the processes of
order of appearance in time). The locations for the unasked weighting and combining information from disirbuted sourLes
questions are left empty. We denote by n the number of under unLertainty. Theis experimentation has shown that one of
questions asked by the system. The number of X~s might be the human cognitive biases, which appears in the execution of a
very large but it is bounded, Given a certain environment, we task, is tin undervaluing of the comnuntations from others,
can define a distribution p,(X,) for the occurrnce of the input which occurs independently of the quality of the informaliIon
X i . received. The decisionmaker is, therefore, expected to have the

tendency to overestimate his own assessment and to assign a
For a specific input Xi, we can identify N, the number of lower value to the others asssessments.

places scanned by the system to reach its goal, since they still
contam the degrees of truth of the subgoals they represent, If is The second strategy is to perform a weighted choiLc among
the .terage time to check a rule and I is the average tme taken by ih conn'adi toy assessments whi h are tranmittesd to him and
a aser to answer a question asked by the system. then the time I compared to his own. This weighting strategy involves the
to get an answer given an input X i will be. confidence which can be given to the information and which

depends on the manner this information has been obtained, or
t' - NIV" + ni t on its certainty. In many models of organizations facing this

problem of inconsistent information and using the weighted
Therefore, the average time of use T of the expert system .hoice strategy, measures of certainty are the basis for the

for the set of inputs X, will be given by. %%eighting of different items of evidence. Among the methods
used, the Bayesian combination has given valuable results.

The third strategy involves the use of an expert system.
Exprt systems can consider additional knowledge and facts

which leads to: which would be too costly in terms of time, effort, and memory

storage to be handled efficiently by the deeisionmaker on his
T = E[N j e + Elnl It osn. For each instanc of contradictory data, it can check if their

values are consistent with the knowledge it has and give an
indication of their correctness. With this additional attribute, the

where E[XI denotes the expected value of te variable X. dectstonmaker can performa more precise Information fusion.

The time T obtained is the average time needed to get an In order to illistrate how these strategies modify the
anmwer from the expert system. This model of a consultant ,,w aures ol performame of an oiganizaton and tu emphasizec
expert system will be used to evaluate the effect that incoisisteni the role of an expert system in the fusion of intonsistent
infoiation can have on the command and control process. information, an illusrative application will be used.

2.1 Command and Control in an Air Defense problem

Mission and Organization. The illustrative application involves
an organization, the mission of which is to defend a set of
facilities against attacking issiles. This-set of facilities consits
of three cities, two military bases and two production facilities
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'1
located it a square with 30 mile sides, as shown on Figure 8. To information. The ase of decoys by the enemy and the presecme
destroy incotning inisaes. the organizanon can either use a laser of noise result tn these positions being not the same forea-h of
bmor send an anumsstle roaket. The laser beam As used in the decisionmiakers When teas i the case, ,e assume that one
caseof urgency, when the time before the missile hits its target of the-two is the actual one. In addition to these different
is less than a certain threshold The antimissile rocket is used coordinates, the input contains also the confidence factors
oheneaough time is available. Both weapons requite different associated with each position These confidence fators have
targeting solutions. The performance of the organization ts been generated by a preprocessor ssy, A tratk,ng algor.thm) and
measured by its ability to send the right weapon at the right place nmeasure the quality that can be attributed to cach set of data.
for each incomning threat. After receiving these inputs, the two decisionmakers. DM 1

and DM2, perform the same situation assessment. DMI (resp.
DM2) computes the velocity of the missile and evaluates itsE l t V- i s -aFUY impact point, according to the set of coordinates he has received,
and produces the result ZI (resp. Z2). DM2 sends Z21, which is

i-s-a A equal to Z2. to-DMI who is in charge of performing the
,yw ns information fusion.

Information fusion of DAl: In his information fusion stage,
DMI makes first the comparison between ZI and Z21. If they

t 12 are equal, Z'l - ZI is produced. If they are different, DMI has
to choose from the three different strategies described in the

E3 e'rY previous section.

____ -is IThe first one is to ignore information sharing. In this case,
DMI produces T'I u ZI without considering the situation

Figure 8 Location of facilities to be defended by the assessment Z21, transmitted to him by DM2.
organzion The second strategy is the weighting of the information

The considered organization is a hierarchical according to the confidence factors associated with each set of
two-accisionmakers organization with the Petr net data. DM1 considers the confidence factors Confl and ConrZ
representation (Tabak and Levis, 1984, Remy ct aL, 1987) given with the input and which measure the quality of the
shown in Figure 9. The two decisionmakers, DMI and DM2, information to choose Z1 or Z21 If Confl Is greater than or
perform their own situation assessment producing the results ZI equal to Conf2. DMI producs Z!1 = ZI. In the opposite case,
and Z2. DM2 sends Z21, which is equal to Z2, to DMI who is DMI produces ZI = Z21.
in charge of performing the infomation fusion with one of the
three strategies available. One of them is to use an expert The last strategy involves the use of an expert system The
system Using the revised situation assessment ZI, the simple knowledge base system whih has been developed for
response V I is selected and transmitted to DM2. DM2 takes into this application evaluates the deurc of threat a missile represents
account this new information in his inormation fusion stage and as a function of the distance between the hs.ation of thy different
realizesthe final responseselectionoftheoeganization, Y. facilities and its impact point estimated by the user A more

sophisticated system could make the assessment of the threat by
Mu ,taking into account the type of missile, the geographical aspect

of the area, the direction of winds, the interest for the enemy to
Srot Z, Z71destroy the aimed facility, ... The threat assessment of the

missile is done for the tuo possible trajectories, one after
another. Ifthe first threat assessment shows that the target is one
of the facilities with enough certainty, the compur,. stops its
search. In the opposite case, the computer evaluates also the

- threat that the missile would have if it followed the second
X trajectory. The answer of the expert system consists of to

numbers between 0 and I representing the severity of the threat
posed by the missile (according to each assessment). When the
answer is given, DMI does not use a strategy to make a
comparison with a result fron an internal algorithm, as shown
by Weiuaenner and Levis (1987), This is due to the fact that
the dcistonmaker has not enough data on his own to be able to

Xi lA Z2 tra Z 2Y double check the answer of the decision aid If the degree of
threat according to the assessment of DMI is greater than or
equal to the one according to the assessnen of DM2, the result

Figure 9 Petr net of the hierarchical 2-DM organization, is VI ZI.In the opposite case, the result is Z!I = 221

Inputsrndsttuationassessments Each decmionmaker receives Response of the nrgamzation Having chosen the trajectory

as input two points of the trajectory of the missile. The first one which seems to be the most likely, DM1, in his response

is its position at time t, which is the same for the two selection stage, determines the type of threat the missile

decistonmakers to make sure they are assessing the same represents by computing the time before impact and sends tto

missile The second point is determined by the tracking center DM2 with the fused inforniatton DM2, in his isforniation

of each decsionmaker The tracking center is defined as the snm fusion stage selects the wcapon to use and performs the targeting

of the human and hardware means assembled to process the solution in his response selection stage

454



22 Measures of Pe-fonnance algorithms are executed only once for each input to generate the
probability mass fanctions of their internal variables, This

'The measures of performance considered in this paper are subsystem allows to compute the invariant part of the workloads
workload (Bocttcher and Levis, 1982; Levis, 1984). timeliness of DM1 andDM2, Gin) and Gj 2.
(Cothier and Levis, 1986 and accuracy (Ardreadakis and Levis,
1987) They hive been defined for the two possible types of The second subsystem is made of the variables of the
interaction between the computerand the user: different algorithms, of the information fusion stage. This

subsystem has for input (ZIZ21) and produces the output ZI
The user initiated mode when the decistonmaker enters all with three different algorithms. Each algorithm i is executed
the data he has in a specified order and the machine independentlyoftheothers foralltheinputsandthesumofthe
producesaresult Not all entered data may be needed bythe entropy of its internal variables (ZI is considered to be an
machinein its search process. internal variable of each algorithm) gives the activity of

coordination of the algorithm of the strctegy i, get. The
The computer initiated mode when the user enters specific contribution of this subsystem to the workload of DMI is
dataonlyinresponsetorequestsfromthecomputer evaluated by using the Partition Law of Information

(Conant,1976).
Thirty three equiprobable inputs to the organization have

been considered. Twenty four inputs contain inconsistent The throughput, G,. is given by:
information. We assume that for half of these inconsistent
inputs, the tracking center of DMI is correct (the tracking center G, = T(ZI, Z21 : ZI)
of DM2 is correct for the other half because we assuie that for
each input, one of the two contradictory positions is corroct). The blockage term, Gb, which represents rnformati,. in the

input not reflected in the output, is given by:
2.2.1 Workload

The evaluation and the analysis of workload in-

decisionmaking organization uses an information theoretical We assume that the data are noiseless and that the algorithm
framework (Levis, 1984). It allows to evaluate the activity of a are deterministic. This assumption is made only to simplify the
decisionmaker by relating, in a quantitative manner, the presentation. The noisy case with stochastic algorithms leads to
uncertainty in the tasks to be performed with the amount of additional terms in various expressions: In this case, the noise,
information that must be processed to obtain certain results. Gn .is only caused by the internal choice in the decisionmaking

process and is simply given by:
The information theoretic surrogate for the cognitive

workload of a decisionmaker is computed by adding all the Gn - H(u)
entropies of all the variables used to model the procedures he
uses to perform his task The distributions of all the variables are where u is the decision variable speifying the ,hoice among the
generated by executing the algorithms for all the inputs. This different algorithms. 11(u) is equal to.
process of generation starts with a probability equal to zero for
all the values that each variable can take. When the execution of 11(u) - ll(pl) + ll(p2) + 1(p,3)
the algorithm is performed with the input Xj having a
probability pj, the internal variable w, if it is active. takes the As stated by Boettcher k1981), th, coordination term is
value a, Theprobability mass function of this variable w in given by:
updated by adding the probability pjto the probability this 3
variable had to take the value ai before the execution of the G F"
algorithm with this input Xk. The operation for all the variables G=Z (p~g0 +cr1 1l(p))
wi affected by the input is: -t

where:
p(w i = ai I X I , ... Xj., X ) = p(w i ai I Xs. .... Xj.t) + pj "(p ) pi l0g2(Pi) + 0I Pi) 10g 20 - )

However, to take into account the effect of the different
strategies, the workload of the decisionmakers has to be and a, is the number of internal variables of the algorithm s We
computed for all the mixed strategies. A mixed strategy is a have therefore the activity of the subsystem. Gssbom
convex combinatioi of the three pure strategies, and is noted
(Pt. p2,1p3). where p, Ii = 1,2,3) is the probability of using
strategy t in the mixed strategy. The quantities pl, p2 and p lI(Z. Z2) (% l
verify:

Finally, since the entropies of ZI and Z21 have been
PI + P2 + P3 I evaluated in the first subsystem, the contribution G

0
i(Pl, P2, P3)

To compute the workload of DM I and DM2 for all the of the second subsystem to the workload of DM1 for the mixed
mixed strategies, the system of all the variables has to be divided strategy (Pl, P2. P3) is:
in three subsystems. 3

The first subsystem is composed of the internal variables of WPA, P2. P) - 11(u) + ( &' + i1i1(p))
the algorithms for situation assessment of DMI and DM2. The The third subsystem is composed of the variables of the
execution of these algorithms and the values taken by their algorithms used after the information fusion stage These
internal variables for each input do not depend on the strategy algonthms are the response selection of DM I, the informaton
chosen in the information fusion stage. Therefore, these fusion and the response selection of DM2. The variables of these
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algorithms can take three values that are different for each input
according t6 the pure strategy used. Thereforc, for each variable ', if Yi" '4of thssubsystem, three probablity mass fnctions are generated C-rij Y,

)  
1 0 if Y,7=Ydj

fdr all the inputs and for each pure strategy. T compute the
entropies of these variables for the tmxed strategies, a convex
probability mass function is deduced from the probability mass The accuracy J(i) obtained for the pure strategy i is:
functions determined for each pure stiategy. By surmisting theseentropie, the variable contributrdfto the worlod of DMNI and J(i) = p(X?) C(Y v
DM2 is deduced, G1r (Pt, P2. p3) and G 

2
(pl, P3).Te

workload ofDM anl DM2can now be eviuated: Theaccuracy for the mixed strategy (Pt, p2, P3),

GDSII = H(input)+H '+ H(Z21) + - (ptp2,p J(Pl, P2. P3), is obtained by. computing the convex
M H (ip+ Hp3) combination of the accuracy foreach pure strategy:

GDM2 = H(input) + Hf
2 

+ lH(YI)+ Gvu
2 
(PI,P2,P3) J(Pl, P2. P3) 

= 
PJ(i) + P J(2) +P3(3)

Consequently, J represenrts the probability that an incorrect
22Timeliness response will be genf.rated, The lower the value of J. the better

the performance is. Th next section provides an analysis of the
The measure of timeliness considered in this applicaion0 n results obtained by using these measures of performance

related to the response time of the organization. A deterministic
processing time has been associated with every algorithm,
Again, each proessing time can be described by a probability 3.0 RESULTS AND INTERPRETATION
density function and the probability density function of the
response time can be computed (see Andrandakis and Levis, Using the method described above, measures of
15 7) Th use of stochastic model does not add to the performance have been evaluated for te three strategies. For thepresentationofthe example, but would be the model to use for .strategy involving the use of an expert system, we have
an experimental investigation For the strategy involving the use considered two different options for dealing with uncertainty in
of the expert system, the time to give 'an answer has been the firing of rles, Fuzzy logic or Boolean logic, and two modes
Lomputed using the expen system model described in the first of interaction betwen the user and the decision Aid. user initiated
section of the paper. The response time of the expert system is mode or computer mntated mode. The results are summarized in
function of the number of rules scanned by the system for each Table 2.
input to the organization and of the number of interactions with
the user. This time is likely to vary with the mode of interactions TABLE Measures of Perlommnce for the three strategies
used.

We assume that DMI and DM2 perform their situation s5umy I vt.a 2 exDpesytue Ex rtaS ¢m
assessment concurrently and synchronously, and that the same tg-, = 1 R o,77 t- ,.
atiounIt of time is needed by the two to give an answer mueewt
Therefore, only one of the two processing times is considered. 1 e 7s
TSA l-tresp, TRS, TSA2, TIF2Z and TRS2) denotes the time "" ' 0 20 0 240 0240

neededtoexecute DMl's situation assessmenttalgorithm (resp, .T o

Dasl's response selection, DM2's situation assessment, is - 1

information fusion and response selection) TIFI(i) is the time . 63414 64921 70293 ?0 29 65,96 0 63969
needed to perform the information fusion using a pure strategy 1 02 43920 43s47 43 240 43240 43287 43287
t= 1, 2, 3j. TIFI3) is a function of the average response time --
of the expert system computed from its response time for all the
inputs. The response time for the strategy i, T(i) is therefore: 3.1 Measures of Perfortance

T(i) -TSAI + TIF1 0) +TRSI + TF2 + TRs2. 3.1.1 Pure Strategies.

The response time for each mixed strategy (P, p2, P3) is The three first columns of table 2 display the measures of
given by a convex weighting of the recsponse tme for each pure performance (MOPs) of the organization for each pure strategy
strategy If T (Pl, P2, P3) denotes the response time of the These results show that the taking into account of more
organization when the strategy (Pl. P2, P3) is used, we have: knowledge, either about the way data are obtained, is the case of

the weighted choice strategy, or about the meaning of
T'PlP 2,P3) = PlT(I) +p2T(2)+p 3 T(3) information, when the expert system is used, yields greater

accuracy. Accuracy is an in portant issue for the kind of mission
2 2 3 Accuracy this type of organization is expected to carry out. The results

show also that taking into account more knowledge requires the
Accuracy of the organization has been evaluated by handling of more data Therefore, more time is needed and sore

companng the actual response of the organization with the effort, expressed in toms of workload, is required This
desired or optimal response expected for each input This increase in workload is caused more by the extra decisions
desired response is known to the designer. A cost of one has which must be made when the knowledge is taken into account
been attributed when the inorrect type of weaoon is used or than by operations or manipulation done with the additional
when the target point is not accurate. For each input Xj having a knowledge. These manipulations are done by the decision aids,
probability p(Xj), the use of the pure strategy i generates the out of the control of DM I
response Yl, which is compared to the desired response Yd;. The
cost function C(Y1, Ydj) has the following characteristics
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few operations are performed The response time is thcsmallest evaluated for all mixed strategies asd have led to a surface in the
of the three. If the measure of tmelincss is the ability of the space (J-T-G1) represented on Figure 10. The projections of ihis
organization to give a response as fast as possible, this strategy surface on the Accuracy -Workload (J-G I), nd Timeliness ,leads tea more timely response than the'two others. The Workload (T-GI) planes are drawn on Figure II' Measures of
simplicity of the algorithm results in low workload for DMI in performaanc ieacheb for each pure strategy are located at the
comparison with the other strategies which can b explained by three cusps of the figures:-The convex combination of any two
the fact that DMI handles fewer variables. This strategy has low pure strategies gives a U-shaped curve (Bottehei ahd Levis,
accuracy in companson with the'other strategies, because the 1982) which can be explained by the fact that when a mixed
choice made on the information to be fured is arbitrary and has strategy is used, there is an additional activity due to switchingno rationaijustifieation. Thus, a clear assessment of the cost and from one algorithm to &other.valuse of coordinatron can be made.

For the weighted choice strategy, no operation on variables d ignuring ic
received is performed, DM Imakes only a comparison between "
the weights of the information. We have assumed that the
weighting process was carried out outside the organization by a,
preprocessor and, consequently, DMI performs only few
operations more than in the first strategy. Therefore, workload
and response time are slightly larger than for the first strategy
because of the extra infornaiion obtained by comparing the
confidence factors, An increase of 3.9 % in response time and of2.4 % in the workload of DMI is found. The measure of howthe data have beeh obtained, given through the confidence G 8
factors, brings a large gain in accuracy. An improvement of 25
% in the accuracy of the organization in comparison to the first
strategy is observed. These results show, as expected, that rspen System
takin g into arcount the quality of information plays an important
role in the accuracy of the 'organization, without degrading
substantially the other measures of performance.

When the expert system is used, the increase in workload of
DMI is about 8.3 % from the level of strategy 2, and 110.8 %
from the level of the first strategy. This can be explained by the Fgure 10 Locus of the Measures of Peformanc attained by the
handling by DMI of the assessments given by the expert organization
system, These assessments are variables which have greaterentropies and which require more processing, The increase in n T
response time (of 10.8 % from the level of strategy 2 and of 0Me5
15.2 % from the level of strategy 1) is mainly caused by the time 21 Ewe
taken by DM I to interact with the system and the time needed to 0.0s sa
get the answer. This response time of the expert system can get
larger as the size of the knowledge base and of the magnitude of 005 2the problem to solve increase. In the example, the simplicity ofthe expert system hides the real effect on timeliness which can be sass
expected with the use of such interacting system, The gain in -Pod
accuracy is very significant, about 22 %, in comparison with 0t24.nw
the accuracy reached with the second strategy and 41.7 % from nrA
the level reached when the situation assessment of the other DM a25 Sn, tsi
is ignored. This shows the extent to which the accuracy is ItGimproved when additional knovledge is used to verify the 636 6/ 69 71 75 7 63 669 7 3 75 7
correctness of information. By using the expert system to
evaluate the threat and to esamate the seventy of the threat for Figure II Mixed Strategies Accuracy / Timeliness vseach possible trajectory, DM 1 has a broader assessment which workload for DM Iallowg'himn to perform more accurate information fusion, The projection of the surface of the Measures of

Finally, we note that the workload of DM2 remains almost Performance on the Accuracy - Timeliness plane (J-T) gives the
constant for all the strategies. A vanation of 1.5 % can be tangle shown on Figure 12, which shows the performance
observed, lie uses always the same'algonthms, and only the attained by the organization, The comers of tis triangle indicate
different distributions of the-variables of the algorithms the level reached in accuracy and response time for each pure
obtained, when different strategies are used by DMI, explain strategy. For all binary variations between pure strategies or for
this small variation in his workload all successive binary combinatons of mixed strategies. J and T

are linear combinations of each other. Figure 12 shows clearly
3.1.2 Mixed Strategies the trade.offs between response time and accuracy and how the

requirements of the mission will justify a strategy. Thus, if the
The performance measures (accuracy, timeliness, and requirements in accurac are too binding, the strategy of

workload of DM 1) reached by the organtzation, when mixed ignoring information sharing will not be acceptable In the same
strategies are used by DM I in his information fusion stage, have way, if the time available to process each input is too short, the
been obtained using CAESAR (Computer Aided Evaluation of expert system would be useless because too mush time will be

needed to perform the information fusion.
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ttuth greatcr'(esp, smaller) than 0.6 was true (resp. false).
JTherefore,. the assessment of thetsreat of the missile for each

036 r irajectory has only the values true or false. The different
measures ofperforance obtained for the two systems are

0.330 sxsumarized in the last fouifreohlmns of Table 2.
The organization has a response time slightly lower with an

0.3w expert system using Boolean logic than with the expert system
using-fuzzy: ogI (2.3 %), This is due to the fact that by

0 2s assigning the value true or false to the severity.of threat, the
g0 ' #" system can reach a cosnclusion (which is not always the best one)

0240 s o EVM byexaniningfewerpossibilities,.Itcaprunealarger partof the0se i -nknowledge base than the fuzzy logic system when it reahes the
.conclusion 'that thi missile is threatening a specific facility.

0.210 T ,When this conclusion is reached for the first possible trajectory,
is 19 20 21 the other trajectory isnot exarlned. This resultsin a sborter time

Figure 12 Mxd Strategies; Accuracy and timelness ofth to produce the answer and in fewer interactions with the user
cnd therefore in a shorterresponsetime

Organization
Since the expert system with Boolean logic assesses the

3.2 Effecto .remodeofinteraction threat only with the value true or false, the answer of the expertsystem has a lower entropy The workload of the'decisionnmakerThe e:ffect of the mode of interaction on the measures of isteeore lower (about 6.8 %) when he uses the exp.re system
performance is shown'on the last four columns of Table 2 with Boolean logic than when he uses the expert system wsth
note is no change in accuracy or workload; however. a slght fuzzy logic.
chango in timeliness is observed, This is caused by the fact that,
in the user initiated mode of iteraction, all the data which have a By pruning a larger part of'the knowledge base when it
hance to be processed by the expert system are entered at the reaches a conclusion, the system has more chance to make the

beginning of the session In the example, the positon of the wrong assessment of the threat, The results show that, indeed,
impact points according to the two different 'situation the system with Boolean logic exhibits lower accurucy than the
assessments are entered, even if the first set is sufficient to system with fuzzy logic. The level of accuraiy is, nevertheless,
assess the threat. Therefore, more time is needed than in the betterthan for the two other strategies expected to be used rn the
computcr initiated moc

7 
where data are entered at the request of tnfoiration fusi, stage and is explained by the fact that more

the system during the search, knowledge is taken- tnto account in the information fusion

It is important to note that tn the air defense, no workload pro0ess,
have been assigned to the procesS of entering the information in 4.0 CONCLUSION
the expert system. The process cmnsists only of replication of the
information the decisionmaker already has. If the inputs isked In this paper, a model with fuzzy logic as a means for
by the expert system do not correspond to the dat& the dealing with uncertainty has been developed using the Predicate
docisronniaker has, he would have to perform some operations Transition Net formalism, A- method to make tirie-related
to deduce these inputs from the information helhas 'Let .s measures from this representation has been introduced, taking
consider an example where the decisionmaker has computed or into account the portion of the rule base scanned by the system
received from iother member of the organization the value of and the number of interactions. Then, the assessment of the role
the speed of an object being analyzed, Ifthe epert system asks of an expert system has been mad6rhrough the study of an
the decistonmaker the question "speed of the object; [possible example which involves a two decisionmaker organization
answer low, moderate, high]." the decision maker will have to facing the problem of fusion 01 isc6nrststent information The
deduce from the actual value of the speed the atibute asked b decisionmakem must identify the tiajciories of threats that they
the system. A small algorithm will have to be execute, then have to destroy to protect a set of facilities. In the example,
increasing his workload. It can be expected therefore that, in this the expert system helps the decstonmaker to-clarify the
case, a change in workload similar to the change in response contradictory situation assessment he has to fuse. This strategy
time would be observed. This issue raises the problem of the has been compared to two others expected to be used is this
-adequate design of the expert system, or more generally, of the situation (1) 'ignoring the assessment of the other
decision aid in which the itode of interaction has to be thought decisiqnmakcr, (2) makiihg a weighted choice among the two
very carefully to avoid an unnecessary increase in the workload contradictory situation assessmecnts, by raking into consideration
of the drcsionnmtker and in the respoo tie. the way the data used to produce these assessnents have been

obtained by each decisionmaer Measures of performance
3.3 Fuzzy Logic vs. Boolean Logic (workload. timeliness and accuracy) have been evaluated The

For this illstraiive application, the levels of performante results show that the use ol ihe expert syicri tipivcs
reached when different expert systems are used have been signifiantly the accuracy of the organiuaiu, but iciluies iaurs
studied. The perfonnrance achieved with an expert system using ine and increases 'he uiklad of the deisuumaket it
fuzzy logI%-s the means of infereme, which has been developed "'h comparison of the iwo mores ol 1iisacIirit bet wsci the
for the example, has been ompared to the performaixobtaned user and the systens has shown Vcuiaua, Asi woklor sioand An
by using an expert system which does not deal with uec'.rtamy response tnie the computer imaicd, mads rquics less
and ises Boolean logi.. This version of the expert system has workload and less response tunc far a th en lvel of ac.umraic)
been obtained by changin the mappng funcious, only values 0 This result tends to show that the devign of as iieracring
and I could be processed instead of the real numbers between 0 decision aid must take into aount not only srs charactius tl
.nd 1). It has been assumed that a statement having a degree ol the problem to be solved, but also the way ths dc'cbunramlkci

would use i,.
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MDLISC1~LNEMSSION PLANING AND MAIVAGEMONT

D. Allda. J. Boi=ne Lauri C.; 11=rison
Lockheed Austin Di7Zsio LockhIeed Austin Division
o/T4-20, B/3OF, (512)448-5159 0/TS40,_ B/30F, (512) 4*48-126
6800 Burleso Road 6M0 Bumes-ion -ad
Astin,-Teias 78744 Austin, Texas 78744

BACKGROUND °  historical information required by
mission management. The

The current -technique f6r the rawagemeit function monitors mission
mission tasking of a. multiple sensor execution, performs multismsor fusion
suite-on an aiborne platform lack the and cueig on processed sensor data,,efficienci and,'cooriination between and modifies the mission plan in

sense-s that is needed to -maximize the response to the inmmediate situation.
effectiveness of thi plaiform- assets for
a battlefdeld situaion. . PROJECT O "FRVIEW

The state, of the art in m-ission
faskiug ,for mutLsensor systems involves This section focuses on the overall
inAependent and often manual scope of the project, presenting the
schedulihg of each sensor within the top-level concepts for developing
flighi-proile constraints and - schedule mission planning and management
provided -for the platform. This is a tools. The next section describes the
time-consuming process that generally work to date that has been integrated
fails to provide for integrated, multi- into software.
sensor observations of critical targets- The project approach is to
in a fashion that facilitates their integrate and evaluate the models and
multispectral excploitation. New algorithmic solutions developed from
concepts and automated toola are these concepts in the framework of a
required to plan and manage software-based analysis system. Figare
reconnaissance missions utilizing 1-depicts the three compcnents of the
multidisciplined sensor suites in an analysis system. The plan development
integrated way. Solutions to this phase results in the complete
'problem are -needed that treat the specification of i mission plan. It
complex tradeoffs between the includes fligh - h planning, sensor
conflicting goals of collectioh efficiency scheduling, an~' cue rules generation.
and survivability, which often arise This portion i " ie system has been
during intelligence collection.' -the focus of thls, work to date. The

- This paper presents work in system imulati phase provides a
progress whose goal, is to, develop new, detailed time-his ,ory of the aircraft
concepts, methodologies, and tools for flight, sensor rtllection, threat
the julanning and management of responses, and target movements. The
multisensor intelligence and simulated flight vii'l differ from the
reconnaissanme missions. The planning original mission pln as the mission
function begins with requests for maie.ger respondl to information
intelligence collection and culminates in gathered during ex!cution. The
a detailed plan that -specifies the evaluatior phase collects and analyzesplatform flight p'ath-, sensor schedfiles, the statistics generitted from the

cue lists, self-protection rules, and simulation.
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Figure 1. The ahalysis .system for the development of mission planning
and management algorithms proiides a complete testing environment for
new concepts in multisensor tasking. The system becomes the actual
decision aid for a mission planner after the design and verification of the
three components: plan- development, system simulation and evaluation.

Plan Development to the list of target objects on which
to collect information, and a history of

The functional flow for multisensor observables is referenced for known
mission planning (Figure 2) interprets locations and densities. Next, an
the planning process in terms that interactive feedback loop between the
allow automated implementation. This selection of the flight path and an
corresponds to the plan development evaluation of exposure to threats

I phase of the analysis iystem (Figure determines and refines the platform
1) and results in the initial mission -route. Also in the setup phase, tasks
plan depicted in Figure 2. Details on that can only be satisfied by a near-
the software implementation of this real-time management function (such
functional flow are provided in the a- high-resolution location accuracy or
Impact System section of this paper. identification of a target) are allocated

The setup phase is initiated by to management and converted into a
submitting a request for collection, planning task (such ai lower resolution
which consists of a-.object of interest, accuracy or detection) with an
its associated area of interest (AOI), associated cue stored for the
timeliness infoimation, and desired management tasking.
information on" the object. This The operating parameters of the
includes information on quantifidrs sensors and-mission then are used to
(e.g., location), acquisition level determine each sensor'E capability to
(detect:9n, classification, recognition, collect the information in order to
identification), and activity status. satisfy the requests. Each of the
The system then determines specific sensor models calculates expected
targets for IMINT and SIGINT sensors measurement accuracies and
thiat will satisfy the collection riquest. probabilities of acquisition based on
At this time, threats to the sensor capabilities; target parameters,
§urvivability of the platform, are added geometric considerations (range, field of
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view), atmospheric conditions, and dicision. aid.weather conditios. The system simulation encompasses
S These decision parameters are two primary components: the modelingpassed to the -aCssigfiment phase , where of intelligence Jcbllection and thesensor coverage is displayed to the' :esponding t6 the perceived situationuser. In this phase, intersensor- through the mission manager. Theconstraints, are noted. These can be siniulation of intelligence collection willexclusive constraints (e.g., SAR may . "be per fornied by the Lockheedinterfere with ELINT collection in a Interactive -Simulation for Intelligencefrequency range) or inclusive Collcktion (ISIC), in Ada-based systemconstraints (e.g., EO and IR may. ' that -resides on a VAX. ISICshare optics so that they must be siulates the activity and movementdirected at the same area). Combined on a -tactical battlefield, and modelssensor effects, also calculated -hire,, the 'sensors' collection of -intelligence

determiiie the cumulative probability of' informat.on.
acquisition by more than one sensor. Because the primary goal of thisEach element of information-with a project is to develop mission planningprobability of detection bi a sensor and -management lpproaches, theabove~a minimum threshold is assigned simulation efforts will focus on theto be collected by that.senso. mission manager, the secondIncthe scheduling phase,. optimized, component.of the simulation. Figuredetailed sensor 'tijing- ig computed. 3. shows the architecture for aThe algorithms fo ithse' computations -xaznage6rient- function -which will beconsider criteria values that ire baed implemented into the simulation. The* on the iriority -of the "request, the figure depicts a baseline functional flowcapability of the sensor to collect the for information generation, -processing,information, aind the contribution of .and mission management in athe information to satisfying the multisensor environmi nt. Once theoverall request-. Tradeoffs for information has been received by theimploying SIGINT or IMINT collection system, its handling- can be segmentedopportunities are made at this time. -into three major, categories: single-Initial requirements for the intelligence sensor processing, multisensorcollection mission are then compired processinq, and mission replanning.to the expected performance of the Sensor processing is the analysis of themission for the scheduled sensor input data itself and includes the,tsking. The candidate plan and the individual processing functions of each* evaluation of it are then presented to sensor and processing for selfthe user who c-n acept the plan, protection. The mission managementmodify it-6r return to components of component is responsible forthe setup or assigfiment phase to multisensor fusion and the subsequentcreate a new plan. - generation of cues for more data when

the infcrmation is insufficient to meetSystem Simulation the collection goals. These cues, along
with aiy external requests, update theThe purpose of the simulation is collection objectives. The -missiontwb-fold: (1) to provide the developer replanner monitors changes to thewith a vehicle for creating and collection objectives and dynamicallyanalyzing new mission management retasks the mission by. reallocatingalgorithms, and (2) to aid the mission sensor. utilization, reconfiguring theplanner in evaluating courses of action flight Path, and employing means foras an element of the mission planning self-protection.
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System Evaluation realized in the Intelligence Mission

Planning and -Collection TaskingThe effectiveness of a mission -is- (IMPACT) system, a comljuter-based

determined by conflicting goals- of decision-.aid that converts the- currently
survivability and collection efficiency. time-consuming process oftgeneratifig
Three techniques for generating independent' sensor tasking from
measures of effectiveness (MOEs); have mission directives into an interactive
been-idenified'for ccnsidefltioft: (1) iession that allows the'user to rapidly
ne-ral etworks, (2) an expert system genefate, evaluate and modify
that generat's rules from exanples, candidate plans for multiple sensors.
and (3) utility functions. These Along with the collection requests,
MOEs can be used to evaluate and' the planner specifies the platform
rank various planning aw management characieristics, sensor capabilities,
options. weather' conditions 'and flight path way

MOEs corresponding to platform points. These are stored in data
survivability include minimizing bases and are used to construct
platform observability- to threats and missions. -A mission consists of a
activity. It also includes the ability to AOIs (with associated objects of

execute the mission plan' in the interest) and mission-specific
presence of nonlethal -threats, including- parameters. The IMPACT 'system
jamming and" deception.- then develops 'optimized sensor

Collection efficiency -encompasses schedules that integrate -and coordinate
several factors that relate to the the ,collection of~information to satisfy
operational usefulness of -the the user's requests.
information gathered, processed, and Sensors integrated into 'the
transmitted. The components of IMPACT system are electro-optical
collection efficiency are: (EO), thermal infrared (IR), synthetic

• Number of desired olbjects aperature radar (SAR), moving target
detected/identified indicator (MTI),. communications

-. Quality/accuracy/relevance/time- intelligence (COMINT), and electronic
liness of information- intelligence (ELINT).
Time required to collect desired The IMPACT system is written in
information Ada and resides on a VAX 1,1/780.
Volume of excess data The graphics is based on the
,collected. Graphical Kernal Sistem (GKS), using

A composite meavsure of a Chromatics CX1536 colorgraphics
effectiveness corresponding to collection engine. The textual displays use the
efficiency attempts to maximize the DEC forms Management Syst'm
first two, of these components while (FMS), and the user interface is the
minimizing the last two. These Lockheed Guided Input (GI) menuing
factors aind their relative importance system, both of which, run on a VT-
depend. upon th operational scenario, 100 (compatible) terminal.
the mission goals, and the time
criticality of- the information, 4nd may Overview of Functions
cause conflicting goals. The- IMPACT system performs the

IMPACT SYSTEM following functions:
Determines targets for IMINT

The mission planning- function and SIGINT sensors which will
described in the preceding section is satisfy collection requests.
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* Calculates a flight profile concepts are shown in Figure 5. The
* Evaluates -platform survivability OR relation is a typical decomposition
SEi-aluates -sensor capabilities -to of an object into-two components, e.g.,

provide desirc f _L'ormaticn a SAM can be identified by collecting
* Allocates requirements to the its radar emission-with ELINT or by

different sensors imaging a specified chassis with an
SDeivelop's cueing rules to be IMINT sensor as is shown in Figure

used ,by the mission manager 5(a). Two branches are related by
' Creates an optimal schedule for AND when the concurrent collection of
the sensors both, components is, required. For

* Assesses .how well collection example, detection of-both RADIO1
requirements will be satisfied, and, RADIO2, is necessary for the

The folloiing -sections concentrate detection of the' communications
on analytic approaches to components network in Figure 5(b). An exclusive
of the IMPACT iystem. or relatioin, XOR, arises when one

category of-targets is segmented into
Target Determination two subcategories [Figure 5(c)] such

that an object falls into one category
IMPACT includes a data- base of or another, but'not into both. When

collection targets, each of which is locating moving vehicles, it is desirable
decomposed, or flowed down, in a to locate both trucks or tai!.3 (as it is
tree whose lowest-level -elements can be for AND), although the collection can
associated with collection by a spe- be partially satisfied by locating either
cific sensor type (IMINT or SIGINT). trucks or tanks (as it is for OR).
For example, Figure , describes an This detail on the object flowdown
cbject flowdown for a SAM. When is necessary to -te,planner of a
information on a SAM is requested, multisensor intelligence mission since
the planning system for a multisensor assessing the probabiliti of satisfying a
mission determines what the specific higher-level request depends on the
tasking assignedto each sensor will be: 'logical relation between the branches
e.g., communications networks and under the object- requested. In
acquisition radars to SIGINT, addition, the value of collecting an
associated vehicles to IMINT. All element of information, a critical
leaves on the tree in Figure 4 become element of the scheduling criterion,
potential targets when a high-level depends on the relationship of the
request for information on SAMs is information to the requested object.
made. The requests can be made at-
any level on the tree, such as locating 'Sensor Capabilities
the missile system itself (e.g., SAM-x)
or locating its acquisition radar. Target acquisition and accuracy

In addition to the typical models for each of the sensors were
templating, of targets as illustrated developed to apply specifically to the
above, a logical structure is imposed unique needs of the planning process.
on- the targets in the tree. This The models accept available
refinement brings the object flowdowns environmental data as input and are
to the-lev'el suitedfor consideration by based on parameters which drive
a' planning function. The three sensor tradeoffs. A brief overview of
relationships between branches of a each of the models developed is given
tree are OR, AND, and XOR below.
(exclusive or). Simplified examples of Infrared IR model. The thermal
these relations, which characterize 'these infrareidacquisition parameters for
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SAS

SAMx
ST~Y

ACOJISITION TRACKING DATA DATA RADIO RADO TRUCKS AV CWSSS
RAW RAAR LW LW4 II) 02

DATA RADIO R0 RADIO RAIO AO TRUCKS ACV TRUCKS

I(

Figure 4. This example tree depicts the object flowdown for a SAM.
When a request for information .on- a -SAM enters the IMPACT-system, the
bottom elements in the figure are automatically identified as 'targets of
interest to the IMINT and SIGINT sensors.

COMMS NET"
SAM TYPE VEHICLES

RADAR CHASSIS RADIO 1 RADIO 2 TANKS TRUCKS

OR AND XOR
(a) (b) (c)

Figure 5. Logical relations between objects in a flowdown in the IMPACT
system -implement realistic scenario components. (a) Traditional OR
relation: detection of either element of information, the chassis or 'radar,
satisfies collection request. (b) AND relation: b' th pieces of the
communication network must be detected to verify detection of the network.
(c) XOR relation: detection of tanks or trucks satisfies requests for
information on vehicles while detection, of all tanks and trucks satisfies the
request fully. Each moving vehicle is either a tank or a truck, but not
both.
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detection, classification,, recognition, and- Moving Target Indicator (MTI)identification are computed from two Model. The MTI detection modelsets of calculations. The first is the performs an initial screening to teitprobability that the signal-to-noise whether tZe o bject's radial velocity is(SN) ratio is sufficient for detection, within the minimum arid maximumP SIN), and is based on the radiant endoclutter threshold of the sensor. Iftemperatures of the object and 'bac - it piasses 'the, screening, signal-to-noiseground, sensor performance -pai'ameters, and signal-to-clutter ratios areand transmission loss. Transmission calculated from the radar rangelos depends on precipitalile water, equation, radar losses (see SIGINTaerosol content, rain, and clouds. The model), subclutter visibility, and thesecond calculation is the probability apparent object cross section. Thesethat the-object resolution is sufficient ratios then determine the overallfor acquisitioin, given detection of the probability of detection of the object.signal, P(acqlS/N). These probabilities In addition to these calculations isare multiplied for overall probability of the computation of the maximum timeacquisition: P(acq) = P(S/N) * between MTI searches in order toP(acqlS/N). maintain coverage except for wedges ofElectro-optical (130 model. The, length specified by the user. ThisEO model -is similar to the"I' model maximum time is used to interleaveinthat probability of -acquisition is SAR and MTI when they arecomputed -by P(SIN) * P(acqJS/N). performed by the same radar.Signal-to-noise is computed as a SIGINT Model. The SIGINTcontrast ratio from the radiances of model tretOsclection of signals inthe object and background, solar the traditional COMINT and ELINTillumination parameters, and ranges, and above. The detectionatmospheric transmittahice. The latter model initially screens a signal to testterm, P(acqjS/N , is calculated in the if its parameters are within a sensor'ssame way as the corresponding IR acquisition capabilities, e.g., rf range,term. For both 'P (SI[N) and demodulation. An additional screeningP(aiclS/N) computations, the shadow determines if the signal position isof'the object is considered separately within the azimuth and elevation fieldsand has its own- pararetiers and of view of the sensor. A signal-to-dimensions as seen by the sensor. noise ratio is calculated based on theSnthetic Aperture 'Radar (SAR) radar range equation and additionalModel. The SAR model is similar to transmission losses. The losses dependthe IR and EO models in that on transmitter frequency andprobability of acquisition is computed polarization, terrain, andby P(S/N) • P(acqlS/N). The latter atmospheric/weather conditions. The'term, P (aco S/N), is calculated signal-to-noise ratio then determinessimilarly to thb corresponding IR term, the probability of detection.except that the computation of Accuracy Models. Accuracyresolution elements per target models were developed that computedimension is dependent upofi range precision parameters which affect theand azimuth resolution of the SAR mission planning process. A linearsensor, as opposed to angular error analysis was performed toresolution for EO and. IR. For calculate target-state error covariancesP(S/N) we- assume that S/N is and utilities designed to integrate theseconstant for objects outside a covariances into the mission planner.minimum depression angle and within Covariance analyses werethe maximum range of the sensor, performed for target position
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determination by EO, IR, MTI, SAR IMINT and SIGINT schedules.
and SIGINT sensors and for velocity IMINT Scheduling. The solution
determination -using MTI data. to IR, EO, and SAR scheduling
Significant input error sources that specifies "where,, on the ground, the
affect sensor tasking -that have been sensors should be directed. The
modeled are ienisor measurement positions that optimize the amount of
errors, aircraft navigation errors, desirable information collected are
(position and, velocity), pointing errors' those that, maximize
of the sensor and aircraft, and' height ,/"-td
errors in digital terrain map data. Vo,. fo(x,t)SPo(x,t) dxdt

The standard covariahce 'analysis where
techfiique employed permits the Vo0  = value of the object
mapping of the .covariance of errors f.(x,t) = ability to collect
encountered in the sensor's data information
collection process into -a covariance of x.(x,t) = distribution of the
the errors in the -target's position object.
and/or velocity. Because the analysis At every point on the flight path,
is linear, it permits rapid parametric an optimized combination of IMINT
study of the effect of data collection- sensor placement is computed by first
errors on knowledge of the target state discretizing the points on the ground
and therefore, on the mission planning perpendicular to the platform velocity
process. The technique also allows the and assessing, the individual sensor
quantification of accuracies of multiple coverages at each point. Then the
sensors, ground positions that maximize the

total effectiVeness (according to the
Sensor Scheduling above equation) are found by a branch

and bound search or by enumeration.
This section describes the Thes'chedules for SAR and MTI

algorithmic approaches to detailed sensors are interleaved to satisfy
sensor scheduling that were developed, continuous MTI coverage, where

The value of a given sensor required. The time period required to
collecting an element of intelligence is achieve this coverage is based on
computed based on the priority of'the geometry, sensor characteristics, and
request for that informationi, it's probability of acquisition. SAR and
contribution to satisfying the overall MTI usage may be limited if
request, and the capabilities of other survivability considerations restrict the
sensors to satisfy the request. After platform from actively radiating.
calculating value factors, the schedules SIGINT Scheduling. The objective
are computed sequentially, beginning of SIGINT scheduling is to produce a
with IMINT since it is more frequency scan pattern that determii1es
constrained than SIGINT collection, the order and repetition of frequency
IMINT is'initially scheduled assuming ranges that the sensor searches
that the SIGINT sensor schedule will through as it listens for signals of
satisfy, all SIGINT objectives. A interest. SIGINT scheduling i's
SIGINT schedule is then computed achieved in three stages: signal
and any required tradoffs are made, segmentation, allocation of frequency
based on the actual IMINT schedule. iearch slots, and ,sequencing of the
If the resulting SIGINT schedule varies frequency bands.
significantly from the assumption, The 8egmentation process begins
iterations of this seqti'ence are by cilculating a metric, or distance,
performed until convergence to stable between each pair of signals of interest
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(SOIs). The distance is-based-on the approach that combines number theory

value of the signals, the differencEs with sin ulated aiiealing has been

-bei een' theifrequency 'ranges of the identified and will be irivesti ated in

signals, and -between the, requirements -the future.

on the bandwidth and, timing for Because each of.the three stages

intercepting 'the signals. It also depends on the others, the implemen-

reflects-,the signal density, of, the tation will include an iterative scheme

%environmeit, in order to avoid that converges to. an improved

unwanted sigils as well as to provide solution.

work-off tim-e for dense signals. A
clustering algorithm then joins-nearest CONCLUSiON

(as defin'ed by the metric) signals into
frequency segment's 'that will be Conceptsohave been devloped for
included in the sensor schedule. the three components of an analysis

An optimum allocation of-the total system 'for evaluiting multisensor

number of (not necessarily unique) mission planning and management:

segments allowed in the sensor plan development, system simulation,

schedule is then 'made by first and evaluation.- Software has been

calculating a measure of merit, for each developed' for the planning component

segment -as a-'function of tle 'number through the IMPACT system.

of occurrences. A linear program (LP) The current, status- of IMPACT is

then globally optimizes the number of an operational system that allows 'the

times each segment occurs within-one development of missions, object

frequency scan cycle. The nature 6f requests and database elements.

the constraints imply that a real- Acquisition probabilities for the targets

valued LP will provide integer which are identified as satisfying

solutions to the problem (a necessary, requests are- calculated, displayed and,

constraint), " passed to the scheduling processes.

The third stage, sequencing the Initial scheduling algorithms have been

segments into a final frequency' scan integrated into IMPACT and- are

pattern, maximizes the separation undergoing testing and -enhancement.

between occurrences of the same Future work will continue to

segment. A heuristic approach has refine the architecture for a real-time

been developed that appears well-suited' mission manager and will identify

to finding the optimum or near- algorithms for implementing the

optimum solution. However, an architecture.
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The overall system (C31 Tesabed) is a fully co'cir - The Al technsiques include the NLWt and distrib-
rent. ntuitusem information processing sy-stern whjere proc. uled cooperating ES The' NLTLP reads and interprets the
easing is divided into functional blocks with well-.defined English language text lines of the JINTACCS messages,
interfaces between modules. The Testbed functional arelsi- reformats the data, and passes the results to the ES The
teccure (Figure 1) permitem experitnentation and demon- ES examines the OR Database and the N'LTLP output to
stration of integrated technologies zs applied to the intelli- determine the presence of certain types of units on the
get-e and weapoicring functions of a tactical C31 center. battlefield, their geoigraphic operating boundaries and ac-

tivity state. Additionally, the ES recognizes and corrects
certain types of errors not hand~ed by-the algorithievor-

Fully formatted IIN'TACCS messages are input to relators.
the Tesibed by an Airy-and Bantle simulator, which uses a
1990S Fulds Gap war scenario (enemy events and 013) The WeaponceringlTargeting farncuon autonatiall,
and a variety of airborne sensor models. The Testhed accesses the intelligence 01R Database, compiles target
automatically parses (decodes) and filters the JINTACCS lists, and calculates target-s-eapon pairng sol~tjon~ 'sei
messages according to tables that are set and easily on a global optimization algorithm
changed by the Intelligence Analyst. Twvo algorithmnie cor-
relators (statistical and figure-of-merit based) perform An imagary processing capability is in the planning
automtically to read the message data soii to create and stages at this time.
update emitter files within an 0OR Database.

A Data Fusion function examines the emitter files An Air dclpeT aOrer.AO eeaio aiiyi
created by the correlalors. addt the information produced intedelmntsg.
by the artificial intelligence (Al) techniques, then coin- The system architecture permits a %ide range of cx
bines the data to form units and wseapons systcmnssithin tientnation -sfrtetvn fs ii
the 013 that represents the most complete informitionpsibiusfrtee.igofpyk d

sb~~~~~~~ut~ e etteontebtlfedulaalgorithms or full) integrated components

472



DATA SASS 4W
ANALYSTM PTL

IFAY AMAMI&

SLLCLIC 3690

S1LEAAC VFS-,ATA BASE SS.SLATOR
a orl FcoemsYr BAE mmwrF

B5SITOWI.E DdtjT.EUOr DATA BASASSXTO

TESBED W MD EM KISEfACE S~ER

Figure 2. Hardivare/Software Modules and Interfaces

flard-arc/Software lmlementation Software Tools and Proerammino Laineiiae

The approach used to implement the C31 Teasbed -The Tesbed System uses a variety of software tech-
-System is Characterized as a balanced integration of Coni- niques to make the system %iork. These are summarized
ventional processing technology with AT processing tech. as follows:
niques in a distributed environment. Each technlology is Simulator. Ada, Vax 11fl80
applied to the intelligence analysis and targeting problems Expert Systems; Common Lisp, Automatic Rea-
in the manner deemed moss appropriate. This approach soning Tool (ART) ES Shell, Symbolics. ART was chosen
does not attempt a total Al solution nor does it attempt to for its graphics, role definition and compilation, confi-
force Al techniques on aspects of the problem that have denee levels, and viewpoints (blackboard) capabilities
already been solved by algorithmic methods. Figure 2 Natural Language. Common Lisp, Language Craft
shows the hardware connectivity and the software major NIP Shell. VAX, and Symbolics. Language Craft was cho-
module integration of conventional algorithmsic processes sen because it is a general-purpose, natural-language
with Al heuristic processes, processing tool, it permits the developer to concentrate on

vocabulary and semantics rather than mechanics of pars-
Disributed Prncsinr Interfaces ing and semantic interpretation, it has a well-defined in-

terface to Common Lisp. and runs on both VAX and Sym-
This project emphasized the use of distributed proc. bolies,

cooing techniques as a way to achieve fast and useful in- Map Graphics: C, Apollo (also ross on Silicon
terfaces bet%%een the various workstations and processes Graphics, Sun, MicroVAX) Digital map, graphics display
These interfaces permit the ES, NLTLP, algoritdnnic or- technology (SoftCopy Map Display System) contains DMA
relator analyst displays, WVeaponee-, and data base man. data (DTED, DFAD) ard World Data Base BI and has user
agement functions all to reside on ieparate processors, yet friendly software that permits extensive map manipulation
be accessible by any. T%%o primary classes of interfacis and control.
are used: RS5232 softare interface and TCP/IP software User Interface Manager. C, Apollo (also runs on
In addition to vendor-developed TCP/IP system software Silicon Graphics Sun, %IjcroVAX) System permits cea-
for specific machines, %%e developed a remote procedure- tion/chaiige of displays in minutes by a nonprogrammer
call applications layer for interface betaets the Apollo Correlators: FORTRAN, Apollo
and Symobolics machines, Data Base: IDL and Progress Relational Dli Ac-

cess, Britton-Lee.
Message Processing: FORTRAN, Apollo.
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Tecica Elcrncthiliez The Data Fusion fun~ction uses the emitter OB Data

CrACELLIlM 'm h at Report (TACRIM, correla. Base films. preiousy created by the TACEJJT n
tio algorithms funtion atjtomsIclv sithin the Tesibed TACREI' coreisors. to cecate and maintain ureapons sys-

mesagehanbagarchiteciure. Each has a set of special- tents imnd sunis in the OB. It also usgs the data provided by
ied interactive tools that pesmit an analyst to control the ES and the analyst vktio.
atomatic correlation rariablest reiew, edit, or change the
results of atomastic correlation and make manual Correia- Data Fuiorfors auto-natically, making infers

tio.M ecres abcst thir battlefield, At the first level, inferences

jiioceed directly frix a single fact, e.g.. the existence ofa
weapons iy-Tn can be inferred directly from the exis-TA a NrCORRIA AO lb ence of &/taM emitters. Sone unit types can also bc in.

primary functionsi: whsen -inferences re made based on several facts that do
Attepts o corelae sinal-f-ineres - iot iiipli'atything separately, but nheri considered to-

1F ttept tocorelte ignl-f-iterstmessages so gether imply, somethlng'zbou-t-,e OB. For example, the
exsin mitter 013 Data Baselfiles automTatically existence of several different entities, located %%ith~in a cer-

tain'distance- of each oth~er, or th'e~determiiistion of a par-
* Updates emitter-OB Data Imrlsautomatically ent-child relatonhip betssen two-or more entities, can

* ~ ~ ~ ~ ~ ~ ~ ~ ~ ~~ml Sednrpi patst h' rahc i a more than the existence 'of a single entity-
(analyst iworkstatioti). The Data Fusion function performs the follossing

functions:
The TACEUNT1 al'gorithm is based on a scoring and

weighting system that calculates the statist2al differenc-s *. Groupjs entities into systems
betseen'-:he emitter parameters contained in a mesge
and the parameters of emitters held in the data basthat o, -Determines battlefield positions-for systems based on
fall within a toleranc gate set by the intelligenc analyst. locations'ol compon ent parts
Those OB Data Base emnitters that fall within the tolerance -'Ieue h rsneo uisfo h elyeto
gate are considered to be raijonabLe~candidates for, 6orre. -' Dpciedue teqpeneo tsfothdelmntf
lation. Each parameter of iach emittrs scored and piicdcipmn

- siighted (by any criteria as determined by the~antalyst. * Assigns systems and equipment to the controlling unit
e.g.. tensor measurement, time delay, into.). Next.-each

,candidate is tested for geopositional feasibility and scored. e Determines battlefield unit positions
Total scores ire then calculatedl for each candidate versus
the messy-ge emitter. Finally, the algorithmf comipares * Determines unit organizational hierarchy.
each ep-ididate.'lf a single best candidate (heuristically de-
terie by th nls n nu t h loih)i The Teotbed System uses tightly coupled 013 Data
identtified. a correlation is made. Otherwrse candidates Bs.Creain n aaFso ucinlmdlsa
are ranked and iled in the OB Data Bases potential (am. a,&mptete 013 management system. Each of the auto-
biguous) correlations. Eich am.Agtious emitter is reconsid- matte processes is responsible for maatitaining its specialty
ered as newy messages are inptut to the TACELINT cor- data in the central data base and on the map display All

relator, hanges to the 0OB. whether initiated by the analyst. 05,rclaor. Da Fusion, or Correlator. mairtain the integrity of ste
OB Data Bate. For example, the parametric details of

TACRFP COIRFPLATOR TACELINT correlation may be unktsown'by D.*.Fusion,
but if th'i emitter had mov'ed, theeouissunication 0f that

The TACREI' correlator uses parametric association fact to Data Fusion %%outd cause the Data -Fusion alo-
asti attribute-matching techniques to correlate, message rithm to rculculaic'Ihe position for the unitsura~j
data with emitters held in the 013 Data Basim. Automatic that emitter.
correlati&n occurs when certain comtbinatios of data ele.
ments i' the message match exactly or 'silhin tolerances
weith ite-diita elemients contained in'the data base. If a
unique identifier is present in bath the message and the
013 Data Base, if the candidate, meets -a geopositional
feasibility test, and if the candidate miets a scoring
threshold (set by ste~antlyat), a correlation is mide.
Those attempts at correlation that do not mik~ the mini.
mum score result in the message data being returned to a
message file for future attempts at correlatian. The
TACREP correlator 5locs not create ambiguities.
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Figure 3. Al Techniques Integrated with T---bed System

ARTIFCIAL INTE.JGENCE TFCHNT[UES

Seven component subsystems using Al techniques The Truth Maintenance Facility maintains the inter-

were integrated into the Testbed System. These compo- relationships betaween objects and permits the ss'atem to
nents ai organized as illustrated in Figure 3. The ES in- backtrack sshenever a given object charactenstic or occur-
eludes three cooperating subexperts and to global sup- rence is found to be in error or is contradicted. These
port functions. interrelationships are derived from the eiidorsements of

each object naintained for reasoning ,under uncertainty
Correlation and Association Enhancement and allow for chaining from one object and fact depend-

ency to another.
The Correlation and Association Enhancement

(CAL) subexpert looks for constraint violations in the out-
put-of the algorithmic correlators, directs'the correlatorsto reorrelate the associated messages, and'communmcates The Explanation Facihty provides an English-like
with th e correlator in a manner functionally similar to that explanation of the reasoning process behind each decision
of thehuman analyst. The CAE works in conjunction with made by the three subexperts. This facility responds to
the FRT to perform cohstraint.:based correlation and data atitlist requests for explanation regarding any emitter,
fusion. Constraint-based correlation is perfoimed us;ng unit, or activity indicator. The explanations are derived
constraints alonj one or. more of several different problem from the endursements of each object maintained for rea-
space dimensions (or classes). Parametric, Geopositional, soning under uncertainty and include an audit trail of the
Doctrinal, Terrain, Activity, and Multisource. CAE is inferences perfermed rather than just a list of rule names.
closely coupled with the algorithmic conelator and has a Ellh rule included ,ithin any of the ES subexperts is
feedback loop with it 'to pass information on recorrelatton coded with a brief English-language exolanation of the
and change of OB Data Base. rule function, and when a IW fires, an endorsement is

created for the' object 'of interest and is stored with the
Force Snicture R n r object. By using the accimulated endorsements as the ba-rReconition and Tracking sis for explanations, a separate audit trail does not have to

The Force" Structure Recognition and Tracking be maintained and overall system consistency is ensured
(FRTI) subexpert accomplishes the following: hypothesizes
force structures from the association of emitter reports; Activit Monitorine
determines the types of.unils represented using doctrinal,
table of organization and equipment (TO&E), and analysi. The Activity Monitoring (AM) subexpert recognizes
cal knowledge, tracks the movement and confidence asso- activity indicators associated with the units in the OB, ac-
diated with the force structures and units. The FRT formu- cumulates waring signs, and posts alerts to the analyst
lates and compares the positional clusters foried by for indicators of attack, It uses the output of the Natural
individual emitters, determines subclusters, and examines Language Processor and the output of the algoilhems. cot-
the relationships, between clusters to form an opinion of relators, Activity indicators are accumulated by activity
the existence of certain types of units. Thnis subexpert also category and by unit type involved. The AM uses a hierar-
compares the total OB known to exist within an area of chical structure of indicators, warnings, and alerts so that
interest to doctrinal data to-determine if there is agree. any type of activit) can be included. If multiple indicatuis
mest between the perceived and doctrinal OB, If discrep- occur fwi a given activity or unti type, a warning, is pro-
ancdes are found, they are reported to the analyst. In addi. vided to the analyst. If multiple warning are created re-
tlion, the FRT performs specific unit identification, garding a particular activity type, an alert is created and
incluTing echelon and subordination, issued to the analyst,
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Figure 4. Natural Language Functions'lntegrated with Tewtbed S)stem

Naturalt -n eue Text Line Processor P.processine of Fee Text

The NLTLP was designed to combat the difficulties Preprocessing is done on text lines before they arc
of irt epreting free text and creating a usable form of data parsed by grammar. Several preprocessing steps are usedfor the ES. The most important goals wetg to examme the

techniques needed for processing free text and to create * Message handling x ith and without lext
an automatic process to accomplish this. The techniques
explored were the caseframe grammar used, along %aith Bneakdowrn of multple text lines ino individual text

discourse analysis techniques such as using a- context line
mechanism, to complete missing values. These techniques * Preparation of each text line (acronym expansion,
were aritten in Common Lisp, along with the grammar separation of numbers and characters in time and to-
'.ritten for use withthe Language Craft parser. The tech- cation fields, addition of casz markers to enhancenioques were initialy implemented as a aatomati. process, parsing, and handling of abbreviations not allowed byhowever, an entirely automatic process does not appear to Language Craft.

be the best solution because ambiguous (multiple) parses
esn occur unless the grammar is constructed very care-
fully Ambiguous parses can be presented to the analyst to Com n nts of Grmmar
resolve, saving computer tire. The integration of the
NLTLP within the Tesibed System is shown in Figure 4 The grammar used for the N'.TLP processing is thecaseframe grammar that is used with the Language Craft

parser (Plume), consisting of the four main components
NlTLP Functinne and Desien caseframes, rewrite rules, irregular morphology rules, and

abbreviation rules.
The Natural Language Text Line Processor accepts

the fixed fields and free-form text lines of both
TACELINT and TACREP messages, parses the frec-foim Posinrocessine Rule
text, and interprets the meanin of this text in the context
of the fixed fields and other text lines. The results of this Postproessmg rules operate on the p gstanttated
processing are records that can be processed and inter- caseframo generated by the parsmg of a text hne Three

prete6 by the ES. The NLTLP includes preprocessing forms of postprocessing rules occur
functions to handle abbreviations, acronyms, and simple * Mapper Rules. These are used to transform the
misspellings It handles a variety of activity types, verbs, caseframe instances output by the parser into
nouns, and modifiers. It can distinguish tenses and can ciseframes for input to the LISPifier rules
correctly intetpret time and place information The
NLTLP uses a caseframe gramomar approa'h to parsing, * LISPifier Rules These are used to convert mapper
and semantic interpretation makes the NLTLP easy to ex. output into LISP forms suitable for a particular appli-
tend to new reports, activities, objects, and modifiers, cation.

Context Resolution Rules A context schema ts cre-
ated from analyzing each text line, and if a resuliant
schema is missing information, previous schemas are
chocked to fill the missing values
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Figure 5. Natural languageText Line Processor Functional Modules

Figure 5 provides an overview ofthe N'LTLP fune- eablBtsaeItrfc

tionl flw. Relationaldata bases provide an especially flexible
Al Tehunusn Cntro Mehannmnorganization system'fur storing large volumes of data and
Al Tchniies ontol Mchansmsdata relationshi~i in tabular form. interfaces between rela-

To ahiee abalnce contol(reucethe tional data base management systems and,.Al systems, likeToahiv ablac etNcen cnrl(euete the NLTLP and ES, permit the latter to retrieve data andtime Spent responding to a particu'far input) and flexibility information automatically and selecttvely~and store the re-
(spontaneous handling of expected and unexpected in- sit ftepeesn'o acueb ahs~tm n
puss), the ES design consists of the follo sin cooperatingesig-o ltr~s b ot yses n
aubaxperts, use: of an endorsement method for reasoning oeaos
under unerrtainty, rind a mnixedintiativettser interaction. The relational data base interface allir-ed the

Cc-oeraingSubepers: rimay cntrl wa e~- ILTU? and ES to share a common relational data base for
pe the OB with the algorithmic correlators and the analystlished in the FRT sbexpert because algorithmic cor- intcrface. It allowvs the E.S to submit data base queries

relators hame already 'procesied much 6f the dafa. autoiomoutlS' and update requests to the managemdnit
However, the system uses trigger events to ;iosist in Sse
transitions betwveensubexpkrts so that certain events, SYtm
cause primary control- to ,Switch to the6-bppropriate
subexpert. Analvot-Machine Interface

* Endorsement Method. This method captures endorse- The, projectdetmonstrated theisse and integration of
musts or votes for or agait a particular concluioin, bath-Al and conventional technologies for the analyst-ma-
N ~ hich is then reviewed, summarized, and assigned a chine interface, The interface includes a menu-based
confidence level. As votes are collected, a recordj of query-and-command, interactive-map graphics, and an
the support for the typing of each object is kept, and )ES monoritsg-and-control function. For the ES, the ana-
the evidence is increased or decreased ris appropriate. lyst can ask for descrsptions of objects in the Oll and ex-
Endorsements also serve as a basis for constructing planations for their existence The correlation analyst can
explanations of system decisions arid for truth mainte- query, move, change, aiid ask for unit hierarchy or
nance. parametric data, uncertainty ellipses, unit or emitter histo-

riei as well as perform other analytic functions.
* Mixed-Initiative User VA: Ths approach to ES con-

trol allows both the analyst end the ES to direct the
flow of processing.
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-TTAnGeT WEAPON GUIDANCE

SFigure 6. Target-Weapon Decision-Aiding

V RN FUINCIONS Tareet-\Venon Schedt,!iniFiur 6. .°ge-eo DeiinAdn

The Tested Systeni intelligence analysis functions The scheduling algorithm determines the best nay

\ere~intgrated with a battle management function, target- to load and assign %%eapon systems io all targets in a given
ing atd vseapeteering Thia isterfaea permits the battle Air Task Order (ATO) generation cycle. It compares avail-
management, functions to access a dynamically created able %eapon assets with a target list based on multiple
and updated intelligence OB, as :t is happening. During sorties per %eapon and the ,ost effectiseness of all target-
system tests, we, were able toobserve the:input of mes- weapon pairs.
sage-containing emitter data from the simulator into the
Testbed Parser and Filter, Correlator, Data Fusion, The algorithm maxmiccs the sun of the cost-effective-
through the NI.TLP and ES, into the 0B Data Base, and ness values for the target-weapon pairs subjet to the fol-

finally, watch the data appear as a target at the lowing constraints number of available weapons, the

weaponeering/targeting analyst display. minimum time from take-off for an aircraft front a given
weapon set, number of sorties an airculft can accomplish
in one day and its cycle time, window's-for each target,

Tsriet-We nJYL[j1 and %either for both the aircraft hoase base and the tar-
l The Target-WVeapon Eatri,,g (T-WP) algorithms de. get. The approach avoids the trap of aisigning the best
T rne thet-mu alon iona of ) weapons iytemt on- %%eapons to the highest priority targets by detecting

terhmie the optimum allocation of vcapons systems onl anomalies or special cases in the total target-weapon-time
alert (or with short response times) to an array of targets matrix for the scheduling period.
that have ieen selected, TN allocation is based on the
OB, weapons information from an Assets Data Base, the
Single-Soilie Probability of Damage from the Joint Muni- Joint Munitions Effectivenes Manual
lions Effectiseness Manual (MEM), and the analyst's in.
put of sseighti td-be given for such factors as attrition, JMCM methodology, along with usei luniuons that

weapon a)item ,ost, and scarcity. The T-WP algorithms permit problem apecifshatton and standalone eaciutijn ol
pair avaitable w ,pon resources to a list of prioritized tar- the algorithm, were implemented in the system The

getsbased on a criteria function, the number of %eapons JMEM algorithm alculates the weapow-effeisusencvs cast-
available, and the fiumber of weapons needed to attack at mites of the wingle-sortse probability of damage and nuns-
the desired lesel of effectiveness, The weapons/targeteer ber of weapons needed to at.heve the piobability, of dam-
analyst can ;hose targets on the OB map display using the age for a given target type and weapon ombinatiol.

cursor or by inputting target identifiers. Solutions are
automatically generated and displayed. "lhey may be Target-Weacon Pairing System Aided DeCisions
s/wed while new criteria are entered for a different solu.
lion, compared, and either rejected or accepted. The algo- Undei developmet within the Battle Management
rithm handles up to 25 targets simultaneously to pair up laboratory is a rapid prototyping and evaluiauon ol deLi-
with 12 weapons systems standard conventional loads, ston-aids that would further autumate the battle manage-

ment functions of tactical C31 centers of the future Figure
6 illustrates a part of the decision-aiding necessary to ad-
vance the automation of this cycle,
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Many exising taiaical command, control. communi- Advanced and conventional techniques can be inter-
cations, and intlligence centers are severely limited in faced, can s a common analyst-nachine interface, and

their ability to process the large %olume of multiple-for- can be implemented -in a-distributed environment that
mat. multisource message datd automatically. Currently shares a common data base.
fielded systems'lack the processing sophistication that is
needed to redace this great quantity of data into useful. The deielopment-of customized knovledge bases.
manageable information. Tis shortfall in processing-ca- expert systems, natural laniguage-processors, and inter-
pability of current systems has stimulated the development faces for each user or for each tactical unit is not neces-
of itew. improverocessig techntques sary. A generic model of ktiowledge and metakoonledge
that are more Ocurai, save time, and provid the battle can be developed that will sec as a basis for supporting
maiager with useful, reliable, automated tools, the majority of tactical analysi-iieeds.

I * The most significant operational conclusion regard- Most specific knowledge in a knb% ledge base can be

ing the application of artificial intelligence technologies to stored in frame structures and general rules rather than
tactical intelligence processing and analysis is that these using specific ruls. The frame, a flexible record-like
technologies, including the ES and NLTLP, can signifi- structure with slots (fields), relationships, and attached
casily enhance the support provided to the analyst over. procedures, can be used to represent most of the specific
conventional methods if they are applted to the more ab- knowledge in a knowledge base,,and general rules can be
stract and less quantitative portions of the problem do- coded that reference entire claises of patterns rather than
main. These capabilities' complement proven conventional very specific patterns and data values.
and algorithmic approaches and provide an intelligent as-
sistantfor the analystin the areas of correlation enhance- A single deterministic method (endorsement) can be
ment. text processing, and intelligent dati base interface, used as the basis for-reasoning under-uncertainty, truth
The NLTLP and ES provide a fastir method of handling maintenance, and explanation.
high volumes of messages because they can reason about
incomplete and uncertain data, provide inferences at mul- The Testbed System demonstrates a prototype of m-
tiple levels, and maintain multiple contexts. teroperability and integration of intelligence analysts

(preparation of the OB) and weaponcering (targeting)
The Testbed System demonstrated that analystex- functions of a tactical C31 center. This prototype indicates

pertise can be embedded in a system. The ES knowled&e a significant time savings in generating targeting solutions
base includes the doctrinal, TO&E, 'parameter data, and, through the use of an automatic optimization scheme and
analytical expertise used by the analyst to process tactical the use of direct interface with the intelligence OB Data-
intelligence reports. The ES inference engine 'uses this base.
knowledge to perform analyses, reasin about uncertain
data, and present (display) the current tactical situation.
The N LTLP knowledge base includes the grammar, vo- FUTURE DIRECTIONS
cabulary, and contextual associations that must be under-

stood by an analyst to interpret these repoits. Future research issues concerning the use of ad-
vanced processing techniques for tactical C31 centers can

The use-of a relational data base interface signifi- be outlined as follows:
cantly reduced the analyst workload by automatically re-

trievig and updating data and information from data * Automated knowledge acquisition and knowledge base
bases for use by the ES and NLILP. extensibility, particularly for field use

Natural language processing can extract useful in. * Cooperating distributed ES
formation from free-form text, associate this information
with the formatted data (report context), and format it for * Extended natural language processing with human in-
use by the ES. The NLTLP processes messages much terfaces and contextual explanation generation
more rapidly and accurately than human analysts. The use
ofscaseframns to support natural language processing p er- * Sensor-cueing based on situation a$sessment stem-
ftsa smooth integration of an NLTLP and ES. ming from ES such as the Activity Monitoring and

Force Recognition and Tracking

e Terrain-bared geofeasibility extension to enhance cor-
relation accuracy

* Extended automation and netting of Battle Manage.
mcnt functions with intelligence functions.
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A FRAMEVORK FOR ASSESSINO THE DoD C3 PROGRAM

SDr.. 
Paul A. Torelli

Center Por C
3 
Systems, DCA"

I. INTRODUCTION (2) A second category is basic research
and long lea' developmental research.This paper describes sone key roethodolo- This.involves over a hundred programgical aspects of an assessment effort that elements in C3 alone, each of which islooked at the entire DoD C3 program, The int~ut a few million dollars. These shouldof the effort is to develop a smarioing not be closely managed at high levelsdocument that articulates key Issues and of DoD beyond setting an overallfiscally constrained choices regarding funding level.investment strategies in C3 improvement. Theaudience for this document is acquisition (3) Alarge category of programs weredecision makers at the highest levels in DoD, regarded as fenced for the purpose ofiecause of the lead times needed to develop, this effort. These primarilyImplemenit, and field technologically complex consIsted'of C3 for SDI and of blacksystems, a time framo'of 15yeara.s %Tsed In programs.this work-ths wo. t (4) The fourth catdgory, which is labeled

The Issue Is framed as "What can the "enhancements," consists of dollars tooverall DaD program afford?" Any concept of, acquire, operate, and maintain C3affordability has three elements: a fiscal 81'5tems intended primarily to improveconstraint, a shopping list, and price tags on arfighting capability either througheach element in the shopping list. Each of significantly new functionality orthese three elements entails a separate type of significantly Improved survivability.1
analysis: funding analysis, capability, Although cost-effectiveness is
analysis, and cost analysis, respectively. considered insystem design, the keyhigh level Issues focus on the valueThe purpose of funding analysis is to of the warfighting Improvement in thedevelop a set of estimates of the funds that context of overall defense priorities.will be available over the next 15 years toinvest In C3 improvemets, ore precisely, the The fourth category, which accounts foranalysis develops a 15year projection of about $8 billion annually, is the portioncurrent trends and then examines the effect of of the C3,program managed by missionvarying (positive and negative) growth rates on oriented analysis (MOA) and Is essentiallythis trend. If the boundaries of C3 are defined the decision space for this affordabilityfairly broadly to include a large portion of effort. It should also he noted that the
intelligence, than current annual expenditure is UT growth trand Is concentrated in theabout $45 billion. The trend as of PY-87 is for third and fourth categories.about a UT annual growth after inflation. Thisfigure needs to be further broken down Into four Capability analysis develops a napping
categories each of which should be managed between C3 enhancement programs anddif ferently: 

warfighting capability. Having developedthis zapping one can develop an(1) Over half of this money Is spent to "unconstrained" prioritization of C3operate, maintain, and replenish the
xisting C3 infrastructure. This

destroyed systems with new equipment There are close calla on this Issue, buthaviig comparable functionality. The there is a surprising degree of consensusIssues addressed In managing these In the C3 community regarding which systemsdollars focus on cost-effectiveness, belong in this category.
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enhancements, based on defense policy radios, computers, or sensors to improve-

priorities, Servfis' doctrine,,and mentsin the ability to fight and win wars.

contingeyand oprations plans. The The largest war-gaming and computer

priorities are unconstrained in that they- simulations either available today or

do not accdunt for cost and fiscal envisioned can quantitatively-analyze only

constraints. This effort did not attempt very small parts of the total problem and
an independent capability analysis. cannot analyze how these parts fit together

Rather, it developed, over a five year Into an aggregate assessment. To look at

period, a summary of several hundred plans, the aggre~ate problem requires qualitative

architectures, ino mission analyses Snalysis which In turn requires a well

developed by ClNCsServices, and defense thought out hiexarchical framework.

.agenls encompassing in the-aggregate
strategic, theater level, and tactical C3. Figure I shows, the lOA process itself

This summarization required developing a as a hierarchical methodology. The concep-

framewoik to structure the problem. ' of'levels of capability indicated in the

Sections 2 and 3 of this paper describe figure sod examples of levels are described

framework development. in the next section. The hierarchical
structure starts with broad goals xfor

Cost'analysis develops estimates of overall military~capability sa articulated

the 15 year price tag on C3 improvements, by OSD and OJCS. These goals are trans-

A key observation is that although'there lated Into warfighting-strategies by

are hundreds of C3 improvement programI, theater CllCts. These strategies, in turn,

there are approximately two dozen progtams imply.goalh in each-misaion area (e.g., air

that represent over 0z of'total cost of C3 defense, ASi, fire support) Down to this

Improvements. Thus, one wnyof seeping level all 6tatements have descsibed what

this effort'down to a manageable size is to the forces need to be able to do, It is at

focus the detailed cost analysis on these the lowest levelof the chart that informs-

systems and assume that their portion of tifn needs are addressed and the resulting

the overall program remains roughly stablo, performance and survi'ability of the

Aside from seoping down the number of systems, facilities, and procedures for

systems for which estimates are needed collecting, processing and transmitting

there is an additional advantage that the information. Figures 2, 3 and 4 present

larger systems usually have more complete more detail on the theater, mission, and C3

documentation needed for cost analysis. capability tiers.

the cost analysis includes not only
research and procurement, but also Figure 2 shows a theater and mission

operations, support, and personnel. A case breakdown which has been used in presenting

by case analysis is needed to determine how assessment results. This structure breaks

much of the latter costs are offset by C3 into three broad areas. Strategic C3much o tn~aystems. the cost manages global nuclear war. Theater level

analysis needs to be done at a sufficient C3 addresses C3 for echelons above Corps in

level of detail to estimate the effects of conventional and theater nuclear conflict.

increasing or decreasing the size of a buy Tactical 03 addresses 03 for lower

and the effects of inefficiencies echelons. For each of these three

Introduced by stretching out programs. portions the st-'eture first shows a
theater of conflild. Then the level of

The remainder of this paper addresses conflict or phase of conflict establishes

developlnp .- amework for capability thethreat to both forces and C3. The

analysis. Two key aspects of such a mission lvels describe own force action.

fraework are the notions of hierarchical For theater level echelons the mission is

soiucture andof levels of capability, broad force maoagement with specific

Both of these are contral to any mission nuclear responsibilities. For strategic

oriented analysis and arediscussed in the and tactical portions, the missions are

next two sections of the paper. more recognizable. figure 2 is not
Intended to be complete In representing all

2. HIERARCHICAL STRUCTiURES missions in all theaters, It does
represent oveir 80 of the dollars that are

one of the most fundamental aspects of being or might be invested in C3.
3

03 analysis is its hierarchical structure.
2

These hierarchies are needed to relate There is an important underlying thcne

technical improvements in the form of new in the choice of the structure ia Figure 2

3. It does not make a statement about

2. Hierarchy here refers to the structure defense priorities since there are small

of the analysis and not to military dollar, high priority areas (a g.. special

echelons of command, forces).
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and in all of theremaining.figures in this missi. effectiveness. Figure 4 contains
paper (including the next section). These the hottom two tiers of-the hierarchy which
structures are intended toardiculate the are C3 functions and~elements.
effects of investments in C3 rjtems. To
do this, one should b e.able, rhrough 3. LEVELS OF CAPABILITY
shading or coloring or soe other graphic
arts mechanism, to state in which-areas C3 Levels of capability are a mechanism
is in good shape and in which areas C3 is for articulating investment choices. If C3
poor. In order to do this thestructifre Improvements-are contemplated it is because
needs to-be set up so that each box can be there isa-gap~btweon current capability
characterized as embodying unique C3 and tho capability kAled for by defense
requirements and that the differences pplicyand war plans. The idea of levels
between boxes represent significant of capability -into establish reasonable
investmentes-n C3. In-Figure 2 these Incremental steps between these two
differences represent systems with vastly boundaries. An investment choice is

different performance or survivability reasonable if it consists of a package of
characteristics. In Section 3 (on levels C3 improvements designed to provide one of
of capability) some of these differences these incremental steps.
include buying lirger numbers of systems.

Figures 5, 6, and 7 present levels of
Figure 2 represents the top three capability corresponding to mission;

tiers of a hierarchical structure that may theater, and overall defense capability in
extend up to a dozen levels. Figures 3 and Figure I. The mission is Fire
4 indicate the lower levels for the Fire Support/Interdiction that was described in
Suppoit/Interdiction missions in the Section 2 above and the theater is Central
European theater. This mission area is Europe. The levels shown are notional and
highly illustrative of the concepts in this not the ones used In the effort but they
section. The criterion in developing a are caaonable and with some additional
structure at this level is that it detail could have been used. The mission
describes all of the distinctions needed to levels in Figure 5 correspond to
articulate what C3 systems can and cannot con. intlonal war, conventional operations,
do. with all weapon classes.

Figure 3 describes mission levels in There are two broad observations about
that all 6f the statements pertain to what these levels that should apply to levels of
forces can do while Figure 4 focuses on 03 capability in any HOA. First, each level
functions and systems. In Figure 3, represents a sensible strategy for
conflict level establishes whether systems employing military forces. That Is, given
are under conventional or nuclear stress. that aiscal constraints do not enable us to
The size and intensity of the conflict is buy everything, each of these levels
implied by specifying the theater and results in achieving a significant military
corresponds to threats and war plans capability compared to lower levels. The
developed for that theater. Operations second point Is that ha4ing achieved any
describes own force response with nuclear given level, there is a significant dollar
response involving C3 for custody, control, investment In C3 systems needed to get to
request, release, and execution. Target the next higher-Incremental level. Thus,
distance is a key determinant of require- the levels articulato hard choices.
ment for sensor coverage. The three ranges
shoewn are nominal values repro- Note that the levels do not explicitly
saenting approximate range of ground and distinguish all combinations of factors in
small aircraft based sensors, sensors for a the hierarchy. Further, some levels of
high altitude, stand off platform like a capability are combined in moving up the
TR-I, and possible futuristic sensor hierarchy from mission to theater and
concepts, respectively. Target classifi- overall defense levels. Partly this is to
cation, as the, term Is used here, estab- keep the presentation of r-sults
lishes how rapidly information needs to manageable. Nothing is lost by this
move from sensor to firing unit. Fixed simplification since an initial analysis
time sensitive targets refer to ground can determine a "space of interest" and
forces or support units temporarily located then a closer look can focus on that space.
at staging areas or choke points. Weapons The "spie of interest" is th level of
class determines the tradeoff between the capability where the cost of needed systems
capability of the weapon to locate a target and fiscal constraints intersect. That is
and the need for support from C3 external where high level decision makers need to
to the weapon. Thus, all of the factors in choose among missions and theaters and
the hierarchical tiers of Figure 2 help to where the results, of this effort can
provide links between C3 capabilities and translate those decisiois into specific

system level choices.
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1! EVAULAT1.9 TPE IMPACT OF STRATEGIC C3 SYSTDI PEOMIOAVCE

- R. V. Grayson 5

The MITRE Corporation
7525 Colshire Dr.
McLean, Virginia 2210-3481

ASSTPACT development and procurement programs through which
we can establish the necessary capabilities. And,

The primary purpose for evaluating the impact we must prioritize training and exercise programs
of any element or aspect of U.S. forces is tohelp through which we can assure maximum effectiveness
establish priorities for programs and budgets. of Oxisting resources.
for strategic command control and communications
(c3)analysts, this can be a particularly Given these overall analytical objectives, it
frustrating process. The performance of the is necessary for C3 evaluations to support two
strategic war machine is dominated by weapon categories of comparisons:
hardware. Consequently, the contribution of C3
systems to strategic force effectiveness has o C3 systems, subsystems, and components in
historically been overlooked or taken for granted the context of overall C3 capabilities,
in the broad defense comiunity. Those who have and
struggled in the pregramming and budgeting
processes understand the axiutn that if your o C3 systems in the context of overall
prograz ca't "cake things go boem you don't strategic force capabilities.
have much leverege in those arenas.

The first of these two types of comparisons is to
This paper presents a methodology for allow prioritization of potentially diverse C3

expressing te impact of strategic C3 performance elements contributing to the accomplishment of the
in terms of-war fighting capabilities. It begini same or diverse C3 missions. Sensor processing
with traditional strategic force evaluation versus comand center display systems versus
techniques and develops specific measures of C3 communications systems is a fair example. The
performance that can be integrated directly into second of these two comparisons is to allow
those techniques. It allows the analyst to prioritization of diverse elements contributing to
portray C3 impacts in ter-s of mission the same or diverse strategic missions. Sensors
accomplishment and does so in a manner that can be versus C3 systems versus weapon del ivery systems
widely understood. It allows direct comparison is a common example.
among C3 systems and among.C3 and force related
systems. Accomplishment of these comparisons and

priorltizations in a traceable, auditable way
*AAI.YTICAL OBJECTIVES implies the need for com-on, mission-related

measures of effectiveness. It follows, also, that
To devise an approach to evaluating any the measures used must be understandable and

components of the national defense structure, it useful to a range of people including war
is necessary to first establish the ultimate planners, C3 planners, engineers, budgeteers,
objective of that effort. What are we trying to programmers, and targeteers.
accomplish? It is all too easy, otherwise, to get
caught up in the details of simulation and STRATEGIC EVALUATION CONTEXT
synthesis and find that our product is not really
useful. I believe that the ultimate objective of It is prudent to recognize that the
-any funded activity in the defense community evaluation of strategic'mission success (i.e.,
should be to establish or maintain the capability proJected'outcomes for the various levels of
to wage war whenever and however It is in the potential nuclear conflict) offers a unique
national interest to do so. I know this puts me context for the analyst. This is evidenced
In conflict with some deterrerce advocates; but primarily in two ways. First, in contrast to
without the capability to wage war'successfully, I tactical assessments, the evaluation of strategic
doubt the likelihood of deterrence. It follows, effectiveness is dominated by weapon
therefore, that I believe the ultimate objective considerations. Within the bounds of the
of evaluations, including C3, Is to help scenarios normally considered, the contributions
prioritize the use of our limited defense budget of the engineering of the delivery systems and the
toward the ultimate capability for war fighting in physics of the weapons' effects tend to dwarf the
the national interest. We must prioritize contributions of C3 systems. Similarly,

i,
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evaluations of the total costs involved tend.to be Where PPLSi - Probability of pre-launch survival
dominated by the-costs of the weapons and weapon for weapons of-type i.
delivery systems. Second, In contrast to
evaluations within the Strategic Defense PLGi  Probability that weapon delivery
Initiative (SO) program for eiaple, there is a systems of type I will launch and
long-standing precedence in the way potential fly successfully (does not~account
strategic mlssioneffectiveness is calculated and for weapon accuracy,,onlydelivery
priorities derived. system reliability).

Because the impact and cost of C3 system PPj - Probability that weapons of type i
performance were recognized, or mere likely will penetrate the appropriate
believed, to be so relatively small, strategic defenses.
analyses were conducted for many years with
virtually no considerationgiven to them. There PDij - Probability that a single
was a comn acceptance of a nebulous "force , detonation of type i delivered with
multiplier" effect attributable to C3. However, its associated accuracy can achieve
the tendency was to assume perfect C3 as a the designated level of damage
baseline thus converting any less-than-perfect C3 against a target of type j.
performance, which is likely, into a'force
demultiplier', as it is sometimes called. I prefer to call these the "general strategic

equations'. In a simplistic fashion, they
C3 analysts attempting seriousiy to serially link the uncertainties associated with

prioritize their systems In the context of overall the delivery of nuclear weapons on target and the
strategic force capabilities have found themselves uncertainties of the weapon effects themselves.
in the role of relative newcomers to the strategic The-users of these equations group the
force arena. They have been forced to accept and uncertainties into larger or smaller aggregations
integrate with an analytical process of long consistent with the needs of each particular
standing. Although new and different analysis. Penetration through several layers of
methodologies for common mission-related measures defense might each be entered separately, for
of strategic-effectiveness have been zdvanced in example, instead of the single probability (PP)
the C community,:there-has been-little suCcess in shown in Equation #2 The grouping shown, however,
convincing the strategic force community to has proved most useful to me, particularly because
change. The pragmatic problem, therefore, is to it correlates with the sequence in which the
devise a way to integrate or assimilate measures uncertainties would impact chronologically along
of C3 effectiveness Into the established measures the weapon flight path, and Is thus intuitively
of strategic effectiveness. clear. In this sense, It may be convenient to

view the equation as representing a series of
INTEGRATION OF MEASURES "barriers" through which the weapons must pass.

Extending this analogy- in 1980, The hITRE
Strategic force evaluations are based,almost Corporation and the Defense Communications'Agency

exclusively on expected levels of damage added a parameter representing another barrier;
potentially achievable against enemy war fighting, namely the uncertain likelihood that the forces
war supporting, and C3 capabilities and themselves would receive the order to execute.
occasionally against selected urban and industrial This Is called the 'Probability of Correct Mes age
centers. Although sometimes computed with great Receipt (PCR)" and its inclusion is shown below
specificity, the outcome Is more frequently in Equation #3.
expressed In aggregated terms like those implied
in Equations 01 and 12 which are shown below. SSPKIj- (PCMRI)(PPLSI)(PLG)(PPi)(PDIJ o

Equation 13
D.E.j - 1-[I-(SSPKij)]Hij

Equation II Where PCMRI - Probability that the order to

execute Is received by weapons of
Where D.E.j Cumulative probability that a type I exactly as sent.

designated level of damage Is
achieved on designated targets of This parameter, PCR, now serves as the
'type J. principal measure of strategic communications

connectivity throughout the defense community.
SSPKIJ - Single shot probability that a

weapon of type I will'achieve the The linkage of the PCHR measure to strategic
designated level of damage against force effectiveness is easily recognized and
a target of type J. understood and Is Increasingly being accepted. It

would be colvenient If the other contributions of
iJ s Number of weapons of type I C3 systems could be linked In a like manner; by

allocated against each target of adding the probabilities of correct or timely
type J. decisions, for example. This can be done to some

people's satisfaction. However, the circumstances
SSPKij -must be rigidly controlled to make those

Equation 12 probabilities meaningful und the coupling of C3
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perfomance'to theo becomes quite tenuous. I Based on these-considerations, I believe-the
believe the solution lies-In the reeamlnation of analytical construct shown in Figure 1 allows
the general strategic equations (including, of complete coupling of C3 to strategic force

course, PCR). - - effectiveness.

Each of the pirameters.of unceitainty in

Equation-13 (PCel!', PPLS, PI.G, PP. P9)-must-be '' .

calculated separately for each set of analytical is ,

,f interan _ _ _____I 1: _ f

circum;tarces c intret (weapon-type, .thieat,
scnro'ec) his outcome is most credible ! .- -'

when-those parameters a 're calculated within the
constraints-of reality. For~eia~ple: "-"

o Only wht)e nu~ber: of weapons assigned to C2 o

each target; t.'e., W'constrained to be an Moe
Integer number.

Range constraints honored in assigning C3 -
weapons to targets. Sn"poz d-

o Footprint-constraints honored in
assigning missile reentry vehicles to Figure 1. Analytical Construct
targets.

Only alert weapons, or eapons that can This construct shows a command and control

be brought on line in a timely manner, model with C3 decision-maklng support (before the

considered for assignment. fact) and decision-execution support (after the
fact). The measures of effectiveness shown are

The obvious simplifying assumptions Implicit discussed separately below. They are all mission

in these~equations Lfe 1) that the cumulative oriented and are expressed In or related to the

probabilities associatedwith~individual-weapo
n
s terms of the general-strategic equations.

are independent of each other, and 2) that the
parameters of uncertainty also are independent of Appropriateness of resnonse selection is a

each other. The impact-of the former Is generally comparison of the target set selected based on the

lost in the aggregation. The impact of the latter actual perception of the threat (i.e., based-on C3

can be minimized by selectively computing a range performance) and the target set that same decision

of values for-various conditions. maker would have selected givwn perfect knowledge
of the threat. Note that this is not a measure of

In calculating.the parameters of uncertainty, the quality of the decision, nor is it a measure

the.analyst-has the straight forward mechanism for of whether or not we will win the war. People do

relating small changes In system or subsystem not even know how to define "winning* in a nuclear

performance directly to the aggregated force war. It is rather a measure of the C3 system's

effp, , s. This-is true, of course, provided ability to give the decision maker the best
,: at he can expres that coupling. C3 performance possible basis for a decision. The 'appropriate'

cannotb'coupled to the parameter PLG. It can be decision, thus, isthe one most closely matched to

related to PD only If the location of the target the planned achievement'of national objectives

(arguably a C3 functsna or a C3I function) is under the circumstances at hand. Figure 2

Incorporated. However, It-can be related to PPLS characterizes the implications of inappropriate

and PP. The value of those two parameters vary decisions.
according to the time in the conflict at which the
strategic response is executed; generally, both ApWpor eTwsu(nF oa)
decreasing as the response Is delayed. C3 systems S/fk Md0r(iset(Egoals)
support the processes-of decision and execution
and dictate the time at which a decision can be ..
made intnlligently and executed efficiently. The ea
timeliness of C3-functions (with associated
quality levels) is thus an indirect coupling, but
nonetheless one that should be acceptable and
understandable to those who must establish program %
and budget priorities. Eo1MlanWW

The character of C3 support to strategic o StMu.

force operations, of course, is not simply a 
we*"o~

matter of the timeliness of decisions. It is also Z c
a matter of' the quality of those decisions. The -Motedeo

C3 goal Is-an informed, intelligent decision, made noii60e .,ot dI

in a timely manner, consistent with the
achievement of national objectives in whatever
conflict scenarios emerge. Figure 2. Inappropriate Decisions
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Achievement of damage oals is a comparison Impact measured.by efficient utilization of
of the damage expectancy associated with the , weapons:
actual execution time and that associated'with-the
execution time.that would have accrued with Case #1: EAM released by T1
p6ifect knowledgi. As-implied earlier, every
strategic response has in execution window after
which the response becomes increasinglydifficult 1-3 per target (as above)
to achieve. The primary;causes are the loss of 60 pe reuired
communications connectivity-to the forces (i.e., 60 RVs required

lower PCNR from direct attack and counter
measures),-the loss-6f weapons (i.e., lower PPLS Case 12: A released-after Ti

from direct attack), and the-loss of defense
suppression (i.e., lower PP from loss of defense 

.- 8

suppression weapons or delays in'receipt of the
order by those forces). 160 RVs required

The range of coupling of C3 performance toEfficient utilization of weanons is a- strategic force decision and execution processes
comparison of the number of weapons required when is pictured in Figure 3. Couplings are shown by
executiontlie is based on the actual perception thedashed lines, real-time functional interfaces,
of the threat and the number required if execution all of which can be expressed in terms of the
were based on perfect knowledge. Use of this quality and timeliness of information.measure implies one of two US capabilities to
assign weapons to targets. In the first, war
plans'might be prepared in advance and stored with APPLICATION OF THE METHODOLOGY
the weapons based on two or three values for SSPK
reflecting increasingly higher levels of damage 7ho-application of this methodology is
incurred by the US C3 structure and forces. To pictured in Figure 4.
accommodate the lowervalues of SSPK, greater
nuzbers of weapons would necessarily be assigned In the manner already described, the analyst
to each target. The-decisionmaker would then would compare whatever alternatives are available
choose the appropriate preplanned damage level. (the right hand side of the figure) against the
In the second, adaptive planning mechanisms could reference standard, namely that which would
be developed'to allow real time accrue with perfect knowledge. To do this, the
targeting/retargeting at the time the decision is analyst needs the following tools and
made. capabilities.

Achievement of damage goals and efficient use I. Subsystem performance models: There must
of weapons are simply alternative applications of be detailedmdels or algorithm with which to
the equations; one application letting D.E. vary, calculate the parameters of uncertainty for
the other letting N vary. The following Is a very Equation 13, SSPK. While these are not comonly
simple example of the alternative uses. in use in the offices performing C3 analyses, they

are not hard tofind. The Air Force Center for
Strategic Analyses (AF/SA), for example, should be

Objective: 0.9 D.E. on each of 20 defended able-to provide a relatively complete set.
targets

2. wargare model: A two-sided, two-phase or
Weapons Assigned: ICBHs three-phase model is needed. That is, one in

which one side attacks, the second side retaliates
Coupling: A. SSPK - .6 based on .9 survival and, possibly, the first side strikes again. The

and 1.0 penetration, given ECA model supporting the SIOP-RISOP games (i.e., the
release-s T1  USSingle Integrated Operations Plan versus the

hypothetical Red Integrated Strategic Operations
B. SSPK - .27 based on .0 Plan) is the most credible example. Models from

survival and .45 penetration, the National Test'Bed (NI) being developed for
given CEA release > TI the SO[ program would seem to be another credible

example, although the specific capabilities of the
Impact measured by achievement of D.C. goals: NIB have not yet been established, Use of either

of these model. or facilities would likely be
Case #I: EA}i released by TI  difficult and costly for evaluating most C3

D.E. - I-[I-SSPK]N enhancement concepts. Fortunately, however,
representative SIOP-RISOP type gaming can be

.9-1-.6] and emulated fairly easily.
H,3 per target

3. Decision rules and/or decision makers:
Case 12: CEA releosed after TI The methodology requires that a decision be made.

D.C. - 1 -.27)3 The decision need not be "optimum', but must be
- 1-.]

3  
made in as professional 4 manner a possible, The- .,3 best way to do this iv to build a set of 'if-then'

.61 decision *rules' to serve as guides for response
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The analyca arcse~ssociated with~this
ethodology are cumber!ome. They requireliterially that the analysts synthisize thebutcome
of an entire war. However, that is wherLthe
ultimate measure.of effectiveness lies namely in

. ,. the Projected potential capability to wage war in
the national interest. And, I bell ethat
adequate war game models exist and can be
emulated.-

i,,.,,,,,,i The computatinal processes associatedwith
- this methodology are potentially time consuming.

,,,~, ,,,,, ~, However,' one impact of sggregatinn is to mitigate
N~ V ~ this fact.

The "bottom line", in sumary, is that the
smeasures'generated using this methodology directly

relate to the business of national defense.and
compare directly to the measures commonly used
throughout the-defense community. The conclusions

Figure 4. Applicatinn of the Methodology as toC3 program or budget priorities may not
always be accepted. However, the measures used
should be understood and acceptable toselection. These rules advise the decision maker programers, war planners, engineers, operators,

that for each perception of the situation and budgeteers, and targeteers as well as C3 planners.
threat, a given response is nest appropriate,
based on preplanning and current guidance. As When the old school general says, "How does
more decision making role players exercise the C3 make things to boom?*, you can say, "I'll show
model and critique the rules, the more realistic you."
they would become. As-this happens~tthe results
'from using th methodology would obviously become THE A)THQ
more credible.

Mr. Grayson is one of only two or three
4. Test driver: Finally, a test driver people with hands on experience as director of

ndel is needed to synthesize the flow of major DoD studies in the structure, deployment,
information into the decision process. 'This can and~employment of 1) strategic offensive forces,
be as 'simple as a scrlpt or as complex as a 2) strategic defense systems, and 3) strategic C3
,computer generating outputs from individual capabilities. In the late sixties and early
sensors or data fusion facilities.' seventies, at Air Force Studies and Analysis, Bob

led the SABER LANCE series of annual strategicThe modeling implied in Figaro 4 a be very force posture studies. In that period, he also
aggregated, using repiesentative but stylized led three assessments of BOM concepts. One of
threats, weapon sets, or target bases. It can be these, the "Missile Offense-Defense" system, was
event-driven, clock-driven, on-line or usln look- subsequently incorporated for a ttmein the DoD
up tables. However, for credibility; the analyst Five Year Defense Program. In the late seventies,
must make-a conscious effort to be realistic in at MITRE, Bob led the analysis for the final three
the kinds of declsions that would be made. minimum Essential Emergency Communicatlons Network

(HEECN) Master Plans and the first two HEECN
Comunications Plans. In both cases, he was

The methodology described in'this paper is principal author of the resulting plans.
much less sophisticated than nest operations Mr. Grayson has worked on Ballistic Missile
research professionals would prefer. It is purely Defense throughout the eighties and currently
pragmatic, basedon hard experience (and some leads the Terrestrial C2 Working Group of the SOl
success) In making the needsof the C3 community Phase One Engineering Team.
heard and considered in the OD programing and
budgeting arenas.
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Planning for Integrated Sysem, Evaluation:
An Application to S.D.J.

Dr. Michael F. O'Connor

Delsion Science Consortium, Inc.

The conceptul development and subsequc vieV of good design tfiat-the researcher implied
demonscrtional vl n o a major syst was routinely implemented is, in fact, not rou.
idmonsetn and validaionex o a tinely Implemented for anyof-a number of rea.
is admittedly avery complex, dynamic prtocesa s"sdpnig6 tepormadthe designers.and a theoretically sound proceduramplan will sons depending nthe programed th fdigr.
usually meet with numerous;Implementation dif. These reaiins Include-increased cost affrights,

ficulties. This presentation dicusseo-a schedule slippage, programmatic constraints, the- theoretically-based approach to the organized usual organizational approch to system acquisi-

integration of high-level value trade-offs to rtn or in ome cases simple laxity.
system design decisions. The work presentsa

top-down approach to the-assessment of total The approach here termed a top-down ap.
system'worth which provides for the integra- preach to integrated system evaluation neces-
tion of measures of different aspects-of sys- sarily luvolves a linkage of user, procurer, and
tea worth. Measures can be performance pro. designer in a trade-off analysis that is broader
jections from highly detailed simulations or in scope than the analysis usually accomplished,
expert assessments of potentiAl Performance. and the-proposed analysis is to be done early in

the program with whatever tools are available.
The application of the approach to the ac. Difficulties'in accomplishing the approach are

tual e0aluation of proposed SDI battle manage. not technical, but rather organizational, and
ment/C architectures is with emphasislon theplanning fo the total evalationand the even though parts of this presentation deal with

planingforthetotl ev~v~ionardthethe use of complex performance simulations and
practical problems involved in the implementa- related technical problems, the view adopted
tion of the plan. One of the i~sies addr~ssed here for system acquisition decisions is one of
is the relation of measures of iunsystim per. an organizatloal decision maker. Put theoreti-
foramoce to ynield a valid assszment of over. cally,-the 'utillity function relevant to the
All performance. design-decisions is a social one Involving

numerous 6rganizations. Put practically, the
information required to accomplish design

This p ndiscusses planning trade-off analysis resides within several orga.Thspressntaticn dicse lann o riva,-ons and, than. requiros a systematic in-

integrated system evaluation and is based on 'is of t r - - in.

both theoretical work and empirical work done on ea ion of tr

the evaluation of Batrle.a4agement/Coanand, lyses necessarily n'lvn sore thon ssystem

Control, and Communications (BH/C ) architec- performcestr ils ote aressha n .os

tures that are being designed for the United performance trade-els often addressed In (m

States Army Strategic Defense Command (USASDC) plex simulations.

for the Strategic Defense Initiative (S.DI.). This presentation will Involve three
While the application pertains to S.D.I, the
concepts involved are relevant to anyprogram the theory of the eapproach, the meth-

evaluation that involves projection of the fu. odology Involved, and an example of procedures

ture performance of a proposed major system, to be followed in Implementation.

The work Is prescriptive and methodological in 1 0 A Theoretlcal praework for rde.0ff
nature, discussing what should be done rather
than presenting, for exampie, a piece of soft-
ware designed to solve parc of the problem. Any decision where the-options are clearly
Nonetheless, implementation of the ideas dis. definedeinvolves uncetain future events and

cussed here do not involve the development of valued e fwihrt to evetsaaiv
majo ne algritms o asociaed oftwre.value trad-offs with respect to alternative

major new algorithms or associated software. In c9nsequences. The system design problem is fur-
fact, much of whai is discussed has been termed ther cemplicated by the fact that the decisions
-good engineering design* by one researcher-who do not involve fixed options, but rather involve
was presented with the work, lie indicated that the design, developaent, testing. and deployment
these ideas are routinely accomplished,In good of systems that oust most aefinod perforance
engineering design implementations. The claim gosals in uertain future scenarios and s

here is that the approach expands the meaning of also satisfy numerous soirt.1 cr '- a such -s
good design* and also that the more restriczad low life-cycle cost and o.itlel C eptability

492



II
oM- ts" ir are ,-v Z - space,-or as some combination of these. A sce-

a "'. narlo is-vlewed as consisting of two parts: tj -

The traditional-decision analytic represe'- siag setting Into whAich the system is-inrs-

ratton of a dicisibn problem involves a decision dced andte subsequent unfolding of acts andtre in-blhterlvn ucmso' dei- events~that deilils,the future,.Lth the system

Sion ire specified isb rinches, each of which is deployed. Here than one scenario is-possible

a 'seaque nto s fnd evaentsterminating irid in'faci all potential futures for-a system

oassocated with-the comprise-an infinite set. Some care must be

particular branch of the tree. An alternative taken todevelop an efficient. manageable set of

representation of the deciain problem'appeers scenarlos that will allow for valid system eval-

in Figurel in which four'abstract spaces are uatlon and that will also be cost efficient.

represented. Tbis rtqiular represe'ntatlon has Such' a set of scenarios should validly represent

some characteristics that are particularly suit- the future in which the-system will be deployed

able for discusslng the system acquisition prob- while at the same time discriminate among alter-

lem. (This approach is based on work presented native system designs in terms of value differ-

in O'Connor and Edwards, 1977 and'O'Connor, ences. These two requirements will most likely

1985). Briefly, Option Space coitain all pos- be in conflict, the first yielding broad, gener-

gible designs of the kind in question. For this al scenarios while the secodd requires fairly

S.D.I. problem, 'it Is-the space Of all architec- specific scenarios.

t res ad associated characteristics. It can be

thought of as a vector space; but however it is The value differences referenced are repro.

viewed. It contains all the characteristics sented as levels of attributes In Outcome Space,

relevant to speclficatlon4of an ar'biteeture vhich is the third space depicted in Figure 1.

1,1 is the space of the engineer or &iesitn- As with the previous two spaces, Outcome Space

who esociff- an archit~cture by selec, 4 can be visualized as a vector Space, and at-

set of levels of characteristics. In Figure 1. tributes in Outcome Space can be types of per-

the specification of an architecture is simplis- formance, different llities' such as survLv.

tically displayed as settings on several dials, ability, or different attributes such as 'world

It is acknowledged that in Option Space, design political stability'. Outcome Space contains

dials cannot, in general, be manipulated Inde- all attributes ielevantdto specification of the

pendently. A change in one often changes many outcome of an Option Space, Scenario Space com-

others. Needless to say, designs can be highly bination, and one can think of these attributes

specific or very general, and a set of spt, Ic c as structured in a hierarchy in which descending
.,,A rftreq ~n P~pfdintosmV-0levels contain subattributes of Increasing

general syte characteristIcs. DoeilI options specificity.

can, thus, be represented in hierarchies. The

main point is that alLdesign decisious and The fourth space in Figure 1, Value Spate

changes occur as changes in Option Sp,, illustrates an important fact, which is that tioe
same outcomes have different values to different

FIGURE I populations, For the S.D.I. example in Figure
I. different agencies such as DoD, Congress.

oor Abstract Spaces cTen, the-general public, and the Soviets h.
,

ifferent values for the same Ce' of ou-coe,

'A.nd val,,e rride-offisoo-.'
- ' ,,.±.....butes of Outcome Space may well be different ior

these different populations. Thus, the same
point In Outcome Space can map into a large num.

her of points in Value Space.
Another important point with respect to

system design that is often neglected by those

5R0' * "~ C nI " * h who emphasize performance simulation as the
major aspect of system evaluation, illustrated

s ,,,.,u.. su,*, a...yt in Figure 2, is that the same levels of overall

,,.' ., ,ea " ,, system performance can be achieved by different
, , systems that have very different values on other

'''.'.. . attributes of Outcome Space such as affordabili-

ty, feasibility, and survivability. While this

is no revelation to -system evaluators, what to

Once a system architecture such as a BH/C
3  

do about this has usually been overlooked.

architecture for S.D.I. Is specified, it can be These attribute trade-offs are not after the

evaluated by considering all futures in which fact evaluation issues. Rather. they are deci-

the system will operate. These futures are sion issues that are relevant to the design

characterized in Figure I as scenarios in Sce- problem and should be examined and resolved

nario Space, This space, as with Option Space, before highly detailed system design and testing

can also be viewed in several ways: as a vector rake place. To do so is difficult work and parc
space, as an event treetwhose branches comprise of this, of course, involves a good mission ana-

CC, "or ef all future scenarios, as a sample Ivais (so often neglected), but another part xa
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the policy analysis that addresses those complex evaluator need not shrink in fear of those a-

value-trade-offs characterized by Outcome Space/ ingly ominous considerations. Rather, he should
Value Spacecomhinatios. Which is the best way plan to do what ho will eventually be forced to
to achleve~a given desired level of performance? do anyway, and that is to use what he has when
One-waywould be todeploy a large number of he has to make his-deciojon. How to do this
lower performance platforms that repres I a will be discussed later when the concept of an
feasible, near-ter. technical-solutlon. A, attribute'bank is introduced.
second way would be to go for a more risky, less
feasible but higher performance-technicalsolu- 2.0 The Methodology
tion that will lead to fewer required platforms
and will achieve the same performance levels. 2.1 Evolving Architectures
Costs will differ, including development cos-.,
deloey"ent costs, and replacemect costs to te Figure 3 illustrates the use of the ap-

'0' proach to evolve architectures As indicated in

GURE 2 the flgure, the process involves first specify-
inga relevant scenario (Step 1), specifying the

MappiLng: Oplion Space to1Oulcoin Space required effectiveness In the scenario (Step 2),
and identifying an initial architecture (Step 3)

that will yield the desired effectiveness. That
architecture is then deployed* in the scenario
and the remaining scenario details (part of Step
4) of the scenario are developed. This can be
done using a computerized simulatior eo ostimate

/fYJ2 ., performance, or by using a judgmental approach
Fo_,such as step-through simulation (see Ulvila, J..

and Brown, R.V.. 1978). The assessment of sys-i [ tea perfomance and other attribute levels Is

accomplished in Outcome Space. Part of this In-

volves verification that the proposed system ac-
tually yields the desired performance. The
detail to which performance can be modeled at
this point is au I.ssue,of paramount importance.
The goal is not to obtain two-digit or better

nat about political aspects? How much of performance estimate accuracies, but rather to

this should be examined up front? For S.D.,I, examine value trade-offs in detail. Such trade-
much of the answer to this question lies with offs will involve Intersystem performance trade-
the policy analysts whose domain involves the offs as well as trade-offs between performance
political intricacies of developing a system and other attributes such as cost. politial
,here different options also represent different stability, etc.

political positions. One-thing seems clear,
however, and that is the desirability of answer-
ing so many of these value trade-off questions Hllld3
early in the design process. A decision must be
made with respect to those attributes relevant Using lthe Approach to Evolve Archiltcircs
to evaluation of this design problem. The
problem of developing measurement scales for
these attributes must also be addressed, and
that problem will not be discussed here save'to
state that such scales, If they are to have ouch
value, will preh-dly be '-pO-11c to thr evalua-

sores of Effectiveness (liOs)' while having a
nice ring to it, sounds like having generic
measures of beauty,)

The message of this theoretical introduc- -

tion is simple, that value trade-offs relevant
to system development should be addressed up
front In the design process and in an organized,
methodical fashion that yields design direction. -F": r. =i -- e
In order to do so, some evaluation tools are re.
quired. With S.D.S. as with most other major
system developments, performance simulations By examining attribute levels associate,
will be necessary, and nuaerous simulation with the proposed system Including cost,
models exist, oa~h of which answers some part of -iities-, political, social, and other out-
the performance simulation problem, and none of -cmas. potential improvements are Identified ant
wvhilh does the complete job. The more copli- prioritized (Steps 4 and 5 In Figure 3). The
cat ed the simulation, the more expensive it is architecture is then reworked with the desigr-r

n '-'O. change, and understand But the system
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and improvements (with respect to attributes) in the example above. Another.exazple Would beare sought (Steps 6 through-i). Note that this poli ico'acceptability,
canbe an exploratory policy analysis at this
point. Analyses can be judgmental "Perfo•riance Note that.any architecture-changes madeestimates can be expert assessments because -r. which would yield attribute levels in subsequentchitecture differences yielding different atr- scenarios analyzed will potentially affect at-bute-levels with respect to major political and tribsreIevels in earlier scenarios, and checkssocial lssuas willbe' major differences, and must be madeto ensure that thishas not on-detailed perfoance assessments may not be re- curred. If it has, it must be noted, and eitherquired even if sufficient detail exists-to make a compromisedesign mustbe achieved, or a dei-ouch estimates. mien must be made to go with one or the other of

the designs i6' question. Thus. interscenarioAlternatively. such analyses may require performance~trade.offs are yet another aspect of
detailed~performance simulation. For an SDI ex- the organized trade-off analysis.
ample, consider an architecture that yields ac-
ceptable leakage protection in a scenario, but Host of the Iteration between scenarios andis designed such that its surveillance system the impacts of design changes across scenariosand weapons are deployed at fairly low levels as discussed will involve somewhat specificthus having increased vulnerability to anti- details relevant to performanco'assessments.satellite weapons over systims in higher orbit. Other broader attribute trade-offs relevant toSuppose further that the performance simulation such issues as policy analysis will often re.does not address the dynamics of satellite at. quire fairly broad scenario differences. Fortack. That is, vulnerability is not addressed example, a different scenario might be relevantin the simulation. Then several different ar- to discriminations among designs with'respect tochitectures can be designed, each yielding dif- each of several attributes. This issue is tooferent leakage performance, and each having dif. extensive to-discuss here. For a detailed dis.ferent vulnerabilities. The two attributes are cussion see O'Connor and Edwards, 1977,
assessed separately and then addressed in value
trade-offs. Which is better, increased perfor. 2.2 The Use of a-1 Attribute Bank
mance with Increased vulnerability or vice
versa? Depending on simulation complexity, such The issue of quantification of attributesoff-line analyses will be required, in trade-off analysis and the related issue of

measures of effectiveness were introduced inIt is easy to see that this early trade-off Section 2.1. This section will expand on th
0analysis, involving an approach such as Hultiat. discussion. The issue of validity and rell-tribute Utility Assessment (HAVA.-see O'Connor, ability of subjective value assessments is one1985) can be of different levels of generality with which practitioners of decision analyseand can also be an exploratory, iterative analy are familiar, Decision analyses involving ne

sit that involves 'excursions in Outcome Space%, time evaluation of decision options usuallyFor example, the implications for architecture ".-fy attributes using relative IntrA.design of stressing early technical feasibility, lr ute value scales with ranges determinsurvivability, political acceptability, low ' .f~e nn'o- .life-cycle cost, graceful degradation, etc. canTeexplored. The crucial point hero Ishein who seek to develop more global measures ofbeeplred, ute pcucialoint hee isdthe link '-ffectiveness", value, utility, or the like abetween Outcome Space-Value space tradeoff ana. be applied more than once to different sets of
lysis and design implications, options must find Intra-attribuo value scales

The level of precision here need not be whose ranges include all potential options that
that of a simulation that estimates, for exam- aybe considered. This Is a problem faced by
pIe. leakage in terms of the number of r- "v those who develop measures of effectiveness

iCIes (RVs) striking the Continental i ,tti (HOEs). This can be a difficult problem and,
-es ic'¢ts e,- .n n n ' thus, arises the issua of relative versus ab.

solute measurement scales, or in measurementmeaningful measurement scales for attributes theory, the related issue of the uniquenessshould be used. and they can be defined as rela- problem. It is fairly simple to determine antive to the attribute levels of the architec- appropriate measurement scale for the height oftures under consideration. As more precision potential basketball team candidates. It isand detail are required, more specific measure- quite another to define a measurement scale forment devices may be required. This will be dis- the attributa~known as Battle Hanagement/cussed later. Comsand, Control, and Communications (IN/C
3

system effectiveness. In fact, even definingOnce the architecture trade-offs have be.. the ttr ibute is difficult let alone defining an
examined for this first scenario, the same pro appropriate HOE
Cess must be repeated for the other relevant
scenarios (Step 10). This is mast relevant to The focus of this paper is not the estab-
performance estimates, although changes in ore- lishment of measures of effectiveness for /C 3rnrio can affect levels of other attributes systems, although that was a required part of

ao An exampeis survivability if it is not the actual evaluation, The focus is, howtvei
p!sr.of the performance assessment be discussed n 'la use of trade-off analysis in the d-_
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process, and such asalysis~necessatily isol ss measurernt dersita. ines dcr-1l ., o-
quantification of attributes. Anetir~O- in an evaluation handbook isre 0'~- '

me ndationmade In this 1 aper-was that the eval'

syptem,,deign evaluation should uae 'the tools at,
his. disposal -and.gei on with the task, OftenMU
too much concern Is placedon tho so calledi Overall OMO'" bocovposltisn
*apples, and oraeigei problem, ind iarje amounts,

of time and/or money ate spent in the develop-
ment of detailed perforisnce, simulations that .

woill have all the properties deemed necessary to
address th6 re levant trade-off issues involved.
In the application us ed as an example for' this
discussion, numerousr simulations of ports of ~ - '

S.D.!. system performance were i~vailahle. bjt 4

none directly represented the specific Ill/C to j "
system (raponi and sensors) 'tradot-off issues in 663 U
the Ill/C architecture evaluation. Because time
and resources were nor availahle, there 4"a no
choice hut'to,prsceia usin'g the tools (and the
contractors) availahle at the time. The attri- ~ c.a u

bute hank won developed as a nears of organizing L ~ _________

thmttevaluation, and, athe some time, attack-
Ing the so called 'apple, and oranges'-problem.

Figure 4 lists the characteristics ofthe F
attrihute bask approach used in the devoelsetent
o f methods for assessing the worth of Il/C ar-.
chitectures~being designed In studies for the FC~
-DC. The honk consists of' A hierarchy o

oied evaluation attributes which prore otoc,,sA,~huI. ,o,

sively more specif'ic measure~sa't each hierarchy
level, Similarly, the hierarchy contains slats.
lahed measures to the left and export assess-
monts to the right. Thus, the uppermost left-
hand corner of the hierarchy will have aggre-
gated, simulated measures and the lower right-
hand port of the hierarchy has expert judgments
with resject to highly specific, disaggregated 0.

attrIbutes. Although this discussion-is mcst r
amenahle to performance assessments, it Is also
relevant to the broader ttcaevoff analyses re-
quired for. the design process.

All~lbute 05515 App,oacb

______________________For many of the attributes. perfornance
simulations were available, and the outputs wore

characterized alternatively as measures of sys-

PI-tI no Io f00 f e,f~so~M ecooe tea effectiveness, measures of effcctiveness,

N110W 11 "nt~~s~,Is ""I e tOns aso'., measures of jirformance, or simply expert as-
t~,e to 555555 $Witte5 tM, sessents. Example$ of Simulation Outputs op-

.- I pear in Figure 7. For other attributes, analy-

.,it 505t0,5 . . - ,e0O t o sis or expert assessments nay be required. The
'use k. A1111-4 point of the hierarchy is to Integrate all

aspects of the effectiveness evaluation Into an

organized framework and to focu' trade-off

Figures 5 and 6 Ilutae oeo InO evlaigpotrmn an overall aes-
nforerchy for evaluating th ot fB/1a- sure i ejalsuhstatfor node 1121,
chitetures igr rersnstehget overall Ill/C performance. However, any simula-
level whrtsFigule 6 eomoe tenoenn-1r capable of assessing such a couplicataod,
bored 112132, Ill/C" system effectiveness Fcc highly aggregated performance will necessarily
each node in the hierarchy. a definition -asa

developed wI'h, on accompanying discussion of he highly detniled and potenriallydiffitult
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Such an organized. thorough evaluation is
understand. The evalusor must understand the not easy, -even if planned a priori using trade-
simulation used or have-- translator, a go be- off'analysis as is recommended here. Informa-I woen sho can translate the model ouputs into ien such as that~appearing in Figure 8 on eval-language the evaluator can follow. Theo-eti- uation issues covered must be organized in thecally, if the evaluation is driving tesiula- attribute bank eo that theevaluators know what
tion and not vice versa (which is often sadly issues ar covered, to what degree, and by what

the case) the outputs-will anus-er evaluation instrument. The evaluators.then have control
questions. The 'point of the .trade-off analysis over the evaluation issues and can use the ex-
based on the attribute bank structure is to as- pertise available'to them in a continuation of-
sure this. the organized trade-off analysis as discussed

earlier.

GIIURE 7
'The evaluator picks the issues that are

Performance ModellIOS relevant to the evaluation at hand using the at-

- tribute bank. Examples appear In Figure 8. The
mapping of availableperformance7 mode s to the

.... s", ...o. .... ,
- - °  

attribute bank allow for'a choice of attributes, .k t ,. ,, , t, ' to be assessed using either perforisaice models,

,,- | -analyses, or expert assessments. Sihre a model
|- l l . lacks coverage of a specific aspect of system

* , design and related performance,,assessments are
obtained with respect to that attribute and are
combined either judgmentally using a formsof
trade-off analysis or by an lntegrated applica.
tion of available models. The latter process Is
further described In Section 3.0.

MiUil 8

Evaluallon Issue Areas

Any simulation, however good, will omit
certain aspects of system worth, and the attri- ', _
bute bank will contain nodes indicating that
aspect of~worth and a potential measure. .. X,

'Familiarity with the particular tools used for
evaluation will allow mapping to the nodes of " u."" ,.% ', . .
the bank that are covered and will pinpoint ....- -- -- ---- -- - - - - - -
those attributes not covered. They can be 1 .. n, .,,., . ,, * .u -1.a m0. n.t

separately assessed through analysis or Judgment . . . . . . . .

and-the results can be combined with simulation 
' ,.r.,. ,, r

outputs to yield a complete evaluation. Often -
S decision-analytic trade-off analysis w:ill be. r.. k,,,,,..,,m,,,+. M+¢,, H+ lvl iiI +!

t qutred to accomplish the integration of such,-,,,... _

measures, but'thin is animplementation proce-
dural issue as opposed to a theoretical problem.

An example of this problem, that was dis- 3.0 ,ordres e i vine the Hethodoloov
cussed ealier. is when a performance simrvlation to he .L.L. fl/C
is used to estimate system performance using
leakage. However, survivability aspects of cor- Evaluation Problem: An Example
rain components are not included in the-simula-
tion. The simulation can be methodicallI5 run 3.1 h.e Procedures

for several different architectures, the sur-
vivability of which can be separately assessed. In this section, the difficult p5oblem of

Two attributes can then be defined; leakage per- assessing the worth of different BH/C struc-

formance without attack by the enemy and sur. turessill be addressed indicating how ihe

vivability. The trade-offs between the two at- trade-off analysis should proceed using the

tributes can beoassessed and architectures lo- tooli that are available. In Figure 9, the

cared on each, Note that the issues of Inde- '85/C to systems iterative integration process

pendence in Option Space and value independence is illustrated. A pro lem with S.D.I. M/C
in Value Space must be carefully addressed in evaluation, and with C evaluation in generalsuch analyses, relates to the *force multiplier" problem. C3

does not kill people, bullets do[' This argu
-

ment is old and r,-ed not be discussed here save,
to indicate that most simulations emphasize
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weapon and $4=Wor characeristics A* cafI~ --
tions while WMilaizing -epresanrarin ofl
characterlstics. partly beca=e of : b-ke d - EaiS*Ceedfd .!leesro4'
culty of i=cludI-& all of cbese details In
simulation. The s7sem dj=-Mc repres eazo
for a problem like S.D.. is already he for
simply the weapoo and Zsnso Perferance Rode- 2, & . t5 ~

in ihu oidericg the Xazy complicated st-O e, Cse.ins..

Thus. it is usually the case in o ""Omu ,te .e

strainru W the WC system and cot vic . t .me

versa. Figuze_9 represents sm slolstse a?- - 5edC_.o u 'Pes- em

proa~ch In whicb reaso=%ble bounds on the, Emif C
3  

Cet tic ft =., .... s
Systen serwe as constraitts which lsit the * Osl 5UOyf5y

ofage of allowable ie ao a4d seno pars- - *A 9-0 e o s -

mterr. and. thus, the &-/C- becoes the -

*driver' of-ikhe design optimizazISM. ilen Lb. - uytan

great s=-cerralnty with respect tol/C feasl-
bility. this is. lId;ed. approprlate.

t-C5 Te S.eui __ Wo.' '*.* PeeiaeaoeiWC3Tadeoirs.

In Figure 10. ike guidelines developed for 12/C
3

by, the well-known Easporr Study Group are lre-
sented. This group waS concerned with &.1/C"
feasibility, In particular software and algo.
rithm feasibilitl. As indicated. tat group Vhlle numerou simlations of total system

argued that MIC should be an integral system performance were available for te evaluation,
component of the design and =ot simply a ap- none of those afailable provided detailed repre-

plique Zied after thorough consideration of sentation of overall S.D.I. system perfozmane

wespons and sensors. The evaluation problem (e.g.. R.V. leakage into cOiliS) as a function of
then becomes one of ascertaining the impact of weapon details, sensor details, anj similar Iev-

these recommendations, if adopted, on pnrfor- els of detail with respect to M2/C' characteris-

manro and associated system, While it was pos. tics such as organizationil structure, co--uni-

sible to develop so0-off-line assessment oi&4/ cations thro&.puts. M2/C processor through-
C performanco impact and Integrate this vith puts. etc. Those that were large, detailed,

other measures using trade-off analysis as dis- Mltitlered models generally provided detailed

cussed in Section 2.0, it was believed that a dynamic representation of threats. weapons, and

s-c in:t4rated asuesusent of veApon-sensor/ s~nsors, but little or no representation of M-/
Cp characteristics. (For example, the version

f/C
3 

performance treide-offs was required. The of D.I.D.S.I.H., Defense in De;ih Sisulatiun.

question to be answered is displayed in Figure available assumed instantaneous connications
11. Given definition of the axis labeled as Br,/ beteen nodes and a centralized 121/C management
C siplicity., which was ike correct curve? The structure. Later versions were under develop-

dotted line represents required performance in sent to change these simulation characteris-
the scensrio, and 3it is necessary to decide tics.) How could the evaluation be accomplished
-here on tholl/C3 continnUM to locate to assure with the tools at hand?
that requirements are bet.

The next few charts display the recommended
procedure for the evaluation problem described

4?1



A.e Lim. m shesistiuo of @.ivaf
Is available cta acctraely porttt*75 vtspm aod
mmct thaa l tis e et p 1105et" e £Acim, W.ad". .
iacset,. Om?0s 6-ialed si -.laticis. e.g..
VDISI. were Zaalable at the time.) FISe 2
I11us-trate the fir, step in thercb e d
he system Is crlti ed in Crbu s of mbers.

lcatez=s. = ca abilities of vep and samer
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Lb ose -a-r FiAe)- im thse* _tpno e /n

* EiPsC esseoally Ie rss med to be a Perfecso
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- .0 *501510155125*.
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Next e the ttribute bank to develop a-
set of ;/Crelate attributes to be varied In __

hevaluation. Identify major structure andch
capability impacts and a method to caraactres *n T-1- F.115 C-Sfl "ttO CO-aCE

performance impacts. Examples of such BM/C3 at.
esp n cre.Using these At this point only the manageent

details. develop the M/C structure that yields sttucture Is modeled in terms of Information
appropriate attribute levels and overlay It on available and decisions made. No delays due to
the simulation by Indicating wtbich functions comcunications or processors are Included.
will be performed where. wthich Information will Given the analysis thus far, the iopact of in.
be available to which platform. and what creased simplicityshould be decreased S.D.I.
threats can be engaged as a result. This step system performance as illustrated In Figure 15
Is detailed In Figure 14. An. esaxple with In which simplicity Is represented as degree of
respect to such attributes as performance. sur- Battle Manager Coordination (Bi - Battle Hana-
vivabilityj. and feasibility Is a highly central- get; L.M - Local Battle anager; BC - Battle
ized PI/C architecture verSus a completely Group).
autonomous one-and the &4/C management algo-
rithms required for each. For the centralized
structure, the system can utilize weapons and
sensors to engage threats In an optimal overall
fashion. For the autonomous architecture, each
weapon must engage the threats In the order It
encounters then until it runs out of *bullets.
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Leakage kcrase Dee To EM SU,~a Emafai~lo Pa ds.~~id

I5~~~C tAM Ow R' PtMW kA.

reccia Ifea W -a mesu %W.~gu-~st c

- froho is.'i.Ws c tra-mo~

Leataq. Asso.50d For Ciflefant HIM St'cts5 and
Assecll?*d Coram~d Processl-g D-lays

However, there are costs to centralization
that are nor represeted a this point. Thus,

fathe EiCntwrk hsbeen assumed to cause
no delays. and weapons and sensors receive In-
formation is required to opejate within their
respective cycles. However, the more cetI-

M izd architecture will Involve detail"doco-

Incurred In the autonomous battle groups. Thus. ..

the r Isuehereis ey odevulneribility and
teptential for catastrophic failure of the

systemr through system fault or enemy destruc-
tion. One of the Eastport recommendation Is
for a separate. dedicated comunications net- ,

work. A separate comunicatons simulation can -. 'I m -
be run to incl~oie battle managers and communica- a''"

tions nodes and It can be used to estimate con-
minications and processing delays due to the &M/ 3.2 10i1M
C network. (Such simulations were available at
the time.) Although this Is not the sane as a The approach describ,5d here allows the es-
complete representation of the entire network. cimaioncei-required Ml/C characteristics given
It must suffice given the lack of the "complete* weapon and sensor raaeters and It also allows
simulation. Given snch a modeling effort, rem- estisatts 3f system performance given wreason-
muications and W(/C processor delays can be able, Eli/C 3 parameter values derived from models
estimated and Inserted Into the simulations as of the We', ne"twork. In the Implementation
delays In sensor and weapon performance. This discussed here, it Is recommended that the at-
concept Is Illustrated In Figure 16. The exc tribute bank serve as a guide to the procedures
method for doing this depends, of course, on the adopted to ensu~e complete and systematic cover-
simulation. The resultant system performance Is age of all Ml/C characteristics.
then estimated and the outcome might be similar
to the illustration In Figure 17. The approach described hereprovided for

evtluation of the Impact of Ml/C architectures
on the same measure of perferr ance as that used
In modeling weapon and sensor system perfoe'-
mancS. This provides a capability for modeling

lI/c versus sensor or weapon trade-of fs which
is often perceived to be a more *valid" analy-
IsimIt also allowed for coqpletien of the

evalution within the time, funding, and orga-
nizationsl constraints esisting at the time,

In a particular evaluation, It may be quite
feasible to develop completely new sim , ations
otcperformance that Include all system detail
relevant to architecture performance trade-off



considerations. That would not change the de-
sirabillty of using the attribute bank approach
to integrate the evaluation and to focus an a
priori trade-off analysis to identify the ar-
clitecture characteristics for vhich key perfor-
me or effectiveness simulations are to be

A-veloped. This structured approach will give
the program manager. who in the end must make
the crucial decisions, control of the evaluation
from beginning to-end, and he will not have to
rely on tools or-reports that do not directly
focus on the evaluation issues.
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ANALYSIS OF 8M/031 SYSTEM PERFORMANCEA

by
Dr. Thomnas E.Moriaty

UndeTecnoogeSystmAnarsis
McLean.Wrgiia

1INTRODUCTION

This paper addresses the analysis of the performiance of THIEiEA FORM

8WICsi system withn the overall context of large scale mititary -4.... POLICY
operationls, The Second sectin develop the natural hierarchty of Sys. 5MT*EAOERFec MAI(EW

te lerns iii iitary operations and the points of view of the varioso/L

decision mnakers that worki whth elements of the hl'erarcfry. The cor- _____

responding hierarchy of models is then presented along with a I~sO WWVONSSTLIO 4...OPeERAOes-
cusslon of the irintg factors in the models at various levels.-Section

3discusses the Criticalty of B/C1 lsses In determnkung t elfec-tiveness o1 system in a large-scale mtilitiny koration. in Section 4,
various measures of etfectiveness are compared. &el eDESIaN enonyWis 4
ffidinig the proper content for jdging the comparatie miary utlity
c4 alternative systems, The fifth section 01 this paper compares the Soi~i&A~,~
vanous analysis methods including simulations. simulators, war-
gsmes.and exercises., and At shows how-they all fit together to FIGURE I SSToEM NERAecHY

develop a comprehensive analysis of BWC I system uility. Section 6
presents a lop-dowit modeling method, caged the Combaht lnfortna- An important consideration or the hierarchy of mlitary sys-
tion Flow Model. wich has proven usetul in analysing BfVCI sys- tins is the perspective takien by deciion makers at vareous levels
toe In various discipflne The final section Contains a summary of Referring again to Figure 1, thre engineerng and design decisios
the stient features-of the paper anid draws several inmportant con- tend to fous on subsystem and System hardware issues. The
clusrons. operators, usually the masolry users of the weapon systemns, tend to

emphasize the performance of the weapon systems In the field, as
2. SYSTEM AND MODELING HIERARCHIES they interact with the other elements ot the fighting units. The upper

levels of the hierarchy are of particular Interest to the senior mnstlary
Miltary system can be conceptualized withinu a natural and cireilano that set the policy and coninuously make dilitiut torce

ierarchy that Is arranged accordin tu Inocreasing scope or entilles Strcture decisions in the taco of budgiet limitations The Increased In-
inCluded. As sown in Figure t, the lowest level of the system hiserar- votreentof 0 BWitC3 phenomena in systems that are high in the
ChTY consists of Con-fosenis & Asserrblis -devices wich are riot Wererch requires that high-level palicy makers be concemned ubout
fu nctional when they are taken spart. Components & Asseottes SM10C

5 
capalilties in thir decision making processes,

combinei to lortm Subsystem, wich in turn combine to fonm Sys.
tem. in general, Systems are characfzrized by the capability to de The modeling hierarchy in mertary systemns analysis (Sao
damage to the enemy or aid in actsevo'g mitaty objecives. System Figure 2) is similar to, sod actully doiven by, the hierarchy of roililary
become Weapon Systemns when property combined, usually with systemrs The mrodels in the hierarchy are developed ta facililale the
human beings Included to provide direction and/or decision making enderstanding of the elements and their Interactions within the
Weapon System are brought together to form Fighting Units, grosps various Lvels of milittary systems.
of weapon system and people, vitich require Incresed human
coordmati6ri In order to function property, As Fighting Unito are
brought together, they must coordinate their efforts to prosecute a
coniffct over a significant geographic area, and these conbIhned units iiAERiCAWAJiOiN
are usually termed Sub-Theater Forces. Finatly. when deuling with the
estee scope of a nittary corflict, the system is termed a theater, and / y-raeiw~u~i
the entities Involved in the activity are usually calged Theater Forces. SOPE.osi
At the Theater Force leivet considerable emphasis maust be placed on CMiAli
such Issues as docue. strategy and the maonagement of the bate, FDLTall of whicht ore imoplemented via the Command. Control and Com. 9 DEusv

Iterest Increases by orders of magnitude as one goes upward in the
hierarchy, conrposestn. Assemblies and Subsysitems, often complete eiie emuie0iru&erOWP~
their functions in seconds, whereas Sub-Theater and Theater Force
performance Is often assessed over penoda of days, weeks or even
mnths. FMA OuELV i JOERleARcHv



moArted Anyst's, wofd Thet thdel ierarchy ar moemart CoThaeare are looingdo tes mnn oth sytm-- fga
-prfer wi be fuy engaged in Calculating Ithe fle ,w field over a section tiona that meiU these ratitary objecties. in order to judge the degreeof an airel. of the radiation pattern of a paticular antenna. At the of accemplethenr of thewe ob~ive, the system most he judged inhigher levets. the same compurter wit iimnnattl the erdaiesrtry the Context of thienerirjse of the confit at nanudi aftgey lhe
Clearly, as the Scope of tte modelInraegiiftInheh P lpwntewr?
frig hierachy, data and desicrAiOns within the modei nnaM becomeA
challenged by the task @ facititating thI'low of datiabetween the - ftyor idfirent detenseifunctios. Strategi tores, forexample.ere-

medetatdilerenfevers que dissemination of specific qoanta otedosrnation in a precise sod

There is an unfortunate dichotomy et the rnode'ig hierarchy ness of strategi forces fisngelargiely on BtNC1 functions that occur
that aries from the tendency to reduce fidetrtjand detail at the upper within nlutes ot the stani of the cordfict. Air,,sea and space forces
levets. Human action sod BM/Cal phenomena are increasingly impor. have vastly different media thaiu which omrimircateono most flow.
last at the higher level Ssteme arid the higher levrels of the hierarchy and the telming requirements driteras well Many ot the command sod
as wetl Untortunatey, there ie often too balte ieA m the Ihigh tevel Controt functions ire preset. and torces are otter; trained to respond
models to be able to capture~lhe ftiorna' "W~ actlvues. but at in very welldefined ways,
the lower levelsithese acdie doni ome n the smne reay N theyI
occur at aff. The consequence 9t thes dichotomy is that Tactical forces tend to tuoction tsr a much longer period 01

- ~tie. and tirs'lthe etfectiveness of tactical BWC31 5siiesrs is often
BMIC5I systems aod phenomena are frequently assumed to judged ever periods 01 days or weeksa. Air, seaarid lard forces most

he perted, or they are Ignored which amounts to the name thing he coordinated and the changing requiements for interoperahffrty
Weapon systems evahuated i this unreasonahly idealitle 'environ, pose a special challenge. tn the tactica entrironmasrt. the manage-
mont are then often characterized as being miore effective than'they mont of the forces most react to changes in strategy cn both -ides of
really Canl he when actually pot Info -the field, the Contiic over a hing ixinod of Ii's. and the conmand and control

functions willtlend to chaiigb considerabty over the p~riodl of the con.
3. BM/C I AND THE TOP-DOWN PERSPECTIVE ttict

Analysts, of weapon systems arid warfare, generally agree th Intelligence dissensinaton arid fuson are Itegrat elements of
that in large scale operatios, modem mililtary combalst I domrinated te8vCall system, and are powertu ontrirbutors to t torce 0000.
by Ore flow of informantr arnd messages among the pantic antsfis t. tveness in both strategtic and tactical environments. Here, major ddi.
tM Mianagement - Command, Control. - oimnunicatioin arid Istl- tererices in eftectiveness measures occur b~etween strategic and tacti-
tigosce are critical functions with strong leverage on battle oiutcome. cal applicatios, but the more notable diference occurs in comspaing
and a fundamental part olfhattl management is decision mnaking. intelgence fundtioss in peacetime arnd e artuse. Peacetime functions
Contributing furnctons are Intelisgence gathering, toskiii, isemnna. atmie for Completeness aid accuracy no as to caive preparation sod
tion, sumveLarce and trackig, target correlation. prioriliatiand as- readiness for contingencies. Wartese intelgence functions have the
signrnera Also Incldded are ouch concepts as strategies, deploy. addedrequirrement for currency arid inmoiness, which changes the
rsS allocation and 'appoitionront sartala wareresa and mar6r In which their elf ectrveee is mneasured.

orirtat support, The commron donomnator in an these functiorns and
concepts is the flow of Information. The policy matkers must he abte 5 TOOLS OPANALYSIS
Is capture the capabinities of the SMIVC31 systems I order ts assess
the I abiles of the orceostructre. Tes the metlads of ealaating The analysis of BM/CaJ systems eftectiveness requires a nuro-
ElwCT system performrance most be abi to relate to the outcome of ber ot tools lo be usedin combienation to ohtins the tre measure ot
the Conflicd, not just the ability to pams Inoaiona ,n a systeims ullhlty. Three major pors of tools should be used in can-

juiction with analyses of 0BM/C I systoius:.t data - the resiks of
4. MEASURING SYSTEM UTILITY losting the hardware Invoslved; exercises -where the systemrs sre ex-

ercised Inras en-l-rearstic environment, bet the performance is often
The yardsticks used to measure system performance tave a clouded by the conditions of the exercise sod the tact that there is no

narumber of names such as Measure of Performance (MOP). Measure repealabity and theref6re lttle statstlical reliabiltly, arid rmodels - to
of Mornt (MOM). or Measure of Effectiveness (MOE0). be discussed here in mere detail, Models, in general, are repre-

senlationa of reality and can be divided Ino a number of classes
When BkVC3l systems are evaluated, the sums terinirology Is simulations, iilators, wargames, contligency analyses, and Cost-

consists of the fact that the ability to pams a 1o; st Information us a
lonely maimer Is not necessarily good. -Effective systems most pass Snmalios are computer programs that can Capture a Large
the right kilnfmallit at the right time so that correct decisions are porton of the application conlext, and can be used to generate
made and the crieary forces are successful i thet: fosso. Costs statiscal replicates 01 the pertforance 01 the systems. Frequetly
most be Considered, because notiang is less useful than a system unmanned, occasionally simultions win contain umans us their
that Isri affordabte Thes, the term Cool 1etldloesm Analysis (CEA) proper roles in a large scal evaluationi effort. In trying to contrl the
or, better yet. Cost anid Operationat Effedtivrness Analysas (COEA) numrber of variables that SesulalisnS have t0 onutend With, decisions
capture merestf the needed pilosophy, on both sides of the conflict are often preprsgrammod, whioch can

resul In erroneous conclusions on the pant sf the analytical cern-
The key to meaningful analyses of I5MC

5I sod BkVC
5I' merey.

oriented systems io address the military utflity of these systems in
their proper context. The process begins by loointg at the broad
mnislay object ies asso latod with the use of the systems. The policy
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Sinojtators areu lay loosed facilities that caretullyrepir. GIFt experiencesdncludes the Theater Mosie Defense Ar-
cafe the environmerat thatst human witl experience when using the cieedore Study - the desin and anatysm of the 814C01 porhion of a
system hsiiob. Usetfu for training and dleternirg human be- tacical irmds defense system ins NATO; atrade study among the
havor on a local scale, they otten have rimited scope and generally parameters of the Space-Based fIosetro 101i Vehicle concept in SDI,
thefotnan eopesencapreprogranred environment, rfeveomtofa stf'scot syster- mde: aid several

avisneicano syrstem integration tasks At the tone of thidoreina.
Wargarnes are jenerafy large-scale representahions'of t IEM in ei guirred to anayze: the 8MI03t arcitecture of Ani

higher-invet decision malingprscess associated -with a paticetar SubmarineWarfare (AShrj'thefhigh-levetl 1 functions inra Ion
manifestation of conf list, They ursually kitde two-sided variations comand (US Forces Cabbean): and the Btwc 3t requirements of
dnid are very usetul 4s training devicels; Wargamres rarely reiset in Anti-Satelie(ASAT~systemns.

- -. nartite samptes of the same sosuahton owing to the length at each I

play period, -7. SUMMARY

analyses are representations of realities that could ocur aind ass systens hierarO ft at modeling fuerarchy thatgoes alongi wets it,
they are modet. Those contingency analyses develop the crositfe and most lrortant, the policy moker's need to consider t top-tee
scenaris sod plans that in tamn provide the contest for evaluation of concepta of force etiectiveneso and tototosyslom cost, In order toBM/Olsstems. property sopport'theve decision makrers, BW.C1 systems analysts

flualycoo-&srmomg elainnsrip(CEs) id lsomodls, most take the fop-down approach in structuing anid execuing their
arid an particolary Iportant bemause they provide the Mie cycle evlaoa
aind/orbudget costn that are necessary In developing cost -effective. eeoigadoasli aldmss fn~ayuiiyi
neon measures. The most &tedtive system has no military utility at all -s difficult and at the name tirm critical isos. In the case of Mevtl
but inton affre ahtys mitandt sayst teomet Iesptiat systems, these tasks are paticularly ddficrsl because the systems
theset listatons in las nefc mhayn he aayt.~ jl epc never operate without the presence of a tnmher of weapon systems

ths imtto sinqant" mdv y tey raid human beings, so that the scope Of Interest is atlways large, and
It in only by Putsing all of the abo tools together In an in thu activliea are very comples. These difficulies not withtstanding,

however, the analysts mast tonaider system costs and the mitarytegraled and cohewent analysis that one can pertfonm a corrprohon- objective which precipitates the coo of the system In most caseso, asins evaluation ot the cost elf octiveneis of a BWO31~ systom, l~ids single model or tsst in neot stfficient to gain the necessary insigh.
the way to meaningtul evaloatlona of the moilary tility of systems,. n ubro ol uha ooaoo ouaoo agmn
and analysts most strive fo'achleve the com-plete scope necessary for contingency anialyiils, cost-estmating relationships, tests and eor-

torisins'' allss. os most be coherostly Integrated In order to obtai6 meaingfl

6. TIE COMBATtINFCRMATtON FLOWMODSEL, ATOP-DOWN sseuiiynl65
MODELING MEthOD tn the specitic area of osmultisns, there are methods avail-

able (for eoalrrple DIEM) which are focused on BWvC3 isues. They
The Combat tnformation Flow Model (DIEM) is a strctsred can provide the necessary top-down. strctured approach and Cap-

simulation methodology that Is particularly wetl ouited to studing tare the loll Scope of the conflict requirred tarcrediblo evaluations of
Sf41191 and BINl-looented systoms. It simurlate$ systoma in their en. h o~lr ~tyo W~ ylm
vironmnt by focusing on the way In which informtion is received. temltrulylBO1ytm
processed & transndtted by each element. (Thie inteeested reader wvill Finally, the anlysts most always keep In mi-nd that the bol-
tend a defailed descr~ion of DIEM in the appenif to this paper, thus tom fines to the analyses of the rlitry utilty of 8W51I and Sf41191-
the modelin meothed wit be only Molely summnarized here) lIn DIEM, oriented system have lo be:
the LvQfi elements are modeled oophcrlly. Other elements aru trans-
termed Into an Information flow format In ordor to provide a commson is r anforralter
structure.

andDIEM mordels Me system elements by nodes that are con-
nected by rain. Messges (in the mooit ge~neral sense) pass over the 'Hosw does A help win the war
hors to provide the flow of lsnf'oation in the rooddl-lhe node stoic.
tore In the model ris thereat world layot of the system. Ant In-m

-ipoitast isalara of the DIFM methodology is the capability of the
m rodel tn Irickido the combdatans, weapons and the Interaction of
combat coots, The oltrctsriof CIFM and the dynamic bmemory of
SIMSCIIIPT 115 allow system elemwnto to be created by messages
doling executioni, providing considerable modeling fleathity. The'strcture ol CtFM requiwes the receipt iota3 meosage by a node hotfore
on act inn can tags place, Sin-larly, an action Is requilred for a node to
send a message. The result In that the BfA(D"t concepts cannot be
short changed or by-passed Especillsy loposaN is inhe fact that the
DIEM methodology in designed to develop models that encosmpass
the isll scope'of the combat objectivs ossscilted with the systema
being analyzed.4 6~~ ~ ~~04 _ ~---



AIPPENDIX 'The Combat Information Flow-Modet (CIFM)'can be ~t
' prhsral method for ass engoperationat utity and system effective. -

ness against various threat scenarios, CtPM is in innovative ap-
proacto i simulating targe scale systems where overall system perle'-

COM BAT INFOR MATION FLOW MODEL (CIFM) rnaice is strongly driven by ha eraction amoicng the system elements. -METHODOLO'GY At ihiehighet levels of conifft miodeling, coenmninatioss ave&f
lance. situational awareness arid other torms of 1ifornatisn transfer

- have great kle k oc n the Task Group Commnandetrs dfecisions as
-well as weapon system effectiveness and thus affect battle time tines

1. 'INTRODIUCION and levelsof intenayThese cennideratiens; often have cosideraby
moeleverage than the techisrca detalis of the particular weapon Sys.

This paper provides a perspective on modellng and &rula ters- Since they provide the opportunity to ue, or misuse, the steps
hon appropriate ts the needs of inlnriuals, or organizations con. weapon Systems. 0C M provides a mans of accounting for these es-
=- c abdohet the performance of systems that involve Battle 'Manage- Portant aspects of combat and effecively evahuating their influence

mere or Command, ;CooS rot. Cormmunication arid itelligencze on battle set comes.
(BSl6)tunctos.ftdicsses the usage of modelsoandimulatios
In modem rntitry system design and evaluation and presents some 3. SIMULATION TYPES AND CONSIDER1ATIONS
oftithe considerations in choosing toots to support these activiie,

along with came of the features that will be of parilar vAhe to~iay b ooa nomto Po oe CP)l rsne a i.Eoel~r~nrltl
B IaSystem analysts or design effort. - A model Is a representaion of realty in the most general

sense. There) tea wide Spectrum of model types, ranging trm mental
2. THE ROLES OF MODELS AND SIMULATIONS IN ANALYSIS Models Of a relatioship, throughl closed form algebraic equations
AND ENGINEERING that relate one Sel ot phenomena to another. on up to massive corn.

purer program that encompass thousands of ceese-and-elect
Amajor obstacle In developing combat systems, particularly relationsips and their ineractions. A paticular anid important substt

I1adkdne system, is the inrabiltiy to accuratey- test or of the generat ctass of modets to the simulation, a motdel in which the
even predict their effectiveness before actual hardware to built and phenomena of, enterest Interact and are monitored as thme progres.

-nystoms in astere budget osvesnrento'ard hinders the process of atlow the user to ohserve the tone behavior of the Ssoem of interest,
evaluating system trade-offsa, developing operational concepts, and 32 oennsiadiosiSmltol
assessing performance against postulated threats, Although models 3.. etslnfcdlotntcmatoe
and Simulations are now In Widespread use ns a means of solvig
this problem many have seere limitations. Some, for exampte. tend - eterminioik, sisislaionO have no random occurrence in theer
Io be ceteptee and Inftlexible In their ablity to handle varyin aspects esoufion processen Each man will be Identical to Ihe previos one,
of system performance, Frequently, a combination of tfew-on-few assu ming that. none of the input parameters or data have been
ged a 'many-on-msnyr models moot he used to evaloale a systemns cbled Siec real world phenomena usually Inclutde various ran-
performance against mltiple-diverse threats. Finally, most models don pocesses, deterministic Simulations mst characterize the ran.
'areyssable to handle the cuiticat C3 elen'estis of system performance. dom processes by singla valued functions that are based upon ex-
F rcssonse to these mnode"in deficiencies, a Simulation methiodology peclalluna These simulations are frequently calted "Expected Velus'
l-F,t-hen developed that is specfcally designed ts overcome theso models. It should be rioted, however, that t kind ot simulation is
inaf>o, lesbiemna associated wht mary current models, This nof used alt that often for moiteing comrbat, oad one of the reasos
methodology, Called the Combat Information Flow Model, can oe a. Is that It does not portray uncertaroty very well.
pleid to the problem of developnig C31 systems and system concepts,
assessing their effecttveness in threat scenarios, and performilng -A mere cussiron type of sinelation is the Stohastic Simela-
trade-off analyses for the elements 61t tiry nystni tion wfilch actually contains ranidom vaniahles and random processes

in the execution stream. In this type of sieulation, the random draws
Modern mtilitary systems are becoming increasintgly cormplex wlllesult in twoisubsequeint runsbeingdifferent because ofthe prob

and espenofee as they have to contend webh threats that .ve inicees- ahtotic nalte of decisions, oi occurrenrce within the ron Stochastic
lng In capaility anid numbers. Mecharkial and efoctlclal desjgns Simulations, typically caged Monte Carlo sulations. require a rem-
have is be validated before a sigedficani espendlure in fabrication * beretf replications ot the same staton lneorder to achieve aver of
mode and software has become so expensive to develop that the at. sfttistical confidence.
garh most be thoroughly verdlea hefere they are pot ts code, En- Stochastic simulations can be faithefrokrlen dews o twin
gieoring deoigr reles heaily on miodels In provide insight ita the clse(1thewihcartrzepe rxnbym nsoanx
mereio colex sydems , vide she es becoe threr mad pectef value or probability of occurrenceo, and then msodel the

mor cmpex mdes povdeth Olyway to captuOhemn ptno'nena by comparing the teovito of a random draw agamolphenomena that the systems wAl deal mkn kt i real world Tnts the threshold for occurrence, arid (P) those which model phenomena by
models Inuot be choen, designed aerdror developed s careflsly as theer distribuions and then draw Irons those itiutons The former
one develops the System itoelf, for they Wil have a direct beariV ng0 (occaeionally they are atand casled 'Expected Value' moodels) are tairty
the eventual capabittres ot the operaf onat systemgodacatrn h l vegestmprfmne.Teatr

mvodels are r'roe complex, but they explore excurS'ons Irons the
norm and the sit ects of noninearitwos anid nrer-gaunslurr diotabutions,
thaf are not ivaffable any other way.
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3.3. moeonatnldtola 3 A person's knowledge ot one sareztationwvol appty to other
stmulawohs, reseuleig in a signiticant reduction to the tone required

Every nwoetirig or sirmitation taskitiustque en that the under- (leaning cuove) to begin writing code tor a given meodet
tying bse or analysis wIl pose ceftlin 1euiremesrts and con trats
on the approach taken., The higher th6 levelt the analysis Or Issue, In combination, these advantages provide a mnodeling en-
toe larger the scope of the nirrulation required, Hoiweiver, as the rium- v.rsnniet which in Oriented toward reducing the tnodel dlevelopment
tser of phenomenal Js inicreased, the levet *I detadl or fidelity ist the time associated seth an analysis requirement, and providing a toot
simulation must go down in ordejto be compatilte wth-jn6dirn that the 'analyst will tind Is both robust and easy to use The ermphasis
computing capacity - both Size and speed-- This, in torn, requires ig. to on Solving Problems wetl and quickly, rather than the sirmulation as
gregated data and desc~ption of the systems and phenomena being, an end product,

* simulated. The best msdeling approach tor probleni -with -large
ncope in one, that takes a tsp-downi perspective and ucledes alt 4.1. IbafiisloyofCIE

* phenomena of titerest at the nitil level of, detal that witl tit yield
the reqired tnsight Into the system performance. Additional detf IFM Is based upon modeling concepts that have been
Should be added only when the analysis Shows that (1) in un- proven anid tested In two large-scale and tong-loon modeling etforts.
modeled parameter to causig a particular behavior and (2) the op- First, the Ship's Combat System Simulation (SCSS) was hlited 6n
tarsoathen or nodification of that paramreter to part of the analysis, An the late 1960's to study the abily of a chip and task force Is survive
will be dincussed in the nest Section. the Combrat information Plo~w a mnass~ve anti-shp uttack,. it was the tirot model that attempted, to
Model lends itself very well to highly aggregated descriptiose Of SYn- iuisitly rusdelthe shipn combat system and ins ability to react to atem elements and natural phenomena, und it also results tn a highly siass attack. Unlie provios anti-ship missile defense simulation,
moidular nodel which accommodates Increases In detai when ocen- 'the con-dal system was shown to bo a major player In the sitoceonfl
nary. This helps beep the development tunes, run times and melmory employment 0f the hard-kil weapos. The serge 0f Information
requirements at the lowest levels that still satmnty the prograrn8 generated as the attack began, ted to nusmerons Information hot-
analytical goats. tienveS, as well an Isformation being enher toot or distorted.'Also,

becaose ot the Incorrect lime sequence processing of the idormia.
Another rportast cosideration is the time required tn con- lion, the human operators were ottern supplied information that would

figere and ese a model. Con-pnter speed and memory size are con- lead to Incorrect decislos it blandly followed. SCSS in Stei being uoed
stanity increasing as the techniology evolves In the direction oll more throughout the US Naevy tsr ship cbmbat system st1die0 SCSS, us-
efficient and ctseaper coirrputotion. and the renalt of this evolution to fortenately, woo not general enough to handle ECM snd ESM correct
that the cost of the people Involved In these task& becomes the over- ly. Deceptive jamming woo particularly difficut to simulate. SCSS was
riding cosideration. In today's eseifrnment it mkes sense to capi also bolt to simulate one or many independently operating combat
tuaW on bigger, chesaper comrputers. It Isis rosehos In lose torne spent nystemns (opeiratng in trio anti-sei wanre ui-real, with no provision as
to the construction of Iher models, and mare time Spent In the the structure to allow different warfare areas o1 a combat systems to
analysis of the modeling results This Is the approach lakes when comnmnrato or slow commrunications between combat systems, let
using the Com-bat Information Flow Model to develop a new model, atone have a command and control Structure, superonposed.
where thm emphasis lo on quick configuration of th model and ease
of understandig and mnirpulations o1 the Simulation Output, The second sirmilation emaploying conceptn that are flly

developed is CIFM wvan the System Level ARl-o-Ak Tactical Simula-
4. THlE COMBAT INFORMATION FLOW MODEL lion (SIAATS). bolt In 1977 to evaluate the Advanced MoIdim Range
NODEILINKiMESSAGESTRUCTURE Aff-to-Ak Missie (AIIRAAMi). It modeled sir-to-ar combat with enough

fidelity that the ulitly of AMIIM versus SPARRIOW could he
The Combat Informationt Flow Model (CIFM) is particularly evaluated.SLAATS liso modeled the air to airavionicsollhe F 14,F

wall nsed Is the taskot mnode"e BkIC3I oriented systems. Original- I5, F-16 and f-l8. and pmovided dynamicsnimlations o1 AMRAAM,
ly developed by arnd In ue at United Technologien Advanced SYS- SPARROW aod PlIOEII Additonally. SLAATS provided a reatlitc
ternsDivision 11 San Diego. CA, CIFIA Is being used by United Tech- threat model. Tim model structure was enhanced to allow a much
o~l~es Systems Analysis, in McLean. VA, and others In UTC onsa mo fleoxible Infrtioflotw to be accommodated Is thue Siff la
IsnaVer 0f prnocts, Thun a large ad growing 'commonty ofltion, a system could easly csirmunicate wilth other systems and a
moudiler and analysts wit have a comnmon understanding of use commnand and control structure could be imposed onea group .5 Sys
ruodel. CIFM has the following Inherent advantages ever alternatve tems This simulation, like SCSS. could niot handle deceptive ECM

sisnilalon approaches:easily and had a very rigid method of ImposingC tacso

1. A major poilionofthe code (cated the CIFM ramewok) in its present cosfiguratlon, mnuse since 1983 by Ureted
lot earls application is wittes. tested and debogged. sod does not Technologies Advanced Systems Division, in Sani Diego, CIFM has
,have to be retested tor ouch new nindeleog task. Its features (unpet solved the problems 0f simulating deceptive jarnnng in a realistic
and output formats, unvi fiendirness, moodels of physical phenomena. yet simplied mrinei, and arcorporolalg systems o ierarchical C
etc,) are commmwn to eac;h model applicateon. Becaase 0f tim large struictures o, any coroiplevily These structures can be modified
amount of code en band, already writton and tested. models can be dynastically within the model d desired Therefore, CIFM can faghluP
costructed quickly, model the etN=t of destruction or refabilry lalure in parts 01 the C

structare and a subsequent reootnigurrution o1 the network to atow
2. Modulus wnittenogor one model can be transterred directly the system to operate at some degraded level 01 effectiveness

to other models Because there hr a CIFM testhed mrodel, and be;
cause CIFM in being used on a number 01 other projects, there are
many modules already developed that can be used either an they are
or w41h tsminr rusifiicalios.
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United Technotogies Systems Analysis. tn McLea Virgia The Inputand outprut processors of a nude are colectively
has used the presest CIFM conliguratios to analyze the 8lMrCI te: reterr-d to as the nodes imessage pirocessor. The message pioces-
qoiremeuits; for the European IlseaterTacica Ballistic Missile Defense sois for chfceront nudes have an Identhcat structure bt perform dit-
Architecture. CIFM hias been employed to'study the foi controt feten"t because of the Imoplementation of ndle'specihc messages
and guidance algorithmssed in -the, Spac 'Based, tKtrrsloKilt for that nude. The structured approach to codsrig -islustrated by the
Vehicles portion ot the Strategic Defense Itiate. Efforis are under- tact that a noide titrqlata has been designed as part ot CIFM that carn
way to also apply CtFM to such areas as heliopter operations'and be UsedOS a'slartoii point for wrOitin any nude. This template ceu*

MISumaneWarlare. tales all the cede that Is coron to alt n~des, and highlights th nec-
tiorm that most be wrteon by the prograssmer,

CIMis an established modeling method that has undergone
two erfspr revisions, and each time* the best features of the previous 42.2. Links,
version have bees retaiedr.

When large-scale systems are being modeled, the way hr
4.2.- h IIttthE Fgnewol which their elements tnteract ii usually of Critical tImportance. tn

CIFM, these Itleractions are socorolShed via finss which define the
The CIFM Framewvorfi Is the farge body of cede Bhat Is al paths ever which, the Interachions can occur. After the user creates a

ready written and In csnos ts 0n applications. The CIFM huh,. the nodes that are truhed can cotmeunicate, whilenodes that are
Framework acts as an Isnrace between the programng language nut lathed cannot commosuricate, directly but can go through a special
compiler (SIMSCIIIPT If15), and the application code, much like an nude such as the Radiation Monitor (see nest section). It should be
operating system provides arn Interface between the computer noted that the Inks are not created when the nudes are constructed,
hardware and a user at lhoenmnal. The Framework Is highly sis-, faut rather they are created when a particular run Is mode, This means
lured, using Nbe. oriented ce"n practices. and sappili the stand- that systems can be easil rntgured son a mitts-run bass by
ardloatot necessary for ease of model configuration and cormmon merely changing the Input data tiles.
element description formats. TIhe Framework~ contains alt the oonnec'
lions, pointers. etc , necessary to property connect the elements of 4.2.3. Messages.
the simrulation as they are developed-,Eloents of the system are
dot ined as nudes, and the Frameworke contains the support structure In CIFM. information is transfurred among the elements by
necessary so that each new node can be designed by delining the means of messages. The message construct Is very flexible and Is
parameters In a structured template. The CttIFM Framework also con. designed Is carry any amount ot any type of Information Messages
lawns a nesber o1 special nodes ealled *Mentors," that wil be dis- are transferred accoordig la the link structure i place at the fire the
cussed Inthe next section. message is being generated. A CIFM model Is completely driven by

the messageo trolls that occurs within f.Al activity Is the resuln of ad-
4.2.1. Node.-. ling uepon a message In the most general sense, and thes taI eXO

tremety mel stiltd to Investigating C31 oriented systems where the
The basi onstruc or bosibu block of CIFM Is the nude, Issue Is evaftating the effects 0f changes In the Connectivity arid mes-

Each4 node can be trought of as having an Input processr. a sage patterns withrin combat systems.
processing sect~on anid an~oulput processor (See figure below). In
creating a model, the moeler Is ussally sinrukilln the actions Of 5. MONITORS
various systems such an radars. ceripters. vetir;s, humass, els.
Each node Is a rnsdular construct and Is conceived and Implemented This section descrisos lion special enties, In the CIFM
as as enlty separate Irons other nudes In the model. The Inclusion or fralniewank called Moissors. Monilrs are untique nudes that appar in
deletion of a node does nut affect the rest of the model, and the almost every applicaton and pertormi a number 01 hImportant and far-
design of a node does not reqiuire consideration of the otlier nodes, reaching furctions. The use of these mrositors helps nmake CIFM the
other than their turictionaf relationnsips In the rest world The nodes unkiu andi capable mrodel thatI is. becase they are already writlen
may be Constructed aod tested In any order, and they need not all be and debugged, and they utearale miuch 01 the mork narmaly done en
constructed In order tor the model to begirt working. developing a new simutlation, The folowing subsections provide a

description of each of the CIFM monitors,

LOCA TAIn modeInfeoirmation flow In large scale combat sutos
Oo Of the most rurpOilont phenomena to simulate is electromagnetic,
faidiation, CIFM is designed with this in mind and lis a special node

MrON wso.o called the Radiation Monitor to keep trackr of al electromagnetic,
u"c" -esci.ea ,Sradiatmon present in the simuelated world. The word *node.* in

reference to the aartin Mongor. is somewnhat Ir-rsteadlig because
the Radiation Monitor does not represent a real object. The Radiaton
Mongol stan-ds alone (niot "ad to any other nodes) and rsornot part
of the 'Real Word', It can be thought of as an Invisible entity that

="ntknows the levels of a55 leeds 0f electrormagnetic radilt at oll pOints
seucsno rosounre mocuseein space.
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The Radiation Monitortis cancemeid with Only certain kinds Of 6. INPUTAND OUTPUT STR UCTURES
nudes: thioae that ernJI-etectragniehoeadiatisnf those nodes that
can reflect it: and those that sense a. The Radiation Monitor keeps Input anid output features~cdesigned for ease of use and un-
tracki of-the activity of alt these nodles. ad keeps trackeof asl the derstandntrg are istegrat and Important pants of CIFM. Because these
radiation and propagation asciated wth them. It performs all re- features are In the CIFMV Framework,. they are part of the structure
qired calcutations to deternrine retlechions and property degradtes that Is commoon to all CIFM applcations, and thes a great deal of
the signal strength of tha emniasiso. accounting for tha prapagat ion consistency exists'amnrig the modets. This is inportant becase a
tosses froms the natural prolpagahion of radiation, atmospheric losses, person can carry los or her knowledge of running one model over to
and retlection of the energy friretectve'targets..Jamming, both a new mode,sand start oat wel Ino the teaming curve for the new0
noise and deceptive, is asa handted by the Radiation Monhtor. appiratisa,

The Radiation Monitor hardtes radio communications as well, 8.1. ITvotanRunB a tal
The signat to subject to the name losses an regular ertsstono. bet a
message is aso passed. Messages trasmritted In this masoer can be There are two major types of data used is a CIFM model,
jammsed. type data and man data, Type data is data whach is associated with a

particutar, type o1 system (node) and does not change from ran tn
5.2. Mfotionj gonfg ran. tt can be ~thought, of an a but-ta, or'dosign characteristic of a

particour devise, For esxample, thre maximum nunber 6f nisites that
For any node to mave correctly throughy the eat ernal world. can fit on a certain triad of launcher would be b pe data. Oa the other

the farces anid moments acting on that nordeairust be correctly catcu, hand, man data Is data that to not built into a system, and it can
fated and property Integrated over time. The Motion Monitor Is change for any run. As examspte tattoo cane woutd ba the nuimber of
deslIgned to carry ou~t thesa, calculations over atl moving nodes witin rmissilets that are actally loded on a ceitain lancher at the begin-
the nystem and can handle, both three and six dcgreeof-treedomn rang of ii scenario, Ctearly, this could change in difterent siteations of
aerodynrrrica whes the problemo calls for them. Depending on the Interest,wthile thetlauncherltsetremains the same.
degree of ficletty, required far the Undertying anatysts, and the leoet of
sophistilcation of the equations of motion, different integration The Input stucture far a CIFM model Is broken ht severat
scheames are availabte. majot tiles. The Type Data Base Is a I10 containing a collection of

type data that totso be used for the ran. The User tnput Fite contains
5 3. Isece.MO sltg the ran data tar tho given ran and may contain paramet era thiat wilt

supersede (heeements of the Type Data Base. The thied majo Input
Ia mast applcatiois of CIFM, there are a oustert of sila. IooeIs the Keyboard, corresponding to the keyboard of the users fer-

tioins where two objectsaWil Come close to eacha other with the inent roinat. The Input structure tot any appication Is essentially the same,
of one to do damage to the other fI seime way. The Intercept Monitor and thla naves time In developing a new model.
Ieutnt track ef the moition of af objects to the simutation and per-
fonms a nuster of tanctiona whea they are clone enough Is Itoract. Twxo Interesting and usetul features have been belt int the
Torminat target detection and/sr fuzig Is harndted In the Intercept Input lfoe stracltre One in that the Type Oats Base may contalIn an
Mentor, along with any monitions etfects that might be present Kilt mucth data as dosired, bet only those data wtich have a posstiiity Of
probebliles are catostaied and property weighted random drawn are being uoed wilt be read Into the mnodet at execution. The other is that,
used to determine losoita In the appropeite situations. When one or type data parameters that are in the User Inpiut Fie enS be read int
both of the objects tInvolved In the Intercept are dent rayed, the Inter- the model betore the Type Data Base Is accessed. Tha feature can
cept Moritor. removes the kilted objects. cteans up the associated be used to suply data to the odet that do oot exist In the Type
memory locations and potinrs, anid does the tabulation Updates re. Data Base. If. however. versions of a certain section of data exist In

q~dlot the given output specitications. both the User Inpu File and the Type Data Base, then the version in
r5.4. the User snput Fife will supersede the versin In the Type Data Base

Oite of the key teatures Inctuded ba CItil to a facily to atlow 6.2. Olu Foral ad PrOceSn0r
the user to oonicate with and stiedt a ran In progress, This Is The ClIPMFramewortsesnadetasttcndiionof three output
coaged the User Interface Moniftor. AIt ia node InS the same snve that fles The Screen in the sceen of the user's terminal The Error Fite as
the Radiation Monitor Is a node, thiat is. it stands alone and is not a tile containin all of the errors discovered durong the .luecatios of
pars of the 'Real World.- In a hatch rail, the User Interf ace Monitor the pragram., Tha Standard Oarpet Fie is a tile that contains the nor
trains dormant, while in an intteractie run it can be accessed pel mat informatnve output and the reaslt of the ran. The PFintl Rupeet
odicaly to Iteract with the frZ By using tis node. the sur can In- File msa file that contains selected systemn characterstics aritten in an
terrogate anytiode to see itn Characteristics. send a message to any indrodjkal event or summoed form in a given execution streams, 0 is
rnode, and see other chraracteristics of the ran in progress. In axdi possiblie to associate ttw Error Fiie or the Standard Output Flo (or
tion, the value o1 any single vasoabte In the sirmutatiorn can be output both) asth the Screen, an that atl the Output goes to the user's ter
to the screen. This capahiey is. paricoutarly valuable alien debrigging moral screen'toosutrutue Latoarte exists in CIFMe to easily generate

addions t th moel.costa outpu tiles to meet the needs of the particular analysis being

The User Interface Mon~or has been desigrad to be par- udrae
btiurt user friendly. It is totally mono driven, contais error-Occk
Ing routines an first unreasonabhle values wvilt not be accepted, and is
flexible In the way it a accept cotmndus.

55, Slmutallon Status Monitor

CtFfA atan Includes a Simutation Stales Marltsr which carn
accumuii~lt ounrixaton data anad generate statistics.
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7.TESTING AND INTEF1ACfON OPTIONS

CIEM has built-in test and d~buggirig tacaries whi.ch allow the
user to both Interact with the model is at iuns and to test any part of
the model in Isolation tram the rest t the nodes is h oe endeveloped,th etei

The Test Node is a special nde in CIM', I s specifically,designed to be Inserted in place6 Ot any node ika system, nAc a,
way as to enniulale the chosen node. In this way, ttr6 Ining structure
and Inessagei flow to and from the es~lated node can be tested. Thrisprovides a last sad etticierimethed tor testing large and coroplex

7.2. AW.aaiu lia f
Included in CIFM Is the capabiliy to generate, a detailed trace

at messages and routones Which aids Is the debugging process. The
Inlsssation desired is specified Is the User lapel Fie by Indicating thename Of the node to be analyzed, the type1 at put desired, and the
start and'end times during the simultioln whin the.Intcrmation Isneeded. There are two POSStste Outputs which cartbe generated
usin~g this laciey. One Output show$ when the rounes associated
with the specified node, are caged anid the other Ourtput shows
detaaled Information that saow the user to trace Itoogh setected at.
gorht=n irraptemnerkled In the cede.

7.3. U dfaWAMguflo

The User Interface Mentor Was deve"oe to allow the userts Isteract whi th slirmnlatios. and .this has prayed to be of great
value in the debugging Process. The User has the capability to run
the sirmlation ter a specified Period Of time, slap It, and then eo.
amine any variables o1 Interest, Values can be changed Interactively
ad the miodell can be restarted where It t etI.his capability saves
a tremendous amournt Of tOmewhen debugging a now node er wheon
trying In ascertain the etfects 01 new trades an other ndes.

8. IMPLeMENTATION DETAILS

As a model Is beig constricted using CtFM. Care mrust be
takren to Insure that the resulting model will be usable to Ihe analysts,
that might need htover It;) duration ol the project and, even more In.
Mirtant. Over the0 desired Mrhme 01 the model. In addition to caphtari.

Ing on the robust Structure already in the CIFM Frameeworki attention
must be Paid to cedin practices in the application SWpecl code, andto the documetaion that witl accompany the model ttrrourgbol haslietime. To lis endl Unted Technrologies folows established and el*
ledive, cedeg and documentation standards ins the development arid
dormentation of CIFM models.
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AFUNCTION-BASED DEFINITION OF (C2) MEASURES'OF EFFECTIVENESS

Commander.Paul E. Girard, USN

ASW Systems Department
Naval Ocean Systems Center

San Diego. California 92152-5000

Abstract of functions. Th definition of a eanonie C2 MOE is supported by an
example'and this provides motivation for application of the

The perennial problem of defining Measures of Effectiveness definition to future analyses,
and Measures of performance (MOE/MOP) has consistently failed
to differentiate between the two In any succinct way. This may be BACKGROUND
due to the lack of on integrating concept o System Analysis in
which Is embed the MOE/MOP set. There appears to be a concensus among the C3 comnn that

the justification for C3 systems must be based on the combat or mis.
As a result of an application of an analysis of hierarchical ob- Sion outcome. In other words, the effectiveness of decision maing
lctives iRahmatlian) for Antisubmarine Warfare, a Systems Anal- (and decision support system) has no meaning outside the context of

ysis methodology reflecting the spirit of the Mission Oriented Ap- a mission or purpose. Conversely, the historical approaches t6i
proach (Signori) has been devised. In the process, a simple, unambi- modelling and assessment of operational systems have implicitly
guous definition of MOE has evolved, to wit, the Probability of assumed "perfect C3. This results In optimistic forecasts of perfor-
achieving the Iisston Objective Function(s), given a set of costrain- mance, not an accurate model, In other words, the expecite outcome
tog or prior conditions. All non-probabilistic metrics (such as of missions can not be properly mdellci unless the effect of decision
throughput, power, gain, speed) are defined as Measures of Perform- making Is included. These two complementary ideas suggest a syner-
anro derived from'Jystem Parameters (such as size, color, fuel gistic relationship between mission analysis and decision analysis.
capacity). In fact, that relationship is one of cause and effect; the mission

This distinction between MOE and MOP is simple and delin- Is not executed unless it Is initiated by a decison to carry it out In
itive. It also provides a direct relationship between MOE and other words, it Is the roleof Command (decision making to Initiate
Mission Obetlive Functions. Realizing that decision making Is the required mssion functions. This iivolves recognizing which func-
Command Objective Function provides a structure for relating C2 lions are required or will be effective (or appropriate or author-
MOE and MO's to Force and System MOEs. ized) and allocating available resources under his control to carry

them out. Of course, the Initiation must be accomplished in a time-
ly manner, that is, early enough for the mission to be carried out
before the criry accomplishes I. objectives, but not so early that

INTRODUCTION more effcetivt alternatives might be pre-empted. Figure I high.
lights three motivating concepts, just described, which will be

Wihin the Space and Naval Warfare Systems Command, the Incorporated in the approach.
Warfare Systems Arclitecture and Engineering (WSA&E) Direct-
orate (SPAWAR-30) directs the development of architectural de.
scriptions and assesments of corrent and future Naval Warfare Sys- MOTIVATING CONCEPTS
tents under the sponsorship of the Deputy Chief of Naval Opera-
tlions for Naval Warfare (OP-47). In collaboration with the Anti-
submarine WarfarC'Diretorato (SPAWAR PD-80), the ASW Archi- S8CAThOfoOFO COt NtWMri

A
" OM

-N
aN4M

lecture Division (SPAWAR-315) has solicited the Naval Ocean = COsn xrCvAt,ETOFARS= PtPO$E
Systems Cniter to lead a team of Navy Laboratories to address
ASW Architocture. The process is initiated by the issuance of a Top
Level Warfare Requirement (TLWR) by OP-07. In response, the EXPECTEDOUlTODE OFe i eCANOTtB PAuO~iO

Architecture team is attempting to devise a means of providing a LmtHEFFECTOF r"4c A IS callan Mo -Eo
traceable accounting of the relationship between system perfor-
mance and the TLWR. This has given rise to the development of a TE RetOLE ¢O cuObO ccaM IIS TO
methodology for Architectural description, modelling and assess- EC=ZE RnO) NATsOVEotMs N ak.Tiricoas
ment which is on-going. A by-product of this methodology Is a
function-based definition of measures of effectiveness, hiNS paper N AT S MSTwro,-s

foc sses on how to utilize that definition to establish CZ measures INA LYW&.R
of effectivene-s,

Piguret.= Mtivating Concepts

After a review of some motivating concepts, a surmnaay of the

methodology will be presented, The process results in a general
defniion of MOEs and MOP's. This will be followed by a Another concept which As depended upon heavily is one of a
dscussioniotheroleofCormmgand deiioni o kingitheexecution hierarchy of objectanes kaahmamiant Although it is not an
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original idea, Rahinatian pro ides a simple picture (Figure 2) of 'RCs actually establish the initial tiers of functions. The functions
theintAerocking role of the objectives (See note 1). From an arbi- within these domains (Warfare or- Support Mission Functions,
trary level, 'what' is done is done for a higher level purpose, Comnand/Decsior, Functi6ns, and Equipment or Pemronnel Fuoe-
("why') and 'how" it is done becomes a lower level what* whose tions. respectively) are mutuallysupportive in achieving the goals
purpose ( -why) is at the original level. The right side of figure 2. of the Miniion and establish a hierarchy of objectives within each
recasts the hierarchy of objectives in terms of Missions, Functions doinain as well as acros them. Realizing that the achievement of
and Tasks. For a particular Foro 'r Systemn its functions are what the objective ins the criterion of success eitabiishes a one-to-one
it does in order to accomplish its t. sion. Its tasks areA is subfunc- correspondence between functions and metri.' In fact, this corres-
tior, which are performed by its parts oisubsysterm. pondence was recognized while reviewing the MSC's and RC's. In

turn; the relationship among. functions also corresponds to the
HIERARCHY OF OBJECTiVES mathematical relationship (equations) amoag metrics at the same

level. This concept,-too, has its roots inthe relationship betweenWhy?: Pair the MSCs and RCs of the ASW TLWR, as we shall see. This
suggests the potential for

' 
finding a relationship for aggregating

of the TLWR objectives.

ARCHITECTURAL lIROCESS

suat, Ado, TASK(~S) sn

5%afl~ ~~ Ado, .uibm sa ainu

Figure 2. Hivrarchy of Objectives
Figue3. Ar i.tcctural Proes

The Navy states Its Mission, Functions and Tasks in Naval War. -
fare Publication (NWP)-I, Strategic Conccptj'of the U.S, Navy. By
law, the Misston of the Navy is to "be prepared to conduct prompt
and sustained operations at sea in support of US. national inter. Figure 4 summarizes the elements of the ASW TLWR. For
ests". The Functions of the Navy are to perform Power Projection twentyttwo stressing cases, the mission was stated in terms of the
and Sea Control. Recently the Navy has been assigned the job of type of ASW Mission, Area (interdictive) or Local (protccting other
Sealift and an unstated objective has always ben to defend the forces), and the nature (Peace. crss or war)' region and uimeframe
United States. NWP.l goes on to state that the Tasks of the Navy of the conflict. Thus a typical Mission context ought be to "conduct
consist of Warfare Tasks and Support Tasks. Among the Warfare Area ASW In the Norwegian Sea during the first plase of global
Tasks Is Antisubmarine Warfare (ASW), Based on the hierarchy conventional war. Th n the Mission Success Criteria for that
of objectives, therefor, the Mission of ASW Fores is to conduct Mission are stated, such as, attrite a percentage of the expected
ASW operations in support of Posser.l'ropction, Sea Contio, Seatift Order of Bitte, These are the firm "lop" Level Warfare Require-
and Defense of the United States. What, then, are the F.icltions of ents. The Required Capabitities were devised to exhibit a degree
AEW Forces? This is the purview of the ASW TLWR and is, th of credibility to the potential of achieving the MSC's. The RCs
basis of the functional analysis embodied in the methodology. are selected factors in an equation relating several performance

factors to the MSCs Exampi.s of RCs are Kill probabilities given
Detection, Classification and Localization or the Area that can be

METMODOLOGY scirched to achieve a specified Detection probability. The equa.
tion that aggregates the RC metrics to the MSC metrics is called

The approach (Figure 3) consists of pe'rforming a functional the audit trail
decomposition in each of three context-setting domains Ifiionn,
Or izaton andResoure) This decomposition is div;en by the

ision Success Cri.eria (MSC) aid Required Capabilities (RC)
established by the TLWR. As we shall see later, the MSCs and

Note I TIhis simple picture masks the complexity of the true -AAW& twA1 "1
interrelationships of functions. A true functional decomposition is • T 14,1oener
not a pure tree and niay not be strictly hierarchical Rather than a
ree, a functional structure is more properly represented by a graph, . o tocrt s 05,035 (.so

if It Is hierarchical, a multiplicity of functions at one'level may •I I .otatS$ ]
support or be supported by a multiplicity of functions at another
level, Then again, it may not be hierarchical, In that there may be . (a i
cyclical or mutually supportive purposes, Sauh as sinklng . osaor.. ,,.ssns
submarines in order to proted supply ships which provide logistic f-Odm = 0 =.
supjort In order to sustain operations to sink submarines. The :0 W, €AoWItJ
interdependence or lack of strict ordering of functional
relationships does not negate theusefulness of th conc~,t They Figure4 ASWMisssnctionsandTasks
will result in simultancous and higher order equations. t
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Authority is riquired for each of the elemnents of the decision. the also dependent on the availability of curing information. This
function initiation and the resource attocatton. In addition, suggests a magnification of fth effect of a cue since, not only is the
resources moistbe available amt information is needed to reognize detection probabil-ty increased, the decision probability is also
that a situation MRSdt % hich ills for the initiation of the function higher.
and other informatfon is needed to know which resources are
available to assign to the task, Finally, the MOE is conditioned on
whether the Missioni contest fcurrcnt situation) actually calls for

th ucinas heir5 appropriale. This last condition accotolno- fG GAIN FWRFR MERS
dat th cocep ofthe'Aatircyoof the decision, which is often AQR~ a AHE LMM

m oentioned asa a metric. IMEs

* A CANONIC FUNCTION - BASED C2 MOE

f I e r j

AUTIO~lYTNTIAEFUNTIMSFigure 12. impact of a2 MOE on Warfare Analysis

WFWA.LTON NEEEDTO WCE MOSION

1ISWIC AAAl McatE TP R Wte is r IO In Figure 13, the classical role of the sonar equation In
ISITATIOMAISFORHEDEWN)determining the prohability of detection is shown schemnatially

lis also provides a representation of the role of the definitions for

liguell CaonteDefniton o C2MOEMOP and physical parameters, as noted by the smalt numerals in
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oc- -explicit and provfas the, potential-for examining dynamic

orgao cnizatinal sus

The Canonic Function-Based C Measure of Effectiveness
satis o tavaonal concerns shown in Figure 1. The M6OE is

~~"' 2'-enatddedin ~teissio"n-doeen hi"rchy of ojective-sso that the
function to bre performed provides the context for assessing the

* ~effet sof tedeciion rnaktng.'T MOE isalsoembeded in
the'agegation equatien for the operation so that the overall

- . .effectiveness is dependenmt on the outcome of the decision process.
- -- Finally, the MOE rellects the purpose of decision makig directly,
-. whiet is to allocate resources to per.form functions in a timely

innr. The canonic form provides a ommuon definition for all
eases and a means for orienting -the analyst to the essential
conditions to be accounted for, wich are information and resource
availability and authority to carry out the assigned Missions.
FunctionsandTask.
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The final example only shows the role a decision probability
has on thecoutrome of a single miossion function. Consider that the ASW Top Level fA,infare Riequirement, Chief of Naval Operatios,
concept fs intended to apply to the initiation of each and every 1987, Secrct
function involved in the operation. While It may be lighly lilely

that the right decisions will be made when the conditions are right
and the Intfonnation and reiourem are avilable, the large number
of decisions that are involved Impliesi that even smsr11 differenes
from unity will accumulate to deflate the overall effectiveness of
thi Force. The proposed MOE provides the analytical means tot
account for the effect of 'imperfect C'. It also provides the means

Io couple the availability of Information and resourem to the
misson outcome. From an organioationat perspective, the effect of

delegation of authority to initiate action or control resources is
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A SYSTEMS APPROACH FOR ,ELATING,-MIC 3 FUNCION PERFORMANCETOMLITARY SYTflE

J4. ShawP.E. Coughlin. and W.S. Po6well
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1 1 Middlese Tumpke
Burlington, MA 01803

ABSIMCAC important because automated functions exercise only afinite number of decisions, thereby permitting us to model
-both the determinants and consequences of decisions in a

t here prog onducted to relate the succinct manner.
performance of Battle Management functions to overall
system effectiveness . We describe a iethod that ca* The systems of interest to us here bear strong
tres is relationship by expressing the operation of a similarities to assembly lines (admittedly, stochastic as.

C sse in terms of a time-varing fiite-tate semblylines) where Battle Management functions operateMarkr cain. o in concert to advance the Larger military system from one
state to the next during a conflict. We illustrate thisWe also present several analysis methods bas d on analogy in Figure I from the point of view of threats be-two important sensitivity measures that are derived from ing engaged by a defense system. The circles in this fig-

this relationship: pseodo-costates and System Effective- ore denote functions performed against threats, the arcs
ness Derivatives. These two measures offer interpreta- indicate potential outcomes from any function, and flows
dons that permit the idendi~cation of time epoches dring along these arcs represent the threats undergoing process-
a conflict when the BMCJ system under study is most ing by this system. The processing on any assembly line
sensitive to both favorable and unfavorable function out- is always prone to some error or incomplete work, and so
comes, and to processing bottlenecks. I'm measures it is in this example. Nevertheless, there is a general paisupport diagnostic analysis of BMC .systems. and tern to the processing and. more to the point, the BM
should prove useful in the development of more efficient system must successfully advance each threat through aBattle Management systems. requisite set of proessing states to achieve a successful

engagement. Thus, we might ponder how an improve.
ment in performance at some stage in this assembly line
leads ultimately to an improvement in effectiveness forSECTION 1. INTRODUCTION the larger system. Indeed, a corollary to this inquiry is the
question "where are improvements in performance most1.I OBJECTIVEOFTIHIS PAPER n=edd? The research described here seeks answers to

We present in this paper a method to relate the per- these questions
formance achieved by Battle Management functions to the
conscque t effcctivcness achieved by the larger military .2 TiEELElESOFTEPERFORMANCE
system scived by'those functions. The quest for such a MEASUREM91711lOD
relationship is by no means new, having been the subject The method we describe encompasses a quantitative
of intense research over the last ten years 1., 2.3,8], and relationship between function performance and systemthe motivation for working groups sponsored by the effectiveness and analysis methods for computing
Military Operations Research Society (M2 RS) [4-7], and sensitivity measures from these relationships The relaq
represented at MIT/ONR and the JDL C Symposia [8- tionship captures the operation of an arbitras BMCVl]. l Heile several of these earlier efforts sought a theory system as a time-varying finite-state Msrkov chan and is
for C systemsat large, we seek here a more modest goal: accompanied by a set of principles for assembling a state-
a method to relate function performance to system effec- equivalent model for a Battle Management system. The
tiveness. analysis methods quantify key sensitivity relationships

There are two critical distinctions between earlier between function performance and system effetivenesi
efforts and the method we develop and present here. First, using state-transition statistics collected for the BMC
our methodaims to desciM behavior without prscibi system of interest. We direct the reader to [13] for a com-
how.BpM systems should conduct operations to maxt. plet description of the methodology.
mize some measure of effectiveness. Second, our empha.
sis it on performance measures for automated functions, 1.3 ORGANIZATION OFTHIS PAPER
meaning that our method ncedmrely describe the behav- The remainder of this paper spans five sections
ior of those portions of a C system that have a Dir- We develop the relatinship between function performance
nerramnid deision logic. This second distinction is and system effectiveness in Section 2, and present associ-

ated analysis methods in Section 3. We present in Sec-
tion 4 the objectives and the test conditions for expet-

*The research described here was conducted for Dr. Dbyle meats we conducted to aimonstrate the method, and pre-
Thomas at the U.S. Army Strategic Defense Command sent computational results in Section 5. We conclude this(USASDC) under contract DASG6-87-C-0004 t Umys paler with remarks on the methodology, and comment on
Corp.: "Performance Measures for System Battle futurtmoelingdirectionsinSetion 6.
Management Controller
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Figure 1. Batt!6 Managment Viewed as an Assembly Line

SECION 2.,A QANMTATIV RELA1ONSUOj pI(i): the proability that the-system is in state iB MWM PERFORMANCE AND E E " at the end of the conflict; and

2.1 BMC3
PERFORMANCEWITINDYNAMIC gT(): the cost to the system if it is in state i atMtLITARYSYSTEMS the end of the conflict.Consider a military system that can be in any one In short, this system faces a terminal cost optimal controlof a number of states Sat any time during a conflict. Wedefer the question just what constitutes the 'state' for this wIe .(We state without proof that the general case

system, except to note that it can denote the current be reduced to the troe aleae problem;we direct thedisposition of eah object of concern to the system erede to teforndet case
(threat, sensor, weapon, Battle Management node, asset atrisk, etc.), or it can denote a.tatistical measure ofcurrcn The reader should note that we have not imposeddispositions taken over objects in the aggmggat. We will any restriction on the functional form of the cost function,consider this issue in more detail later in this section. gT(); this term can be a-scalar or avector, linear or non-Nevertheless, we introduce the distinction here between -near.terminal and intermediai states; the former denoting the We express the system state dynamics in terms ofset of states that are reached by the system at the enM'of p~bhbiaa of state transitions:the conflict, and the latter denoting'the set of states that -the system can reach any time prior to the end of the con-flict. We also introduce the notion of kk, a dsin.. Ptt = P F) Pt (2-2)
straitn terminal states to denote states that the C systemwould like to reach or avoid, respectively, at the end of the wconflict. hre Pt(pl, FO represents & state transition probabilitymatrix for ime t, and the initial state distribution, p, isWe also assume this system exercises a set of given. P,(p, Ft) is square and of dimension equal tdISI,functions. Ft, at every time period to maintain the system and is tun tionally, dependent on the current statewithin a desired set of states. Were we to carefully probability distribution, Pt, and on the current operatingmonitor the activity of a function at a particular instant in conditions of the functions acting on those states, Ft. (Intime wewould discover that the function achieved a:er- the interests of brevity, we will express this matrix sim-tn processing throughput, produced a certain set of doci- ply as Pt. and refer to the arguments only when the dis.sion outcomes, and perhaps even committed a certain cussion requires.)number of 'errors in its decisions. We use the notionalterm 'operating condition' to refer to these activities as a We introduce the vector JT to denote the terminalwhole, and let ft denote the operating-condition of func. cost to the system oi a state.by-state basis:
lion f attime L

We assumethat this system seeks a sequence of g(l)states throughout the duration Of a dbrflict that minimizes g.1(2)an expected cost incurred at the end of the conflict: Js•(-

JTw(3
MIN E[J] = JX'pi) g.l(i) (2.1)i C StJ~

The reader will note that the righthand side of Equation 2.
where: 2 can be re-written in Vector form as'PT' IT where' de-notes the transpose. We also introduce the vector It to

denote the cost-to-go from time t on a state.by-state basis,S: the states that the system can reach (with and computethe values within this vector through theISI denoting the numb of possible states) folloiwing ;aakward-movmg recursion beginning at time
T-l1:
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where F(i) denotes thepseudo-costatefrom state i at

In general,.the system may be able-to reach an
. We can partitron the states thatan be reachedfrom arbitrar umbr'of states from a particular state. TheSanMarbitraystate-i at time t into a desirable setD vauoothe pseudo-costate for any state is the valueof theand ci undesirable set, Ut(iwhere.: PO), average cost-to-go from desirable states minus th value of

the average costto-io from undesirable states, or:

i S< Jt+ljl Ut)) 2-J6.( (2-10)

Th reader will note that we use the categories 'desirable' jD '(,) j e Lti)

and undesirable' in terms of iWilqWLiU states that arereached from a particular (reference) state at a particular where Pt(ij) denotes the probability that the system willtime in the conflict. -The implication here'being that a go from state i at Lime t to state j by time tI.'desirable' transition from a particular state is more likely Let us suppose that we have observed the behaviorto ist the system on a traist towards a desirable = of a system for nominal operating conditions of the func.mal state than would an ions with the state transition probability matrices P6,nottoimply, however; that the intoledintostatesreache Pb-I associated with this system is a nominalfrom a desirable transition are recessaily desirable termi- vanue of the effectiveness measure J = EfgT(XT)J. Wenal states in their own right., " would like to establish the derivative of I with respect toWe seek a measure to account fothe dwmLin the the operating condition for function f at time t, Thecost-to.go from a state were the BMC system slightiy value of the derivative we seek is expressed by themor'suecessful arranging favorable state transitions from, following equation. ,
that state. We introduce the term the psedo-ostatg to
represent this measure: the pseudo-costate represents thederivative of the effectiveness measure with respect to the . P Ir + , E pt- (likelihood that the system will make a transition to a de- rat
sirable state, We first illustrate the derivation of pseudo-
costate for a state that has only two exit transitions, andthen derive the expression for pseudo-eostate for the more where St denotes the system states that permit th opera-general case. tion of function f.and cit(i) denotes the likelihood thatLet us suppose that the system is in state i at transitions out of state i at tLime t will be desirable.time t, and can reach one of only two states] and k at The change in the performance of function f at time tthe next Lime period with probabilities a and (I c), re- leads to an immediate change in state transitionspectively. The value of the cost-to-go from state " at probabilities; this immediate effect is captured in the first-time t is given by: term in the righthand side of the equation above. Thechange in state transition probabilities at time tyields

changes in state probability distributions in future timeJ (t) cct+(j) + (I - axJ), 1(k) (2.7) periods that' lead to changes in the state transition
probabilities in those time periods (due to the nonlinearnaturo of the state dynamics model in Equation 2-2), ThisLet us sup ose that Jt(k) > Jj(i) > Jt+1O) : state j is persstent effect is captured in the second term in thethe desirable state to reach from state % at time, t, while, righthand side of the equation above.state k is the undesirable state toreach from iL Supposethat the BMC3 

system can increase by e the probabity If we adopt a Mxac approximation for our sys-that the system will go from state I to state j. From repacing Pt(Pt, F) wit simply Pt(Ft), we caninspection, the net change in the cost-to-go from state, r ignore the persistent effect to arrive at the followingi : t, approximate relationship between function performance
and sytem effecuveness:

AJ1(i) I ) J (2-8) - r (i)

leading to the following expression: i  ) c (2-12)

D O 2.2 iEClIOJ CEOFSTATEFORASYSTEM

. Jt(i) = ~What constitutes the state of a BMC 3 
system? In

0140J() " 0,) I4.9) prindlle, tate' at any'dine should denote he dispositionof gh object of concern to the system (a threat, a sen.
sor, a weapon, a Battle Management node, an asset at risk,



etc.). This is impractical, hoivever, f6f a system involv-
ink thousands of objects everiif every object has a binary 3.1 COSTATE AiALYSIS
state.

In this subsection we provide an interpretation ofAn alteitate definition of state emerges when ob. the pseudo-costate terms we introduced in the previousjects are collected into classes, with a finite number of section. The utihityof Costate Analysis deiends largelystates defined for eih class: the sYstem state is the Carte- on being able to successfully interpret the meaning behindSian product taken over theseseoirate classes., For exani rising and falling pseudo-costate values for select systemgle,we might create three object classes:' THREAT, states over time.
SENSOR, kd WEAPON and distinguish objects in the .
class THREAT' according to whether they have been It has been our experience that the paeudo-costates
'detected', !tracked in two dimensions','tracked in three for many states typically have relatively small values at
dimensions, 'assigned to-a weapon', etc.thiis approacht the bginnigofthe
does not presume that all objects within a single class are, conflict that a BMC system typically has sufficient timealike since we can always'define the states withinthat to recover from unfavorable state transitions with little ill
class in such a way that we preserve important differences effect. Alarge number of the states that the system can
between objects appearing therein, enter are, therefore, largely indistinguishable from each. ..g . other, thereby yielding relatively small pseudo-costateWe can reduce further still the possible values of values. This phenomena is illustrated in Figure 2 wheresystem state by considering only the states'that can be we present representative pseudo-costates for select statesreached by objects belonging to a aingk class. The idea that can be reached by threats engaged by a ballistic mis-here is to account for thestates'obtaned by all other siledeense systm.
objects implipisI within the parameters of the Markov
model used to dscrnbe the behavior of the systeca. While
we continue to lose modeling precision with this exten-sion, we gain both computational efficiency and the abil- 0/
ity to assemble'a Markov model of the system using 0./
fewer sample points (i.e., using fewer system-level simu. /"
lations or exercises) than would otherwise be needed to MM. "assure statistical significance. COSrATEis -.,-- -o-t r ^.erAnn ,Under this definition, S denotes the set of states ,,

thatcan be reached by objects under consideration. *in-w.s
Similarly, Sf denotes the set of object states that meet
necessary conditions for processing by function f, theseconditions having been determined by the rules of 0 ,' 2 3 ,0 10,6" 010
operation of the system:' ENGAo. ErTItN

We adopt this last definition of state in this paper Figure 2. Representative Pseudo-Costate Profiles Over
when we examine a midcourse ballistic missile defense
(BMD) system in Section 4. We model explicitly the Time
states obtained by RVs - these being the primary focus thesystem - and account for the states of all other objects The profile of the Iseudo-costate for a particular
implicitly within the transition probabilities computed state following the beginning of the conflict is often dis-from repeated simulation of that system. tinguished by one of two patteres. The first involves a

We have necessarily omitted several details th monotonic rise in value foltowed by a monotonic declineshould beconsidered in the selection of 'state' fr a tinadrah BeialMtria ttei uclfor aMC in value. The rise in value occurs when the time requiredsystem. In particular, we have not considered whether by the system to recover from an unfavorable state transi.
there is an obvious logic that one can use to define th t arach a desilable ter (e ime
states that are germane to a set of automated BMC rain in time aailabl for recovery (e.g., timefunctions, nor have we considered how to associated func- rematein in the canflict). The costs-to-go from thosetions andfunction characteristics (particularly function tntermdits states that are reached throngh unfavomh eenablement and -function outcomes) to states and state transitions grow faster than the costs-to-go from those in-transitions. We direct the reader interested in pursuing the termediat statn s reached through favorahle transtions,methodyielding n increase in the value of the pseudo-cosa forsues, that state, Conversely, the value of the pseudo-costate

will decline when the time required to advance the system
from an intermediate state reached by a favorable transitionSECTION 3. ANALYSIS METHODS toward a desirable terminal state is quickly approaching
the time remaiing in the'conflict. Alternatively, the de-In this section we present several analysis methods dline in value can indicate that the system no longer hasthat emerge from tie performance measures theory. The the resources needed to effect favorable changes in state.first method, based on the pseudo-costates introduced in In short, monotonically rising and falling pseudo-costates

Section 2, provides a way to identify processing bottle* reveal critical processing timelines for the system undernecks and critical state transition time lines, The second s tudys
method is based on a measure knownas the System study.
Effectiveness Derivative; this measure identifies time pe. The second pattern is where the value of theriods when overall system effectiveness is most sensitive pseudo-costate for a particular state rises and falls over
to changes in the performance of any one function. several suecessive time intervals. This pattern typically

hidicates that processing bottlenecks are occurring in the
system. A processing bottleneck prevents the systenm
from capitalizing on a favorable transition from the state
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undrcbnsideration. Thisreducesthe distinctionbetween
afavorable and unfavorable changes itn state, and causes
the value of,the pseudo:costate valueto decine. The re- sL) ri)

-movalof thdebottaeneck provide'an enivir.iioinent where S

- the system'can capitalize on a favorable cainge in state,
thereby causing'thie ,valu6 of the pseudo-costate to rise. p1(t) -

"The oscillation in the valueof the -estate for the state in 3(i )

question corresponds to the periodic formation and re-
.mov of pr6cessing bottlenecks. . G St

3.2 ifi sf9 EFFECTVENES DERIVTIV
W. Th~ieSSTEM esa ie ha a e RVaE u- The USED has the same interpretation as a time-

We have established that Battle Managimelt func- line sensitivity measure for functions that pseudo-costateg

tions coitribute to the effectiveness of the overall'skstie have for system states., Indeed, oscillations in the value of

by advancing the system along a trajectoty of intermediate the USED for a function typically signify the formation

states to a terminal state. We developed a Markey model and removal of processing bottlenecks at one or more
to express the performace ofBattle Management func- functions appearig after that function in the normal pro-

tons ii terms of state transitions thai led to the relation- cssngseqne.
ship between function performance and systetr effective- SECTION 4. DEMONSTRATION OF PRINCIPLE
ness presnted in Equation 2-12. This relationship can be

difficult to evaluate in practice, however, since it pro- We describe in this section the analyses we con-

sumes we know how a change in the operating condition ducted to demonstrate the utility gf our methodology.

of the function in question leads toea change in the probi Specifically, we describe the BMC system used for'our
tat the yste will question advan to a fa vo prabae study, describe the hypotheses we formulated to establish

biliy that the system will-be advanced to a favorable the capabilities of our method, and describe the procedure
state. Specifically, this expression incorporates the para used to test each hypothesis.

aat(i)I
derivative y- where at(i) denotes the probability that 4,1, THE BMC

3 
SYSTEMMODELED

the system will advance to a favorable state if it is in state The BMC
3 system used for our analysis controls

the operation of a midcourse ballistic missile defense sys-
i at time t. term. The system is partitioned along regional lines of

We can deive a sensitivity measure that avoids this authority, with overall opetations within any one region
derivative altogether. This measure expresses the under the control of a regional battle manager. Each re-
sensitivity of the system effectiveness' measure with re- gion is divided into two sectors, and each sector has its
spect to the probability that the function in question will own o egante semors. The weapons are located at (ground-

advance the system to favorable states. -We refer to this as based) Launch Control Complexes, and are under the direct
the System Effectiveness Derivative (SED), and express it control of the regional battle manager.
through the following equation: The BMC

3 system performs 13 major functions:

t = J pt) r'(i) (3-1) 1. Multi-Sensor'Object Count: determines

test which objects were seen by the sensors in

each sector sensors duriig the last surveil-
lance initerval, and assigns everyobject do-

where S denotes the system states that permit the opera- tected to a sector.
tion of f untion f.

The SED is an axgertgt measure of sensitivity 2. Multi-Sensor Correlation: correlates the de-
4 (1(i). tection reports from the sector sensors, and

since it presumes that -t--s constant for all states i assembles and maintains sector tracks on

that pertit the operation of function f. The value of the objects;
SED for any particular function at any time is determined
jointly by the probability that the system in in a stt that 3 Multi-Sector Data Fusion: fuses sector

permits the operation of the func tion, and by the magni- tracks to assemble/maintain regional tracks

tudes of the pseudo.costates involved, In this respect, a on objects;

comparison of values of SEDs acrossfu6ctions revealswhich functions are the major contribuetresto system ef- 4. Threat Assessment: classifies the lethality of

tectivnes at any one time. an object, determines whether the object as
eligible for intercept, and places objects eli-

3.3 .TIUNITSYSTEMEFFECTIVENESS gible for intercept into an assignment queue

DERIVATIVE
A normalized version of the SED is the Unil Sys- Battle Planning: allocates weapons for select

tem Effectiveness Derivative (USED), and is given by: time intervals and selects the engagement

520



stgy (e.g., shoot-sho6t, shoot-look- The state space used for our analyses comprise theshoot, etc.); states that can be reached by any re-entry vehicle (RV) as
it is engaged by the defense. The operations of this mid-°6. Engagement Planning: assigns intercptors course system arecaptured in a time-varying Mrkov

to'those taigets pr~srt itthe qitice awaiting model copsing 68 RV states., We direct the reader toasinieit indintitics, the weapobn [131 for furter details'on the state definitions.

Launch Control Complexes to oduct en- 4.2, HYPOTHESIS j
gagements; 

- HPTEIgThe purpose of our fint hypothesis is to determine
whether'the relation between function performance and7. Weapon, Launch: schedules interceptor system effectiveness expressed in Eq. 2-11 is accurate. Ourlaunch dr'sper the allcation provided by hypothesis is that this relationship is accurate in thethe Battle Planning function, and execuiei neighborhood of an arbitrary nominal operatin'condition.the launch instructions received from t Theiresolution approach for this hypothesis is to

Engagement Planning funcdoti; pr~ict system effecilveness for a function at an operating~ lodiion that is slightly different from a nominal coidi-
tion. We assume we know perfectly the threat state tran.SctorGuidance Assignment: assigns the sition probabilides'for the off-nominal condition, but doresponsibility for iterceptorguidance up- not know the'costof leakage at that off-nominal condi-dates to sectors; tion. We approximate the latter using the average cost
staisss computed at the nominl condtion,

9. Sensor Guidance and Designation: provides Consider both a noinal and an off- 1,ominal operguidance updates to interceptors in flight; aflng condition for a BMVa 
system. From Eq.,2-1, the

sXstem effectiveness measure under the nominal condition,j3, is expressed in terms of the terminal RV state distri-10.-Sector Kill Observation Assignment: as- butioni'as:
signs theresponsibility for kill observation
to sectors

11. = (4.1)
11, Observation Assignment: assigns ihe re- = PT() (t) 4.

sponsibility for kill observation to a sector ie S
Sensor;

h n ,
whcre i1(i is the average cost incurred by the defense for12, Sensor Kill Observation: observes a, com. every sv appearing in state i under the nominal condi.pleted interceptor/arge engagement: and lion; this statistic is omputed from a Monte-Carlo simu.
lation of theBMCf system operating at the nominal13. Battle Assessment: accumulates and assesses condition. Tlie equation for the state dynamics under thisnominal condtiton is given by:statistics on engagement outcomes.

The nominal processing sequence conducted by this Pit p,(Pt Ft) Pn (-2)
Battle Management system is illustrated as is network of
queues ii Figure 3. Two important characteristics of thissystem are snon here, First, most of the functions have Similarly, the system effectiveness measure under the off-a finite processing throughput rate that is determined by nominal conthiton, i expressIeas tthe allocation of processing capacity provided by the battle n c . is expressed as:manager responsible for that function, Second. RVs de-clared to be alive by the Kill Observation function are re.ported back to the Threat Assessment function for subse- 0(quent lethality assessment and weapon assignment. -- r T

®A IIII® 'g " while the state dynamic model is given 
by:

S00 0 = Pt(ptF )pt (4-4)

Figu,e 3. The Nominal Function Processing Sequence for The relationship expressed in Eq. 2-11 implies that
the BMC 3 

System Studied the following estimate of the effectiveness measure under
the off-rniinal condition
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If we let P (i) denote the state probability
distribution generatad at tle end of the battle through the

- 'J 
=

' p.(i);g(i) (4 sisdfthe hybrid transition probability matrices in Lqua.'
-'¢ tion 4-3, then our estimate of the off-nominal system ef-c S, fectiveness measure under this hypothesis is givei by:

should be acurate for stlal deviationsaround the ndminal
operating condition., In words, we'

compute a'estimate of ^ ,the effectiveness iieasufe under the off-nominal condition Jt , PT
O
) g+ i) (4-6)

using'the threat state transition probabilities observed for ie S
the off-nominal condition, together with the cost of leak"S
age'observed for thenoniinal condition. iA c0r.firnation of our hypothesis has two impliea. A confirmation of our hypothesis will lead us totions. First, we can conclude that'the relationship be- conclude that the SED and the USED measures, which aretween function performance and system effectiveness is derived using the Markov approximation, provide an"sufficiently accurate to predict changes in effectiveness accurate estimate of the contribution of a function to the
within the neighborhood of a nominal'operating condi- system's effectiveness during a conflict.
lion. Second, we can conclude that the pseudo-costate
statistics derived from a nominal operating condition 44 IMPLEMENrATION OFTHE ANALYSES
accuratelymeasure the change in system effectiveness if The analyses were conducted using statistics col-th BMC system can effect favorable changes in state lected from a Monte-Carlo simulation of theBMD systemwith higher likelihood than it is achieving under'the described earlier ini this section. The simulated battle in.nomial ondiion ' voves650re-entry vehicles (RVs) and 350 decoys, The
4.3 HYPOTHIESIS 11 system effectiveness measure is the total value of U.S.targets destroed by the RVs. This effectiveness measure

The purpose of our second hypothesis is to deter is nolinearAn the number of RVs leaking through themine whether the Markov approximation used in Equation system when multiple RVs can be targeted against the2.12 is yalid. Our hypothesis is that the Merkov approx- earns defended asset, since the probability that the assetmation is valid in the neighborhood of an arbitrary survives"tho attack is the product of the probabilities that
nominal operoting condition, it will survive each RV. There isno hasdover of track'from the boost.phase battle to the midcourse batle; allThe resolution approach for this hypothesis is RVs and deoys in the simulation are initially undetected.similar to that used for Hypothesis I. with one important The simulation provides data on state transitions, leak.
difference: we no toser assume we know perfectly the see, and asset value destroyed for a state equivalent modelentire threat state transition probability matrices at the off. of the system,
nominal condition. We assume instead that we have per-
feet knowledge of the off-nominal transition probabilities We tested Hypotheses I and II using statistics col-for just those states that are directly affected by the fune. lected from'simulations of this BMD system for mulupletion under study, and know only the nominal transition values of a key parameter in the Threat Assessment func-probabilities for all other states. tion. The parameter selected was the lethality thresholdthat is used to distinguish lethal objects from non-lethalTo make this clear, consider a function f that can objects; this parameter can be assigned any value between
act upon objcts that apperinstate I and 0~A and 1.0, We varied this parameter from 0.2 to0.8 inmentary change in the operating cofidiuon foriis fune increments of 0.1, simulating the BMD system for 30

Stion at som time interval will directly affect the state ieplications at each parameter setting, State transitiontransition probabilities for those two states at that time, data was collected every 5 seconds of engagement time forand will indirectly affect the transition probabilities for 400 time intervals at each replication, yielding 400 stateother states in the future. We ignore the latter effects byconstructing hybria transition probability matrices for ev. transition probability matrices for each parameter setting,
ery time period that incorporate the nominal transition We used both a variable nominal condition and aprobabilities in all columns with the exception of i% and fixed nominal condition for these hypotheses. Under theFi, and incorporate the off-nominal transition probablities former, we set the nominal value of Use lethality thresholdorcolumnt i1, and i2. Figure 4 depicts the construction to 0.8, predict the value of the system effectiveness mea.
of a hybrid matrix, sure at the next lower threshold setting (0.7), re-define the

nominal condition to be the value of the threshold at that
next lower settin, and repeat the process until we haveexamined the entire range of parameter values under con-

, sideration. The purpose here is to determine the'accuracy[I}[f~f1 of the predictions within a local neighborhood of a noi-
11 1 Under the fixed nominal condition, we simply setthe nominal value of the lethality threshold to a fixedvalue (0.4 in our experiments) and estimate the value of

the system effectiveness measure at all other thresholdFigure 4. The Construction of a Hybrid Transition values, The purpose of this approach is to determine
Probability Matrix whether the'hypotheses are valid for relatively large devia-

tiohs'away from a nominal operatulg condition,
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whole, 'they are decidedly inferior to the quality obtained in~~SECHION 5. CQMPUTATION RESUT the Previous ei'periment, indicating that the Marker ap... . proximation does introduce noticeable modeling errors.

Despite the prediction errors observed, all predictons fall5.1 INRODUCTION w 5ithin 15"standard deviations of'th6'actual values,
-In this section we present the results of the unay- indicating that the hypothesis can beaccepted at a signifi.ses we conducted to demonstrate the efficacy of our per. cance level of p = 0.10. The confirmation of Hypothesisformance measures method. We tigin with the computa. II implies that the System Effectiver, Denivdtive for ational results developed' to'accept or reject the two hy- function accurately indicates the arnaitivity of system cf.potheseswe presented in the previous section. We then fectiveness to a change in the performance of that func-present the results of sensitivity analyws'we conducted for tion.

the principle functions performed by tifis BMD system.

5.2 COMPTATIONAL RESUMTFOR
'HYPOTHIESIS IA
The computational results from os, frst set of ex. a '4-perments confirm Hypothesis I. FigureS compares~thevalue of the effectiveness measure predicted by our per. 0 4 1 I. .V.

formancn measure methodology to the actualvalue for the A
0

variable nominal threshold conditiom Tht, extremelyclose agreement between the predicted and aeuial values aconfirms our hypothesis that Eq. 2-11 accuratel, capturesthe relation between function performance andsstemof- % , , , ,fectiveaess. The implication of this finding is that the LenA.UTnaTHaRuSpseudo-costate derived for a particular state at a particulartime accurately indicates the additional effectiveness that Figure 6. Effectiveness'Predictd by the Performancecan be gained by the system if it is better able to effect Measures Methodology for ho Hypothesis I Experimentsfavorable state transitions from that state. (Fixed Nominal Condition = 0.4)

A mcnts do not support the stronger suggestion that the
Markov approximation is valid for relatively large excur-.sions away from a nominal operating condition. The evi.dence for this conclusion is found in Figs, * 8 where wev on I. use a fixed nominal condition (0.4) to predict the value ofA the effectveness measure for allother values of the

L lethality threshold. The predictions in the immediate
neighborhood of the nominal condition fall well within 1standard deviation of the actuals, but the predictions for"4 the higher values of the lethality threshold tend to fall

Ur~ur, ta" more than 3 standard deviations away from the actualvalues.
Figure 5. Effectiveness Predicted by the Performance

Measures Methodology for the Hypothesis I Experiments
(Variable Nominal condition)

The computational results from this first set of ex- 4"
periments also suggest a finding that is stronger than the Tone implied in Hythesis I. namely that the linear ap- v o I
proximation is valid for relatively large excursions away yrom a noninal'operating condition, The ovidonce olthis u . -is found in Figure 6 where ve use a fixed nominal lethal. C 1ity threshold. All predictions fall within one standard de-viation from the actual values, * ,' ** * , ,

5.3 COMPUTATIONAL RESULTS.FOR Figur 7 Effectiveness Predicted by the PerformanceHYPOTHESIS 1I Measure Methodology for tho Hypothesis II Experiments
The computational results from our second set of (Variable Nominal Condition)

experiments confirm Hypothesi§ 11, namely that the
Markov approximation is accurate in the neighborhood ofan arbirary nominal operating condition. Figure 7 com-pares the value of theeffectiveness measure predicted byour performance measure methodology to the actual valuefor a variable'nominal condition. While the predictionsyielded by this experiment are relatively accurate on the
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LETHALITY OHRESW1.0 Figure 9. System Effectiveness Derivative Profiles for

8iueS fetvns Predicted by the Performance Select BMC3 Functions (Lethaity Threshold = 0.4)

Measures Methodology for the Hypothesis: H Experimients
(Fixed Nominal Condition = 0.4) Antother important observation that emerges from

Figture 9 is the pronounced'oscillatiofl in SED values for
select functions over time. In the derivation of the SED

5.4 COMPUTATIONAL RESULTS FOR as an analysis tool we noted that oscillatsons often signify
REPRESENFATIVE SoqSrlWrt ANALYSES the occurrence of processing bottlenecks elsewhere in the

We present in Figure 9 time-profies of the SEDs system. An analysis of the statistics collected by the

for the principle functions performed by this midcourse simulator revealed that launch requests from the Engage-
OMO ystm: tesederiaties ere ompted iththe meat Planning function arrived at the the Laanch'Control

value of the lethality threshold equal to 0O4. The reader Copes(L s)atrthnhyculbersesd
wilrc1 rmu icsio1nScin3ta h E beginning at 800, 1100, and 1400 seconds; the LCCs be.

for a function at a particular time measures the sensitivity ciae th e p rod Nanbotrlck ,i the Bsystem eis
of the sytem effectiveness measure to the probability that ningseattose t m l vari atods. N ieny the prMesstng i
the function ean advance the system to desirable interme, ntsniiet ml arain ntepoesn

diate states. Under the definition'tif state used for ths truhu fteEggnetPann ucinwe
study, the SEDs in Figure 9 repiesent senisitivity to the the LCCs have more requests than they could handle,

probability that the function in question crn advonce, the thereby yielding SED values of 0 for that function during

threats tt is processing along desirable state transitions, those time periods. Threat Assessment precedes Engage.

Ths h o h eeto ucinmaue h ment Planning in the overall processing sequence, and its
senstivity o he yste to effe ctines measures tha SEDs'declined during those time periods as well, Its
chngeivt in the rbailtem ffdeectioenes witinasuinto a SEDs never quite reached zero, however, since it is not
scoande int rvbabliay , ofd te SD o r th ill 5 -affected by processing queues at the LCCo.
Oserton ntintvl marssniiy, wth frespectlt Similarly. Kill Observation ultimately provides feedback
Ora t change ion ue s probabil ity tht i s pervtowl to the Thareat Assessment function. and therefore precedes
acmple the prossingo nttand Kill Observation l Engagement Planning in the feedback processing se-
roeqe wthin arcesing of ausecndinval. Theraieof quence, its SEDs also declined during time intervals indi-

the SED for any one function over time indieates the ctd nsmay h feto rcsigbtlncsa

Periods in the battle when that function exerts its largest the LCCs propagated with diminishing effect back up the

and 4italtest contributions to system effectiveness, while Processing chaln.
a comparison of SED profiles for several functions indi-
rates the Major Contributors to system effectiveness daring SECTION 6. SUMMARY AND CONCLUSIONS
any one time interval.

Several important observations emerge from Figure 6.1 SUMMARYI9, Detection is the major contributor to system effective- W aepeetdi hsppramto orlt
ness at the beginning of the battle when the majority of e hraveo preened my Bts p aemetodtionlt
objects have not yet been detected. Similarly, the En. t the eromaqnfcens achieved by tattl Manageentfnto
gagement Planning and Kill observation functions arle the mto r yth e m co see t hs effe ctivns etons. 1emto
major contributors to system effectiveness daring the militassem seratitve y atosie twe funcemthod
middle of the battle when weapons mutt be committed to eformasce an quatitte eltioenesi beend uncsmton

targets that have regional tracks and when intereept out- pesrformtnce sstvt effectivees eandnalsipsth
comes iist be assessed. On the whole, this FD sys- Te frc tin scitivets frath e reiofans hri

tem is far more sensitive to a change in the rate of com- The selsto s eatie arthioratito eoan =ar
(pleion of the Kill Observation function than it is to a c tem i pan atomevaiont ate fro

change in the rate of completion of any other function. cin
An analysis of additional statistics collected by the simu- We also presented several analysits methods based

lator indicated that 15.25% of the RVs assigned to on the psendo-costates introduced in Section 2 and on the

weapons were not bit on the first shot, thereby placing a System Effectivenss Derivative (SED) introduced n Sec-

premium on the timely execution of Kill Observation to tion 3, These two measures offer interpretations that

provide the defease sufficient time to take a second shot permit the idengfication of time epoches during a conflict

against an RV that has survived a first shot. when the BMC
5 system under study is most sensitive

both favorable and unfavorable changes in state, and to
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prcsing bottlenecks. Tbeh maues therefore support MTORWrso nC ytm hianstic analysis of BMC~ systemfs, and should prove LaoaoyfrThoms~ n eo
useel;syntems Bae~ Systems, LIDS-R.1624, M.I.T.,
a6.en F~fYof moIGDre fcTIent Cambridge, December, 1986, pp 229-236.

6.2 YIVEMOELNGII~QNS(71 Stone, L., "Evaluations of Austere
Whil th anlyss mehod decried hre ocaizeCommand Centers using the Modular C2Whh l Mjrote anss tosscrib heelcl- Evaluation Structure,"the ajo~cotrjutios t syreneffectiveness to the g7JntDetrofL ororsfunction,level, conmplementary modeling methods are CmadadCnrlRsacneeded to reveal ha~ a function achieves its performance. nhsuue,1987, pp 313-318.

Specifilly, methiods are needed to eval Iuate the patial (8 AtnM.eta, C Thoy
derivattve term--r whr0 tt eoe h rbblt Proceedtngs of the Fourth MITIONRt Workshop on Distributed Informations andthat a threat in state i at time twill advance to a favor- Decision Systems Motivated by C3able state, and ft denotes the operating condition of func- Problems Volume iv,r he Laboratory for
tin f at tine t. We noted in Section 3 that the expres. Ifrmaio 19 l.Can ecsinrjsternsL.

infrterelation between function performance and 1981. ~ Otbrsystem effectiv'eness (Eqs. 2-11 and 2.12) can bo difficultto evaluate in practice since it presumes we have suffielei (9] Metersky, M., "A C2 Process and anknowledge Of~the system 'plant' to compute this deriva- Approach to Design and Evaluation,'
tive. We frankly doubt that analytic expressions oan be oft h e Lart/oryfound in practice for all but the simplest functions, but for Information and Decision Systems,hold out the hope that empirically derived regression LIDS!R-1437, M.I.T., Cambridge,models may suffice for most applications. December, 1984, pp 11-22.
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Database needs for modlzgCIsstmpr'rac

I Dep2stnwnt of Electrical and Coisputecr Zigemi::g

boaa Slt University, =cs Iowa M~11

ABSTRACT to be eed a al for "il evalcazi. Thas not only
increases the time to prepare a znodtl, bint also introducs,

A generalized con-cept of systenicrluatlo and an an- a greater chance for error.
toinated C

t
1 evaluation systemi, OSAMs are described. -The A locwr phase VI1 system perflo.utance ealuation ap.

goal of the cvaluaiion~zcept is to permit comparison proach. the Ocean!
1 

Sren Anelis ifede (OSAIM). is
of different C31 systems With iilr usOr goals. being developed arud the Cetrl Sa h.in Sstem,
OSAMI is deagned to facilitate the comparison of altesna- (OSSJ 3j' to overcome thsese dltlcultims A hey element of
tire G41 implementations throagh the use of several inter- this new approach is the separationi of the cnsironnectal
face programs, local databases and modlarity. The con- factors and the cmion into an Imrpleinenisn Juiepen-
ceps of smplcsnenictson independence unites these two cf- denl Sce"Mru (11S). distinct Lron the procedures, equip.
forts. This paper discusses iniplemsentation independence, me=t and ,,iher i=msetaio details of the simuolation.
the OSAMI system itself and relevant databases. A scond niajor concern of this projec is the staad-rdza.

tion andf codification of information required for C
2

I per-
fo-mance c..2uation.

'The th- concoept of Imnplemntation Independenice, the
guiding principle for tke factorziao process mentioned

INTRODUCTION above is discussed first. Then, the OSAM fonestep proce-
duce is described after which relevant data"ae and fles

An appropriate Command, Cortral, Comumunicatioiis are reviewred.
and iisfO.IniitiOn (C'!) system Can greatly enhance the ef-
fectiveness of military units in the field Ill. A designer may I PL E.%IENTATION iND EPEN DENCE
choose from many options and may he concerned wi th per-
formance on many levels. Ifence, VI~ system deielopnient The has'ic concept of imp'kinrntation independence is
is a %try complex task which could be greatly facilitated, to modulatizr% the sinsulatioi ,nodel so that 1) suhsequent
hy means of an automated (l'l analysis toi [2]. Two dif. models may he more rapidli developed and 2) the per
ficulties facing automation are- formance of different system artlay be ompaeds. The ins-

plerrientation refers to the enunputent, siihsystemss, proce.
1. A unified approach to C"I evaluation that will allow dIures, and protocols that comprise the particular CI syr-

the comparison of dissimilar systems with equivalent tern bing evaluated. The.-II$ is the environment, set-of
missons ~ nedpl.external stresses, command aiud control (CI) cepectation

2. The extensive body of information required to eval. and mnission, which specifies the test to which the imple

uate C'1 systems is not currently available in a stan. mnentation is subjected. This lactorizztion allows two or
dardired, coniputer.usable form, more different implcmenitations to be subjected1 to 'he ame

test,
A consistent approach is important because if two or Thecv)ncept is rather s-raigitforward, but requires care

more Ofl systems cannot he judged against each other on in practice. The distinction between the IIS and the am
the asi onthesameMeaure ofPerfrinnee(MOs), plementation is not completely clear. For example, shall

Mewuja of Effecisreneas (hlOEs), and other criteria, it is very-high level error checking leg. by a human comman
nt possible to compare one to the other- If informiation is der) be corasidered part of this 11l o; the smplementation'

not in a standardized, computer usable fotrm it will have Also, new systems may present new options which acre

* orcetive corresposdene, not previously tested, and some C' functions, such as tar-
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-is, nod'-'aiy of the 11s alloWsth Te 2MollDrssccay:
defi~elv snsssn - te Te C2 Modl Dvelomenazd Selection susac=

- - second model to be dcnled q=ickl &l-ec *i fifs. Mie~ 2 s ed to erlplow-leve 055 r etsOnof C31
wf.the rm~txti nodnlarired with epect to sys:ems and subsystmet, Them m~dels are bult. usicg

CO sub*Vtenns C' nnEts and =Mi- ut.Tis vsfly po-nl dafta and structure implicit in C11 component

pe ntergd acEsig -- d I- a- rPiSes siriifirationa aA- lnatiuns. Since C 1 subsystems ane
modelig due to the C!d ose respondecnce betwee actnual stay du in nature [I!, the C"! modelicg efort

vesuus nd ndei~"ndalows one olnaim MIOPs ad is a4s modlar. As new C"I sobsyslemzs and techoogics
-MOEs tJo e m,cod-ulr un-its are dereiped, it will be necessary to develop appropriate

piniples of modular classiScation a. wel-dedred. Alsoa, =ri-sisnalation capabillty to evaluate and check nest mod-

ithe OSS env-Tircon= -.stpp *.ts this; t'peo tor-ing ; , y CIS for higher-level model developenet, as well as model
well through its hiera.-ehical structure and modularsity. editing capabilities, to permit Seneicraions of specific

The uIS SperiSeS ppocces that must 0c0u among A models. Necessary inputs for C"IModel Development and
given set of entfities. Th_-;i are defined as very-high level Selection include management and prooc4 Specifications
055 iitodules, referencing ;-et-to-be-defined submiodules. related to coiniatnication reinreenents, mapping informs-
For example, a mnoduld maty specify that an iverage of 10 tion, equipcier operatig an-i performance parameters,
messages per hoot of a given size are to pass from Conspany and the Directory. _-
Af o Company il. The corresponding module in the 115 The centralcmponetofthe:C'System Smulaion,is
wouldl use a process implying a comnnicatizon between the Simahlson Conk.! Program (SCP). Its operation may
Compzsn;A id CmayB. but the actual behavior of be modifiedby the analyst to control the granularity, scope
this comnunicattion process would not be defined, and focus of a particular simulation run. It essentially or.

General system mnodulies actually predict the behavior chestrates the files generated by the Scenario Tranaxtion
of V"! subsystems in a functional manner. For example, -and CVl' ifodel Development and Selection fubsystems.
for a communsication-s system, given certain eneionsmenta Since esasibdCal models are maintained in tht G55
conditions, input; load, and degradation, a message can he Model [Database; they may be referenced by the SCP dur-
expected to be transmitted witb a given delay distribution. ing the simulation, without actually copying their full de-
Ther analyst buil. ds a specific model, whicht specifies perfor- sciipiouis into the model file. Utilities are modules which
maitre parameters of a general subsystem model. Further collect data and note states as necessary to permit eventual
perfirnance characteristics are desred from the st ress in.- MOP and MNOE computation.
formation ift the 115. Then the specific model will predict Finally, Post-Simulation Analysis has four basic pur-
the performance of the communication between Company poses; 1) translate the output into human understandable
A and Company BI. form, 2) generate data files compatible with other parts of

OSAMI as well asothersystems interfaced to it, 3) complete
THE OVERALL SYSTEM ANALYSIS MODEL the computation ofsomeNIlOPs andiiOEs, and 4) produce

trace and debug information to facilitate the developmient
The Overall System ,tnilijis Model (OSAMT), depicted of models. Since this final step need only interface with

in Figure 1, consists of four major subsystems. Each is the VIl System Simulation output, which consists of test
capable of opezating independently of the others, comma- files, it is therefore loosely coupird to the rest of OSAh.X.
uticating with them through files and databases. The four
subsystems of OSAS! are:

1. Scen-Aso Translation

2. C31 Model Developmeiit and Selection

3. C
5
1 System Simulstion

4. potSmlto Analysis
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OSAM. Since this type of information is common among

the C
0 community, only nL cursory explanation of each is a Equipment Information - Operating parameters of

included in this discussion. selected equipment; any available performance infor-
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mation, possibly from Eeld testing or manufacturer Established:Model Database
rpo.iL

Internal databases merit a moe detailed disusion. Thulerfie d Mo l Duad base (EMID), t s a set of pre-Th~ey can he grouapd into the fdjloseng Ir ur areasi vioudly verfied and validated[CC[ aundstem models. O
c speesdlc simulation is a low-lev l GSS model which accua-

" lmplementatson Independent Scenarios ratey depicts the performance of a Gal sub;stem. Some
common examples are:" Established Modd Databasi < '

* Specific Sirtilation Information *''Area Common User Systems

* Past Events Rults - Mobile Subscriber Equipment (MSE)

The IIS combined with Specific Simulation Information * Data Distribution Systems

provides the setting for a particular performance e'alu- Joint Tactical Information Distribution System
ation. The EsUMlhed Model Datalbse (EMD) will be ia- (JTIDS)
tially limited, but will grow as more systems are modeled.
The Past Events Results are files generated by the Post - Enhanced Position Location Reporting System

Processor from output files. Each of these types of files is (EPLRS)

discussed below. * Combat Network Radio Systems

Implementation Independent Scenarios
- Single Channel Ground/Airborne Radio

The llS is a set of data files, resources, processes and System (SINCOARS)
models tht represent the essence of the-scenario, iade- - Improsed Iigh Frequency Radio (IIIFR)

pendent of the CO[ implemehtation. Thus, needlines are - Small Unit Radio (SUR)
represented, but the C3l subsystem used to effect those -

needlines are not. The goal hee is to allow a single IIS to * Satellite Communication Systems
serve as input for a number of specific-implementations so - Single Channel Objective Tactical Terminal
that their performance may he compared, assuming smilar - nCh b c T
technologies of implementation. This is essentially a high (SCOTT)
level GSS representation of the simulations model. The Since these subsystems are used in a modular fash:on to
lower levels of the GSS model will he developed indepen- build C31 systems, it maikes sense to build specific simula-
dently to represent the particular Cal implementation to tion models which represent them, providing these models
be tested. are general enough to be used in any probable situation.

Since the IIS is a high-lesel representation, some sort of This approach allows the analyst to build models more
reference will be needed to assure that entities referred to quickly and with fewer errors than if he or she started
by the IIS are modeled at the lower level with an interpre. from scratch each time.
tation consistent with that of the IIS. The list of entities The challenge is to write these modl,.s so that their
involved is such a reference, consisting of two parts. The connection to the [IS is functional andnot dependent on
first is a computer-readable checklist which will be used subsystem particulars. For example ,f there were a need
by the C31 Modeler to verify that all entities referenced in for a data distribution system in an l1, it should be pus-
the IIS are not only represented in the lower lesel models, sible to use either the JtIiit or EPIRS model without
but also represented in a technically consistent manner, modifying the llS.
That is, processes arc modeled as processes, resources as
resources, and so on. The second is a printout, which m.y Specific Simulations
be used by the analyst, containing brief descriptions of the
interpretation of each entity in addition to the technical In some cases, unique models may be built using cle-
information mentioned above. mentary GSS tools, but in most cases a specific instance of

FinAly, since the IIS is a computer-orienteA'set of files, a general model sill be ued. The specific simulation is a
the analyst is likely to have difficulty interpreting it Be- reference to a general model together sith specific param-
cause the analyst may wish interim representations of a eters. For example, in a .MSE system, specific parameters
developing scenario to provide points of reference, the Sce would include the number of subscribers and matrix topol-
nario Modeler will produce working reports, summaries, ogy.
listings, tables and maps representing the IIS at any stage
of deselopment.
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ABSTRACT 'The interaction between these two software modules is
envisioned to operate in the following manner. The Game

Combat simulations hive become essential to conducting controls the simulation, moves units asrond the battlfield, and
many larg-.kale military exercises. However, i has proven to determines whch a unit(s) has ep'tcred the combat zone of anbe very difficult to develop a simulation tht has thedesired enemy unit(s). The Game then invokes the COBRA module and
degree of realism, which runs in real time on affordable provides the necessary data on these unitis 'The predicted
computers, and which provider results that can bd easily outcome of this combat situation is determined by the COBRA
understood in postgame analysis. (Te players in ceneral do not module, and the rules leading to the destzmrnation are recorded
have, nor desir to haVe, a detailed knowledge of the for future analysis. (Note that the COBRA module is finished
simulation.) " and is not active again until the nexi call by the Game.) This

It is time to consider a completely new approach to modeling projected outcome is accurate for describing the progress of the
combat outcomes.in-excrcise simulations. The standard balleuitlaplayer(humanorautomated)intervenes, orantilthe
approach is one of using mathematical models of combat which end of the engagement. At least a few such interventions are
essentially translate all faciors into attrition multipliers. The expected in most cases, and the COBRA module will be recycled
resulting attrition is the sole driver of the combat outcomes, each time. The projection is given to the Game, which produces
This paper addresses the concept of using a rule-based expert detailed attrition calculations and provdes reports to the players.
system to determine the outcome in a more qualrsariv manner The attrition and the reports reflect the projecuon provided by the
and focuses on a methodology for embedding the expert system COBRA module.
into a full-scale military simulation. One can think of this interaction as COBRA providing the

Game with a high-level "script" for describing each combat
1. OVERVIEW engagement. The Game will determine the dctailed attrition scale

The idea of using an expert system to determine combat factors or whatever is necessary to produce results over time for
outcomes is a result ofconternlating past development efforts, all weapon systems. This will result in the given percent losses
ralyzing new requirements, and making observations at the for both sides at the given ime for the end of the battle.
National Training Center, where expert controllers can often
predict the outcomes by comparing the oppasing plant. 2. GAME- COBRA PROCESSING FLOW

The discussion which follows centers on two key software Figure I is a high-level diagram of the Game - COBRA
components. The first is a discrete event simulation referred to •Process Flow. More detail about this process is provided in the
as "he Game," which uses conventional simulation techniques following paragraphs,
to model most aspects of the military operation* unit movement,
logistics, air strikes, detailed attrition, etc. Thc other key 1. Start
software composnt is a rule-based expert system refertd to as This is simply the start of the diagram. It represents that to
COBRA,' which is an acronym for Combat Outcome Based enemy units have come int6 contact and combat is likely.

onRules for Attrition. COBRA is used to determane the outcome
of the ground combat engagements. 2. Combat Decision

This box contains the software control logic for ground
combat .engagements, If it is a new combat situation (or
something has happened which may change the outcome),
COBRA is initiated (or recycled) as indicated by the upwardThe wortk dec.,ed herein was carrie out by the tet Propouoio Laboratory arrow. If theri has been no player or game intervention since

sad was sponsormed by the Joint Warfare Center hoeugh an agroeme.t mth the last COBRA cycle, the current COBRA guidelines arc still
the lNatiral Aeronautics wa Space Adnuration. nder "etractOASIF valid and the detailed losses for this time interval are computed
918. as indicated by the continuation arrow. (Arrival of new forces.

changes of mission, and air strikes are examples of interventions
which would cause COBRA to be recycled.) If the time for the
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end of this e€igagement has been reached, players are inforned 9. Repbrt t Players
as lindcated by the o d arrow. (n T rte ofre ion ha es et c ote aytrs will ovide

analysisnforwoulausenn the forertio tot haea uated andl also
3. Identify Possible Outcomes be taloed pe-onform to the ni scenario and ulmte outcome

Whenever COBRA initiate s processing, it focuses on nly selected. The idea is tomak the reports as realistic as possible
the possible outcome. This focusing se re to limit the s gch by using this type of infom ion (Note that since the Game
sp The possible outcbms are a function ofthe "irmedia

t
6 knows the outcome that wiU result if no intervention occurs, it

udmbat ylssions of the opposing forces; i. c., ixanty,what ech .,will be relanvoy simple to convey tis in the form of a lower
t side is tying to accomplish in this particular engagemet. All- Ievel'commander's estimate of the expected outcome Such
th. poSsible outcomes that arcurrendy consideredCario s, n estimates are not available in conventional imulations and wll
Figure 2. r t put realistic presure on players to make imely decisions on the
4. Evaluate dombal Saut.rn useof linuted resources )

This is the area where all the factors that can affect co.mbat I0. Playerldame Intervention

outcome a e considered, Thsefacto are assessed in the The proessingints boxsimulates the results ofarstkes,
oerall context ofda MMIo-T (Mission Enemy, Trnop. Terain, the mrs ipt of mission changes, etc. (Note that an r strike
and Time) analysis For example, ifan attacking unit does not would cause the force ratio to change ad may also affect the
have adequate knowledge of the defending force, COBRA will evaluated pevforiance of some of the combat subsystems Fr
judge the attackers stelhgen e of the enemy as poor. Allsuch xample, an evaluation of attacker-mobility may go from fair to
assessments will be done i a rulebased framework so that the good because of nd emy suppressin.)

imsethi siuationi l a l record te easilyor ea
thechio. Mnthe emphasis here is oda the word immediate. COBRA is
S. Select in Combat Scenario interested only in this particular combiation and not the
There will e predefined ways that each type of engagem mnt overall long-range missions of the units involved. In other

can nfod The choice depends on the evaluations made fn words, COBRA needs to be given the medte utcombat
Box 4 Further discussion of this concept and an example are missions. The current st of these missions is as follows.
provided in Section 4., Attack- Take the Objective

6 Select Comi a Outoame Attack -Destroy the Enemy Unit

Given the setf n of tssble outcomes, the oIf'r-T evaluation, Attack -Fix the Enemy Unit

the miniscenatlo selected, the opposing force ratio, and other Attack- Bypass the Enemy Unit
nfactom COBRA will select the combat outcome that makes the Defend
most sense in this situation, It will also record the reasons for Delaythe choice. More detai s,of this concept art provided in
Section 5: °Withdraw.

Figure 2 shows all possible combinations of these combat
7. Determine Time and Percent Losses missions and the all of the combat outcomes that a we irently
In order to further defin ae outcome a re.sonabl tlme for considered possible for each case. Only oneD.f the outcomes

he engagement wilt be dtemaied as well as the overall percent sisl be selected for each engagement, except where noted by the
losses for RED and BLUE. This is the end of the COBRA symbol ve
= oesing for the engagementm, and control is passed back to the

cal. The projetions of the outcome, time of engagement, 4. POSSIBLE MINI COMBATnSCdNARIOSand percent losses will remain in effect until the end of the
engagement or until COBRA is recycled as a result of some In order to help determine the outputs mentioned above, it is

intervntion.envisoned that COBRA will map each combat engagement into

resonle bea type of "mini combat scenario," which is chosen from a
8. Cacula'ton of losses p.edeteatined set, These possible miai ombat sceanos will

,The sp-4efie losses for each of the weapon systems during depend on the particular type of engagement, i c., on the
the current combat cycle ae computed here. A scale factor Immnediate Combat Missions of BLUIE and RED.
which ensures that the overall final losses will be equal to those Consider, for example, the case of Attack - Talc the
specified in Box 7 is computed and used in the attrition Objectivevs. Defend We can identify essentially threedifferent
calculations Note that the losses are "guaranteed to be ways 'hat this typo of engagement could unfold and we defin
.reasonable" because we have a trace of the reasons back through them as the mini combat scenarios for this case
a MI~tT type evaluation. . Defeat in Detail

This is the way an attacker would like to see the attack
develop. In this case the attacker is successful in bringing
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essenutally all of the attacking force on each of the defender's reasons for the output and, therefore, the rules will be visible
subordinate units-oneat t time. Good attacker intelligence and and can be changed when determined to be unrealistsc.
httle time for the defender to prepare the posii6h are the types of,
conditions which would result in the selection of this alternative ACKNOWLEDGMENTS
An attacker with a relatively sniaall force ratio will have a good
chance of success if this mini.scatio is selected. The author wouldlike to thank our sponsor, the Joint,

Warfare Center'at Harlburi Field, Florida, for their support of
2. Piecemeal Attack this effort to discover new ways to develop better training and

This is the way a defender would lke to see an attack exercise simulations. The Baule Command Training Program atdevelop. Ins th easthe attackerloses command andontrol Ft. Leavenworth, Kansas, has also been very helpful in the

and is unable to coordinate the attack. Theeffect is to bring the support of this effort.
attacker subordinates one at a time into the combined fields of
fire of the defender forces. REFERENCES
3, -1. R, W. Davies, Training Soldiers with Exercises Driven by

3.One-oOne the Comparer, Internal JPL Memorandum -July 1987.
Although there are many intermediate cases to the two 2. J. J, Schneider,The Exponential Decay ofArnues in Battle,

extremes discussed above, we now consider only one of these U, S. Army Combinfed Arms Operations Research Activity,
intermediate eases. This is defined to be the 'One-on-One" ease Fort Leavenworth, KS 66027 - June-1984.
and gives neither side an advantage due to the'way the battle
unfolds.

5. CURRENT EFFORTS
The ideas presented in this paper are continuously being

reviewed and are subject to change as the effort continues. A
small prototype has been developed in OPS5 and runs on a
Macintosh IL1 It is being used to demonstrate the c6ncept and
also to stimulate ideas for improvement, One example of such
-an idea recently suggested and currently being investigated is
that of using COBRA to select the type of attrition equations to
be used rather than specifying the high-level percent losses. For
example, the square law, the exponential law and the linear law*,
which are three types of attrition equations resulting from three
different mathematical representations of the ways that an
engagement can unfold, correspond roughly to the three mini.
scenarios mentioned above. Using this concept, COBRA would
dynamically select the "law" that should be used to simulate the
attrition for each phase of the various engagements and record
the reasons for these selections.

6. CONCLUDING REMARKS
The Rule-Based approach for determining combat outcome

discussed in this paper offers the potential to improve the
simulations used for military training and exercises over that
achievable using the traditional simulation techniques. These
potential advantages include:

I. landling a broader spectrum of eases,
2. Allowing users to have less knowledge of model details;
3. Considering more than atttitoii;
4. Assuring reasonable results;
5. Providing milssion assessments; and
6. Simplifying postgame analysis,
The challenge lies in actually producing a system which lives

up to this potential. There will always be those who will
question the output, However, the intent is to provide the

•See Rlrerncm 2.
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CONTI &'CY PLANINlG IN HEADQUARTERS

Ann Needuiman, Dianne Mikaelian
Elliot E. Entin Robert Tenney

ALPHATECH, Inc.
III Middlesex Turnpike

Burlington, MA 01803

ABSTRACT Systems, Inc., 1994) comprised of 135,headquauters perfo'.

mance measures was develoed for DCA, and a substantial
A military Headquarters can be viewed as a multideci- amount of empirical data was collected and analyzed using

stonmakers teamr"supervising a highly dynamic, complex, portions of this tool. The Headquarters Effectiveness
and uncertain environment. The effects of contingency Assessment Tool (HEAl) measures are derived from a theory
pian,,g and battle intensity on headquarters cffcctiveness of headquarters decisionmaking that is based on classical
were investigated through experimental study. Two adaptive feedback control theory, The decision process is
hypotheses were tested: 1) A plan with multiple options hypothesized to operate in a cycle: gathering information,
or alternatives is superior to a plan with a single option or assessing the situation, generating decision options, pre-
alternative; and 2) The value of a multiple-option, plan dieting the outcome of each option, selecting a response,
over a single-option plan will increase as the intensity of executing the response, and monitoring its outcome, i.e.,
thebattle increases. Subjects played four systematically back to'information gathering.
varied presentations of a wargamo within the context of the
JANUS Simulition. The measurement of command and The purpose of this experiment was to determine the
control effectiveness was performed through the analysis of impact of multiple-option contingency planning on battle
two components: the outcome of the wargame and the outcome, and how that impact varies wtth battle intensity.
process by which the outcomes wereachieved. Outcome Ono of the early premises of HEAT theory was that uncer-
data consisted of event driven data of the locatlion and tainty about enemy intentions and capabilities (the so-
strength of all units at designated periods throughout the catled "fog of war") forces good headquarters commanders
game. These data were used to calculate various measures of and staffs to consider more than one possible enemy course
effectiveness (MOEs) related to movement and attrition, of'action, and to formulate several responses to each,
Process data, collected by trained observers, consisted of before committing to a particular operation. Often called
frequency counts of discrete events related to communion- "contingency planning," one would expect that this
tion within the headquarters and number and types of orders approach would yield plans and directives which are more,
given Observers also mads-a series of subjective ratings robust to enemy actions than a "brittle' plan where only
of the overall quality of activity within headquarters, one enemy course of action, and one plausible response, is
Results confirmed the first hypothesis: headquarters effec- considered.
tiveness. as measured by battle outcome, was higher when a
multiple-option plan was used. The second hypothesis was METIOD
not confirmed: the value of a multiple-option plan did not
Increase as the intensity of betle inxreased, Results Subjects
indicated an unexpected interactian between plan and battle
Intensity showing that while a multiple-option plan was Nine officers drawn from a course in military physics
better than a single-option plan in the low battle intensity at the Naval Postgraduate School, along with three line
Edndlition, the opposite was true in the high battle ntcn- officers from the lOst Airborne Division, served as sub
sity condition. .Consideration was given to findings related jects for the experiment. The subjects were randomly
particularly to process measures assessing information divided into three teams, Each team consisted of three stu-
requests in.an effort to. understand this counterintuitive dents and one 101st officer who assumed the role of
effect. It was noted that headquarters that did best in a par- Brigade Comrrander of Blue Forces. The team and com-
ticular experimental condition were also the headquarters mand structure was preserved throughout the experiment,
that requested the most information,

Apparatnesad Wargame Scenario

'tRODUCfION The JANUS simulation presents two closely related
versions of a wargame: the Lversion developed by the

The Defense Communications Agency (DCA) has sup- Law'rcnc Livermore, Laboratory, and the T version devel-
potted research on headquarters effectiveness since 1982. A dped by the Army Training and Doctrine Command
Headquarters Effectiveness Assessment Tobl (Defense Warg4ming Laboratory. Each version of the sitaulation
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was hosted by a micro-VAX computer, and connected to (enemy) forces, and the Orange offensive capability
each computer was a pair of graphics terminals equipped associated with that type of tank; iund 2) the
with mouse control. The JANUS facility is located at the interjection of a secondary task of high importance
TRADOC Wargaming Laboratory, Naval 'Postgraduate (anunexpected attack off-screen). The two levels of
School in Monterey. battle intensit' are 'as follows:

In the JANUS simulation, all movement of forces on a. Low Battle Intensity, defined as the use of current
the screen is accomplished through use of , mouse. Players T-80 tanks by Orange forces as part of their
have individual control of tokens representing one or more attack force, and the absence of an off-screen
weapon systems. The simulation is oriented about "line of attack.
sighi" and "direct kills" of weapon systems and not
Lanchester computation to assess attrition as inother war b. High Battle Intensity, defined as the use of tanks
games, that are 25 percent stronger than the T-80 tank

in armor and fire power; and the need to prepare a
The wargame scenario depicts a conflict in Iran battle plan in 20 minutes for another attack

involving U.S. and Soviet forces. The background for the taking place off-screen.
wagame is part of a larger scenario set in Iran, under
development for National Defense Univesity. In this see. Within~this 2 x12 design, the main effects of contin-
nar, rebel Iranian forces are threatening to seize Bandar gency plannlig and battle workload were tested, as well as
Abbas, on the Strait of Hormuz in the Persian Gulf, and to their interaction. Analyses were performed by means f a
close the Gulf to shipping. Soviet forces are moving into mixed (between - within) analysis of variance design.
Iran from Afghanistan in support of the rebel forces, and
are driving toward Bandar Abbas. To achieve this goal,
they, must cross the Jebal Barez mountains and the only procedure

road eons through the.Bam.Darnln puos. Each team-played the game under all four experimental

The friendly commanders (Blue) are assigned a mission conditions, Four different scenarios for the enemy attack
of. 1) preventing any enemy forces from entering the were used with four different patterns for the enemy
Bam-Darzin pass itself, 2) doing as much damage as possi- approach, Each scenario appeared unique but was tech-
ble to the enemy forces to blunt their drive on the pass and nlcally similar to the other scenarios. These four battle
Bendar Abbas; and 3) avoiding Blue casualties, to the scenarios were developed so that a team never experienced
greatest extent possible. the same scenario twice, Each team played each scenario

once, with single- and multiple-option plans having been
developed for each scenario. In addition, each scenar

Treatment Condtons depicted a different surprise attack launched by the enemy
Ths experiment maoipulates two indepedent variables: (e g., a helicopter assault to Blue's rear or a flank attack by

hpesee s c ontngecy planing and the an armored column). In each case Blue headquarters becamethe presence or absunice ofcnignypann n h aware of the surprise attack 30 to 40 minutes into thelevel of battle intensity presented in the wargame, -Each ame The surprise attack wa desmgned to tanindeendnt ariale as w6,lvel, wth te rsuling game. The surprise attack was designed to highlight any
independeng variable has w ld evels, with the reuniting difference between single- and multiple-plan conditions.
design being a 2 x 2, yielding four trentment conditions. Each team was assigned to one counterbalanced ordering of

The two indpendetvariables are defined as;' the four treatment conditions and scenarios,

I. lanning. which masnipulatas the number of options Data Collection
or contingency plans within the Operational Plan
(OPLAN) provided so subjects. The initial position Data for evaluation of the experiment came from three
of Blue (friendly) forces is manipulated to be major sources 1) the computer system that supported the
consistent with the OPLAN. The two levels of simulation, 2) expert observers, and 3) the players
planning are as follows: themselves. The JANUS system provided event driven data

that consisted of periodic updates 'of the location and
a Slisgle-Option Planning, defined as an OPLAN strength of all units in the game. The reporting period

that has one primary estimate of enemy intent, selected for the experiment was every I5 minutes of game
and one primary course of action tailored specif. time. This data was used to calculate various measures of
ically to -meet that threat, wit!,* Blue forces effectivcness'(MOEs) related to movement and attrition of
positioned accordingly at the beginning of the both Blue and Orange forces over.the course of the game.
game.

Two expert observers were positioned within each team
b Miltiple-Option-Plannig, defined as an OPLAN to monitor activities and collect additional dependent

that has multiple estimates of enemy intent, measures. The measurements cbollctrd by the observers
multiple responses, and a better starting position were divided into two categories: 1) subjective ratings of
to meet a variety of enemy threats, the overall quality of activity within headquarters, that were

recorded every 30 minutes of wall time, and 2) frequency
2 B attle Intensity. defined here as a composite of two counts of discrete events related to comrunication within

attributes- I) the type of tank used by the Orange the headquarters and number and type of order# given,
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RESULIS Testing Hypothesis 1 - Single Versus Multiple Option

Outcome Measures and Process Measures
Three MOBs speak direcly to' Blue's primary. mission.

Te measurement of headquarters effectiveness in the They are proportion of Orange forces penetrating within a
experiment has two components, the outcomes of the five kilometer radius of the pass, Blue stopping efficiency,
wargane and the process by which these outcomes are and effective advance ,of Orange forces. Figures I and 2
achieved, Outcome rheasures indicate the degreeto which show that for the Awo dependent variables, effective
the Blue teams in the experiment achieved, their game advance and\Blue stopping efficiency, Blue teams were
objctives; process measures provide detail on how they more effectiveB whe they had a mwltipleoptioa plan thn

went about uchieving those goals. when they had a single-opti6n plan. The effective advance
results in Fig. 3 also demonstrate that after the initial time

The measorcs of effectiveness (MO~s) used to evaluate interval, Blue tended to be mor effective over time when
the two hypotheses were derived considering Blue's primary employing amultiple-option plan.
gos. Blue was spcifically charged with the defense of
the Bam.Dar n pass., This included preventing Orange

foce nfo penetrting the Pass, as well as holding the
positions around the pass. MOBs that assessed how well
Blue deterred Orange's dvances and kept them away. from
the pass area are particularly apropos to these goals. Blue,
however, was also urged to destroy enemy forces and to be
as effticit as possible (e.g, minimize their own attrition
and cipenditure of resources) while pursuing their primary
goals. MOEs dealing with attrition and performance
efficiency were.,used to assess Blue's accomplishment of s".' . .*SO
their charge. 's oe54

Figure 1, Effective Advance by Plan.
It is important to note that Orange. played by two

experi n~ed staff members, was alto given specific goals,.a
Orange forces were to penetrate und take control of the

Bam-Darzin pass and to do so minimizing their own losses
and e6penditure of resources. Thus, Blue was confronted 4-o
with a motivated intelligent adversary,

In particular, the MOEs are: 1) proportion of orange
forces wth a five kilometer radios of the Bnm-Darzn n
pass - defined as the number of Orange wcaptn systems 24

within five kilometicrs of the passt end game divided by
the total number of weapon systems remaining at end a2
game; 2) Blue stopping efficiency - defined as he
percentage of the original distance from the pass still saGLg MULTI.E' P..1
remaining for Orange to' taverse at end game weighted by pS.N Eo MI LoE, 0

the losses Orange incurred at end game; 3) effective P0031.A

advance - defined as the distance Orange traversed trying
to attain the pass weighted by the losses incurred traveling Figure 2, Blue Stopping Efficiency by Plan.
that distance; and 4) Orange losses per kilometer
advanced - defined as the attrition Blue was able to inflict in .
on Orange for each kilometer Orange moved toward the di.
pass, Although, the four MOEs, aro moderately correlated, . ,1:
there was sufficient unique variance to consider each as a
separate measure,

Anivestlgation of Outcome Measures alone can rint
givO a complete picture of headquarters effectiveness. 3o
Outcome is the end product of a multitude of procedural a'
operation$ occurring throughout a threat acenrio. 0,

Measurements of these oprAtions are called process
measures since they identify the flow of activity which _ _ __,_ _

precipifated the successful completion of mission s0o ' "
objectives, Process measures were drawn from records kept nw.ua
by observers (which contain J-EAT measures and other A441 A

observational datap. Figure 3. Effective Advance by Plan and Time Interval.
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In addition, the MOE weighted more towards attrition -3
showed a stranger pattern favoring a iAultiple-option plan,
Blue was able to inflict a gialeriloss on Orange ftir every
keilometer Orange advaced, wfiii' akrultiple.6ption'plan
was In effect rather than a single'-optiait plan. These
results are -shonn i.,whr it can be, seen that
multiple-6ption piano result in a 16 percent advantage in
attrition per kitometcr -ovec'a aingie-aptias plnn.

,24

0
$"It MIMI Pae a

Sigre 4. = -tilcOption Plan Results In Greater 0

Ttsting ll~pothtsis 2 -Plans and Battle Intensity

The second at the two hypotheses to be evnlaated
Implied that the advantage of multiple-option plns aver 30

igc "i n ,an woald become greater as battle

inten y in creasd . In other w ords, an interaction betw een -

presented in Fig. S show that for the .priryMf,
effccivs advance nead prapartion of Otye farces with a 1
five kilometer radian at the pans, ass p.vei as for the
attrition-oriented MOE, Orange losses per kilometer
advanced, the interaesion In significnnt, bnt not as
hypathesized. Blu teas using malliple-aption plant are
Mate effective under conditions of tow battle intensity,
however, are kLij effective than those using single-aption Figure 5. Intteractioa of Pian and Battle Intensity
plant under high battle intensity. Diseasfirms Expected Outcome.

The unexpected findings for the plan xe battle intensity t)(1 9079 olitRsos
interaction are puzzling. Vi~ exgected Interaction pnttern, WTMtT"e Wh ET
as shown in Fig. 6,, predicts that a altiple-option plan is
somewhat auperior in effectiveness to a sngle-optin plan a
under canditions of low battle intensity. Under high battle - t
intennity, it Ispredicted that a multiple-option plan would
4how litsle change in effectiveness while a single-option 8 . 0.. ..
pln would show a significant decline in effectiveness. The V
rationale far such an autcame is reasonably straightforward.
A muliple-option plan bat prepared for several possiblse
enemy actions or assents white a single-otion plan has ,a
not, If the enemy departs from the expected -action, a
multiple-option plan immediately providen well thought-out __________ __________
alternative actions to caunter the enemy. A sangle-option IO -- ----------
plan han prepared for a single oeny aetian or iatent and 0wMENsE.NSIv eTTLTNd,,TV
when the enemy does something unexpected, a single. 00
option plan has na readily available alternatives. This Figure 6. Eepectcd and Obsersed Interaction Patterns
meant during the stress of batir those operating with Between Plan and Battle Intensity.
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a single-option plan must replan and reorient their forces. The question still remalns,,why, were some headqdartersMoreover, under the condition of high battle intensity, the motivated to' seek more or less information than oth-tr
time-available to-do this replanning would be-less. Thus, headquarters. 'We conjecture that the activity level
nut only muit commanders replan and -realign their forces. confronting a-headquarters and the cognitive limitations
but they must do so under vnetryitsg battle conditions. inherent in il humans may hold the key. Abstractly,

commanders are faced with three general options: they can
DISCUJSSIOIN fight the battle directly, seck-information about'the battle

situation, or think. 'If the situational demands are low,
The two primary questions concerning the unexpected slaktime is ample; then the commander has plenty of

iate uctibn'tat need to bh-address~d ore: why a multiple, time -to engage all three options. When situational
option plan was not more effective than it w\as uinder high Jeriandsare m3derate to high,.there is no slack time and
battle intensity, and why a single-option plan was so commundersumisttide off during the options. That is, to
effective in the same condition. To understand and explain spend morertime sciking information .ie commander must
these unexpected interaction results, inspection of the put'less time and attention in fighting the battle and/or
process measure data was undertaken. These process thinking. We hypo

t
hesi

z
e that multiple.option plan

measures included all the interpersonal requests for heodquarters in the low battle intensity condition enjoyed
information occurring within the headquaiters'(e.g.,, the low situational demand. Our commanders, trained to be
number of times: the commander requested information active and aggressive used the free time to improve ther
from his staff, the staff requested information from the situational assessment of the battle environment.
commander, and the staff requested information from each Headquarters functioning under a single-option plan in low
other). From Fig. 7, it appears that a headquarters' request battle intensity faced what for them was a moderate
for information covaried with its effectiveness. situational demand. They could do the nominal amount of
Headquarters operating with a multiple-option plan sought information seeking (fighting and thinking), but no more.
more information than headquarters operating with a single- -They are meeting all their demands and thus would be
option plan in conditions of low battle intensity and were unwilling to perform one of the options in deference to
more effective. In high battle intensity condition, it was another for- no good reason, Similarly, headquarters
headquarters dealing with a single-option plan that working with a multiple-option plan under high battle
requested more information and demonstrated superior intensity confront what for them is a moderate situational
effectiveness. It is believed that headquarters that request demand. They, too, are meeting all their demands and
and obtain the most information gain the best picture of would tint be motivated to depart from the nominal
the battle situation and, thus, are best able to fight the involvement with the three options. The situation
enemy effectively. becomes somewhat different for the single.option plan

headquarters in the high battle intensity setting. They are
confronting a high (maybe very high) situational demand.

( * These headquarters are striving to understand and control
* * ot the situation to lower the demand, They might wish to

think about the problem, but quickly realize that they are
employing an internal model of the situation that no
longer fits reality. They would like to confront and fight
the enemy but with no good assessment of the battle
situation, this is difficult. Thus, they engage-in the ouly
option that is available in this constrained environment:
information seeking. Interestingly, information seeking
will help update their internal model and provide a better
assessment of the battle.

ug] I The above explanation is compatible with principles
derived from theories of optimal level proposed by Berlyne

S. (1960), Duffy (1962), Hebb (1949), Leaba (1955), Malmo
(1950). and Walker (1964). Such theorists hypothesize
that each individual has an optimal level- of external

- stimulation. If the situational demand (or stimulation) is
below optimal. individuals sive to adjust the environment
to increase the stimulation and bring it closer to optimal.
If the situational demand is above the optimal point, then
individuals will try to adjust the environment to bring the
stimulation level down and closer to their optimal,

I' Commanders of headquarters operating with a multiple-' , l / l option plan in low battle intensity found their environment

~tt [AMS under-stsmulating, so they sought information to alter the
,,uv environment to increase stimulation, Conversely,

commnandern of single-option plan headquarters in highFigure 7 Amount of Information Requested by Headquarters battle intensity found their environment overstimuliatngVaried by Experimental Condition Over Time, Thus, they strove to alter the stimulation level downward,
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D~es5)~fl~uardo)4dtf.IV. G ONERAL PLAN OFA1MACK~

1 ~1. Eeeobfih vablesdpme rsfor le, eaolideling

MtieM. M.,sfs (8) esodeLs It ware litn ocliesstW bie coefficitems in sliors-tieoroba.

Ibis is obvscsl imossible so calculawe in closed feces. and we therefore biydstriostoosledat.
mast ose rmserca] rmrthods. For simlicity 0! preentaions here. Eq (M is bOtecmputser codes awe calcusdr he ln-iegrbb1t
.sisen in a ts. .peosco itatia ion hch disguses moecmle e ditibiheonof the udelying variables. eg. MOP's.
lees attie from a Riemanian gieometry induced by occwuat mulugpl. c & d. Steps ]a and 2b above are similarly performsed for the data
cotivenise IA4lL obumied fronesensos ons JANUSMI whiatd at leans contain the NTC tee.

It moug he enmphasized that t otut acd eec he confined to corn. raind ed CC55
flee algebraic foceus or tables of numibers. Because L possesses a vans. 2.
t6e031 gciseiPle. sees Of Congv gratis. at diffeent long-tiese epochs of the 2.0ufNYdotbs
poehihoegral of P over ts r and b variables as all interosediate times. givea2 Specdiolly. 'osuniilihed" bITC dzu eanos tine the datas not yet
vsually iottetive arid occseate deeusion-aid to view Elie dynamice evolution been made consistent with the taer-hoe packages. Tota kills as t take-
of she sweaxio. (See, Fi g, 5.) intro packages are typically a foctor of 2 to 4 higher thtan fse recorded on

After L ins bees ft to data. i~e.. using ouar method of vety fast simu. stOtet apdueto islaeeof theooruollets. e teNtsieg movemeet
Lured re-annealiog. Eqs. (4) andS ($) can he osesediately peesented to inter- orders of tomie units base cot been reasonaly fitted to (eg. only -1/3 of
fawe withaeal) sts owe farniliet sith thi I-nhe I~ roets teem to he racked) iRcserrecueons and fratis have not been

retresotzseof te ftysenlsysem.it s aso oeshletodvis aiobjc. ddeesd. wiLls respect tobhow they shouldd affect JANUS play. etc.
eve "Mreasue of het' of t best-candidite theoretical probinty dati. . The NTC dotlbso for particular missioos are being qutldied
too. P, to theempirical distrietoct. Pz.of dt= frees t system (JANUS Computler codes bave been developed go facilitae thee qualification' This

Nn.For exameple. t "esmane 'or "onteepy" diffeoreeo might requires using the sefotnsolioa is 'take~heese paoksgeu. "mstensum-
be measueed as tasee of missions to qualify the dota recorded on eragnete tape. All

ITE1prPTPS)(9 qualified dots is iseeted te an INGRES database, to facsl.tatc t transfer
Jee.Jpr{pr~pe)of doaa ecg.. initial force iures and moveent orders directly into

%here theitegral gos oves f hspace of the varnobtes JANUSM.
b. Driven by the requireets of I above and)3 below, t aechived

daas gleaned in (a) is qualified to facilitae bell essdieeeedcal esofelog
of saregale data sod ociseruon of JANUSMf scerares, fiidar ta hOC
eseecest
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3. Cniotos'e fo uif-od Searis (b) However. if wee don't change JANUS to at least incltude
Using N-C teenen and th '5abs gain2ed feeeees/data present at N FC.al1beit rot present in today's sncof 'e al

algoieltim for NrC isbeing developed. for.1 al ore tdohi PH nt srog atjsanra tof peslaps the assoe =Cf exstling cec== dama
sbootms slaide and msoving. Also. Mics eeneo that contras (Soewhelat) steallr rezoeser-eich es senalw for

uftb c~L~oodn * pt NOJNS dtbs couiparitgtnodeg stor-'sti snteet
The esnac Probably enseose of degee We all tocts to agree that

4.EeweeNTadJAAUSfY) present JANUS PY's should be dtangsl in Cus stdy to t MES PMs.
Steps ]a throughe Id seill be itera:ed tusing dta obtained froot steps 2 Bu wI abu PHi.~ acu sito z~ it s' A thoug JANUS its. C rot

3. heohicesseisto esne ic ls hYA 'y inpuolt patamseterstof genesticr. a ey unceu on ho to derslan mucht less meodel. these
JAMISI likely oved to be modificii. in eorder th" essentially steatea
dynsamsic eashensase1 ca ls can be obaned fro bot it N.graig o.oss in rra ea ns.3 aNTC ofin any other complex ceai-tife sotrims.

S nd the arieioa d andi foice data en0Ws fro the omvputer-mo~zie -A Whtlo computer modeLers mest be ctomplimented for establishing a
* tolsontm cl Mceario sill be conrcteed tht will reasonabely statisti- logically rieatantd fast stein eedessnjof acquisitn.deeermiunaee of priori-

C21 -6i oteNCcaS 4 ogntesfi ilkls 1f ties llin4st. loll. acquire agan. retc- most of thes esodelers ould be
esedoftbaudo. amoog the fr.- so admoit that their algoeissss do ame riecessanly conplotely

croomectlyrelimrtbr proessing. Porexaeopklirsoiceininyeomnhe.
S.CompaooKTC odlJANf~ 15(T esdsCip.eneroght be trained to perforin theser 'ecss in setial order,

This process slnoldd scrve at Iz-ase two petyposes We will laon to bet especially in t heat of ant intense battle against muoltiple: ttreato. any
whlat degre centrog cempuser-Mode have to be nsodsfie bo eoefori to exp;nr5ktted combatant tense ceoteesly perfrses tmany of these esental-

eserrse-telety Als. qnasnade ~ oy, lOc, pc~esses in Wanllcnot ljess serially. nde consterained ateast by

abilty to paemsize infronatiete.
L~oet~da-cMayaea computer~seeses mothai teraaeri, ciplenes nowe look to

F7 iure 6 nesost! nets or to statistical esechatt of neeceetical eeeaees.to better
Miatherankal-Model Comrparriezo Process tederstatnd bosw the booma brianoss likely processes pan=so of informal-

ease. Peebops someday. comsbat coropttermodcis will tnoerpoeste nAesen
nrets nd statisticalminchenical esesoal procesor; to help mode: acquisitin.

conott 10C Even givens a breter acqisition and PH erodels. people at different

I I sebic~~~%hh are very mucshrvreseteseenet They too not so ceon.I :vd~ndy sepaaed in bessans nde they are msixed differentely en different

j ~To eropbaeio our Lick of easeersanediog of thes issuses. cotnsider te
questions: Should Soldiers be trained to sepoaat these romota procese

rerunsc~wprhbapes esarkedlyetopossg thesr alitis to react quickly, flexibly aned
'~',ituitoively" to multiple threats? People: could be better teae to ndle

traned? Do see have enough knoselodse to aspleocet ths traieesy. easel

EO~oAot~sse oRAPsOIAEea I argeioffer these poisns. referenctog my own publohed physics-

UU 711aroe) as el b as m of yfe r s of eperce S tweenngSdtae theio

ut dta.ee en= boe this exersewith as hee teot wo opar

maeny snides af "seheneS andtesbil elpyscl of ANS fr tiosas. To doue
innul~~~sntar ato th e art ofav tetacas t ease otooreteen es JANUS asan pot

NT. data.~n Wems eptessaPvna eatmp oiip

PK's This focts to n essental ingredent of ot projeMt We a= probeeg
________________________________ t consstencsy wa uelty o( NMT data by erforceg te disciplnesof con.

sltuctong a ciaeyster-moe nd a osotboesscat tmodel, en t proces of
V. QUALIFICATION OF NTC DATA 8z JANUS SCENARtIOS at500)umpiring JANUS data to NTC data
This sciou is a summnaryofjst a few issoca tloaebtatwe hve Stlepreobbly willbe forced to enterintoa gey area. inpaW

contsidered wieth respect to the qetalsficAtiete of ?ffC data an th cos, beauet see mest Somsehow qulity NTC data to the extnt see can ooase=
lion if JANUS soctonci. BecoseeeftoNTC rorn tis I-eghly esmuvc we teeda JANUS Scenarios. teed en prate beenos- see ame tasked to peplare
do not plan on releasing our results pcec-oral. ben rasher see wilS see nil JANUS for "whatisf"scesseesos To do des. we likely well hare to modify
sft comopleted reportis feeished. flt acquistion ndor Pit neneibeecs of JANUVS, to as toa come close to

We itemedenoely face a potenal coumpetitnon between two stcaseic achevinrg tse uO topidtet stuieton is both Sysestee.
issues in o pro100t: We plan to chnge t room phystcal PSI's (eg.. relatnely r

(1) If see tweak JANUS to an arbitrary degreust to fi~lco T reoved from otersal cognitie processes than to JANUS acquisition).
data, thatl we riske destrying the good Pheynecs ulJANUS. prhi.ps it p-Scaling thest tables to as lease march total kills in JANUJS to those, en NOC
loaYass.just to fithiseslecteddela The. hresulaogco m-m l take-hoe packages Thus apprroach has thy, advatago of temultanexouslY
cannsot be neste tohbe cegeolated to rntsons rot mnled i teo~nged artd consistently developing a Pit algoneleisfor t NOC mission, wle

fI. qualifying frt NTC tuoee-digcoecos kell data. Sn doing,, so lome aware dha
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s=on of this scaling is really -sweeping dr :4 the rngA("reonciraliing" 3. Constera fAIUSM)sceia
Wa nicer technical term) ot~n s m o 'to the JANUS 'TA-MR is O5~W cosrciga Hagn for NM . Theset pr,
acsNM leda icnuydutpeiid ac nuniia sor'sel a= using tie dtoser, NIt scetaroos to concsuct the needed

JANUSMI secaaios, given the proper data from pat 2 above LTC JohnIt estsams to be sm if our approach. of Oathetical-model CCo5t lhifcr USA. Chief TRAC-MY at NPS. is bong tasked for this purpose.
paisi of,'JAsi.S data ind NT dw. cn i objctvi sclai LT Vernsc Bettnnouat will become Clief iSAC-MmRY in July 1988.
fdeofthat 5Ju hanian factors can he folded into a stoelmiti d~tnpim. ITiAC-hfTiiY as JANUSL nd JANUJSMS Key persocue at TRAC-
so tOts. at kant at the level of aggregation at which a commoander vimve the M.fRY re.I.J time= .Fujio, USA and MAI Beoste Gating. USA.
cronsbatit is Worded rieasoniable to stat that JANUS dama n he favorably i' .teBoua.US.asone Juprecasm thissa

ccntyredt~itdta. ~does. He and MAY Fujus also hove woorked woith WAC-WSMR analysts.
Conewisn wss VlidaionMr. Gary Flack aad Mr. Al Kellner. to develop a software interface

any pe o le Voject0 hocnieigNCeecss srpeetn etweea thefltINGRES database arid the JANUSMS database.

tue comba; tsote evena ofbec to it boing considered ane trannng. X g. na expect that many more NPS students, can find intereting theses in
tubal tactics d~oes a cte comander praeticelapply atNCwe n of the above threie maiJor aspects. This mnpower wilU inevitably can-

TOW~~~~~~~~~~~~~~~stht rnei rii ycu fwihnaarirag?(spoetrn- t o 1C0tis CC peo e Fr esanpl. tuvoof my N'S M.S. theeasstutenti u
iOW' to cane rs anifaly cutrse off ol shacta tanks anes a prac _ drecty aidoessing sory cerent se==eas requiring joist operaio:,LT

ingIc sndns ~d edoso ifory O~alcomibtt55W Jack Gallagher. USN. is studying trade-f is ta using Navy Tomahawk mis-
tiend? Are cemasmden; teained to he flexible enough to quickly adapt to sietprtoAay-rFrcatlndsnrs.veitusgtcca
differoat weapons' systems and opponrng-force, tactacsl) Many 'people situpotf rn-rFrcea.Iclcm vssctngatcl
Object to basinrg the woth of a ceanputer-mndel judged iioauaa stu 'L nalear wceapons. The Arsay JANIUSMT compteni-usodel is boing modified
(Are our combat computer models flexible enough to acceomodate dif to Study the, Tomahawk scenataut. and LLNI. JANUS(L) oispese-mod,batelined to the samne JANWSM scenaio is being modified to study theferewao c ius' systettni ta tcs?I tacica nuclear scenatios. LCDR Roy Balacouts. USN. is studying trade-

NiT has real jiropte and real mahcbie albeit they rsay he so oi offs in using Tortahawk versus SLAM suppot of these im-lasd soerianos.
strained by neis-corhet exeocise roles, somet Rod-but-painted-Blue jfuip. We plas to mse staissetial mechanics algoniths. developed for ome NIC
meet. unrealnstc e apons' eanges as prescyed by Laser devices eme Mint penjec. for seesitivity astayses of the data provided by these comsbat
impnrtant. fltC has (hourly) enough simnilar iephcxaiio of such cesebal- o ptrmdl
fle exercises. that tt uniqaely east serve as a source of data to begin to fill
an impotant gpp: We can no lunger ka off at lea= forging as apuproach to REFERENCFS
cispane, coinputeernsedels to meal-lhfe data of some tst. Thin discipline
may sumply peos out serious differences between the cronputer-ood data tli Shugast.A "An inqiry isto t utdlity of warganss, RepessNo,
and the exercise data. Given t intense disusnos these issues always ATRC-WVD-t. Wito Satids Musilo Raongc. NIL U.S. Armny IRA-
socon to raise.1 iscleeir that the Amsy musthe infrmsed of thesechd isea. DOC Analysis (M~fAC), 1987.
cesifthayesist. [ 21 Bartlett. G.T.. "Batdle Commanod Train.&g Program." Phalanx 21.

VI. MIETHOD OF SOLUTION AND) PERSONNEL 19S8. pp. 18.20.
[31 Consptroller General. "Models. Data, and War A Cerque of theA collectin of technikal approaches and personnel nnpatcipaung Foundation for Defense Analyses,' Report No. PAD-W021. Wash-

in this prnject. Mr. liar McCoy. TRAC-MTRY. is the Technical Diriector. tngton.,D C.. U.S. General Acconting Office. 198&.
jMAY Rick Haleb. AMMO. is the Adinisstraive Durccnor. [41J famines, hi. The Philosophiy of Quan Mechanis. New York.

A. athevstsialModeIchrg NY., Wley & Sons. 1974.

TO fit theoretseal tpaeametert to eiical data. M-rY fast simulated 151 Uni~ts~W. C
5
CM Joint Test Force and National Deferuc. Thisking

mrealing computer codes Wre used to fit various trial aLagrangas to Red in Wargseing. Albqerque, N. 19S7.
data. se.. a sbout-unic peobability distribution. dearnosog the mulaivariat t6i Ingber. L. The Karate Isisruior's Iuadbook, Solna Beads. CA.
(dettenisuc) drift and dliffuslins (inuctsins). PSi4SA. 197&.

CPTl Stephen Upton USMiC. at the MC Wasfighting Assment [71 lngber. L.. Karate. Ksim as r nd D) so. Hfollywood. CA.
Division. Opnatio. and Ms. Los Brunnter of the, NIS hlatbonatics Depart. Unique. 1981,
mees and C& Group, ate estabhisldng hounds onsinission-specaic weights to (8 lngber. L.. Elenis of Adwoced Karate. Buraak. CA. Ohara.
aggregate force uit. We intend to fled the the preciso woights as pars of 1985.
this finting proes. (91 lngber. L.. "Editorial: Leaining to leams" Explore 7.1972. pp. 5-8.

TO ealculato loug-tnsst probbity distributins fein 0=ea fitted 110) higbr L. "Attention. physics and teaching." J Social Bon Sirucr
short lime distrihotioneaconputer codes hase born developed to perfom 4.1931. pp.225.235.
thin onlhnear pathi-inege Of the Lagrangians derived ahove, Tbis is essen.
sially a mathematical men model chsecking process. esurrng that the alge. 1111 Dopsy. TN. 'Cuet we rely on comspnter combat simulations.-
besir fnctional fonms fit abase make good phtyssral sense Dr. IqUt ~ Arzed.

0
rcrsl. August. 1987. pp. 58-63.

Webena in Divisiou B at Lusi has developed thesocomspute cedes. J121 Hlibs. W.W.. "Yea. o can rely on comutier coimhot siinotaucus.'

2. Dtabse uaiica~onAilmed~ocej October. 1937. pp. 118.1 19
2. Dtahsequ~i~cni.os1131 National Secunity mid Intrataonal Affair, 'Need for a Lessns.

Mr Mike Uztdar of BDhI. at LLNL. Conficet Sniuation Center Leaned Systems at t National Trusting Center." Report No,
(CSC). is providing qualified data to make this tota pecee possible. The GAO/NSIAD3-WI3. Washington. D.C. U.S. General Auoung
CSC is working closely with NI'S personnell so that the data is used Office. 1936&
tfficlividy for beth maheinadeal inedeling and for censeacon of 1141 Levine. R.A.. [lodges. .S. amid Gloldsmnith, Mi "Utibting the data
eOM. rf-redelsouoiaou CSClfat develoed an "Analyst Workstation from the Army's National Training Center Analyt Plan." Report
which cats serve to elffciendlY =a pasterns; of Nit dana to qualify it. as No. N-2461.A. Santa bloncA CA. RAND. 19S6.
Well at to provide a "'Script'* for JANUSMS play to replirate Nit 15 odmtN n lde. pligteNtnlTan

scouaoos.~ ~ ~ ~ ~ ~ ~ ~ ~~ ~~m Tybsarddnthsthstpofitt.cEperaience. Tacnical Reconeatsunnce" Report No. N-2628.
A. Santa Monica. CA: RAND. 1987.
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M ODELNGAND SIMbLATION OF APRMY DIVISION.
" 1EADQUARTERSUSINGPETRI[NTS -

Kenneth R.Madien

I I1I Middles& Turnpike013rlington, MA 01803 t

fABSRAL-'q" ith he tee dvisin command~ posts (DT.AC, DMAIN, and

, DREAR), These thre command posts are designed to support
Results of a research effort focusing on the organiza, the commander in each of the three areas or the combat

'ional and functionIl relationships that exist in an Army Division operationi battlefield, close, deep and rear The close battle is
leve c~man pot smctu ar prsened.The tud J*.. fogt to defeat commtted enemy forme The deep battle is

grates the iformation contained ce ive US Army documents, tdan i srpt or destroy enemy follow-on forces, The rear
and devecylops a functional flow of the situation estimate,and- battle is fought to preserve one's own options by protecting

plar,ag processes. An IDEF formulation captures the bier- uncommitted reserves and supply forces- The main command
amnical nature of the organization as well as explicit depend- post (CP) is the hub of the division headquarter structure, and
ciices between its functions and tasks. The headquarter should be capable of supporting the commander in any of the
decision proccsses are then modeled using Stochastic, Timed three battlefield areas at all times. All intelligence (G2) andAttrbuted Petr Nets (STAPN)s and the model is implemented operations (G3) tisks are also performed in the main CP When
on a Macintosh computer using Miromodeler,.,a STAPN t commander is physically located at one of the other CPs partmodelPngt6ol Simulationsperformedtoexamne thesensitivity of that support may then reside in thatCP. TheTACCPisthe

of the headquarters process measures to automation, existence smallest of the three and is designed primarily to support theof contingency plans, and staffing ftltites are presented. close battle To decrease the size of the main CP much of the

Finally, se results are analyzed i light of the cuminand post personnel (G 1) and someiof the logistics (G4) tasks reside in the
st..tarand sto propose some hypotheses for future testing rear CP. The rear CP provides a place for these eliments to
in headquarters exercises or war ganing situations, perform many of the supervisory and sustaining tasks that are

necessary but not critical to the immediate battle area.

1. INTRODUCTION FUNCTIONALRELATIONSHIPS

This paper describes a sttdy conducted under contract While the ARTEP contains a detailed description of the
with the Defense CommuaciAtions Agency's Center for Cdrn- organizational structure of the Army command post system, it
mand, Control and Commumcations Systems under the Wartime does not describe the functional relatuonships of its cells and
Headquarters Improvement Program. This program is in its elements. R&D Associates, in support of the Battle Command
second phase of the development of the Headquarters Effective- Training Program Office, conducted a functional analysis of the
ness Assessment Tool (HEAT) HEAT was designed to enable division headquarters and reported their analysis in a draft
a team of trained observers to objectively assess and quantify technical report [2] This analysis included postulated combat
headquarters performance and effectiveness, to report their functions for each headquarters element (command, personnel,
results and diagnosis, and to provide information to DCA to help intelligence, operations and logistics) and a decomposition of
them ptan for improvements to C3 

systems and equipment to those unctions into their tasks and subtasks, RDA also dcvel-
support future headquarters activities. oped a series of functional flow diagrams which describe the

internal information flow for the commander and each of the
The purpose of this study was to develop a prototype four major staffs (personnel, intelligence, operations and

Pe ri net simulation of the Army division-level headquarters and logistics).
to examine its sensitivities to automation, contingencyplanning,
and staff size and flexibility. The study began witha visit to an THE MILITARY DECISIONMAKING PROCESS
Army command post exercise (Cascade Peak IV), and continued
with a detailed analysis of available Army training documents Army Field Manual (FM) 101-5 describes military
(listed in References Section). That analysis produced an dcistonmakig as both an art and a science' [3] The com-
organrzational and functional decompositson.of the Army manderrmust continually make critical decisions under uncertain
division command post system and a Petr net simulation of the situations\.based on incomplete and questionable information
estimation and planning process within the main command post The mlitary decisionmalng process is an orderly process that
Section 2 of this paper traces the research effort that lead to that includes recognizing the problem, gathering facts and making
simulation. Section 3 describes the baseline and excursion assumptions, developing possible solutions, analyzing and
models and Section 4 analyzes the simulation findings. comparing those solutions, and selecting the best solution This

process (diagramed in Figure 1) begins with receipt of the
2. TIE ARMY DIVISION COMMAND POST STRUCTURE mission by the commander.
ORGANIZATIONAL STRUCTURE Thlis mission is usually assigned by a higher headquar-

The Army-division organizational structure is well ters, but it may be developed by the commander Based on staff
documented in ARTEP 71-100-MTP (I). This structure starts inputs about the current situation, the commander then conducts
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'Figure 1. Militaiy Dislonmaking Process.

a mission analysis. This analysis results in his identification of
the tasks to be performed, the purpose of those tasks and the Figure 2. Staff Estimation Process.
constrants involved.- Often the major constraint is time, so the
commander must allocate the time that his staff may use to situation analysis relies on G4

's input of the logistic situation
develop their estimates. As a rule, the commander will allocate (maintenance, supply, services, transportation, etc.). After an
two thirds of the available time to his subordinate units leaving exchange of information among:the staffs. G2 analy zes the
one third to his staff. If he feels thattime will not allow a enemy capabilities and provides the information to G3 and G4.
complete estimate of the situation, the commander can complete At this point G3 enumerates possible plans or courses of action.the deessionmaking process on his own and issue verbal orders Each staff analyzes these options in light of its functional area.
to his subordinate units (via the path marked with "*ote' beside During this analysis G3 wargames each course+

of action and
the arrows in Figiure 1). identifies advantages and disadvantages of each option. Afteran

exchange of analysis results, G3 compares the courses of action,
When the commander completes his rission analysis, develops their recommendation and briefs the commander.

he restates the mission and issus planning guidance to his staff.
The staff officers prepare their staff estimates and return to the This section has summarized our research of the litera.
commander with their recommended courses of action. The ture describing tle+Army division command post system. Theestimate process involves-considerable infrmnation exchange resulting functional decomposition adequately defines the deci-
among the staff and will be discussed in defailtin a later sionmaking process and information flow within the main com-paragraph. After receiving the staff recommendations the mand post. The following section will describe the computer
commander completes his estimate of the situation and decides models that were developed based on this decomposition.
on a course of action to accomplish the mission. He announces
his decision and hisrconcept, or visualization of the entire
operation, to his staff and subordinate commanders. The staff 3. ARMY DIVISION COMMAND POST MODELS
'prepares plans and orders to implement that concept, and
presents them to the commander for his approval. After The previous section described the organization and
approval is received, the staff issues the plans and orders to functional flow of the Army division command post structure. It
subordinate units, The commander and bis staff continue to also described the process by which that organization reaches
receive feedback and to supervise the subordinate units as they decisions and generates plans and orders for subordinate units.
make their plans and execute the orders. The military This section will describe the simulation techniques used todecisionmaking diagram is the basis of the Petri net simulations model the structuie and procedures of the main command post.
developedin' this study and will be referenced frequently
throughout this paper. IDEF ALPI[A REPRESENTATION

TIfE ESTIMATION PROCESS The ARTEP describes, in a hirarchical fashion, the
organizational decomposition of all three Army division com-

Durng the staff estimation process, staff officers collect mand posts. Each CP is composed of a number of cells that are
and analyze reclevani information and develop the most effective organized along functional lines. For example the plans tell is
solution possible with the time and information available, responsible for generating future division plans (among other
Figure 2 illustrates the process as defined by CGSC Student duties) while the current operations t.ell is responsible for moni-
Text 100-9 (5). toring and dealing vith the current situation. Each cell ivcom-

posed of various organizational elements such as operationsThe process begins with the receipt of the commander's intelligence, and logistics While the current operations cell ismission statement, initial planning &uidance and time analysis. predominantly composed of 03, it, like most cells, includes
Following the commander's mission analysis the 03 staff other supporting elements as well As discussed in Section 2,
establishes the area of operations and provides that information each element has funslions t. perform and tasks within rath
to the G2 staff G2 analyzes the weather and terrain in the area function. While the ARTEP details each task by element, by
of operations and provides it to G3 and G4. Each staff then command post, it does not vntian , grphinal representation of
analyzes the effects of weather and terain on their functional this hierarchy.
area, G2 determines the dispositi6n, composition, strenths and
weaknesses of the enemy situation while 03 analyzes the same IDEF ALPHA is an ideal hierarchical, graphial tool for
factors for the division's own forces (own situation). The own represcting the Army division headquarters strutms. IDEF
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ALPHA, developed by ALPHATECH, Inc.[6], is an' Apple The'large rectangular window, is called the drawing
Macintosh-biased graphical tool that allows the user to build, window. This is ise portion of the screen where,the Pcn net

-save, modify,"and print hierarchically decomiosed IDEF dia- simulation is drawn and later ran. This screen hapns to be thegrams IDFE.(ICAM Defnition) w-is develop~ed as astructued top-level screen of the model used in this study. The pictures,
approach for graphically relating manufacturng tasks and func- or icons, located on the right-hand side of the screen are the Petrn
lions for the ICAM (integrated computer- aided manufacturing) net elements (6ox, place and, transition). The,small window
omimnity The approach has since been adapted for use by the located below these icons is the tde box. This window contns
C
3 
community. the name of the current view CARTEP"in Figure 3) and n be

h= 1l in identifying the portion of the model pictured and its
This study included a complete categorization of h aonsh'p to the rest of the model. ll'a bottom area contains

Army division command post structure into the IDEF format statistical data collected during the simulation run. Any box in
usin EF ALPHA. The IDEF reliesentation decomposed the drawing window tan be exploded to reveal its contents.
each dvision command post into its cells, elements, functions, Figure 4 shows the screen that results from exploding the "Army
and tasks as defined in the ARThP and expanded by the RDA Div" box in Figure 3. Note'that the title of this screen, or view,
report. Due to space limitations the IDEF formulation could not is "Army Div'; thus tying it to the previous screen.
be incorporated into this paper.' - - -

PETRI NET REPRESENTATION

One et the more intsuing bases for C3 
modeling is the

field of S.' jli, Timed.,Attibte PIEXels (STAPNs) [7). t j
Invented inuhe early 1960's (by Petri) to characterize concurrent
operationsin computer systems (described as'ntworks), Petri
nets have been extended over the years to capture almost all of
the important aspects of large man/machine organizations (such
is attributes, timing relations, and stochastic events) Their 4,. ,,0,, -u's,
greatest appeal is their-concepsual simplicity. Also, quitehatural - ., ,
behavioratvariables accompany each simple-element of a
'STAPN. In addition, the topology of a STAPN model auto- Figure 4 Exploding Amy D
matically determines a number of relations between these
variables. Micromodcler is a unique tool for simulating the head.

quarters process, but it does have limitations. As the icons on
-eemI e the screen of Figure 4 indicate, the analyst can only connect

The Army' division headquartera sirerstoejaing process three inputs and three outputs to any Petri net element (box,The modeyedvsion hedquaters " graphial maon proes place or transittion), Ibis limitation will be noted later in the staff
was modeled using Micrmodler.s graphical simulation tool discussion of Section 3 of this paper Another imaton
basd on the STAPN technology discussed above, Micrmod- sis c nack of mulSple token attributes n Mcromodcler The use
eler was developed by ALPHATECH, Inc. as a prototype of mu t
modeling tool for the Air Force foregn Technology Division multiple attributes would provide for a much rcher simulaton
(8]. Mlwromodeler currently runs on the Apple Macintosh which could include'an assessment of Information quility or
computer, but ALPHATECH is developing its successor (C3 content as well as its mere existence. Efforts are currently
Modeler) to run on a Sun Workstation. With Micromodeler, the underway at ALPHATECII to eliminate these and other hmita
analyst can build and reconfigure models constructed from Ptri tlions of Micromodelcr.
net elements, then run event stepped similations based on these COMMAND POST SINULATIONS
models,

Micromodeler uses the Petri net primitives (transitions 'mai em n
and places) with one addition: the box, A box is a Petri net The military decisuonmaking proc re rved
element which contains places, transitions and other bo The sisinside it, The purpose of boxes is to hide d¢e.ail and to allow As the basis of the Petr net simulations for this study. Figure 5

insie i. Th uroseof bxests t hie dtailandtoialow te the pesin ee iuaonsd for Fat.building of models in a top-down, modular fashion, Models ar duplicates the prcess in the Micromodelera
built by drawing them on the computer 6reen using icons,
Micromodeler translates these drawings into a simulation.
Figure 3 shows the screen layout of Micromodeler.

Figure 5. Petri Net Simulatiou.

The STAPN primitives behind each box simulate the
5' ," iiius i.'i information flow and tasks and subtask, within each box. The

content of these boxes include all tasks discussed in Section 2
and illustrated in the military decisionmaking (Figure 1) and staff

Figure 3 Micromodeler Screen Layout. estimation (Figure 2)'..agrams. The tokens sn the system (not
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visible in Micromodeler r presentations) represent the informa- examined three major excursions from this baseline: automa-
tion, plans and orders flowing between the commanderand his lion, contingency plans and staff sizing/flexbility. These
staffs. excursions requird varying degrees of changes to the baseline

simulation described above. -
Thebaseline Petri'net simulation was designed as a

s tial planning model. In this simulation the headquarters -AUiOMATION -
stffis inilved in developing a single plan from the initial input
of battle and intelligence infoaton to the completion of the In 1985 the Combined Arms Operations Research
planning process. This is somewhat unrealistic because actual Activity (CAORA) conducted an analysis of the G3 section of

eadquarters staffs are continually monitoring the situation and the Ariy corps and division main command posts [9]. The
updatng their esimates of the situation in a process of "rolling purpose of their analysis was to identify opportunities for aiding,
planning"." Seqential: planning was modeled, however to the performance of the G3 during tactial operations through the
assure that no resource contention was involved in the baseline use of computer applications. The assessment was based on the
simulation, It also provided a convenient measure of staff near-term (fiv;e-year) automated environment of main CPs and
efficiency - planning time. Planning time, as measured by the curreit US.Arnyidoctrine. As in the RDA study, a structured
micro modeler simulation, was the complete cycle time of the functional analysis was performed to identify specific G3 main
planning activity. Parallel planning would have prevented the tasks and products. Additionally, CAORA assessed -and
measurement of this baseline efficiency. pridritized aiding 9o portunitics, and ticommendd research

priorities to develolithose aids. Figure 7 contains a partial list of
This timing information resulted from the individua task the high-priority G3 avalytic'aiding opportunities identified in

times that are inputs to the Micromodeler program.' The bischne the CAORA study.
times used in this study were defined in FM 101.5 as typical
planning times required for a division staff to react to achange in UNIT MOVEt2l T'PLANNIER -
mission within an ongoing operation. These times are shown in FORCE MOVEMENT ANALYZER
Figute 6 in tabular form. AIR MOVEMENT ANALYZER

AIR MOVEMEN4T PLANNER
TERRAIN MANAGEMENTS TIMEANALYZER

Cdr Mission Analysis 20 rin COMPARE ALTERNATE COURSES OF ACTION
Cite Estimaite qfSituation FORECAST UNIT STATUSCdr~~ Esiae) Stalo ROUTEB EVALUATION,
G2 Charactensucs of Area / RELATIVE COMBAT POWER
G2 Enemy Situation R CmnG3 Own Situation f
G3 Relative Combat Power Figure 7. Analytic Aiding Opportunities.
G2 Enemy Capabilities
Cdr Own Curses f~ctThe items on that list relate to specific tasks simulated inCd Own Courses of Action this study using Petri nets. Those tasks were then identified asG3 nalysiso, own As 60 min automation candidates for the automation excursion. The

G3 Comp.aisonofOwn C/A% purpose of the excursion in this study was t6determine theCdr Decision possible sensitivities of automation onthe overall planning
G3 -117111! Order process, not to examine individual aids themselves. Therefore,G3 Paraion ofOPORD 30 min the STAPN transition delay (task) tumes identified as automationcandidates were shortened for the automation excursion. Based

All Staff input toOPORD 90 min on previous findings using HEAT, a maximum 4:1 multiplierCdr ApprovalofOPORD was assumed in time savings for each task that was automated
with an intermediate step of 2:1 time savings. These automationG3 DistnbuldonofOP6RD 60' min assumptions were first introduced only to G3 functions, then3 Aextrapolated to G2, G4 and commander tasks. The results of the

TOTALDIVIIO 5,5 hrs automation excursions will be discussed and compared with the.
Subordinate lHqPlannirg I I hrs baseline results in Section 4 of this paper
TOTAL 16.5 hrs CONTINGENCY PLANS

The purpose of contingency planning is to account forFigure 6. Typical Planning Times. situational uncertainty. The importance of contingency planning
has been identified as a critical issue in thelHEAT Program and

The table also incorporates the commanders 1/3, 2/3 rale the early program experiments have been dedicat,, to the
(discussed earher) for allocating planning time to his subordinate hypothesis that tontingency planning improves the efiecuiness
headquarters, The results of the baseline simulation will be of a headquarters operation. This study addressed the question
discussed in Section 4 of iN&x paper, of contingencies using the Petri net simulation of the Army

division headquarters, FM1 101-5 indicates that the commander
The Excursion Simulation may choose to short-circuit the decisionmaking process-and

issue vesbal orders to the subordinate units in time-critical
The baseline simulation incorporated several assump- situations Acording to FM 101-5 this decision would be made

tions- 1) s.quential planning (one plan being worked at a time), after the commander completes his mission analysis (step 3)
2) no autouation to speed up, the tasks, 3) no contingency While none of the Army documents available addressed such an
plans in existence that may shorten the planning piocess, and alternative, %&e hypothesized that the .ommader could interrupt
4) no resource contention (tasks could always be completed the normal process at the some point (step 3) to impleroent a
when the required information was available). The study then contingency plan,
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saftokens could now terse bodh 021 zzdO3 tasks, ThisII azed staff fl bw ud allowte 22and G3 staffs to

keep up with an increasing %wkload until both staffs are sar-
rac.The results of the staff sizing and cts training studies

F:E:1 %-Wbe discussd in Secto of this papa.~

figureS -- flt: Deiirus.g rcs ANALYSIS AMD RESULTS

SrAFSMWGPrevious sections of this paper bair developed the orga-
STAFF IZU~G izarioal. procedurral and thmo-etic basis of th: Army command

post study. This section will present iht results of that study,
The CAORA study report included a list Of the Personnel analyze and comrtz e those results, and suggest any fur-e work

who %iork: in thte 03 section of a heavy division main command to be done as follow-up.
post. That list. which was derived from the current tabsle of

orgni'ton and equipment CE) and from Army Feld Cir=- B A SEUV E CONFI'G URAI 7ON
line 101-55 (not availabl for this study), totaled to033 peopl e in
both th cretoraions 171 and plans (26) cells. No other The baseline configuration was discussed in Section 3 of
referecet to staff sizing %-As found in the documents available this paper The efficiency measure for the baseline, automation
for this study. Presunably the timte estimates discussed ahove and contingency simulations (planning time) was computed by
were based on a standard staff'size as derlbed by theTOll. dividing the torzI battle time by the total number of hendqluarters

ourpocts and coni erting to hoirs. The total battie time was made
The purpose of this study was to eatine the SeSitivi- large to let the simulation noise figures settle. Each transition

ties of the division e-.in command post efficentty to perturba- (task) time was set as an exponential delay rather than a constant
tions, therefore, staff sizing was altered on a multiple basis to delay, so a short battle may have given spurious results. The
examine that sensitivity- The baseline study assumed that any baseline simulation resulted in an average planning time of IS
taskecould be accomplish'ed once the required input information hourts over the pced of 127 days (total battle time). During that
was available. For the taff siring study, the baseline Petri net time the staff generated 167 plans. These numbers are not
simulation ba lobe altered to model the factithata staffimember im-tportant in themtselves. aithough it is comforting that t steady
must also be available to perform that task. That staff member state planning itm (18 hours) closely followed the typical ti me
iould be unavailable to perform other tasks during the duration (16 1/2 hours) gisen ini FNIs 101-5 ano used as simulation inputs.
of the task ho was committed to. lie then became available to The difference can be accotrted for by the additional unit prepa-
perform somec other task in the system In addition to informa- rtion. mosecment and battle time that was simulated within tire
tion inputs, each task transition now included a staff input. "units box ef the Petri net model. The importanceeof the results
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reduced the planning time fromt 19 bours to 13 hours, a 28% The new information is in the two rsghe-hand dark-~hatched bars

st ppies g the amu o osse Cutin s t lle stafsk 21atmto ier~cininalsif dd-ace i)

fimes of all staffs by four resahed in an average planning time of 7bcmnSnzirxs fa tion and icrtcontinecy

only a 15% improsement on the 2:1 assumption (13 hours). icipronemet to the baselinec. The corresponding combination
Cesythere is a point of diminishing returns. partially due to using cipjWrjicotingeney plans results in an acruge 7 boor
th atthat not all tasks can be automated. plannig tmeora 61%improvecwmtto thbaselie. Thisthe

lost cycle time of the study, represents a 2 boor, or 22%
Cotisgca xSiud improvement to the the explicit contingencies alone (9 hours)

and a4 hoor or3l% impnos-cnent to theautomtion results (13
The contingency plan excutsion examined the impact of bourm). The headquartets efficiency sents to be more sensitive

razying degtee of pre-planning on the efficiency of the Army to contingency plan availablity than to automation
headquartrs. Section 3 discussed the two types of contingec improvements.
plans considered and the rationale for their selection. The ;'et"
net model was run for both implicit and explicit contingencies Staffing Sltslx
with the probability of their existence ranging from 20% to
100%. A stochastic decision rule determined in each situation The baseline, automation e-nd contingency sttdies
'shether a plan existed to cover that situation. As Figure 10 assumed that adequate staff was always available to tierformn a
indicates, the impact of implicit (known only to the commander) task when the input ,nformation was available. The staffing
contingency plans was minimal. study removes that assumption by requiring that shared staff

members also be available. To stres the staff, this study also
Even if all situations (100%) were covered by his mnrtal isxceased the information input rate to force parallel activities.

planning only a I I% planning time improvement to t'ie baseline Ile assumption here is that each staff token in the Petit net
was realized. Zxplicit (written) contingency plans had a much simulation can perform each task in t time derived from BI
greater impact with a SO% improvement limit. Written contin- 101-5. However they can now only work on a single task at
geny plans produced the greater impact primarily because of the any one time, possibly forcing other tasks to be put off until

adtional short-cuts that they permitted. Not only was t staff staff membems (tokens) are available. A staffrultiple of two (or
estimatioln press by-passed apral ith s th iplicit plans), bat the two staff tokens) meant that two such staffs wvere: available in the

forml pln prparaion nd aprov l seuintntd at the sub- staff loop and could thus perform two diffesrn tasks simultane-
ordinate headquarters as well as the division Command post. Th ously. Multiples of four and six were also used to examine the
results do riot address the pre-planning time required to have sensitivities.
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A close exantirton of the staff sizing simulations 4- HEAT Users Manutal. Defense Coinmnieatoss Agency,

rev-acd ha. Ai=roacin te stuatin oit. heG2 Prepared by Defers Systms Inc, under cottwt. DCA-

efienscy. For this study. the staff loops of G2 and G3 ivr College, Fort Lecavenworth KS, July 1985.

G3staff tokens). ,,.. ~under contract to Armstrong Aerospace Research labora-
toy otac o 365-6C04,Ocoe 97

7.Systematic Evaluation of the Air Defense Mission, TR.284,~~ * ALPHATECH. Inc., Ill Mliddlesex Turnpike.B Brington,
L.~J MA 01803, Prepared under contract to BDM% Corporatios,

Contract No. DCA 100-85C-0063,April 1986.

8. Micro-Modeler Uses Manual, 711-358, ALPIIATECHI,
n Inc., Ill Middlesex Turnpike, Burlington, MA 01803,

Figure 13. Staff C -s Training Results. Prepared under contract to Air Force Foreign Technology

The bottom curve represents the case shownt earlier with,. iiin otatN.035-1C25,\~ 97
no cross training. The top curve shows the efficiency sespro% e- 9. ficnical Repor CAORAIT 3/85. ACN 70376 G3
mess reaslized by making the same number of staff members AnayiU A r Cobine AsOpatons Rcsc
availahle to perforima greater variety oftasks. Again,thoeslt Aciiy Su snd Anlyt D:etrte o Main

is ute oement of the knee of the curve to the right. Reor, .11. Appendies. rot Levenworth, S
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'Me goal of-this anuaysis is to consi&r amchitecture is required to pr-ovide thecmadadccmtrol needs In militaxy necessary responsiveness to nationaloperat~iccnal senaaeet with' espect to political/silitary objectives?' The Cglobal-scale warfare. The challenge is to architectural concept defined to enhance the-define an operational concept for C2 beyond organizational capability fo-r suchthbe current purview of the Specified and management xst ensure effectiveUmified Consands. The analysis addresses varfighting capability and responsivenless tothe question: -What comnd and control the designated objectives.architecture is required to provide the I otatt h ou pnCneceasary-responsiveness to natibmal level Incnrstothfcu nnCPolitical/militarv objectives?' The architetue as system and technologyemphasis-Is on the required command and driven, this analysis en~aie hcontrol architecture, both for the effective decision makers in the C Process. Still,
mngenent of a global level conflict and it is ..ntended that this analysis will leadfor the responsiveness to national to the identification Ofpolitical/kilitary objectives. information/equipment/C2 support required'at

the systems level to support WY.CS, both- From a methodology viewpoint, this wtcut and including the SuperCflzC.analysis represents the application of theXCES to, command center conceptual prom a methodological standpoint, thedefinition. It provides the requisite Sa1perCluC work_ represents the application ofanalytic support to formulate the system the y~cES to coa=nd center conceptualrequirements that lead to instantiation of defiiiition. it provides the analyticthe concept, In contrast to the focus upon support to specify the system requirementscommand and control architectures as system which will lead to instantiation of theard technology driven, this analysis concoit.emphasizes support to the decision makers inthe command Iand control process. C OC. O ULRICACIETRNevertheless, it is intended that theCCOEPSORSPRIC CITCTRSupek=.fC'work will lead to the Identifi- As a result of this analys--Z, severalcation of information/oquipmenttC2 support issues have been identified relating to therequired at the systems level to support supporting C31 for t~e SuperCIICEIWCS / SupdrCINC. architecture. TIhe C concepts that haveThe goal of the SupercINC analysis is to surfaced are: (1) the command authority ofconsider coxmnd',and contiol needs in the SuperCINC; (2) the location,military operational management capability classification and evolution Of SuperCI11Cwith respect to-global scale warfare, supporting C2 Nops; (3) customizedSpecifically, these deficiencies arise fron interfaces for C decisionmrakersk and (4)the lack lit capability to support the level of detail of required information.management of war with several The first of these concepts Is the guide tosimultaneously occurring crises at different the definition of the requiredlevels going on globally as well as raiadilachttuefrSpCN-potentially within, a single theater. Thus, orniailachttuefrSpCI.the manadjesent challengo is to define an 1. The command authority of theOperational concept for C2'beyond the SuporCINC leads to several axiomscurrent purview of the Specified and Unified upon which th.. systems levelCommands. architecture must be built.
- This problem was addressed under 0 The supporting commandfunding from Hcflonnoll Douglas Corporation, center(s) will be permanent.Washington Studitis and Analysis Group. Tpe-analysis addresses the questiofi: 'What C'



supporting C31 for the 0 uperCIion

sras51:(1) the comand azthority of - S-.zC= as a entity_,
th SpeCICI(2) the location, Must be located at a
clssfiat~nand evol.ution Ox SOPOWCIUC major info=Zulcm node.

spotmC2 xoes; (3) custosizOd
inefcsfor C- deisomakers; an 41- This =ode ==-- be able to

level of detail of required information-Poiei qal.ral
7Me first of these concept is the guide toinomtnfrma=ze
the definition of the required of diffee- ccauands.
organizatioral arc~site urxe fcrf 5upezCIC. A=rLgy tci to he

* I. ~ , esolve include:

SzoerCIVC leads to several ax!-m 0 Security of
Woupn which the systa level information,
architecture Must he built.-

o Vmuneability of
0 The supporting conand that L-forao to

center(s)- wil he permanent.- C3CK,

o functijonal, operational o Rdnancy, and
authority is delegated .by 31C
under pre-detemined Rectency.-
activating conditions, which
are yet to he specified.- The desideratun -is to

locate the C2 Node as
0 The nature of this authorit7 close to the ceintral

and especially its, isits =ust geographical reinof
he determined, interestas pssible.

However, ~ti a ot be
-Five star per-marnent p.ossible. The location'
authority with respect to Cedependent upon:
all CI8SCs.

0 Availability of the
-An Emergent SuperCIVC' most technologically
with authority over appropriate coonand

spcfed CINCS, with said center, and
authority itself contingent
,oon a set of conditionr,' 0 Availabilityof the
being satisfied, seeFig. I-msts.ivbe ialiable

2. The location, classification and cozaunication links.
evolution of supporting C2 Nodes t-

are derivative of the SuperCINC '0 Classification.-
concept development. Consideration
of these concepts result in the There is a direct relationship
following limiting conditions: between the permanency of

FIGURE 1. authority and the type of
supporting C2 Nodes that- nast

E-MERGENT SUPERCINC -be available, e.g., the
NCA -emergent SuperCINC- must ba

supported b a Specific
SuperCINC C Node (SSC2N).

ics Feasible combinations of C2
nodes a be postula'ted
between sets of infnAmtion to

~IL hande the C2 requirements.
S Nc The resulting information

synthesis-should be located at
the r6ste-dejuaiely equipped

tCS *55 T *C2 node, which may thereafter
A* I p,. be enhanced. For the

fC 0I A I cS" Universal SuperClNC, a C2 node
?C C 9--N must be identified, together

C C with alternatives, based upon
n such topics as succession of

command, redundancy and
functionality.
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mar ecgsfe evolutot scica

aconto t1y~t.hah-the criiezia forconcept- evalation evolve wit0 2be the >Suopexrcm I
Specfl architectur and itsSupxCrM. has msin

comand authozity S
only with repc-o 3. -stonized- interfaces- for C0the CnECs i=rete dIecisionmabers.
scenario-overias-
their mandate. In order far the SuperIOC to

- Te nesa operate effectively and efficiently0- TeUieslin the -fast- moving and informationSUpe;C-uXC has rich environment, an atsospherecmand authority vh:ie. enhances personal- decision5 with respect to all making style, must be available.the Cnrcs. 'hsatmosphere has begun to be
0 Evluton.referred to is customizeil0 Evluton.interfaces for indivjidual use.

S..nc& the SuperClmc con cept or hse interfaces may ba relited tohas never been j design all aspects of the C31 aystem'sconcept, existing command static- conwonents. Tes mke -upcenters and C2 nodes are not the phy'sical entities of 'thelikely-to meet all system, namely, hardware, software,-requirements. people, and the facilities that
0 house then.o Existing and programned

C2 systems viewed in this- 0 Of partidilar noteis the question,perspective, result in *To what and-in what-specifics doesresidual requirements the decisiounaker need, access?which must be remedied' by Conceins 6o be addressed incluide:upgrading existing
systems to implement the - Secure, reliable, enduringSuperCINC supporting C31 - Comunications to,system. -superordinpte, lateral and

0 Th finl SpercjjCsubbdllate organizations;architecture and its - Conferencing capabilitiesSupporting C31 within-the command center; andoperational systems will
evolve through,
conceptual, development, - Idiosyncratic needs, vis-a-vis.test, deployment, or visual display.perhaps 'operational
phases. 4. Level of detail of required

-0 his evolution is more information.-
likely to be built if, Finally, there are two competingafter identifying the -isesta efctheultyolong-tens goal, we begin informai within the utiit p os
to implement chang'es if nomto ihntIh 2poes
operational and I
organizational concepts, 0 Information Is end must continue toinformation flow - b aeaalbet h
Patterns, -employment be dcsmae r aviableatnutber,
concepts and the' like. deifferent levels be ofdeal

0' These relatively - This requirement results inimmediate changes _will be greater dimensionality than isfollowed by the longer readily usable at a single*lead time aspects of, time by a singlodeveloping and-acquiiing, decisionea)er.
supporting hardware and
Software.
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- Itst be prvided in terms ~ME
ofpotential flexibility to

enhance tbekirformation base The SuperCIAC study Is a top-down

upon which the sele~ction a!nd arzalysii focussedtupon organizations, their

'decision-makeis, objectives. Tdese in turn
are derived from the ultimate
military/political objective: deterrence.

iROMM~ SPECIFICATIONI AND SCENIARIOS:
XODULE 1.

0' *.ehave long: advocated aininimum' First, the representative conflict
essential approach to pr~vidiiig acenarios from crisis to global nuclear war
information to the deciicimaker. / were described, see Fig. 2. The phases of
However, if-one looks -acrd'ss time6
and at these idiosyncratic needs,
one has ajaajor design iqsue with 7'XGUR 2

whfc tograple.POSSIBLE SCENARIO SEQUENCE
- We iugg~lt that~a-suitable ,

approach is to/'build uponrtbe
informtion .needs derived from
decisions required during tif -

accepted~operatiofial
scenario.

- The indivi4ual, supoerCINC in
conjunction with his directI
supporting siaff, w.ill

- determine what information is -

t1 o, be pulled from -the data -

sources and the form in which
it is t6,be presented~for
decisionmaking.

0 The second -issue relates to iwho is ''

to provide,,the minimum essential
informatioii to'>the decisionmaker.
It is likely that' in the process of the~ scenario are seen from the general
selecting the required minimum military persgectiva as sequential in
essential information elements, a. nature. Certain paths-through these phases
filter is introducedwhich- ,~ beM termed -desired paths-. These
emphasizes a particulae set of inevitbly lead to a do-escalation in the
conclusions., level of conflict. It is the effectiveness

of- a given architecture in maximizing these
- -if the supporting staff is desiderata that is an ultimalo essential

k nown toror believedby the -. component of the evaluation.
decisionmaker to be credibid,
the pre-filtering is taken as The scenario not only ref lects the
appropriate. decision-makersf objectives, but also

- Ifthe eciionmkerdoesnot provides the set-of-events rnd decisions
- I th deisinmaer oesnot which must be "upported for the SuperClttC

feel that the data presented Architecture to carry out tho-,chosen
to himais-credible, -for mision. Thus, the concept defined for the
whAtever reason, he will often SuperCINC architecture is based upon
request access to a greater I scenario-driven decision support
level of detailed data than in requirements, namely': 3information needs
thavt.suppkied. specifically engendered by pro-real time

- Clarly tothe xtettha~he planning as well-as the time sensitivities
- Clarl, t th extnt tha~he implicit the operational mission. The

must access this more detailed required infoimation needs of the SuperCINC
data, the less time-he has to relate to: Capailities (Plans, Resources,
engage in th6-other equally etc.); Intelligence Assessments (Threat,
demanding aspects'of his job. Response); and Foreign Country Issues. This

focus highlighte critical information needs
and the corollary minimum essential elements
for architectural specification.
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CONCEPTUAL ALTERATIVMS AND STATICS: The NCA. The SuperCIMC must respond
ODULE 2. to the ICA by filtering the large amcunt

of information, providing a ,concise
in the system bounding of the SuperCIuC smary of events, producing options- for

study, specific attention was given to the NCA and responding to the queries oforganizational structure, information the NCA.
flo .and specific'design dimensions, see
Fi!. 3. Internal to the SuperCINC. The

SuperCINC requires information to
ORGAnIZATIONAL STRUCTURE. Three generate options for the-MCA. The

conceptual-SuperCINC altrnatives were perspective must be global in'nature and
develcped. Each was capable of providing support national level goals. This
the necessary C2 structure in support of information must be accessed from the
operational responsibilities above the CIRC individual CINCs, the services, and a
level, involvIng the integrated activities wide variety of governnent agencies
of several CINCs. This role may be including the Intelligence agencies.
constituted to correspond to that of
military CINC of 'CINCs. The candidate The CINCs. - The CINCs requires not
organizational structures, dependent upon only direction and authority but some
who-the SuperCINC is, were described: perspective of the global nature of the

conflict. In some cases, direct
(1) JCS, as a whole acting as cross-feed of information between CINCs
SuperCINC, may be required to ensure that actions

by one CINC do not directly conflict
(2) A member of JCS acting as with actions of'another. Additionally,
SingleSuperCINC, and - direct contact with the Allies takes

place at the CINC level and requires the
(3) Another organizational entity CINC's ability to co6rdinate within his
acting-as Single SuperCINC. This theater of operation-from a global
non JCs Single SuperCINC may be one perspective.
of the ten.CINCs of the Unified and -

Specified Commands, a senior The services. As suppliers of men
military officer, active or and materiel to the CINCS, the services
retired, or a designated/appointed require information to ensure that the
SuperCINC from among a set of needs of the CINCs will be met under a
suitable candidates with the fast breaking scenario. Additionally,
appropriate military background. the services must provide, through the

SuperCINC, accurate information on
FIGURE 3. capabilities.

C
2 
SYSTEM BOUNDING DESIGN DIMENSIONS. Information flow

requirements for. SuperCIRC must be based
upon the architectural design decisions made
during conceptual definition. For our

, purposes, these design issues relate to the
interdependent dimensions: organizational;

C geographical or spatial; and temporal.

Organizational. The SuperCINC hasbeen taken to represent a new level of
A military organization, below the JCS,

which has operational authority in
conflicts whibh are likely to involve
operations that transcend the currently
defined purviews of the Unified andSpecified Commands.

In both the -SuperCINC as a

group of decisionmakers* and the
*Single - JCS' roles, SuperCINC is
in a direct line of authority
between the NCA and the CINCs. For
the former, information is received
from a variety of information

INFORMATION FLOW. The information flow sources. In the latter, the JCS
requirements may be seen as arising out of plays a conduit role between the
the relationships between the SuperCINC and information sources, the SuperCINC
other specified organizations. and the CINCs.
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:t Forte "SngleSuperClC - provided In Module 1. This Is-refined in
noJCS, thereare di-ect pModule 2 and finalized for the first

information links tooSujdrCINC from iteration of the evaluation process in
the tS and thditinformition Module 4, si c Fng. 4.sources.
G der soecru ta ncs The conclusion oftnes analysis is

beorassumed taIthe SupCI m lassumed to have three possibilities:
co thnds several CICsonly , h Ie implementation of-rpsults, do nothing, or
geographjcal localon of-each CIN, s -reaalyis. i eanalysis is the outcome,
area of responsibility (AOR) and ite the archite tural concept definition will
relationship tcthe others' become t continue-to be refined, le sing ultimately
critical cosiderations Thbe s atto theiwlevvelopment o rftheconcept
geographically contiguous,lbt thi is preparatory tq the design and acquisiion

pnot necessary i stage of the PPBS.

TheSupbrCINC may have command ySPECIFICATION OF; anSURZS:,MODULE 5.
authority only over theCINCs where
the I scenario in effeetsoverlaps tTeMsures or Evaluative Criteria, derived-their mandate{ then thei KCA from~missfi6n, needs and indeondent of
maintains its command authority "specifioc6on6cpts, were identified and

ove r.all other CINCs. explicated. They maybe used to evaluate theIcapability of candidate Architectures-for

When comcand authority for SuperCINC to remedy the identified
speciicCiNCsis,delegated by NCA deficiency in terms of the mission of
tiSerCINC, JCS continue to act managing global scale warfare. The measuresSIn it current roe. are intended to provide values which allow

the determination of significant increasesiUnder some circumstances, it in performance, effetiveness as well as
uay be assumed that the SuperCINC policy and force effectiveness.
will have commndauthority dvet

or al the CINCs. The easures ofPerformance (OPS
ror - equivalently - the A or Sub-System

Temporal. The, pont at which the Level Evaluatevn Criteria can be divided
iuperCINC assumes command-s unlkely to into three categories; those thatbe totally event driven. meas ure:

The rationale is that it would Componentd crformance
be extremely difficult to charactertstecs;orchestrate events, If a given

pre-determ ned action triggers the 0 Characteristics of the
SuperCIC. Therefore, the informatsontflow in the C

2

SuperCINC'should be in play from system; andthe beginning of hostilities at any
level. 0 Design characteristic3.

in'contiast to this view, the The measures of Effectiveness

SuperC114C could be postulated to (MOEs) "or - equivalently - the B or
rise to operational command based System Level Evaluative briteria assess

=upon a pre-determined set of the extent to which the system
criteria wrell before the beginning performance meets the requirements for a

Sof hostilities. given scenario or set of scenarios.
Three classes of MOEs have been defined

SUPERCINC FUNCTIONALITY: MODULE 3. that are applicable to different aspects
of the SuperCINC architectures. They

The functional aspects of C31 system deal with:
Model of the appropriate military
organization(s) to r~medy the deficiencies
were grouped into; C Functions;
InteractIve Functions, external and
internal; Planning Functions; and
Coordination Functions.

INTEGRATION OF STATICS AND DYNAMICS' MODULE
4.

The integration of statics and dynamics
is, In this analysis, equivalent to the
definition of the conceptual architectural
alterhatives. The initial' specification is
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I URE,4. management, -as well as other selectedfunctions, are delegated to-a. subordinate
,ARCHITECJ IDINSICO level SuperCINC in order to effectively and

C TS efficiently provide'moeilexible mission
oriented alternatives.

5- W" I Reviewing the architectural dimensions
Sproposed.In this study, it Is easily s&en

- t~iat some of these,dimensions represent more
.iiV..5. I w feasible archite6tures than do others.

| -Accordingly,,zthe determinants of the
identified architectures-for subsequent
anilysis are temprallygeographically and
organizationally based.

1. Temporal-.
The command authority concept is

0 Erxors, both static and the guide to the definlton of the
required architecture fordynamic; SuperCINC. The functional

o daptiveness imbedded in the operational authority which issystem architecture; In delegated by NCA to the SuperCINCSystem end -may be classified in terms of a

o Ability of the system to temporal dimension. It may be
evolve over time in view of either continuous or emergent, thateolveover ti n iewofis," activated according to a set oflogistics, -acquisition as yet unspecified pre-determined
roc conditions. The continuous ortechnology. permanent authority is most likely

The Measures of rorce and Measures to be at-the-fivo star level.
ot Policy Effectiveness (MOPEs and
MOPEs) or equivalently - the C o 2. Geographical.
Architectural Level Criteria assess the Two _______________________S effect of SuperCINC on overall military Two eoeraphicallv-related
effectivene, oconditions are possible, for eithereffectiveness, the permanent or the emergent

CONCLUSION SuperCINC, but not equally likely.
On the one hand, under the

There, is no current implementation of universal classification, thisthe SuperCICe concept. However, current authority will be extended over all
requirements for command centers are being CINCs. On the other hand, the
developed to support a variety of potential authority will be extended over
missions. This requirement to include that sub-sot of the CINCs whose AORcommand center mission flexibility makes the is operant with respect to theC2 node to support aSuperCIC a feasible scenario in play. This latterrealization, a option leads inevitably to res6urceealiatnce tallocation conflicts between the

CINCs included and those excludedSinc th evluaton pprach s bsedfrom the SuperCINC~command
on executing a scenario, an adaptation of a frote Acco nd
war gaming exercise would be the appropriate authority. Accordingly, i i smeans for oliciting expert judgement. judged thet this letter option is a
Estimates will have to be made both by less likely concept than the
expert commanders as to what their needs forer.
would be in'/responding to the stimuli
producedby the scenario and by expert staff Other geographic factors relate to
as to what the attributes of the various the location of theheSuperCNC
processes would be with current comparable supporting C2 Nodes.
-equipment or with planned enhancements. The C2 Nodes must he located

Undoe the information intensive and fast at a major informational node
moving conditions of the global-scale war with timely, reliable, secure,
scenario, NCA is providing policy, and redundant communication
oversight, guidance, and direction capability.
functions. Therr'ore, the delegation of
command authority'by NCA to another This node must be able to
SuperCINC is likely. In such a context, day provide, in equal detail,
to day resource allocation and war-fighting information from a number of

different commands.
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The C2 Node should be close to architectures; specification of SuperCINC
the central geographical requirements; and-identificatio:.of the
regionof interest. conditions for employment of the selected

architecture'.
The location -is-dependent upon hictc so

availability of the Their satisfactory conclusion will
technologically appropriate -provide the~basid for an implementation plan
command center. to remediate the problem of managing globalscale warfare; Thereafter; prJorities for

3. organizational. the program elements which will address the
required fixes miy be set and the necessary

The options available were: resourcesmobilized. Finally, * sequenced

Specific SuperCINC C Node set of programs, phrased inte as of several
(SSC2N) and the Universal evolutionary contexts,, must be developed.
SuperCINC. According to employment -These contexts focus the evaluation upon how
concept, the Specific SuperCINC has well the SuperCINC functions, at the various
command authority, only with respect stages of the military system life cycle.
to the CINCs where the scenario
overlaps their mandate. The
Universal SuperCINC has command
authority with respect to all the
CINCs.

In addition, there is a direct REFERENCES

relationship between the permanency
of authority and the type of Rona, Thomas P. *Weapon Systems and

supporting C2 Nodes that must be Information War', Boeing Aerspace Company,

available. For example, the July 1976.
command authority derived
organizational architecture Rons, Thomas P. "Air C

2
: The New

definition ot SuperCINC points out European Perspective', Boeing Aerospce

that due to the necessitY'of an Company, December-1983.
appropriate readiness posture, the
supporting command center(s) will Sweet, Ricki and Levis, Alexander H.,
be permanent. SuperCiNC Architecture: Command Structure

ForzGlobal-Scale Warfare, Final Report',

In summary, the selected architectural Sweet Associates, Ltd., December 1987.
alternatives to be s1';e~iuently analyzed

are: Sweet, Ricki and Levis, Alexander H.,
"'SuperCINC Architecture Concept Definition

i. Functional operational authority and Evaluation: An MCES Application',

which is continuous and with SIGNAL, July 1988.

authority ove4 all CINCS. Sweet, Ricki with Mensch, Dennis, Gandee,

2. Functional operational authority Pat, Stone, Injabee, and Brigge, Kevin,

which is emergent and with IThe Modular C Evaluation Structure
authority over all CINCs. (MCES): Applications Of and Expansion To C3

Architectural Evaluation', Naval
Postgraduate School, September, 1986.

3. Functional operational authority
which is continuous with authority
over that sub-set of the CINCs
whose AOR is operant with respect
to the scenario in play.

4, Functional operationai authority
which is emorgent with authority
over that sub-set of the CINCs
whose AOR is operant with respect
to the scenario-in play.

In order to refine and quantify the
architectures, scenarios, and the evaluative
criteria, five tasks must be completed:
identification of the joint operational
doctrines to be associated with the selected
architecture(s); expansion of the set of
evaluative criteria; application of the
6valuation approach to the candidate 55



USEOF THE IFFN-JESTBED FOR EVALUATING AIR C?

Jam.6E. Haile,

Identification Friend, Foe, or Neutral

ABSTRACT TESTBED DESCRIPTION

The Identification Friend, Foe, "or Niutl-al The'overall operational scope o the test is
(IFFN) Joint Test Force (JTF) located at.rirtland summarized in Figure 1. It focuses on the NATO
AFB, NM, has developed a-testbed that Is composed Integrated Air Defense System within the Lauda
,of high fidelity, real time iraan-in-the-loop Battle Management Area. Consistent with defense,
simulators designed to replicate the-NATO Central planning guidance, a standard 14/10 air scenario
Region Integrated Air Defense System. The purpose is used with the NATO air defenses defending
of the test is to assess the ability of this air againsta Warsaw Pact three wave attack. Although
defense system to correctly identify and engage NATO bffensive air andsupport operations are not
enemy aircraft. The testhed represents the represented, with manned simulators, they are
largest real time coimmand ;and control (0) explicltly flown in the air scenario, in
simulation which consists of 59 medius and high addition, the operations focus on a 1989 time
fidelity tactical consoles and over a million frame using current AAFCE air defense plans and
lines of code. The OSO-sponsored testhed air spice control procedures.
development and test is scheduled to run through
July 1989. After this the estbed will become the
Theater Air Command and Control Simulation
Facility (TACCSF) operated by the USAF Tactical
Air Warfare Center. The facility.will be used by SCENARIO
both-Army and Air Force commands to resolve joint -
operational issues and support acquisition
requirements. Dr * lm'US EST cEf[inY

onm $V11aIS 25A

INTRODUCTION * olnItUnrs

One of the most serious problems facing the 00°OC"
NATO air defense forces is the correct and timely so CO=O1-(
identification of aircraft in a tactical air .0 nU 0 JOIN
environment which Includes large numbers of
friendly and hostile aircraft, electronic warfare
threats, and surface-to-air, and air-to-air
missiles that operate beyond visual range (BVR).
Numerous studies have concluded that the, current Figure I
electronic identification capabilities are too
slo,, Individually unsuitable, for positively
identifying hostiles and friends, have
insufficient range, and are o'bject to The overali-testbed configuration representing
interference from electronic countermeasures and the Lauda Integrated Air Defense Systems is
other environmental factors: depicted in Figure 2. There are three types of

weapons systems: PATRIOT, HAWK Army surfaceto-air
Using real time, man-in-the-lo~p simulations missile systems, and the Air Force F-IS.

of Army, Air Force, and NATO C4 and weapons Associated with these weapons are their respective
systems, IFFN was designed to: assess the command, control, and communications (C

3
). In the

baseline capabilities within the N.TO Integration case of the PATRIOT and HAWK there are battalion
Air Defense C

2  
system to perform the (BN) fire direction centers (FDCs) with a brigade

identification function; identify deficiencies in FDC ,(TSQ-73) controlling -the two 8Ns. For the
the performance of the identification function; F-15's, the primary C

2 
is a CRP (Modular Control

and, define potential near-term procedural and Equipment) and a NATO E-3A. Controlling the
equipment changes to overcome the defidiencles. overall Army and Air Force is the NATO CRC (German
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iir -Defense Ground EircanEzz --qpdped). Litry 'ye fp-s =e
coehas its a~orcpriate vfoe asd e.;ital Qviatfls Strwa:aos a. ;1. Vass. -m' Zhe

conicatioas replicated. A total cf 59 high a=6 csoe. depicte remlia*te a PrZA74: fire =1it;
mids ielity simulators consrdse 0frm tt& am.-e see t alct b VEC-f The high fidelity sizolators are =sed for &a-a Ttse lg ifelity syste=,re sed bj* tte 4=1

collection and are -= by actcal field cperatrs. frF : esf.zednlpat
I These are depicted in Ffg.re-2 byk-ze larg;e bs

Tshe lower fidelity simulatois are erated by
trained technicians and are ased to lozid tke bhib
fidelity sl'zulatcrs. Thbese are represer;*d by tee
scaller boxes,

OveralTest Configuratjon

N~et in Figure 5 is a pictu4re of the I=C fire
,he overall testbed design is depicted in unit siunlator .11 ley 'uncticos of the kAIX

Figure 3. A central siculation system is used to system are replicated zzd eigl-t are used in a EXI.
generate -the conpretiunsive air' scenario with
appropriate tactics, airspace control procedures.
and terrain. This 'scenario is then provided to
four -different types of slunlatici through a
coconunications subsystem. These simlators are:
PATRIOT, HAWIK. F-15. and air C2. All siwulators
are located at Kirtland AFS, AM, with the
exception of the PATRIOT which is at Ft Bliss, TX.N

IESIhEfJ DESIGN : f

u~ i~e. SBUAAIM~ taun 99=us

FiFiure S3

566



Sissre 6 -Is the EL-1 swalatvr It ctss as fig~v a ; rays tie cmsfslafm 12 i
* artial F-15 stick emi Vkgsttle (PS!?) with the IMF testwe. Sitstd In Mhe Air Ca amd
* ampiate satm. The aWr sawn is tie Cattr~l Siulation. re are tbe 30 TCCID cownsoles

F45S feaft up distlay wkIct pr.efiets afrspe, Whch rre celaiyed as follows: 5 for the SE-3,
altiat. atticwfi.-raa target box. ad missile 8 for the CAP. '2 for the CMC. 2 for the =KU 99
ptamwnters. The lowe scree inclodes. all tke EX. 2 for One 3ra IDC. are I for tl* SecL-r
fli~ec izstrets. randar. Electrouic larfare Operations Center. All of tkesc consoles are
Wrziag System (3-46). lactical Electronic Mrfare saftwere. reprgrmble so otber cofigratfons
System MEAS). aro Mtat Tactical Uroftim. Could be'ademsed. The fire unift sitalatfe. roam
oistributism System (JilsS). This fliqt co*Uafas: 4 F-ISs. 8 EEI~s, 6 FAmhIOT test
siuaator is mi~pe in that I -1 1 of fritadly loaders. 5 F-15 -test loadars, and 2 test loaders
tad "Mtracis ca be resented to the pi lots in for the.Spedil fafe~mteo systm. In adi tie..
a rftalissfC jaming tfurft. there are the for- cOnsoles at Ft Miss 'or the

PARICT fire toft and 30FW.

F-1S SDULATU
IFFN TESTBED

~Inn

I - I- 001

Figue 6 om ;----- ---

Vfgure 7 is the JFV8 tactical command and - -
costrol dfsplay (TCCD). the right screen is a Figure 8
touch screen that ceemands system functions. The
left display is In color and pMrtrays appropriate Figure 9 stcarizes sone of the overall testbed
air situations. The special function teys on the features that ra-kes it the largest air C3

left are software reprogrimble and are set up sfinlatiol In the world. -
ith a template. Thirty of these TCCD's are used
in the IFFN testbed.

TACTICAL. COMMe AA*D CaTPOL DISPLAY

a 59 HI TO IUN FIDELITY CoCSS
- SULATINS 12 TYPES OF TACTICAL SYSTEMS
- USIZ5 7 TYPES OF ATAtlfTS
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IFX TIESTIM Is 1991. TACCSF is planning to conduct
additiaeal tests which are:

Tbe iFFU JIF todate Uas com~xted three - Radar improvc ets and addition of ESK to
operatfonal tests involnving the FATRfiOT. PATRIG7. E-3

31 VC . and the F-15. Five more operatinieI tests - Faniard aria air defense (FAAD) C2

are schedaled tkroug 1986 with tbe,~W. U . coinectivities
5rigade FOC. -3AL.'amd CIP. The graad finale is - Implications of XX XV.-
the ainth -test in &Iicb the CIC cootrnilwhthe
fire volts and subordinate CZ nodes. Th's toitig These issues require sone enhancemnts to the
will show' how each elnt with its associte testbed; bence, they have been scheduled for thei cmications both individually and collectiveli- second year of TACCSF.
contributes to the air defense process. Testn \
to date Is showing that comlete situation Other C2 test issues that are being considered
avereness- is difficult to obtain, there are for 1992 are:
imnitation, in correctly identifying aircraft, and - Alternate airspace control procedures for
there is a clear need' for Integrated Amvy/FNATO new C2 systm
operational testing and training unader simulated - Aati-tactical ballistic missile CZ
wartime conditions, architecture

- CZ procedures for the attack of tine
FOLLW-ONTESTNG.sensitive ground targets

FOU4-iWTES!NS- CZ in support of offensive air missions
In 1969, the IFFII JTF will complete its 050 - Passive sensor systers for the CRC.

directed, tasting. At that point, the USAF geea gemn-ta o ACFt
TatclAir Command (The) and Army Training and Teei~ eea genn htfrT.CFt

Doctrine Commnd '(TRADOC) have agreed to assue raieisfl potential as a KATO air C2

testbed it must add simulators for portions of th'eoweership of the testbed. TAC will beth ofesv a -prin ndC.Tswllnbe
executive and the name of the facility will change ofniei prtosadC.Ti ileal

toTheater Atr Comand and Control Simulation TCceF to explicitly address the new NATO ACCS
Faiiy(TACCSF). Users will be the Army, Air cocpts of combined offensive/defensive air

Force. 050, and KATO. The new mission will operations.
encomass:

- Con~cepts, -tactics, anid-procedares
-development

-Developmental and operational testing
- C2 systens integration and training.

In 1990, four tests are pla~ned for TACCSF. SUWOARY
The test issues have major operational
sipifficance to an air defense in the KATO Central In summary, the IFF1N testhed development is on
Region and directly involve C0. The four tests schedule and demonstrating viable capability.
are:_ IFFI test results to date have produced

-Alternate F-15/IiAIPATRIOT employment significant operational insights, that are being
options addressed by the Army, Air Force, and NATO

a- F-15 JTIDS Net Management operational communities. The Army, Air Force, and
- lICE CRC/CRP Employment concepts KATO see great benefits in using the'TACCSF to
- F-15 and PATRIOT protection of high value investigate a host of very complex C3 issues

airborne platforms. starting in 1990.
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A Teslbed Actiity to Enhrnce C3 SUpport to
Crisis Manaement

C J. Pasquariego, Cenlur for C3 Systems (C4S),
.DetfnseCommnuiadoans Agency (DCA)

S. S'r, Washigton C3 1 Division,
Vie h oIE C orporation

Abstrad I. [Definition
It has long been recognized that our current C3  The spectrum of operational environments is

support to crisis management operations is subject to fpequently subdivided into five categones: day-to-day
significant limitations (e.g.. limited flexibility. (or peacetime). crisis, conventional conflict, selective
responsiveness, and capaciy). Although program tmed nuclear, release, and general nucear response.
C3 systems should ameliorate some of those Consistent with JCS usage (reference 1), a crisis is
deficiencies, these enhancements are being pursued defined as: "... an incident or situation involving a
on a piecemeal, fragmentary basis. Consequently, threat to the 'United States, its territories, and'
there is a need fora systematic, integrated approach to possessions that rapidly develops and creates a
address residual crisis management issues by condition of such diplomatic, economic, politica:, or
adapting emerging technologies and applying new military importance to the U.S. Government !hat
system concepts. commitment of U.S. military foices andresources is

contemplated to achieve U.S. national objective."
In recognition of this need, DCA has-initiated a

testbed activity to enhance C3 support to crisis 2. Conceutual Model of a Cri
management. The testbed activity will draw upon and In'1977, Tom Belden (reference 2) developed a
orchestrate a broad spectrum of C3 evaluation tools to ccnceptual model for indications and warning activities
address key issues. These include computer models, that provides a useful perspective for analyzing crises.
manned simulator facilities, exercises, and command Centralto the conceptual model is the realization that
center evaluatin tools. In order to minimize*the analyses of crisis response should encompass the
resources and time associated with this actidly, every adversaries, their allies, and interested parties. The
effort is being made to capitalize on existing and crisis "state* of any participant can be characterized by
programmed tools, a "decision stairway' that depicts the participant's

probabily of war as a function of time.
This paper provides a context for the testbed

activity by describing the crisis management process Figure I depicts such a decision stairway for a
and trends that are affecting its evolution. It then hypothetical situation in which a participant evolves
identifies and discusses key C3 system issues from a day.to-day posture, through a crisis, to a mitary
associated with crisis management activities. Based conflict. Transitions in the probability of war occur as a
upon the characteristics of those issues, a set r'f hypothetical evert (e g.. a border incursion) stimulates
evaluation tools is identified and a coniept is increased vigilance; adversary response 'prompts
formulated for orchestrating those tools. The paper consultation alid negotiation with allied foreign affairs
concludes With a discussion of the near-term steps that and military authonties; increasing tension prompts the
are being pursued in the program. issuance of diplomatic responses (e g.. sternly worded

notes of protest) or economic actions (e.g., imposition
of sanctions); the degenerating situation results in the

A. B implementation of alert measures (e.g., moving to
As background for the paper, this section provides higher levels of DEFCON); leading to a show of force

a definition of a crisis, introduces and discusses a (e.g., mobilization of ACE Mobile Forces to the
conceptual model for a crisis, broadly descnbes the C3  troubled spot), and ultimately resulting in a transition to
system and process that support crisis management, conventional conflict with the adversary. Note that
and summarizes trends that are influencing the transitions in the decision stairway can be prompted by
evolving system, political, aconomic, or military actions.
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Figure 1. St bzd "Decision Staircas" for a This s of the pro,3lem suggestz thal
Crisis P jCoilt. attempts to a e broad C- s=prort to crisismaagmnt mst be able to dea wit the dyr-

interatin of th man par ,ans involved in the
,multile !acets of a crisis (e.g.. military operatins,

dploatc actions. inte g -c gathering).

, Fgure 3 provides a prelimnary characteriza~on of

-U.S. crisis behavior patterns. based upon araiyses of
ten major crses from 1958 (Le.. Lebanon) to 1975 (i.e..
the Mayaguez) and six major exercses from 1973 (Le..
Night Train) to 1976 (i.e., Elegant Eagle) (reference 3).
These results give rise to three major observations.

-First, the curve labeled "crisis intensity' suggests the
general shape of the "decision stairway" for the sample
set, beginning with a rap d buildup of the typical crisis
which gradually tapers off as the cisis is resolved.

This technique can readily be extended to Second, it is interesting to note that the level of forces
characterize and analyze complex, multi-pirticipant deployed lagged the crisis intensity and tended to
crises. For example, Figure 2 conceptually peak well after crisis intensity had slacked off
characterizes the major interactions of the Arab~lsraeli considerably. An extreme example of this behavior
War in 1973, where the actions of the Arabs was manifested in the Mayaguez crisis where Marines
(participant A) stimulated responses from the Israelis landed after the safety of the ship was no longer in
(participant B); ultimately resulting in a conventional doubt. Third, the oscillatory nature of the staff
conflict. These events subsequently precipitated crisis wotdoad may be indicative of significant bottlenecks in
responses in the United States (participant C) and the the command and control process. Curves of this
Soviet Union (participant D) as they monitored the nature are frequeqtly descriptive of a closed loop
evolving crisis and supported their national interests in control system characterized by appreciable time
the egicn. The latter nations found themselves in an delays and peak demands that exceed the
escalating crisis situation when the Israelis crossed the instantaneous capacity of the system. It should be
Suez Canel and threatened to annihilate the Egyptian n6ted that the curve on stafftworkload was derived
Third Army. That secondary crisis was contained as solely from exercise data because no comparable
the Arab-Israeli conflict ultimately transitioned to a information was collected and maintained for actual
stable cease fire. crises.

Figure 2. Simplified Decision Stairways for
Four-Participant Crisis. Figure 3. Observed Crisis Behavior Patterns.
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Those observations suggest that crisis Marage-ent Age.cy (FEA)). In adRon. support is
managernert measures of meit should be employed -fo.-tcoum from the intelligence cornmun-y from ses
that characteiie the ininsi of the crisis, the S Is LaNgley. Vgiia-and FtL Meade. Maryland-
t4-nns of crisis actons. d it i.atf ddoad. In
order to eva tee meaures of Mer.66 evakon 4. C- M nt Poces
tools are needed that. reflect tl ca -es and Figure,5 provides a high level chdmredzaton
limitations of the C3 system that support crisis of the-processes that are performed at the AC in
management actions and the processthat these sppofcin men Cells are established to
personnel employ. support tagrn .onlorg and execution monitoring.

The situation econitoring process involves the
3. C2, Stem to %Monort Crisis Management monitoring, and -evaluation of worldwide events.

Since-crisis management can- require the ilitary 6pe iijoind force status (e.g.. friendly,
participation ofmany U.S. government (and allied) other~paties). Similady. the execution monitoring
organizations, a complex C3 system has evolved over process subsumes the monitoring/assessment, of
the years to support it. Figure 4 depicts a critical military opera'o ns in progress, the assessment of the
sub-set of that system. The system is headed by adequacy of operations; and the response to requests
representatives of the National Command Authority (e.g.. forces.-othersupporl). The information from
(NCA)in the -White House. They are provided these cells is provided to the crisis control cell and the
operational support by the White House Situation crisis- action system cell. The crisis control cell
Room Support Staff (WHSSS). Reporting to the White establishes crisis procedures and makes action
House is a chain of organizations from the defense assign.ents: monitors crisis processes, actions, and
community. They are led by the Secretary of Defense status: and prepares/presents options, plans, and
(or his representative) operating from the newly requests to senior decisionmakers. In support of the
created Crisis Coordination Center (CCC) in the crisis control cell, the crisis action system reviews and
Pentagon. He is assisted by thi Chairman, Joint assesses the situation, preliminary deployment
Chiefs of Staff, and his supporting organization, plauining, and closure estimates; and-prepares and
operating out of the National Military Command reviews warning, alert, operations, and executive
Center (NMCC) in the Pentagon. They, in tum, are orders.
supported by the involved Unified and Specified
Commanders-in-Chief (CINCs) operating from Figure 5. Crisis Action Processes.
appropriate nodes of the Worldwide Mittary Command
and Control System (WWMCCS).

Figure 4. Subset of Crisis

Management System.

There are a number of trends in the area of
crisis management that affect the process and the
system that is emerging to support it. First, there is an
appreciation that the threat is growing. The volatity
of world events gives rise to nearly constant tension

Since most crises have Important diplomatic ard and greater nsk of terronsm and low intensity conflict
economic ramifications, crisis management generally In response to that perceived threat, new policy and
involves participants at cnsis management centers force structure is emerging In particular, increased
supporting a broad range of civil departments and emphasis is being placed on the enhancement and
agencies (e g., State, Treasury, Federal Emergency use of Specail Operations Forces. In consonance with
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these trends. the management of cises is beconing Requirements refinement. The testised
more complex. The increased scope of recent crises activity wil provide a mechanisn for enhancing
has involved the pa licipation of additonal players in communications between the operational and
both the civilanand military communifies. In add~ion, systems development comnwnities. This will
in several recent crises (e.g.. Iran hostage. Achille facilitate the translation of operational needs
Lauro. Persian Gulf), the poRal ramifications and into technical requirements whose program-
volatility have forced high -level decisionmakers to gr'atrc impliaations (e.g., resources, schedule)
address extremely compiex issues, frequently under are more dearly understood.
very tight time consuaints. Analytical evalua!;on. The testhed actJivity

From a C3 systemsperspective. several trends will subsume the development of analytical
have become apparent,-that will affect crisis tools that provide a means to evaluate the
management. It is widely recognized that the 63  

performance and effectiveness of existing and
system that has been deployed to support crisis proposed crisis managen;ent piocedures'and
management has significant limitations (e.g., limited supporting systems.
flexibility, responsiveness, aiid capacity-see Figure
3--). Several programs have been initiated to Test and-evaluation. The testbed activity
ameliorate those -limitaticris, most notably the will include test and evaluation activities to

1WWMCCS Information System (WIS). However, these extend the findings of rapid prototyping efforts
programs have been beset itilsignificant difficulties, and to facilitate the transfer of this technology
WIS'has experieced major & lays and is undergoing into fielded systems.
a major management review. In addition, many of the

enhancindrents that are being made to individual C3  2. Mananement Guidance
nodes tend to reflecr a limited appreciation of the total These objectives have been selected to
crisis management problem and are being iniperfactly respond to management guidance that has emerged
integrated. coordinated, and evaluated. In spite of, from four recent efforts: the Packard Commission
these obstacles, there is considerable, cptimismthat (reference 3), the -DCA Technology Conference
the rap;d emergence of new technology in th' re,"s of (reference ,, the Defense Science Board (DSB) Task
processing, display, data base management, ad Force on C Systems Management (reference 5), and
decision aids has the potential to enhance C3 support a DSB Summer Study on Technology Base
to crisis management. Management (reference 6). The Packard Commission

was convened by President Reagan to explore options
B. Oblectiven and Guidance to streamline the acquisition of DoD systems. It

This section outlines the objectives of the DCA recommended that DoD reduce the time and risk
testbed activity and describes the factors that are associated with acquisitions by expanding its use of
guiding and focusing the effort. The most significant of rapid prototyping and acquiring systems in an
these factors include the management guidance that evolutionary manner. The proposed testbed activity
has emerged from recent senior advisory boards, provides one vehicle to implement this philosophy.
programmatic guidance to minimize resource needs
and time, and a perpeption of the key issues that The DCA Technology Conference was convened
remain to be addressed, in the Fall of 1986 to identify technologies that promise

to enhance substantively C3
'system capabililties. It

1. 8 was concluded that a distributed rapid prototypingIn view of the trends in crises and theCn sfthem tds ises and h testbed is feasible and desirable to support the
supporting C3 

system, DCA/C4S is initialing a development of C3 systems that supported multiple C3

distributed testbed activity to adapt emerging no.es. The proposed testbed activity will draw on that
technology and new system concepts for -the technology to achieve its objectives.
improvement of crisis management. To achieve that
objective, the lestbed activity is being designed to
realize four sub-objectives, The DSB Task Force on C2 Systems Management

issued a rep'rt in July 1987 to revisit key issues that it
Rapid prototyping. The testbed activity will had assessed ten years earlier. It called out the need
provide a vehicle for rapidly dovaloping nd to develop an overarching DoD C3 architecture, to
evaluating prot6type systems to support crisis pursue a well-focused command and control research
management. Emphasis will be placed on program, and to extend efforts to exercise and
prototyping new, improved decision support evaluate C3 systems In a mission context. With
systems to'assist staff members in situation respect to the latter area, it specifically noted that 'the
development, crisis assessment, course of combination of operational exercises and
action development, and execution, user-oriented testbed activities represent 'major
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opporthnities to maximize current-system readiness In the area of information systems, most of the

and assess command and control iarformance. The crisis management nodes-lack effective auttmated
mix of tools envisioned in th testbed activity echoes mesi ge handling systems to format, cat ioojb&
that ph losophy. sortroute incoming or outgoing messages. In addition.

all of the nodes lack required multi-levelsecurly
The DSB Summer 'Study on Technology Base features.- This is particulaly important for crisis

Management advocated 6.3A Advanced Technology management where selected information tends to be
Transition Demonstrations (AI'Ds) as 'an extension of very sensitive and 'close hold.
tlie'Packard Commission prototyping recommen-
dation." The objective of an ATTD..would be to Problems'in-communications/connectivity are
demonstrate "proof-of-principle in an operational vice endemic in the.crisis management community. As
purely laboratory environmept. Programmaticaly. iLis noted above, the sensitivity of selected data mandates
anticipated thatra representative activity would la1t the 6se of limited distribution communications to
approximately three years at-a total program cost of restrict its disserination*. In addition, there is concern
S10-00M. The prcposed.testbed act;vty may be an that it will prove difficult to connect reliably and rapldly
attractive candidate for an ATID. to a Joint Task Force that has been deployed to

responl to a crisis. Overall, there is need for an
3. Progam Guidelnes overarhing crisis communications architecture to

In Crder to minrmize the time and resources for specify the appropriate interfaces and information
the crisis management testbed activity, the following exchanges an-.ong the nodes of the system.
guidelings have been adhered to in structuring, the
program. Initially, the- activity will focus on core. There is wide-spread interest in developing and
command center initiatives (e.g., enhancements to the evaluating decision aids to support personhol
WHSSS, CCC, NMCC). Preliminary act;vities will throughout the crisis management system. These
assist in refining system requirements and explfoe the decision aids have the potential to support many key
feasibility of accelerated application of emerging tasks including data base management and display,
technology. To minimize the possibility of duplication assistance; in selecting courses of action, and
of effort, the testbed activity will be configured to tie in institutional implementation of selected courses of
with the testbed programs of the Servl6es and DARPA. action.
In addition, it will complement existing crisis
management activities in several areas. In support of Finally, there is a continuing need to evaluate the
plans and architectures (e.g., JCS C2 Master Plan, crisis management process from a total systems point
Wide.Area Surveillance Architecture), the testbed of view, capturing the interactions of the key
activity will evaluate and validate proposedconcepts. participants. Prior efforts have tended to view the
In conjunction with exercises and evaluations (e.g, problem from a fragmented, sub-systems perspective
JCS CPXs, OSD Srial Exercses), the testbed activity and have failed to identify and ameliorate many of the
will identify new, improved decision support'systems C3 issues that have hindered actual crisis opera ons.
that can be assessed In the context of a
quasi-operational environment. C. Testbed Activity Resoirces and Cdnceot

Due to the breadth of issues associated with the
4. KeyIsue crsis management area, it was rapidly concluded that

Several key crisis management Issues have n6single tool would be adequate to satisfy the full set
emerged in-recent years that will be addressed by of program objectives. Consequently, an orchestrated
applying the testbed activity resources. These issues set of tools was sought dravng on computer model,
can be aggregated into five major areas: datfdata testbed facilities, exercises, and assessment tools. To
management, information systems, communications/ the extent feasible, efforts were made to identify
connectivity, decision aids, and systems 6valuation. existing toos that-cou!d be modified to satisfy

program needs. This section describes the key
In the area of data/data management, there are resources that were identified to support the program

pervasive problems for all 6f the major crisis arid the concept that has emerged to synthesize them
management nodes. It is recognized that the data into a consistent acivity.
required to support operators and decislonmakers is
highly diffused and there is a need to retrieve, 1. y Resource
manipulate, and display it more effectively. In
particular, there is a need for a data fusion capability a. Cominuter Models
that can consolidatefintegrate available information Computer models were sought to support
into a complete, consistent, and coherent picture of two needs; to perform preliminary analyses of crsis
fdendly and adversary status. management performance subject to hypothesized

573



variations in procedures, sdoportirn C3 systems, and A The facirdy had to be avail-
threat; and to stimulate candidate manned simulator able for substantial blocks of time so that
testbeds. statistically meaningful numbers of test

replications could be run.
To meet the first needf, a search for a viable

computer model identified-ihe Action Pr6cessing.- E The -testbed had to be
Model (APM). This batch-prcessed, FORTRAN model capable of evolving to a multi-site facility to
was designed and implemented in the late 1970'sbY deal with the distnbuted nature of the crisis
IBM under guidance from DCA (reference3). This tool management system.
models crisis -management operations, detailing
interactions among key command centersf(e.g.. After evaluating a number of candidate facilities
NMCC)and forces. It requires the analyst to input the against'these criteria, the, MITREIDCA Command
system architecture (e.g.. resources, procedures) and Center Engineering Laboratory (CCEL) was selected
a crisis scenario and it characterizes measures of- as thi nucleus for the Crisis Management Testbed
performance that include workload capacity, Facility. This facility consists of extensive ADP
information quality, and timeliness. Efforts are resources (e g., micro VAX with graphics processor
currently underway to explore the desirbility and and complement of intelligent terminals), workstations
feasibility of upgrading APM to include recent (e.g., Apollo, PC XT & AT workstations), a fiber optic
advances in simulation technology- (e.g., local- area network, video- equipment (e.g., large

- knowledge-based techniques to capture cognitive screen wall projector), and extensive software-facto'is), resources (e.g., various compilers, data base
management systems). The facility has been used in

To support the need for a testbed stimulator, initial prior programs to develop and evaluate prototypes of

attention has focused on the Research, Evaluation, an Executive Briefing System, an "Electronic

and Systems Analysis (RESA) model. This model is Notebook" (based on commercial products such as
ORRANinsrutios taIencmasanexensve sagned Prpratiota and semeino Systheman outgrowth of work performed at NOSC over the last advanced hypertext software and emerging digitized

decde.It urrntl cosiss o 25K- ine of video), and the Automated Emergency Action
decadea. it 6 urrentlyi consists of 250K, lines of Message Preparatin and Dissemination System
FOFRRAt4 instructions that encompass'an extensive (AEPDS). -Upgrades to the laborator'y are
naval data'ase (e g.. 400 ships/subs. 50'aircraft, 60daad programmed that should enhance its utility as a
weapons) and multiple sub-models (e.g., inematics. tesibed for C3 support to crisis management.
sensors/systems, wide-area surveillance, and
weapons/damage). Programs are underway to The Joint Directors of Laboratories Simulation
augment the data base with information germane to Network (JDLNET) was also assimilated into the
Army and Air-Force operations (e.g., terrain, missiles, program in order to extend the testbed to deal with
Corps to company symbology). This simulator could distributed C3 

issues. JDLNET is evolving to support
be used to provide the operational context that'woutd joint activities relating to distnbuted C3 systems using
underlay a simulated crisis, the Defeiie Integrated Secure Network (DISNET),"a

subnetwork of the Defense Digital Network. Early

b. I3estbed Fhe participants on the network include NOSC, CECOM,
C3 tesibed facilities were assessed to RADC, and the Naval Postgraduate School. This

identify environments in which the crisis management capability is discussed in detail in reference 5,
performance of human operators could be assessed The Rand Strategy Assessment System (RSAS)
when subjected to the stresses ola simulated crisis. has been developed under the sponsorship of the
The faclity in question had to satisfy several stringent Director, Net Assessment, OSD (reference 8). The
cnteria: system has been designed to combine selective

features of political.military wargaming and analytic~. The tesibed had to be flexibly modeling. One of its distinctive features has been the
reconfigurable t0 provide a context for use of decisidn models to represent selected military
assessing the performance of rapid proto- commandlevel and political level decislonmaking
types of programmed and planned crisis processes in-game play. Since many crises involve
management sub-systems (e.g., decision high level political, military, and diplomatic
support systems), decisionmakers from several nations (see discussion

in Section A.2), there is considerable interest in
Realis. The tesbed had to support the adapting the RSAS decision models to the needs of
realistic emulation of controlled situations the DCNC 4S testbed. It is anticipated, however, that

thatcoud stessthe riss acionsystm. Ihose niodels-wili have to be tailored extensively to
respond to the specific issues of interest in the DCAI program.
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c. E A representative application of the testlted activity
To facilitate the translation of new concepts might begin with ai preliminary analysis 'f a crisis

and skstenms into the operational community, the management issue using an upgraded iersiori of the
testbed activity will take advantage 6t'planned tests APM computer model. That tool could be used to
and exercises (T&Es). These T&Es will provide an perform a preliminary assessment of the impact of a
opportunity to extend the assessment of key products proposed system or change in operational concept on
to reflect man,:of the factors-that charactenze a crisis management effectiveness. This assessment
reistic 'Oprational environment, would include sensitivitya n'alkses to evaluate

variations in effectiveness as afunction of key external
Three cli_ ses of exercises have been identified- variables (e.g., scenario).

that are'well suited to the needs of the program:
1) selected JCS Command Poit Exercises (CPXs): If the findings of that assessment were promising,
these exercises are conducted biannually to train the next step Would be to analyze the issue in greater
participants -in -he use of the crisis management depth using man-in-the-loop simblationtechniques.
system; 2) OSD/JCS No-notice Interoperabiity The results of the APM analysis would be used to
Exercises (NIEX): as the title suggests, these activities zdesign the experimental test matrix for the system to be
are conducted with limited advance warning to'assess tested in the CCEL. If appropriate, a rapid prototype of
the readiness of joint forces to interoperate effectively; the concept would, be fabricated and integratedinto
and 3) OSD Serial Exercises: these are a sequence of the CCEL A number of contiolled replications Would
relatively limited exercises that have been conducted then be conducted to assess the concept to desired
to validate new concepts of operation (e.g., to explore levels of statistical confidence. A variant of HEAT
the concept of industrial readiness states that would would be used to evaluate the results of the test runs.
correspond to traditional defense conditions As one application, the HEAT results would be
(DEFCONs)). employed to upgrade the APM. If the issue in

question involved distributed C3 , the activity would
d. Assessment Tools draw upon JDLNET and modified modules from the
One of the major problems in employing the RSAS to emulate the other nodes in question.

proposed testbed is the ditficulty in objectively
assessing and quantifying a C3 facility's performance There are several possible applications of the
and effectiveness. In recent years a Headquarters results of the man-in.the-loop simulation. First, they
Effectiveness Assessment Tool (HEAT) has been could serve to refine the requirements for the system
developed and applied by DCAand several Services under test to facilitate its acquisition. Conversely, they
(e.g.,reference 9). The tool utilizes a framework that is could provide proof-of-principle for the system,
based on the processes that a headquarters performs particularly if the system in question were a new,
(e.g., monitor, understand, plan-develop alternative improved decision support system. For the latter case,
actions, plan-predict consequences, direct,, inform), the system could then be further assessed in the
Efforts are contemplated to adapt this framework to context of a T&E, That would provide the opportunity
meet the evaluation needs-of the crisis management to evaluate the system in a more operationally realistic
testbed activity, environment and to facilitate the technology transition

process. If the results of the T&E were positive, the
2. Testhed Activity Concept candidate improvement could then move Into the
Figure 6 illustrates the concept that has emerged approprate acquisition stage. The results of the T&E

to synthesize the individual evaluation resources into a would also be used to refine further the APM.
consistent testbed activity.

D,eare enviie a
Figure 6. Testbed Activity Concept. In the near-term, two complementary testbedactivities are envisioned: rapid prototyping and

research and evaluation,

1. RanirfErototvnino
Several candidate rapid prototyping

activities are under consideration for near-term
implementation.

F = 14, ~NIMCC Enhancements. There is great
interest in developing and evaluating Joint
Operational Tactical System (JOTS)
vaants to enhance the fusion of informa.

C,=,,,- lion in the NMCC, The proposed test
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would bd undertaken to identif.,information REFERENCES
requiiements and' to assess function
.enhancements.

-" .C C C A pp lications. T he -C C'C currently I . Jo n p r t ri a i g S

employs paper copies of Emergency 1. JointOperaton'PlanningSystem (JOPS),

Action Packages (EAPs)-for operatorsto Volume IV (Crisis Action System), 1985.

refer to during crisis operations. There is-
interest in automating these packages and - 2. Belden, T.G.. Indications, Warning, and Crisis

enhancing their utility by incorporating a Operatioqs, .lntemational Studies Quarterly,

naiuraPlanguage interface and expert March 1977.
system tichnology. 3. Arababi, M., et al., Design of a Simulationjvlodel

White House. Upgrades. There is for NMCS Crisis Processes: IBM internal white

interest in enhancing the inte /a.e of paper, 1977.
the WHSSS with many of the other nodes
of thecrisis management system. When 4. 'A Quest for Excellence," Final Report to the

JDLNET is fully integrated into the tet'6ed President by the President's Blue Ribbon

activity, it couldbe used todemonstrate Commission on Defense Management.

proof-of-concept of proposed capabilities -Jne 1986.
to exchangi'~ Information and finished
products. 5. "Command, Control, and Communications

Technology Assessment:,Conference

2. Resenrch and Evaluation Piceedings," The MITRE Corporation.

Three research and evaluation activities MTP-87W00001, July 1987.

are envisioned'io satisfy;the needs of the testbed

activity. First, consideration Is being given toupdating 6. Report of the Defense Science Board Task Force

and applying the APM conputer model to support the on Command and Control Systems Management,

generation and validation of crisis action system July 1987.

architectures and plans. Second, several activities are
under consideration to support testbed stimulation and 7. Report of the Defense Science Board 1987
internetting. These include refining RESA to use as a Summer Study on Technology Base

testbed stimulator and developir
I

64,0an for evolving Management. December 1987.
to a distributed testbed-capability. Finally, there is
interest In adapting the HEAT methodology to support 8. Davis, P.K.S A, uAnalytic War Gaming with Ivan

testbed evaluations, and Sam, SIGNAL, July 1988, pp. 59.63.

E. S 9. Feld P.. 'Supporting the Evolutionary Acquisition

A cordceat for a testbed activity has been of C
' Systems," SIGNAL, June 1988,

formulated 'that promises to provide a sound pp.211-217.

foundation to address C3 support to crisis
management from a total systems perspective. An
incremental.ipproach is being pursued to evolve the
needed Infrastructure while developing key near.term

Oroducts. Foremost among these near-term products
are rapid prototypes (e,g., JOTS variants, automated

EAPs), analytical models (that can be employed to
supportthe generation and validation of crie's
management architectures and plans), and systems
Interfaces (eg., interfaces betweenthe WHSSS and
the CCC). Ultimately,

the pace and scope of the
activity Will be driven by the availability of resources.
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US F IUAIO oIPOECRSSMNGMN
AT THE NATIONAL MILITARY LEVEL

a. Moore H. W. Williams
Advan~ed Technology office Command Center Engineering Departnent
Defense comminicationis Agency The mESRE Corporation

eton, Virginia 22090-5087 Mclean, Virginia 22102

ABSTRACT conflict. Secoef Weinberger noted -.. these
forms of ambsiguous aggression hove becone so

THE CHAIRMAN OF THE JOINT CHIEFS OF STAFF widespread that they have becone 'the warfare
(CJCS) IS THE PRINCIPAL MILITARY ADVISOR TO of choice' over the last 40 years.'
THE NATIONAL COMMAND AUTHORITIES (MCA). IN
T IMES OF CRISIS, THE CJCS PROPOSES MILITARY
COURSES OF ACTION TO THE NCA AND REPRESENTS ~'~
THE MILITARY STAFF IN4 THE CHAIN OF OPERATIONAL
COM11AND WITH RESPECT TO THEUHIFIED AND
SPECIFSED'COmMANDS. THE NATIONAL MILITARY, P11,
Colo"N CENTER (NMCC) is THE FOCAL POINT FO R 61it c

DEFENSE RELATED INFORMATION SUPPORTING -.HE ~ ''0.~n
CiCS AND THE JOINT CHIEFS OF STAFF (JCS). n,,
WITHIN THE NMCC, THE CRISIS ACTION SYSTEM I

CR)IS ACTIVATED To CONDUCT TINE-SENSITIVE
PLANNING DURING A CRISIS SITUATION. THIS
PAPER DISCUSSES THE INCREASIHG FREOUENCY OF
CRISIS, THE CHANGING NATURE OF CRISIS, AND
DESCRIBES HOW WARFARE SIMULATION WILL BE: USED A111to worldPetite

A T A DCA NODS ON THE JILSPONSORED SIHULATION FIGURE 1. INTERNATIONA! -CRISES:
NETWORK( (JDONET) TO STUDY HARDWARE, SOFTWARE, PROBABILITY Vi'RISK
AND PROCEDURAL IMPROVEMENTS TO THE CRISIS
ACTION4 SYSTEN (CA). USING THE NAVAL OCEAN As shown in Figare 2, our Government has
SYSTEMS COMMAND (HOSC) RESEARCH. EVALUATION, A variety of offices and agencies thlt ronitor
AND SYSTEMS ANALYSIS (RESAI SOFTHARE PACKAGE and participate in the management of crisis.
AS ACRISIS EVENT.DRIVER - AND OTHER JDLNET She White House Situation Roon Sopport Staff
NOSES PARTICIPATING AS THE SUPPORTED AND and the Mati~nal Security Council coordinte
SUPPORTING COSOOAXDERS --PROTOTYPING OF CRISIS the flow of information to the President from
ACTIONS SYSTEN (CAS) IMPROVEMENTS WILL D4 the civilian and defenset-related crisis
ACCOMPLISHED IN A LABORATORY SETTING. mnangement organizatios. The Crisis

Coordination Center 3upporta the office of the

1. THE SPECTRUM OF CRISIS Secretary of Defense and, with tho National
Military Commaund Center and the world Wide

Potential crises confronting the United Mtlitary Commoand and Control Syotem (NHMCCS),
States range from local natural disasters to provide the means for the National Commcand
global nuclear holocaust. For natural Authority to organize, mobilize, and monitor
disasters, a variety of local, State, and the deploymnt of US forces,
Federal government departments and agencies o
exist to confront, contain, and control then.
At the international level, threats and Crises Whit Houe 00S

ar ohstrated by the Nationel Security
Council0.1 syjtenq which consists of
representatives from the Departments, of
Defense and S tate, The Central Intelligence
Agency, theo Ntional Security Council, and $
Invited Individuals with 3OCializod W
hnoodge. Soon of these Crises can be .
controlled on an OenoniO levelsoo 3OCan be Cn, All
contained at the diplomatic level, and soon Ctntern
require attention at the nilitary level., ~ ..
Figure 1 Illustrates the spectrum of crisis
and relates the nature of the Crisis to the ,n...O00v vOO v

cons~equence. of the event. Increasilngly, the von. ~ v ,.a v,-0

interest, attention, and application of US fOueoaerww.0w.4 --

military forces is directed toward crisis FIGURE 2. CRISIS MANAGEMENT
mnagement of terrorisn and low intensity AT THE NATIONAL LEVEL
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2, CRISIS Axi, WINTENiSITY CONFLICT represents about 30% of the total referred to

S by ((den Hyde.) As shown In Figure 5, it

From the military perspective, crisis is becoreS apparent that the trouble spots tend

defined as "an incident or situation involving to be concentrated inthree geographic areas:

a threat to the United States, its the Caribbean Basin, the middle East. and

territories, and possessions that rapidlySotatAs.
develops and creates an condition of such

diplomatic, economic, political, or military aI I., rE.",, - as -esr,*rn

mptaetoheUS-G;overnment thatirtsrmec
comitment of US iliitary forces and resources lss-scrn

Is contemplated to achieve US national ,iais -a-iN1.5Msiaass

objectives.- 2 in this contort, It is a 191 Milt Galt: tO

precursor toLou intensity Conflict (LIC) 5)5 (R.sais I."e.,.,

which has been characterized by General P.F. It-,s t-a . ]III/ii0s
Gooran, forcer CINCUSSoiTCOMa as "... an *9 5*51 loolit I as 9s)tOd

Itreatetlactivity conducted under the a (u$rrse . s0.ia5s104155)i si)~ai.550,

lead of the Departisent of State and a1 X,sos fra$%i ,,/1i..,ai ,- a " Fi tsrsi- rUSSR

coordinuted by the Natiotial Security 
111ri0s1aidr s sis (Si NssrsivA

Council.* 3 and defined by the US Army-as a 191 a Isotr.,,- karth rs,,- siaasra

limited pelitico-militacy struggle to nrsu.asiaMrs AMYa
achieve political, military, social, economic, a :71 s.0 Asia.

-,dast~iis I~ * mim (.01 ss - 11v~-i

or psychological objectives. It is often (ViS 5W1) (IRA 4i110% $47 Oosis-9a1

protracted anj ranges, from diplomatic, aII Mail5. tass -els ua,, w- (( " "'It. VaSbos

economic, plychosocial pressures through Its A1110~lrii~

terrorisms and Insurgency. L-ou Intensity III $W 5 All 161 .i "."f

Conflict is generally confined to a geographic cmarss uns- a(*/551 a s$ 5,7550.

area and i$ often charactecized by cons traints V ~issS((5 i.ti~s5 0 ia

in the wteaponry, tactics, und level of twoIM

violence." 4 
l~~~ aiis

in a reviewa of 278 International Crises FIGURE 4. SELECTED CRISES
and 627 Foreign Policy Crise between 1929 and

1979, Brecher, stilkenfeld, an3d Moser $ deifined
a crisis as being A threat to basic V&ulue
with a finite time for recponste and a high
probebil ity of involvement In military
hostilities. As shorn in Figure 3, a crisis

can be charasteried us an event i.het exceeds

the ubility of %tan ard operating procedures
to hurdle or con ;roi.

1 FThey require adjustments to norml
procedures due to

- agnitudes of the is1ue1

Time pressirei

incomplete information

ConfIICtS-iA possible response$FGRE .GOBLSTUTO

irreversibility of decisionsFGR LBL IUTO

FIGUE 3.CHARCTERSTIC CFFurthermore, the locations support an

NATIONAL CRISIS analysis by Moly~where be defines five
characteristic$ of Lou Intensity Conflict:

M~en J.P. Hyde, et~al. 6described the o They occur in the Third World;

frequency of crisis as being about one per o They involve the pursuit of limited

year between iid-lOSO and mid-1960. Dusing objectives;

the 19701a, tile average increased to three o They do rot fit within traditional

crises per year; and through 1006, the average military conventional campaigns,

nuamber of crises had increased to six per o Tho may involve Soviet proules; o

year. o They do n
6
t requirei ombilizatirtof

additional resoUrces beyond those

Figure 4 contaxna adi1sting of 21 well- otheraisis maintained Zor Peacetii

publicized military wgisoes that the US bus 
purposes.

been involved in over ,he past 26 years. (This
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As-illustrated in figure 5, an aaelysis possible military options. The preferred
of twenty-one crises dirctly livolng the option is then-conveyed by the Chairman of th' -
United States over the-paAst wentY-six yrAJCS (CJCS) to the President for his
reveals that only ,-two (Merlin Wll and Cuban consideration.
Missile Crisis) a lso/,involvedthe USSR.

The JCS Sri supported in-this effort by
As designers of inforeeation-maiagevent the Organisaticn of the JAint Chiefs of Staff

system and meeberc of the niiioil-comand, (OJCS) which operates the National Military
control, cormanication3,.'and corputer Cormand Center- (lNiCC) . Via the NMCC, the JCS
infrastructure, we are all too familiar with are hept appraised of our miliaiy states
the ispact-uf incoerplete -information, - (forces, platforms, weapons, and-cerrent
conflicts betweenpos3ible-interpretations Of situation) by commanders In the field.
available information and the requi'eet to
heve an answer reedy -yesterday- that will When a-military optionto resolve-a
aucrensfelly withstand all future 'second crisis is -selected by the President, that
qUe3sing' or 'arm chair quarterbaching'. The option, in the form of an Execute Order, is-
automatedsysteosiwe hive developod~to-3upppoat communicated from CJCS via the MMCC to the
the planning, deploymnent, and eanagement of Unified and Specified comnands.
forces-in a conventional war naynjot be able
to support the crises that arein"creasingly a She most significant element within the
part of the global-picture. Today's commeand military planning process is time. AS
renter .staff officers Ard their counterparts described in the Joint Operation Planning
at. the White Mouse Situation Roor, and the Systemo (JIPS) there are two method- of
Department of State are fared with increaied military planning: deliberate planning and
freciuency and complexity of crisis actions, time-sensitive planning. Deliberate planning
terrorist activity, and low Intensity, is.the process used When time pernits
conflicts. Figure 6 Illustrates the functions development and coordination of plans with
porformed by beth military and civilian numerous organizations. Tim-senritive
analjit3 daring a crisis situation. planning is conducted when time dues not

permit such development and coordination: as
described In Reference 2, the Cri3is'Action
Systemo (CAS) is the process that defines the
time-sensitive planning that Is porformed by
the JCS, the Services, the CINCs, and other
defense organizations in order to develop

-- response actions during tine-constrained
(i.e., Crisis) situations.

- The Crisis Action System (GAS) focuses on
the nilitary aspects Of a Crisis frnn its

F-:- beginning, to commritment of forces, to the
return to normal operations. CA$ is supported

- in its operation by personnel, procedures,
hardware, and software. For CAS to function

ait was Intended in the MCC, all of these

t AsShow inFigure 7, CMIS r"nssta of up
to3Xpae.Depending on the naeturo of the

FIGUE 6.CRIIS ATIO SYSEM cisi, cetai phaenay be performed In
paralelorbe ypasedentirely.

The systems they depond upon to help thenm ~ ~ *

cpo with tegoigthreat hove not been -

designed to support the current noate of - _ .2 i
crisis actkofnPrcessidelay ,, , ,budget
would ipoetirability to reedt rapidly r,.e .
to emerging crisis Situations. '"LZL

3. CMISI1 ACTIONS SYSTEM
The President maes the decision

regarding which eptiowill be,selected in

the oin Chefs f SaffIS t reiewFIGUE 7 CRSISACTION PHASES, PLAYERS
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b~lcl, in terse of their proposed use I n CAS. whnDuing isexpectedto operation ali.F89

Us o the -lrge Screen Wall Display present-,plan3 are to esrtie a series of

UseWD of 3G:~~ cmspoeto European, Central Aericas, and Xorcan area

systems (video copy cara, flatbed scanner, on Cennf. AltoughEC "thsais conventonal

ec.) to swpport teleconferencing and o ceo3bIwCX htIcnetoa

briefing, This would facilitatodistribution warfare, tho. scenarios will allow DCA, using

of graphical and textual cutorial existing In altr esn.lwt prpit 10

hardccpy form or display ,d on a terminal to a operotional skills, to execate the M.1CC role.

ouch wider audience for ?1srwssionldecision- 7he scenarios will he codified to epghasizo

briefngs.determined 
and before actions are taken by the

rieingpuss. duin 
cofrne 

n-A 
atcpto 

hnteC 
1 en
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sopported and S=pnorrig C~z1andCX3 7. Tie SE.0CID OF CRISIS EVYsuS

Irepeted by the nodes) to enuoute the
cpC~ln dditon.the 3cenriosdll allow Planned SDIIE warfare scenarios will be

the 30= to043soeadditicoal alerts and plans tactical in nature in oder to satisfy the
is a result o!thaoges to the situation. 0eeds of the service laboratories. initial

scenario evenrts w.ill cause-tens3ions between
Ihhs. 7cenaro .dll be defined by the us and tb*eother countrfes involved, to

34CC hmC 14lo ca.TeeceriseC~alate. That is, they will define the
will provide general infornatiow,~(i.e.. the nature of the Crisis3 and are thus the natural
CrL5is situations, the tactical situatisns3, objects of the Crisis Action System (CAS).
force lists, ~wrkstation assignments at each Oh CA node will he the prinacy player at
code. cotrol procednres.'6esd analysli this time. Th'e DCA node will play a back-up
ob~ectiVV3).'DCA .dll spjify ithose changes to role to the other nodes after the Execution
the bas-ic scenarios that ,will allen the DCA Order has been ised" and the actual warfaze
nodto represent the crisi egpose tea, 0ienlation is in progress.
JCS, and WCA. I'srticipationl will include
:eqzesting infozzUation frun and tianscitting -Typical events that would Occur during

ores o tesppozied and supoting tws days of scenario tine are presented In
ccrmands specifil in te basic icearios3 as FIgure 12. During Day 2, the DCA node would
-well as coondcting investigations Into the use be-fully manned and the other nodes would
of CM decision aids and infounaticn oito.. scenario play on a watch-teas basis.
nanagenent tealiques that are of spcial Doring Day 2, the roles would reverse; the

interest to rCA. other'nodes would be fully eanned and the DCA
nude would ez~loy a match team.

Injection of DCA node sessages ror
tranzs'isinto -other nudes .ill-be pre- .--

coordinated In the warfare 3inulation plans as33.. ~ .~

will the responses that cay he reilred to he -'

trasmitted to the DCA node by the other I,'' .

nodes. When messages are required i e be
transmitted accoeding to the scenario script,
the Planning portions of the passages will he ~ ~
provided; thepersorunel Involved will then----------------------
ipput the datsltiiae groups, perform n or I

editing, and dd a sectievof the message like ~ ~ rr ~ Is.

the niSSOieCu'tatenant or dtCl316u. At the DCA
node, the enghasis will been. the prod.-dure.s1=

scenario executios nd he wasys to enhancg the * .

procedues. The function of the controller iI3
position wilkbe to ensure that no actions are
taken, that will obviate continued play of the
scenario as plufned. FIGURE 12. DCA NODE ACTIVITIES FOR

A DISTRIBUTED SCENARIO
Typical eesages to Le sent/received by -I

the ICA node during distributed uarfare 8. SMR
sLilation exercises are as follous:

a led Reuest forCl ~To recap the way in. which DCA will
2 Snd Requstsfor IW.participate in distributed warfare sinulation

Assesnnents- to supported co=%aod over JIXtElT, the following actions will be

accorplished:
b. Send -Requests for Input Reports- to

supporting co=nnands a. uRSp. will he Used to set the crisis
event stage by describing the

C. Receive wCINC Annesscontsw an:1 dthtribution and capabilities Cf
-Input Reports- platforms, sensors, and weapons

d. Send "Warning Order, to supported b. lice-senitive and/or lengthy
and supporting coaunuds sg traffic -ill be prescriptod,

and Injected runually he control
0. Receive *Receoo-ended COA" fron personnel into the s31mlation at the

supported cormand in the form of appropriate tiM0s
-Cosuudr's Estimate-

f. o :I r Orer"recive"OPRD"c. Measures ci Effectiveness (HOrs)
nd Aet rdrruveOODtht are unique to ICA interests

f rom spported coanand will'ba developed for the CAS

SendEuecte rderto uppotedprocess. It is not exported that
g. Sn-EeueodrtospotdRESA will be codified for this

,and supporting cosnonds PUrPose
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d. rMeCi31V2 Sld3 an-d informtion R eferencesjaid$ -il be implemented 1. Adnual Report To The Congress, FY88- ° at the DC node sotaV their Use +is

transpaenttto the service 2. Joit peration Planning System (JCPS),

laboratory nodes. Vol. IV ' tgzisis Action.Systes), 1985

Table 2 peierts-a ailesto3es Ule for 3. Testimony before Senate ArmedService

DCA activities over the next two fiscal years. commitiee, Januaryl89
7
.

RMA augmentaton refers to the adaptirg aointww-ntesiy Conflct Project.

of scenario play to handle time- Final .r E 7ecutive5.Umay, USA

iA d/or legthy,:esnag_5. ESA's present limit Training and Docine Co lnd,

of eight lines of nrrative per message willI
be modified by a nanual work-a.o 

u
nd technique.

it is anticipated that significant eff0rs S. Michael Brecher, Jonathan Wilkenfeld,
-intialy o tainobservers,will be reqGired-initially to train SheilalMoser, -Crises in the Twentieth

participants, and test direction personel as century," Pergamon Press, 19871

well as to prepare test plans anddevelop
SC-Ipts and supporting scen rio-applictions 6. MGen J. P. Hyde, COl. J. B. Warren Jr.,

software relevant to DCA'S needs, Cdr C. E. esson 11, -C3 planng in

Crisis Response , Signal, November 1986

AS~lflhf - -us ( FY9
ACT, , u 8 0 jVl ,o n 7. J. B. Miotley, -Lo Intensity Conflict;

'a 20t 302 0Global Challenges",P..entation to She

R- {MITRE Corporation, 21 June 1988

---7-7I ......

CAS 8" .. m.................................

"TABLE 2. MILESTONE SCHEDULE

As sho C, DA tests on a local basis will
be conducted monthly. Because of the amount
of pre-and post-test coordination involved
with distributed tests, it is expectcd that

DCA node paricipation would be limited to
once per quarter.

Assuming that JLNZT connectivity,
funding, and resources are provided as
planned, we look forward to pcesenting an
updato on our activities t next year's JDL
Research sinposiW .
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'the Khiowledge-Based BattleManagement Testbed lr6ject
Captain Jeff Grinishaw

Air Force Systems Comumand
Rome Air Dvclopmin Ccnter

GrifflsiAMB;NY

1.0 Abstract..

The development of expert Furthermi-ore,- the development of
systems designed to help plan and each new system has 'required the
execute tactical strike missions building (or. rebuilding) ofhas led to the-nbfed for some type- of input/outpui facilities, both
testing environment. To this end, a between the system and user and
testbed is being -developed. to -between the system and any
exercise battle management, expert. required databases.
systems individually and inconcert
with other systems. In addition to Another limitation has been the
providing, a framework- for static method -of testing new
evaluating these expert- systems, systems. Typically, an expert
the testbed, will establish database system is presented a well planned,
and message passing protocols so statioiary problem, A more
that future expert systems can realistic evaluation would b e
concentrate 'on reasoning over the performed by presenting the system
data and not on the input/output with a dynamic problem, requiring
issues. decision processes w-h i I e

controllable (e.g., human input,
alternate expert systems, .etc.) and

2.0 Introduction. non-controllable (e.g., equipment
Expert system technology has malfunction, enemy operations,

matured to- the point -that -systems etc.) actions are continually
-can be built to assist the modifying the problem domain.
battlefield commander. These To address these issues, the
systems use geographic data, Knowledge-Based Battle
offensive and defensive force Management (KB-BATMAN)Testbed
strengths, and operational policy to Project was initiated [7]. As its
assist the user in making plans and
decisions. Most battlefield name implies, the purpose of this
commander decision aids have- been project was to develop a testbedcnfor evaluating various battledesigned for independent use. No m e c os Themanagement techniologies. The
mechanisms are provided for -tesbed was partitioned into four
sharing or requesting information
between multiple systems, major components:
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- Mission R~iute "AMPS -AC-OB
Planner

I Interface

Router

Da e Simulation

Figure 1: KB-BATMAN Testbed with Battle Management Decision Aids

These four components will be
1: a database containing problem addressed in subsequent sections.
domain data, An overview of the testbed is

shown in Figure 1. The Database,
2. an interface between, expert Interface, and Router components
systems and the testbed, make up the Framework. The

Framework suffices in providing
3. a router for alerting systems battle management expert systems
to changes in the database, and with a standardized access to

4. an object-oriented simulation Database information as well as a
to provide a dynamic mechanism for communicating
to rodt a dynam between expert systems, During anm operational exercise, changes to
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I
the Database- would, be rnadedbased included. This will be important
Supon Post-mission debrieffigs, since air and land missions willSintelligence reports, forward ali need- to bekplanned and executed in

!controller reports, -etc. The concert.
Simulation was developed -for non-
exercise testing. This component- 3.0 Battle Maragement Decision
was included to provide -a Aids.
realistically -changing environmelt,
extending the,-basic Framework into Battle nianagement decisiona Testbed. aids are being developed to assist

commanders in various aspects-',of
The Framework provides -for an air-land,,-war in Central Europe.asynchronous operation oft expert These -expert system s include Asystems which may be distributed Multi-Level Planning Systemover heterogeneous -har(ware and (AMPS) (developed- by MITRE-software. This architecture is Bedford); TAC-OB (developed by

similar to the *Blackboard ,artificial MITRE-Washington), and aircraftintelligence approach [5]. The route planners.system operates in - an,
opportunistic, dataflow manner The AMPS project is a follow-onwhereby 'problems or partial from the KNOBS Replanning Systemsolutions are posted to the (KRS) developed at MITRE f2]. Thesedatabase for further refinement, systems were designed to planThe problem handling capabilities tactical air strikes based onof the various systems are friendly resources and prioritized
maintained, implicitly, by the enemy targets.
router. As information useful to
the systems becomes available, the The purpose of TAC-OB is torouter makes appropriate provide the mission planning expert
notifications. The intent is to have systems with a prioritized target'very low coupling between "the list. TAC-OB accomplishes this in
expert systems. The resulting a three steb process. Initially, thearchitecture is modular, allowing sensor reports are retrieved fromfor the easy addition6 or removal of the Database using, the Router and
decision aids. sent to TAC-OB. Secondly, these

reports are reformatted andThe initial thrust of this compared to current enemy order ofresearch has been to develop a battle and targets. This results intestbed oriented towards 'tactical an overall assessment of, threat
air operations. However, the status. Lastly, this threat statusoverall system has been developed is prioritized based upon capabilitygenerically so that in the future, and vulnerability, and then sent to
ground force operations may be the Database.
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-- Mission route planners are~being -H: Enemy 'surf.ce-to-air missile

developed for use atmthe Squadron (SAM), site locations.

- level lo1 selecting ingress, to and,
egress -from the 'target. *Due to the In addition ,t resource and

complexity of, the task, Ibute threat data, the -Database, provides

plarfners are usually. -semi- a "scratch-pad" for expert systems

automatic, iworking with, the- pilot and a -repository for, their results.

[1], -Depending upon the time and For instance, the "s6ratch-pad"

resources available, future ro ute would provide a place- for the

-planning systems may need- to- be planner to post tentative plans

more -'automated, tailoring their while it checks , for constraint

results to- the preferences of the violations. The Database is also a

individual pilots, repository for expert system
results such as planned missions,

4.0 Database. - flight routes, and prioritized target
lists.

The Database system was

originally developed by MITRE While MITRE-Bedford continues

(Bedford) to support AMPS. The the development of AMPS, MITRE-

purpose of AMPS is to demonstrate Washington has proceeded on the

the use of knowledge-based development of the Framework
tech iqu s i the pla nin of Part of the Fram ew ork developm ent

techniques in the planning of inole thIvlto fteAP

tactical aircraft strikes in Central involves the evolution of the AMPS

Europe. Information needed by this database into the independent

system, and retained in the Database. This is necessary since

Database, includes: the Database will need to support
diverse types of expert systems,

A. US'Tactical Air Command base not just AMPS.

locations. The information in the Database,

B. Locations of specific fighter although unclassified, is of

squadrons. sufficient resolution to -exercise
AMPS. The information needed by

C. Aircraft type and number at each the Simulation is read in from the

squadron. Database and assumed to be
correct. This provides the model

D. Aircraft and weapon capabilities, for "ground truth," the "real" state
. Eof the environment. Changes to the

E. Enemy airbases. Database (e.g., aircraft availability,

F. Enemy aircraft deployments, target status, etc.) will be
accomplished by the Simulation.

G. Enemy surveillance radar While the Simulation maintains

locations, ground truth, uncertainty may be
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introduced to thedata posted -to the the, Simulation will access theDatabase. -For instance, target Database thr-o'ugh the Router, both
status based -upon -post-missibn -for receiving nission Air Tasking,debriefings may, not be as accurate Orders '(ATOs) -arid for sending post-as that provided' by -reconnaissance mission 'results -(e.g.,'Bomb Damage
iissions. NAssessments (BDAs), aircraft

losses, -etc.).The Database system consists
of A SClWdatafiles that may be The Router "orchestrates" theaccessed relationally. The specific operations of the Framework,
model used was, implemented as a providing an intelligent method of
custom built, single-access, controlling system operation.
relational database management
system. This system 'supports the 7.0 Simulation.
standard functions 'including
addition, deletion, and projection of The purpose of the Simulation is
data. to simulate the execution of

planned ,tactical. missions against
5.0 Interface. defended targets and return the

appropriate, results. TacticalThe purpose of the Interface 'is missions include air strikes,
to translate between individual refueling missions, and
knowledge-based system protocols reconnaissance missions. Future
and the common message protocol extensions of the Simulation willused by the -Framework. The support ground operations such asInterface pi6vides two way tank, artillery, and troop
communication between expert deployments.
systems and the Framework, as
well as a method for 7.1 Simulation design.
communicating
requests/information between An object-oriented approach
inter-dependent knowledge-based was selected for the Simulation.
systems. Development of the This approach has several
Interface is being conducted by advantages over a conventional,MITRE-Washington and is currently procedural approach. First and
in an early stage. foremost, simulation naturally

lends itself to the notion of objects
6.0 Router. and operations. Each object,

whether it be an aircraft, base, orThe purpose of the Router is to town, has certain attributes which
handle requests between each could be inherited from superclassexpert system and the Database or objects. For instance, a specific F-other expert systems. In addition, 15 has the same class attributes as
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all RI-5s,. a's well as, those of all improvements over ROSS: an

:aircraft, rd all moving objects, -enhanced- clock facility -and a

e6; Defining 'these attribdtes- Once Common Lisp imp!caeiition. The
,at the appropriatdevel makes clock, facility- .provides a

system development much clearer -rnechanismff-for controlling objects
and easier. The second -reason for tempbreilly. The clock itself is an

using an object-oriented approach ;ERIC object and views time as

is that messages may be used t6 discrete points. Thus, activities

communicate between objects. that are to ber performed in the

Since objects, in a simulation -are future get posted "on" the clock

continually "talking" between based upon a real numbered time.

themselves, it is. important that These activities may be set to

the technique used to simulate the occur at a fixed time or as an

objects provides an explicit offset -to 'the-current time. The time

message passing mechanism, of the clock may be set and then

Thirdly, since objects -change (e.g., incremented using thei "tick"

move, die, etc.) based upon message command. Tick advances the clock

passing, simulations take on a a user-defined amount of time.

dataflow characteristic similar to After time has advanced, all

that -of the real world. Aircrews messages posted on the clock queue

receive orders, plan routes, fly for execution before the current

missions, occasionally get shot time are removed from the queue

down, effect targets, and regroup and broadcast to the objects.

at the home base. As this script Objects with behaviors

evolves, planned and unplanned corresponding to these messages

changes in the simulation, (e.g., then perform the required

saturation of air-defense systems operations. Since managing an

or mechanical problems), are event queue can require a lot of CPU

handled appropriately by behaviors time, mechanisms for expediting
without explicit contr6I by a "main, this function are important.

program." (A behavior is procedural
code tied to an object or object Managing the event queue

class;) consists primarily of inserting new
events at the proper location on the

7.2 Simulation Implementation queue and retrieving the next event
for execution. While retrieving the

The Simulation was next event is trivial, searching the

implemented in the Enhanced ROSS queue for insertion may be much

in Common Lisp (ERIC) object- more time consuming. In addition,

oriented programming language it can be expensive, to remove

developed by 1Lt Mike Hilton at the events that should not occur, To

Rome Air Development Center keep the event queue short, and

(RADC) [4]. ERIC has two major thereby reduce queue processing,
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'I

ERIC uses. multiple 'queues. Thus, simhulation process, portability toeach object contains its owh.-event non-Symbotics Lisp machines hasqueue, -while -the ERIC clock been 'affecte_. One solution thatmaintains the next' event' for, each would provide the 'best' of both'object. As an event occurs ERIC worlds Would be to re-implementtakes the next scheduled event on -ERIC using the Common LISP'Objectthe object's event -queue and posts System (CLOS), once the standard
it, if such an event exists. This for this object-oriented system hasprovides two benefits. First, events been agreed, upon. This shouldcan be inserted and/or deleted from provide the speed of Flavors withshort object event queues speeding the portability of Common LISP.
up, the process. Second, When an
object, "dies," the system need only 7.3 Map Display System
delete 'the object's first reference
on the system event-queue and'then Early in this project it becamedelete that particular object's clear that an object-orientedevent queue. This also speeds ,up cartographic system would bethe simulation, useful, allowing weapon systems to

query geographic entities -forAs its name implies, ERIC was information. For instance, Armywritten in Common Lisp. convoys need road and city data
Specifically, Symbolics Common when traversing cross-country. IfLisp was used. The selection of a road is impassable, someCommon Lisp was to make the. mechanism must be provided' sosimulation language more portable that real or simulated commandersbetween various platforms, can develop alternate plans. Such aCompeting with ibis desire to system has been developed [3]. Thestandardize was the concern over resulting cartographic database is
execution speed. Simulations are by read in during system initializationnature computationally intensive as multiple ERiC objects. Thus,programs. A simulation of flights commanders can check road statusof aircraft flying against air as easily as checking the status ofdefenses requires continual a mechanized battalion.analysis of who can "see" whom andwhat ac t ions or responses are The loaded cartographic ERICrequired.: As the number of objects objects also provide ground-truthin the simulation increases, the for the KB-BATMAN Testbed.process can become bogged down. Certain types of data within theTo help alleviate this problem, ERIC Database will always be accurate,was modified to take advantage of (ior example locations of bridges),the Flavors capabilities of the however variable data may beSymbolics Lisp environment. While inaccurate (such as the status ofthis approach has speeded up the bridges). For example, consider the
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airstrike that destroyed its tar-et cartographic features were
but. fail-,to ;retdrn to base. originally taken from- Joint

Assuming, that the- air6rews had not Operations Graphics (JOG) charts.

been debriefed-,in-flight; ,%only the. These charts provided unclassified

simulation' would, know, the target data of sufficient precision

had been destroyed. "The Database (approximately one kilometer) for

would, reflect inaccurate data. In, the Simulation.
order to update the 'Database,, the
real or simulated, commander -might- 8: Satus
have to order a, reconnaissance Portions of the Testbed have

mission. Operating the Database begun to take shape. With the

with incomplete and/or incorrect maturation of AMPS has come the

data will further test the specification and development of

robustness of the -battle the Database. These contractual

management expert systems. efforts, have progressed
,concurrently with in-house RADC

The resulting system generates work on the Simulation and Map

an interactive, variable resolution Display System.
map that can be incorporated into
applications programs requiring The "first-cut" of the

cartographic support. Highlights of Simulation was completed earlier

the system include: feature this year. This version can send

abstraction (ability- to turn airstrike missions as ordered in

features on and off), unconstrained ATOs and coursely simulate enemy

pan and zoom, and mouse sensitive air defenses including fixed aid

cartographic features. The system mobile SAM sites. Upon completion

runs on' a Symbolics Lisp Machine of the missions, "aircrews" provide

-equipped with a color graphics PDA reports as well as aircraft

display [3]. attrition numbers.

The cartographic features are 'Currently, the Router -and

actually ERIC classes and, objects. Interface components are not

The classes include: airstrips, implemented. Now that the

country borders, bridges, d ams, Simulation is "flying" and other

heliports, lakes, obstructions, decision aids are being developed,

powerlines, railroads, roads, road these components will need to be

intersections, towns, and created.

waterways. Object locations may 9.0 Future Work.
be retrieved in units applicable to

latitude/longitude, Universal While MITRE-Washington

Transverse Mercator (UTM), or continues to work on'the Router and

Military Grid Reference System Interface development, in-house

(MGRS). The data for the RADC work will center on extending
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thee capabilities of the Simulation. Simulation should, provide a more
This Will include the abilii to realistic environment for testing
simulate reconnaissance and the decision aids.
refueling missions, as well as
further refinement to, the air- There will also -be follow-on
defense, network. An additional work, to develop a more robust
area of research -Will concern the database. The new system will' be a
encapsu!ation of offensive and Ielational .database using- ORACLE.
defensive tactics doctrine into the The purpose of this effort is
Simulation. While recent-'.w6rk has provide the Testbed with a larger,
centered on .getting the system up more realistic database which will
and running, future efforts will provide an environment for
need to concentrate on the addressing large scale and real-
Simulatibn's fidelity, including the time database. issues.
area of doctrine. 10.0 Conclusions.

Additional in-house RADC. work

will address user interface issues. Development of the, KB-BATMAN
Specifically, . a requirements Testbed will provide a foundation
analysis will be performed next for testing battle management aids.
year to identifythe best ways of 'This testing will help improve the
communicating with the user accura y and robustness of decision
Applicable technologies include aids designed for either 6perational

,various natural language, 'speech or research uses. In addition togeneration and recognition, arnd exercising ,individual aids, the
graphics techniques. Testbed will provide a mechanismfor investigating synergistic

Future contractual efforts will effects of multiple" expert systems
also investigate: land operations, reasoning over the data in the
with emphasis on how, these impact Database.air ,operations. 'As ,an example, if
enemy ground attacks have overrun This project has also provided
friendly airbases or friendly army' an opportunity to use, knowledgeforces have d~stroyed high .valued engineering techniques to the

enemy targets, what effect will simulation problem domain.
this have on the -mission planning Simulations readily lend
process of AMPS or the target themselves to an object-oriented
prioritization of TAC-OB? The implementation. The eventual use
ground war would also be of of tactical domain knowledge in the
interest t6 the, mission route simulation will 'help, provide a
planning system since flying over realistic testbed for stressing
enemy held territoi'y is not decision aids.
advisable. This expansion to the
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CentS; some statements of raritme C2 needs arelkA-WOCT1ON found in the 1fritine Conceptual Ililitary Frame-

Wihn h XrbAtati ret rgnzain work (HalF). An early decision was made to Con-lTO)therte xisth atmmn a coet rlnizat2) strain the framework elemnts of the mission-(NAT) tere xiss a ~an andconrol £2) oriented approach used in the Tri-JW'C C2 plan soInfrastructure Whic is Owned, operated, and emin- that the atissfon, key mission conents, ar.dtamted by NATO. This Infrastructure em;Ocjasses military fuinctions would he those defined by shewhat nlight be called the theater level of comand. Qg's.The theater level of cand is comprised of those The operational framework consists of stra-commands which are internationally staffed. Typi- tegic. key mission component. and militarycally, these ccomands range from the Miajor NATO function elements. The operational framework(nensadErs (CCS) dokm to, bnut not including, the addresses these Operational elements within thelevel Of comand staffed entirely by national context of four levels, or types, of conflict:Personnel (eg. Corps. Slings, and Task Groups). tension and crisis, crnventioral conflict, limit-
fnroquirenents for ipproving the military C2 ed nuclear conflict, and general nuclear war.nfa ture are specified bi-annually by the Although many of the significant events arethree tlajor XATO Cceoders: Supreme Allied Com- actually tlirest~hold events between levels ofmarder Rope (SACEIIR), Suprm Allied Comander conflict, each level of conflict is definedAtlantic (SACLAIIT), and Allied Coander In Chief uniquely in such a way that significant eventsChannel (CINCUMA) in the Tri-NAC Command and Con. are associated with a given level of conflict sotrol Plan (Tnf-FAC C2 Plan). In 1IM, ATO-s that the unique conflict stresses placed on anyDefence Planning Ccattee decided that proposed system nay be higulighted and all the stressesirrovenents to NATO's C2 systems should he justi- of conflict are addressed. The operationalfled in termis of the operational missions which framework can be illustrated as a series ofths ytm upport. In response to NlATO direc- matrices. The operational framrk reflectst1-ion l Cs have adopted the concept of mission-. h iso eurnnsfraltel~s horiented C2 planning for preparatior of the next foundistion oftequfrmewt or all the KsaTh

edition of the Tr I-itiC £2 Plan. fudto ftefaeokI h taei
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stratgc cjectlyes are defie by reMisson

Idoets( ) air cocituatimilitar

- -- franers define arim ze y s compts.
-; S& mrit e e zi ds-are cnterested, rFariethly,

de fveo e e forcey misin. coiioent. Th

mll.fy ctrbutio to crisis-mne e t
set i6rol, maritim oe st projection, cntrle

tresix be3 cventioal defense. Atiln
i d mitain a fa orable air sit uation is fo
direct interestto som European laad-basi

e key mission conents ca rce the re
Terfsattnb-eciscts throias-ut the sectrum of

f foiflict. performne capability obje tives are
ptr tebaidv jcelopied for each key m ission componen t. T e

levels ofocapability generally,reflect the same
pbilosfo.a as tht of the strategic objectives
iatrix In the vertical dension. Level of cor-

Fig= I Strategic Matrix flic aspects are hot pr-erayed individually foreach key mission component, because those are

STe strategic bjecireS eatrit is esst det ind by-the stratiic level of conflict

tially a fir f four relationship tha with wich the key missio coponent is asso-

-portrays the asic cmmnd ojective in ciated. Re key =ission coponents are

referale tolevels of c onflict and levels - applicable to all levels of conflict.

f operatin- a perfornce as illustrated in
Figure 1. The tio dibnios are a reflection
of t cap ability o invest in increased
pefr of forces ad sudporio systems ? , I

on t sa on l t -irowmenve or to ire tbil
in survivability of forces and support as the
stress (conflancil orehnt) chanles or to
irvesrInf some cooiration of perforpoance and
srvvasility that best suits te coa nd. It

is desirable for th syslter rysis that the
different operational blocks reflect significant
breakpointsin 2 sysand investdent. The high-
est level of-opera on fperforince or
capability objective represents the desired
military objectives as stod in varinils
operational plans. Hoerer, desired capabil-
ities my not always be achieved or force
structure, ficancial, or technological reasons
Therefore, capability objectives trich aresubsets of the desired are derived to provide/

a yardstick by which achievement can be gaged.

I s desirable th the l er ordercapability
objectives be altrernativ i concepts of operation. o T
The current philosophy portrays the lowest level m c i b fe or
as one of preparation and self-defense; the next
highest levelas one of predomiately defensiveoperations from relatively fixed positions; the
nxl-,highest level as one of highly mobile.
flexible defensive operations; and the hgest

level of capabildty (desired goal) as one of Figure 2 Key Mission Components
flexible, dynamic operations characterized by

offensive actions. Any set of capability Figure 2 portrays the key mission component
objectives in one level is Incorporated auto- capability objective- matrix and-illustrates an

ratically In the next higher level of capability example relaicionship to a given set of strategic

objectives. The horizontal dimensons of the objectives. The i ndividual contribution of any

strategic m6trix represents the change in conflict key mission component will be different for the
stress defined by level of conflict parameters. different levels of performance and level of con-

The strategic objectives matrix portrays a flict. Thus, for each set of strategic

possible range of Independent yet related actiont objectives there is a key mission cnonent

and is designed to illustrate the impact of those profile. At the same time the mission components

actions in terms of force and system investents. are not unique unto themselves, but have,

596



considerable interdependence in a conflict meters Even ually mission specific Cc systeienvironment. For exaple, tho'capalility to objectives are estiblished by evaiting ,.iieaccomplish, Successfully, the protection and entire decision prcess 4n the context ofcontrol of shipping would be-very difficultwith- operations siPP-rted and C2 i plicationsOut soma execution of a sea control capability. prciiously derived.
Related to key mission compnents are;the
nilitary functions.

Military functions cauprise those essential
activities .fich.contribote to or directly sup-
port any given key mission component. Theyjare
also defined by the conceptual military fraae-
works. For example, antisubmarine warfare is
defined as a military function and is an integral
part of the sea control key mission component-Military function capability objectives'are 

-developed in the sane way as objeftives aredeveloped for key mission ompnents. Military
function capability objective-. pW!_.fIls exist
within key mission compon it stri ctures similar
to the way mission component profiles- exist
within the strategic objectives mtrix ilitary
functions-are analyzed:zs iutegral- parts of the
key mission coMpornents rather than indivd ally.
for this first assessmentleffort of the mariti; s Figure 3 Derivin "Ctomand and
PA s. Control System Objectives'The strategic objectives, Key mission
component Objectives, and military function The key force factors (sometimes referred toobjectives form the back6oe of-the operational as key measures of force effectiveness) iddressframework. Relationships:between key mission those operational ctivitles (or functions) whichcompnents and military functions are established have the'mst important contribution to any of thein the conceptual military frameworks; however, operational-levels-of capability for any-given keythe relationships between stratogic, key mission mission component. Tie ' ey force factors arecmPonent and military functions are further expansions of the operational level of capabilityamplified for the maritime effort. -Military descriptions. These factors Pay include the keyfunctions are defined as integral operational functions which best describe the operational
supporting operatioal, or 'general suppoting.' requirement. These key-force factors are quanti-Key functional aspects are included in expanded fied to the degree possible. For'example, 'con-definitions for key mission components. The duct antisubmarine warfare to a distance of 600maritime commands tend to consider the-prosecu- nautical miles from sea or shore bases" migh!-betion of wartime tasks initerms of campaigns and a key factor in achieving a given level of thecampaign areas rather than specific mission sea control mission component.components. However, campaigns tend to be Battle environment addresses the nature ofassociated with one or mre of the KATO specifed the battle ihich influences C2 and is associatedkey mission components. Thus, an initialan'iysis with two strategic elements: level of performancebased upon key mission components would see to be factors and level of conflict factors. At thesatisfactory for addressing the key issues highest level of defined operational performance,associated with C2 for maritime comands. Some the battle environment tends to be defined asexpansion of the key mission component objectives dynamic in nature with both defpnsive and offen-is necessary to determine the nature of C2 sive aspects where the offensive aspects areobjctivjes associated with operational objfectives. emphasized. A high degree-of integration ofVobe e aeffort is required between comiands, both
COHHAND AhD CONTROL REQUIREMENTS DEFINITION vertically and laterally,,atthehighest level

of operational capability. c6nse4ently, plan-C2 objectives or requirements are derived ning and force execution tend to approach realfrom operational objectives by analyzing the total time. On the other hand, at the lowest definedcontext of the decision process as illustrated in level of capability, operations tend to be definedFigure 3. While capability objectives may be as autonomous with limited lateral coordination.derived for any set of operational factors The lowest levil of capability would be exercised(strategic, mission, function, or task), they are from plans previously developed in peacetime.derived only for the key mission components for The battle enviroment also addresses the stressesthe first maritime effort. The derivation of C2 imposed by the selected level of conflict:objectives is accomplished by evaluating key tension, conventional, or limited nuclear. Keyfactors of force effectiveness, the battle characteristics of the battle environment areenvironment, key decisions made at various com- stated for each operational and conflict level.mand levels, and the C2 activities associated Types of coemand decisions tend to be awith the decision process. Key C2 implications function of level of comand. 'Command' refersare derived from an evaluation of these para. to all commands frem the senior theater comrander
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to-the fore or-unit colander. Two levels of developed in this-fashion shoJld agiee with those
cosi4sf are identified-for use in the current developed by other studies or those intuitively
analysis: theater and tactical. The theater obvious to the comand. The involvement of
level'of coiaand includes~the Major.NATO'Com- operational and technical staff mbers in this

-inders (1Cs). the'ajor Subordinate Commanders process -is essential to obtain the correct
(HSCs), -cie Principal Subordinate Comanders cperationalmperspectivesand definition and

-(PSECs), and other specified NATO-international to-ensure the imlications derived are, in fact,
cmanders. The tactical'level of command real values. Derivation-of C2 system-implications
lncJ.des the counanders directlyassociated with is a Orecursor'to the derivation of C2 system

.tactical forces whicb are normally national-even capability objectives. -

-though they mycomi 6nder control of NATO Evaluation of tlastotal operational context
commands. Decisions-made'by the theIter livels and'associated CZ factors is used to develop C2
of command t.ndto b-e strateif& in-nature and system capability objectives. Specific C2 system
deal with resource allocation and long-range capability objectives are developedfor each key
actions. -Decisions at the tactical levels of mission compo-ent and for each level of operation-
coanond tend to be more closely assiociated with Al capability within the mission component. The
direction and control of forces on a day-fb-day- first derivation of objectives results in a set
basis. The'nature of the decision is likely to of first order C2 system capability objectives
influence the type of information required and the which are'statedl

i
n operational terms. For

timeframe for evaluition and planning. Only the example. 'momand and control information system
theater level of-comnand will be specifically (CCIS) to generate andevaluate employment
addressed in the Tr-MlC C2 Plan. However, It options in real time" may be one system objective.
Is cessa6 to evaluate the decision process *Very high capacityccoamnications'to support
at all levels of command because the decisions large volumes of secure data and video trans-
and associated C2 activity are highly inter- mission" may be a communications system'ojective
reiated'across the entire chain of cemmand from within the set of C2 system capability objectives.
the3ter commander to unit commander. System capability objectives are developed-and

Four sets of C2 activity are defined: stated for the four syse*m physical elements:
assess, plai,cdirect/control, monitor, The war headquarters, comnmsnications, command and
assess acl-lvity contributes to analysis of - control information systems (CCIS), 'and sensors/
friendly and enemy.capability, evaluation of - source data (for warning installation). A caveat
alternate courses of action, and compiehension is needed here. Sensors are primarily a national
of the battle picture. Plan activity includes responsibility. For the most part, only sensors
the generition and selection of options'. plan- associated with air defense operations are
ning may be formal and written or informal, acquired as NATO equipment. However, fusion
Direct/control activity comprises those actions systems will be procured under NATO infrastructure
directly associated with t6sklng forces-and funding. The term "source" is used-to portray the
maintaining effective continued force activity, vital need for sensor data even though such data
The monitor activity includes those actions taken must be a national input into the NATO'intelli-
to gain information about friendly activities, gence system. Any assessment of capability will
enemy activities, the enviromnt, and mission necessarily address the capability to provide
progress. The characteristics of the particular adequate data; however, the solutions to resolve
activity (e.g. real-time option-generation and deficiencies will address only those system
evaluation) aie deteimined.by the level of elements which can be acquired by NATO. The C2
operational capability supported. Ideally, capability objectives provide an operational
activity descriptions would be developed for basis for assessing the ability of the C2 system
each command; for the current effort, generic to support specific operational objectives and
descriptions of key activities are developed missions.
for" the-'define&m theater and tactical comand
levels. COMMAgD AND CONTROL SYSTEM CAPABILITY ASSESSMENT

Evaluation of the foregoing;key factors, to
include the specified operations, reveals certain The C2 system capability objectives provide
key C2 implications-for each level of operational an operationally oriented basis for assessing the
capability. KeyC2 implications are derived for capability of the C2 system. -ore detailed C2
three levels of-conflict: tension and crisis, system capabilitjpbjectlves are devived from the
conventional conflict, and limited nuclear war. first order operational statements by using a
These key implications tend to address those defined standard set of-system attributes. For
factors which are critical or essential from a example, connectively, capacity, and reliability
C2 perspective-to the successful accomplishment are defined performance attributes for physical
of operations. Implications are dervied for systems. The degree of performance associated
source data (primarily enemy intelligence), with any given attribute changes as the level of
information processing, information exchange operational capability changes. Survivability
between commands, and facilities to support attributes such as electronic survivability are
command and planning. Implications for proce- also defined. In relation to the operational
dures are also evident but are not explicitly structure,performance attributes tend to be
stated because the effort is oriented toward vertically related, while survivability attributes
physical support elements. Key C2 implications tend to be horizontally related. The use of
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stan attrbutes, operational and-sy tem, the degree of-C2 sy fem support required by theallows .onsistent evaloation.of capabil sty. -strategy 'and force'st ture.The C2-system p ysical elements mist becataloged and described. 'Each command reviews_ SYSTEM IMPROVEMENT / SOLUTIONthose system elements that Support the command OPTIONSEOand describes the capability of those elements - WEL HEN -in-terns'of contributing physical systems I mprovements to the C2-system will be(e.g. transmission media, switches, ADP equip- developed by constrcting improvement packagesment, bunkers) and the attributes 'of the consistent with an overall architectural goal.individual physical systems (e.g. reliability,- The Cl syst architector is a dscription ofsurvivability). A C system physical element the major strectur or design features of~adescriptlvecatalog is being developed'and group of interrelated and interconnected systems,will be maintained and issued as a centrally subsystems, equipment, devices, components Iorcontrolled data base. The physical systems other elements. The NATO-Counications anddescriptiorsprovide a means for comparison Information Systems Agency (NACISA) is respon-to the desired goals stated-in the capability siblefor development of the overall-NATO C2objectives. systemarchitectur. C2 system improvement packages
developed by the commnnds must be consistent with
the overall -ATO system architecture. The concept

Lts=Nof developing Packages is new in the HATO planning
wat envirenment. Packages are sets of logically8 orelated system projects designed to achievespecific mission, functional, or regional goals.The construction of C2 system improvementPackages can be accomplished in a series of

logically related steps. Initially, system
requirements are established by analysis of
operational needs. Operational objectives areestablished by the conand and the currentcapability is evaluated to determine ability tosupport operational objectives. The identifi-Figure 4 C2Capability Assessment cation of deficiencies is basically the mission.
oriented assessment previossly discussed. ATie capabIlitynf the C System to support a vital factor nest be considered in the develop-given level Of tissionecipabllstyobjecivpir ent of improvemeots to the C2 system; thisassessed by cobiparing the capabilities ci the factor should be considered even during thephysical elements with the tapabilities needed assessment. The command must account for thpas stated in the capability-objectives. capability to satisfy operational objectives withCataloged capabilitieb descriptions of the the force structure, both current and proposed.physical systems tend to reveal the level of In an environment of scarce resources, it isoperational capability a particular system can essential that the C2 system be consistent withsupport. Some comparisons will'be multifaceted, the force structure; that is, It should provideFor example, the capility of communications the capability to support operational objectiveselements mst be asse sed by evaluating equal to the force capability to accomplishindividual components (e.g. transmission media, operational objectives, but not mare. Onceswitching, services) and the aggragate of those deficiencies to support the forecast forcecomponents (e.g. networks). The assessment by structure are detemined, the development ofcomparison process is not a 'cookbook" type system solutions may progress.evaluation. Considerable military operationaland technical judgment must be used in detemining

the capability of physical elements to support agiven capability level and the aggragate capability
of the physical elements to provide the necessaryand sufficient,support required. Assessment ISperformed independently for each level of conflictso that stress or survivability factors are -' -"readily evident. 

' "x.The comparison of C2 system capabilities with ,"C2 system capability objectives indicates thedegree to which the C2 system can supportoperational objectives and the deficiencies Incapability to support any given level ofoperational capability. The deficiencies areportrayed inboth operational and technical terms.Based upon co,.m and priorities, improvements to C2system capabilities can be developed to provide Figure 5 Developing C2 System Improvements
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C2 system physical element improvement Efforts by the.NATO commander will culminate

projects are developed-to solve specific in the publication of the Tri-MNC C2 Plan. This
problems. The design ofnew or additional cZ C2 plan will'state the military command and'controlSy obte ns hecal elm n t of ew a ddi t on altie Z r euirem ents; cur ent deficiencies in capability r

ypotential of various means of satisfying to meet requirements; time-phased, resource con,te poteential of ous era n s 6f en t strained proposals to implement imp rvements; and

r q eexp n ts Co sid rat ion of eis tgivn o the capability achieved to support 'operational

programed Jyste elements. New system goals-bi implementation of those prOposals.

design is suggested where required. Consid-

eration-is alsogiven to the use-of common- 
CONCLUSIONS

user componenti or, alternately,dedicated The mission-oriented approach to C2 planning

user components. Package development also is i n-orent o h TO C planning

entails an examination of multiple mission is being introduced into.the NATO C2 planning
require ant afd solutions. For example, activity. Themaritime ajor NATOConiands have

the capability developed to support one set chosen to institute a structured approach which
of key missioy component objectives m&yalso compares C2 system capability objectives with

be applicable to another key mission component achieved C2 system capabillties to determine the

set of objective with some marglinal increase ability of the C2 system to supp6rt anygiven

or addition'in.perfone. Basedmpon level of operational capability; Planning Is

commnd perspective and emphasis, physical directed toward evaluation and improvement of

element improvements will be grouped in capability to support specified key mission

logically related packages. it is likely that 
components. The current planning effort is

some packages will be NATO-widoe common-ser sets. directed toward improving the C2 system for 
the

The initial improvement package develeopeit 
theater level of commands; however, tactical

will be unconstrained by budget considerations rtcuirements and the interfaces between theater
and will address the capability needed to and tactical C2 systems are considered to provide

provide the required C2 supportto the forecast an accurate view of total NATO C2 capability to
force structure. Subsequet-tradoff analysis support the NATO missions. Improvements to the

will be conducted based upon forecast resources ca system for the theater level of comvand will
and- reviewof the mst cost-effective means of be reflected in the Tri-MNC C2 Plan. A mechanism

providing capability resulting in aresource for recomending imrovements to the C2 systems
constrained set of improvement packages. The supporting the tactical level-of comand is yet

development of a resource constrained improve- to be developed. A salient featre of the

mont plan-will depend spun both resource con- 
particular maritime apprOach is the ability

straints and command mulonbo emphasis. 
to conduct successive iterations at greater

levels of detail once an evaluation identifies

IMPROVEMENT PLAN DEVELOPMENT key issues. In summary, the most important
Oe4ENAT PAN D OPA SSMENT aspect of the mlssion-orlented approach by the

maritime MiCS is the ability to relate C2

The development of improvement plans will system requirements and capabilities to specific

be multl-faceted. Each of the MNC subordinate 
mission capabilities on an always consistent

regional co rands will develop regionally 
basis.

6rlented CZ system improvement plans which will

be included in the final Tri-MNC C2 Plan. MNCS

will coordinate the efforts of Uheir subordinates.

Coordination between MNCs will occur throughout

the planning process. The miCs will develop 
a

joint C2 system improvement plan which enccm-

passes all the requirements for the military

portion-of the C2 system once'the regional

plans have been submitted. 
Continuous coordi-

nation between MNCs, their subordinates, 
and

designited NATO agencies will be essential for

develoning both the commnon user and dedicated

user aspects of the plans.
The assessment of the impact of C2 system

improvements on mission objectives is integral

to the development of a resource constrained
improvement plan. Operational objectives are

reviewed and priorities establi$Sed for improve-

ment to specific mission components during plan

development. Resources are applied to satisfy

priority requirements and packages tailored 
to

both the need and available res6irce. Packages

are developed with specific charqe to support

operational capability in mind. Thus, the

operational impact of the Improv(ment plan is

ionedlately evident.
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